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Abstract. Data mining represents an emerging technology area of gngatrtance to homeland
security. Data mining enables knowledge discovery on detab by identifying patterns that are
novel, useful, and actionable. It has proven successfulanyndomains, such as banking, e-
commerce, genomic, investment, telecom, web analysisahialysis, and security applications. In
this chapter, we will survey the main methods and applicstif data mining and the information
systems recently developed for supporting the mining m®céVe then overview the key areas
of data mining research, in particular, on-line mining ofssige data streams, such as those that
flow continuously on the Internet and other communicaticanctels. We show that the traditional
store-now & mine-later techniques are no longer effectitieee because of the size of the data
stream or because of the real-time response requiremenis fféw fast & light algorithms and
suitable systems must be developed for mining data streams.

5.1 Introduction and Historical Perspective

The term “Data Mining” describes the processes and the techniquesishatver and extract novel,
nontrivial, and useful knowledge from large datasets [43].

The theory and practice of Data Mining (DM) have been attracting growitegest as a result of
(i) their success in many diverse application domains, (ii) the progress entiding technology, and
(iii) the growing number, size, and accessibility of data sets available fisiufrmining. As early as in
the nineties, the large databases created by commercial enterprisesnégalehe first area of opportu-
nities. It was soon realized that although created to support specifiatappel needs, these databases
contain troves of information about customers’ purchasing patterns r@fer@nces: once these are
discovered via data mining, the knowledge so acquired can be invalualhegmving the profitabil-
ity of the company. For instance, retailers can use this information for targeteketing, airlines can
use it to design fare structures that maximize their profits, and so on. EaelseDM applications
were deployed by companies as part of their “decision-support” ansitibss-intelligence” activities
that were based oData Warehousespecifically built for these activities. Thus, data collected from a
company’s operational databases are integrated into a data warehsugg@dot business intelligence
activities [26].

In the last decade, the DM field has been significantly broadened byrikial af (i) the Web,
whereby the whole world became accessible as a global data warehoddqé) several new applica-
tions such as link analysis, security applications, and text mining. Furthermdrecame clear that



much of the information that is continuously exchanged on the Internetdsbeumined as it flows on
the wire rather than from a stored database. In fact, a more traditionadrst@r & mine-later approach
is often not possible because of real-time response requirements or siecplyde the data stream is
too massive. In these situations, the information must be processed andamihediata arrives. While
this new research area, namely data stream mining, shares many similaritiestalthse mining, it
also poses unique challenges and requirements discussed in Section 5.4.

The progress made by DM technology is due to the confluent contributiosesveral research
fields. Indeed, while failures tend to be orphans, DM has seen very pwaynity claims emerge as
a result of its success and interdisciplinary nature. We now addresspiistiefly, and refer to [60]
for a more comprehensive discussion of the subjdetchine learnings the Artificial Intelligence area
where work on data mining started where research continues on veapeat methods for knowl-
edge extraction. However, while learning on sparse data remains vécyldifgreat success has been
achieved in applications working with large data sets. Then, scalability anguting efficiency be-
come a paramount concern, prompting much research work to supgdritegrate data mining meth-
ods in Data Base Management Systems (DBMS). The research visionuative DBMS [29, 58],
where DM queries are supported as regular DBMS queries, has yetreabzed, but much progress
has been made and is also discussed in Section 5.4.

Many other areas and disciplines, such as visualization and statistics tiatrébated to the
progress of DM. In particular, the field of statistics has been contributidgt# analysis for more than
a century, and is now challenged with the task of providing rigorous analyfticandations for data
mining methods of proven empirical effectiveness [45]. Statistical data misidgscussed in [45],
where it is also observed that DM plays a complementary role with respeetiitidnal data analysis.
While DM’s exploratory data analysis aims at discovering a pattern or a rfrotek given dataset data
analysis often focused on ‘confirmatory data analysis’, where amesgbmodel needs to be confirmed
and its parameters derived.

DM systems and software packages recently produced, by variougsyand disciplines, also de-
serve much credit for the popularity of DM. Along with stand-alone DM gysteuch as WEKA [18],
there are those that are part of statistical-software packages sathTasTICA, CLEMENTINE and R
[50, 16, 44], and those that are provided as extensions of comme8MIS]54, 5, 40], besides the
packages designed to support DM for specialized application domains.

Examples of DM Methods and Applications. Different DM methods are best suited for different
applications. For instance, in border control, risk factor of any crgsgéhicles can be computed on
the basis of various attributes, such as vehicle type, number of times thdevettssed the border
in last few months, driver’s license type, driver’s visa status, etc.eQne data has been integrated
from various sourcegyredictivemining models, such as classification, are often used to determine
the risk involved. These techniques have also been widely used in fihappiacations, where banks
often perform loan payment prediction and risk assessment on the lhasigtutes such as income
and credit history. describing the customer. Another well-known applitasidargeted marketing,
where potential customers are segmented into groups of similar traits arattenestics.Clustering
techniques represent the mining tool of choice in this second type of agigisaSamples that do not
fall in the clusters are callegutliers

In crime analysis, outliers are often associated with individuals or situati@sléserve to be
further investigated. For instance, when monitoring computer networkstfasion detection, outliers
often denote anomalous activities by users, which in turn indicate a postdit& by hackers. Along
with classification and clusteringssociatiorrepresents the third core mining method. The objective
of this method is to discover patterns and predictive rules. For instancejriigig records of sale
transactions we might be able to discover that a customer who buys certkis is@lso likely to buy
others.

In the next section we discuss these three core methods—i.e., classifiessmtjation, and



clustering—along with simple applications of such methods. More complex apptisaincluding
security applications, which often require a combination of several Divnigaks, are discussed in
Section 5.3.

For instance, to detect money laundering, we might employ text mining tools (ibfidthe en-
tities involved in company documents, emails, text messages, etc.), link anadlsi@sddentify links
between different individuals, companies, documents, and accoauatbgr-detection tools (to detect
unusual money transfers), and various visualization tools. Similarly, intraketection, which aims to
prevent attacks to the integrity, confidentiality, and/or availability of compuitersives classification,
and detection of sequential patterns, besides outlier analysis. Furtleeataiata mining applications,
and in particular homeland security applications, must be preceded bysertgmeparation steps to
collect and clean the relevant data (e.g., record consolidation for namhbintgtadiscretization, and
other preprocessing steps discussed in the next section.

The organization of this chapter reflects the historical evolution of the Difidied its data-driven
applications: in the next section we discuss knowledge discovery freabases, then we discuss new
applications particularly, those driven by the web (which can be viewedl glsbal database), and
Section 5.4 covers data stream mining.

5.2 Data Mining Methods

We now discuss the more established methods and technigi@®wefledge Discovery in Databases
(KDD). KDD is the algorithmic analysis of large data repositories to identify novelseéul patterns
in the data. The algorithms that are at the heart of the KDD process cawnygegl into methods that
perform similar DM tasks, such as classification, association, and clustditirese three core methods
are described in more detail in this section.

5.2.1 Taxonomy of Data Mining Methods

| Data Miming Paradigms |

| Dizcowvery | | WVerification |
I
!
|C1assification| | Association Eules | | Time Series | |Re,9;ression| | Clustering | |Visua1ization
1
| | | ! !
Bayesian | | Decision | | Support Vector MNearest Meural
Networls Trees Machines Neighbor Networks

Figure 5.1: Taxonomy of Data Mining Methods

Mining Tasks and Algorithms. Figure 5.1 provides a skeleton taxonomy of the main mining tasks
discussed in the next section.

In addition to the hierarchy presented in Figure 5.1, distinction betweemssga and unsu-
pervised learning is also common in DM literature. Here again clustering assifatation are at the
opposite extremes: clustering requires little input from the users (e.g., thiearof clusters to be con-
structed), while classification requires numerous examples that the classdgeto learn and emulate
the behavior of the system that has produced those examples.



5.2.2 Classification and Prediction

Classification is the task of predicting the value of a particular attribute in a tupteeobasis of the
values of other attributes, using a model learned from training data. Im wothrels, classifiers are
trained on a large set of examples from which they must learn how to beighas category to new
tuples. Because of their ability of making predictions based on training exangbdessifiers represent
a fundamental DM method used in many and diverse applications. Examplgddrietecting spam
email messages, given the message header, content, subject, etddiogdecether a cargo entering
US is high-risk (e.g. contains drugs) given the vehicle type, driverenbe type, driver's age, time
of day, etc. Classification is a supervised learning method, insofar as iiivendoy an initial set
of examples describing the behavior that the classifier must learn to emulhgse Examples are
normally given in the form of a database relation such as that of Table&dw.b

| VehicleType | DriverLicType | DriverAge | TimeOfDay | HighRisk |

passenger regular >=35 night N
passenger regular >=35 day N
workvan regular >=35 night Y
truck disabled >= 35 night Y
truck commercial < 35 night Y
truck commercial <35 day N
workvan commercial < 35 day Y
passenger disabled >=35 night N
passenger commercial <35 night Y
truck disabled <35 night Y
passenger disabled <35 day Y
workvan disabled >= 35 day Y
workvan regular < 35 night Y
truck disabled >=35 day N

Table 5.1: Examples of past border crossings.

In this table, we have a tuple with four attributes describing a vehicle crosisenborder and
a binary HighRisk attribute, whose value is eithéor N. HereY (versusN) denote if the vehicle
may contain drugs or illegal weapons (versus not). This example shaasoflpotential interest
to the Automated Commercial Environment (ACE) program of the U.S. Depattofedomeland
Security [1]. ACE attempts to integrate data from different governmemage to enable accurate
data analysis for border control [1]. Independent of the interpretaifche values in the table, the
objective of classification is (i) to learn the functidnthat maps the known vehicle attributes into the
Y/N values (possible values) of HighRisk (unknown attribute), and (ii) tdweate the accuracy of.
For this purpose the original set is divided into (i) a training set of rowsbfolding the classifier,
and (ii) a testing set of rows for determining the accuracy of the clagsiffédtus, the known vehicle
attributes of each testing row is fed to the learned classifier and the preditampared with the
actual label. The number of correct decisions over the number of tuglesi{elefines the accuracy of
the classifier. While high accuracy can be expected in many cases, thisriallyowell below 100%
because of the following reasons: (i) the limitations of the classification algonithed in learning
complex F functions, and (ii) the functiorF is non-deterministic——i.e., a vehicle might be not
involved in criminal activities although another with identical attribute values isvel classifier
algorithms have been proposed in the literature and are discussed nexpglicability and accuracy
of the classification algorithms depends on the application domain, i.e. notalithigs apply to any
application domain.

For instance 70% of the rows could be used for training and 30% for testing
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Naive Bayesian Classifiers

The training set for a mini-example, containing 14 tuples, is shown in TabléNote real-life appli-
cations contain thousands or even millions of tuples and many more attributesHighRiskvalue

isY in 9 of these examples amdl in the remaining 5. Thus, if we had to attempt a prediction with
only this information, we would most likely go with, since the probability ot", pr(Y) = 9/14, is
larger tharpr(N) = 5/14. However, the tuples also contain information about the vehicle attributes
associated with the Risk values, thus we can compute conditional probabilitegrive the quality of

our predictions. The conditional probabilities of the VehicleType being efiaesenger, or workvan,

or truck, for High Risk = Y is estimated (by counting the entries in the table) as:

pr(passenger|Y) =2/9, pr(workvan|Y') =4/9, pr(truck|Y’) = 3/9.

Similarly, for HighRisk = N we find: pr(passenger|N) = 3/5, pr(workvan|N) = 0, and
pr(truck|N) = 2/5. Similar count-based estimations of conditional probabilities can be easily ob-
tained for the remaining vehicle attributes. Table 5.2 shows these probabilitiethe unconditional
probability in the last row.

[ Value [ Ys | Ns |
passenger| 2/9 | 3/5
workvan 4/9 0
truck 3/9 | 2/5
regular 2/9 | 2/5
disabled 4/9 | 2/5
commercial| 3/9 | 1/5
>= 35 3/9 | 4/5
<35 6/9 | 2/5

day 3/9 | 35
night 6/9 | 2/5
all 9/14 | 5/14

Table 5.2: Probabilities for the Training set of Table 5.1

Having collected this information, the classifier must predict, which one of ifle\Rilues,Y” or
N, is more likely given a vehicle tuple with four attributes:

(VehicleT'ype, Driver LicType, Driver Age, TimeO f Day).

If X is the current value of this 4-tuple, then the right prediction is the valdé thiat maximizes
the value ofpr(C|X). But by Bayes’ theorem we obtain that:

pr(X|C) x pr(C)
pr(X)

Since X is given,pr(X) is a constant that can be ignored in finding the maximtimAlso,
pr(C) was previously estimated as(Y) = 9/14 andpr(N) = 5/14. However, estimating the value
of pr(X|C) to any degree of accuracy can be very difficult. If we make a naive siymdifassumption
that the weather attributes are independent of each other then we have:

pr((X1, ..., Xp)|C) = pr((Xn)|C) x ... x pr((Xk)|C))

pr(ClX) =

Then, we simply plug the correct values from Table 5.2 into this formula antpace the re-
sults to find the one with the highest probability. For instance, say that out ggmple isX =
(truck, regular, >= 35, night): then we havepr(X|Y) x pr(Y') =
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Figure 5.2: Decision Tree Classifier

pr(truck|Y’) x pr(regular|Y’) x pr(>= 35|Y") x pr(night|Y") x pr(all]Y") =

3/9x2/9x3/9x6/9x9/14=0.0105
andpr(X|N) x pr(N) =

pr(truck|n) x pr(regular|N) x pr(>= 35|N) x pr(night|N) x pr(all|]N) =

2/5 % 2/5 x 4/5 x 2/5 x 5/14 = 0.0182
Since0.0182 is larger thar0.0105, our prediction isV.

Observe that, these computations can be derived by restricting the TaldetBbe2rows contain-
ing the valuesruck, regular, >= 35,night, andall (unconditional) and then performing a vertical
multiplication on theY” and N columns. Thus a Naive Bayesian Classifier(NBC) can be easily im-
plemented on a spreadsheet system or on a relational DBMS using theabgstgate functions in
their standard language SGLAIthough so simple, NB classifiers normally produce accurate results,
even in the situation where the naive assumption of independence betwedifféhent attributes is
not satisfied. Simple generalizations of NBC are also at hand [53] famemus attributes, whereby
the actual driver age replaces the categorieal 35 and < 35 in the training set: then in Table 5.1,
we can use entries that describe the statistical distribution of these vatesttan the values them-
selves. Finally, it is possible to overcome the naive assumption of indepemdetween attributes,
and use Bayesian networks to describe their correlations. The more comptmiques required by
this approach are outside the scope of this paper.

Decision-Tree Classifiers

Although NB classifiers can provide efficient and accurate predicttbas,ability to offer insights into
the nature of the problem and the attributes involved, is quite limited. On the ahdr Hecision-tree
classifiers are effective at revealing the correlation between decigiah¢he values of the pertinent
attributes. Furthermore, these correlations are expressed through sifeple

For instance, Figure 5.2 shows a simple decision-tree classifier for thingraiet of Table 5.1.
Each node of the tree represents an attribute and the branches leavingléseepresent the values of
the attribute. Much understanding of the nature of decision process isdgdirough this tree. Thus,
we conclude that when the VehicleTypeasrkvan then the decision i¥", but when the VehicleType
is passenger then the decision also depends on DriverAge, while Tinag®f2zomes important when
itis a truck. A more formal statement of this understanding can come in thedbmtes, one for each
leaf node in the tree. For the example at hand, we have five rules as follows

2SQL is an acronym for Structured Query Language.



VehicleType = passenger,DriverAge >=35 — N
VehicleType = passenger,DriverAge < 35 —

VehicleType = truck, TimeOfDay = day —

Y
VehicleType = workvan — Y
N
VehicleType = truck, TimeOfDay = night — Y

Clearly, more compact trees yield terser and more incise rules, and piWdier descriptive
model for the data. Therefore, a number of techniques have beeosgebfor pruning the decision tree
for limiting its growth, while assuring that the predictive accuracy of theltiegputree is not impaired.

The following two steps are repeated recursively to generate a decis®fi)tiselect the ‘best’
attribute, sayB, for classification, and then (ii) partition the examples in the training set dicgpto
the value of attributd3. The selection of the best attribute is normally performed greedily to minimize
the heterogeneity (a.k.a. impurity) of the generated partitions. Severalahtae been proposed to
select the best partition, for instance the Gini indéx probably the simplest among them. The Gini
index of a partitionS containing bothV and P samples can be measured as:

gini(S) =1— F3 — F%

whereFp(Fy) denotes the number &f(/V) samples divided by the total number of sampleS.in
Thus, whenS contains the same number Bfand N samplegyini(S) = 1/2. However,gini(S) = 0,
whens is pure (i.e., homogeneous) and contains dhlsamples or onlyV samples. With the objective
of partitioning our training set into classes that are as homogeneous siblpoJ hus, we select the
attribute with the minimal Gini index, where Gini index of an attribute is the weighted af the Gini
index of each individual attribute value. Here weight is defined as thadidraof tuples that attain
a given attribute value. For instance, we can group the the rows in Tabley3He VehicleType
attribute and partition the table into three groups. The first group isth&wvan group with fourY's
and ON's: thus its Gini index is zero with weight/14. The second group is theuck group with
threeY's and twolN's: thus its Gini index i1 — 32/52 — 22/52) and its weight i$5/14. The third and
final group is thepassenger group with twoY's and threeVs with Gini value(1 — 22 /5% — 32/52)
and weight5/14 thus the sum of the Gini values multiplied by their weight produces a Gini value
of 9/35 for the VehicleType partition. The same computation repeated for the other three columns
produce higher Gini indexes. Thus we plthicleType at the root of our decision tree and proceed to
partition the samples according to th&iehicleType values and obtain three subtables, one for each
value ofVehicleType. Now, we recursively repeat this attribute selection+partition proceduezach
of these subtables. Thus, for the subtable wHéedicleType = passenger we find that the best
(lowest Gini index) partition is oDriver Age, while for VehicleType = truck the best partition is
onTimeO f Day. However, the subtable generated fréfahicleType = workvan is homogeneous
sinceHighRisk =Y in all of these tuples: thus we simply label this branclyas

The situation where all tuples are homogeneous (or the level of hetaibgéenbelow a cer-
tain threshold) represents the first and most desirable stopping condititimef algorithm. Two less
desirable outcomes are (i) all attributes have already been used, buttifgiqg tuples are not homo-
geneous and (ii) the last partition does not contain any qualifying tuplass, Bmy testing tuples that
are processed at case (i) node will have to be assigned a majority lakeebasha random label will
have to be assigned for case (ii).

Decision-tree classifiers are unigue in their ability to achieve both highigégerquality and
high predictive accuracy. Much research work has been devoted tovmplecision tree classifiers
and produce robust/scalable algorithms. Some of these algorithms use itdorgein ory?-based
measures, as opposed to the Gini index, for attribute selection. Algorithinstrategies for decision
tree pruning have also been proposed. Some algorithms use multi-way splitiveg than binary

3Named after the Italian statistician Corrado Gini who introduced it his 19p@rs¥ariabilita e mutabilia” (“Variability
and Mutability”).



splitting as described in the examples. Binary split algorithms can also be egtémdieal directly
with continuous data (i.e., without requiring them to be discretized) by simplynfinthe optimum
split valueV for a given attributed. Thus, samples witti-value less tharV’ are assigned to one
branch and the remaining ones to the other branch. Detailed discussicgserativanced decision tree
methods can be found in [2, 53].

5.2.3 Association Rules

Whenever a market basket is pushed trough the checkout countgrotery store, or a “checkout-
and-pay” button is clicked during a web transaction, a record describsn@ems sold is entered in
the database. A business enterprise can then use such records tg itherftiequent patterns in such
transactions. These patterns can then be described by the followingatite shat if a market basket
contains both Diapers and Milk it also contains Beer.

ry : Diapers, Milk — Beer
A marketing analyst would only find such rules useful if the following threeditions hold.
1. the rule is valid, at least to a certain level of statistamaifidence

2. the rule occurs frequently, i.e., has certain levedugiportand,

3. the rule is new and interesting, i.e., the rule was not previously knowrtamgbotentially be
put to use to improve the profitability of company (e.g., by bundling these thmes frea sale
campaign or by placing them in nearby locations on the shelf).

Obviously condition 3 can only be decided by the analyst who is intimately familigr thve
domain. Thus a DM system generates and presents to the analyst all atleatisfy conditions 1 and
2: such rules can be found by counting the frequency of the itemsets irathbasge. Consider for
instance the following database, containing five transactions.

[ TID | Itemset \
{ Bread, Milk }

{ Bread, Beer, Diapers, Egps
{ Beer, Cola, Diapers, Milk

{ Beer, Bread, Diapers, Milk
{ Bread, Cola, Diapers, Milk

O b wWwNPE

Table 5.3: Examples of Market Basket Transactions

We are interested in rules that have a high levebapportand confidence The supportof
a rule is defined by the fraction of transactions that contain all the items in ke Tine example
database contains five transactions and two of those contain all the iterme of (ue., the itemset
{Beer, Diapers, Milk}). So the support for; is S; = 2/5 = 0.4.

The confidence for a rule is instead the ratio between the support oflthand the support of
its left side: the left side of; is {Diapers, Milk} which has supporfs = 3/5 = 0.6. Therefore,
the confidence for the rule iS;/S2 = 0.66. In many situations, only rules that have a high level
of confidence and support are of interest to the analysts. Thus, dtanice if the analyst specifies
a minimum confidence> 0.66 and a minimum support 0.6, thenr; fails because of insufficient
support. However, the following two rules meet this criteria:

ro : Milk —  Bread
rg : Bread — Milk
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In fact, bothr, andrs have support equal /5 = 0.6, and confidence equal 8y4 = 0.75.

The symmetric role played by Bread and Milk in these rules, illustrates the faictht rules we
construct only establish a strong correlation between items, without estaglésbausality implication.
While a more in-depth analysis of the dataset can reveal more about tire pétine relationship
between the items, the analyst is normally the best and final judge on the sigodiof the rule.
For instance, a rule frequently discovered when mining the data of a |aggrtchent store, is that
people who buy maintenance contracts are likely to buy large appliancede Wis represents a
statistically valid association, it is useless in predicting the behavior of custortrefact, we know
that the purchase of a maintenance contract represents the corssquatithe cause of purchasing
a large appliance. Only the analyst can discard such trivial rules. Whusiust make sure that the
algorithms do not overwhelm the analysts by returning too many candidate Als®, we are dealing
with hundreds of thousands of transactions and finding all those rutebex@me computationally
intractable as the database size increases. The problems of limiting the ndmides generated and
the running time for generating them can both be effectively addressezktiyng a high minimum
support level. Under this assumption, there exist efficient algorithms tergtnall frequent itemsets
from very large databases of transactions as we discuss next.

The Apriori algorithm operates by generating frequent itemsets of isitrgaize: the algorithm
starts with singleton sets and then from these it generates frequenttpairdrequent triplets from
frequent pairs, and so on. The algorithm exploits the downward clospepy (f an itemset is frequent
then all its subsets must also be freqyehet us use the market-basket example with minimum support
of 0.60 to illustrate how this principle is applied.

Step 1: The algorithm first find singleton items with frequeney3/5 = 0.60. Thus we get the
following items (with frequency).{Beer}:3, {Bread;:4, {Diapers:4, { Milk }:4 .

Step 2. Next the frequent pairs are obtained by combining the singletguneiné items: thus we ob-
tain the following candidate pair{Beer, Breadl, {Beer, Diapery, {Bear, Milk}, {Bread, Diaper},
{Bread, Milk}, {Diapers, Milk}.

Step 3: Then we filter these pairs to find the ones with frequency greateotlegual to the minimum
support threshold (frequency 3 in this case):

{Beer,Diaper¥:3, {Bread,Diaperk3, {Bread,Milk}:3, { Diapers,Milk}:3.

Step 4: Next the algorithm joins these pairs based on the shared items to fididate triplets—
Note that these triplets may not qualify as candidates, if any of its subset ireqaent (the Apriori
principle). Thus as the first two pairs are joined to fofBeer, Bread, Diapets we find that its subset
{Beer, Bread is not frequent: thus this triplet is not a candidate frequent itemset. Like\sser,
Diapers, Milk} is missing the frequent subsgBeer, Milk}. Thus the only triplet that can possibly be
frequent is,{Bread, Diapers, Milk.

Step 5: Then the algorithm counts the occurrenceBoéad, Diapers, Milk for which we find three
occurrences—thus it is frequent. With no pairs of triplets to combine into drgpbet, the algorithm
terminates.

Thus, the algorithm constructs all candidate sets with support betterOtGanThe minimum
confidence requirement is also easy to implement since it is now trivial to dentipeir confidence.
For instance, let us assume that the required minimum confidertc@. isThen, we see that a rule
Bread, Diapers — Milk qualifies, sincq Bread, Diapers, Milk and{Bread, Diapershave the same
support and thus the rule has confidemcédowever, the ruld3read — Milk does not qualify, since
the support of Bread, Milk } is 3/5 while that of{ Bread} is 4/5; thus the confidence is onty75.

While Apriori is rather simple and efficient, several algorithms, such agre®Rth [27], have
been proposed to reduce the cost of finding frequent itemsets and to édirtiieaneed of performing
multiple passes through the database.



Sequential Patterns Often there is a temporal correlation between items purchased, wheagby, s
customers who buy a suite and a shirt, often return to purchase a belttamdThis behavior can
be modeled as a sequence of three items$ts= ({suit, shirt}, {belt}, {tie}). Then,S; is said

to be a subsequence 81 if it can be obtained fromb; by eliminating some itemsets. This =
({suit}, {belt}, {tie}) and Ss = {suit, shirt}, {belt}), are both subsequence 8f. Thus we can
now determine the support for a temporal rule such fsuit}, {belt}) = ({tie}), by simply counting
the number of sequences in our database that taxet}, {belt}, {tie}) as their subsequence. For
example say that our database only contains sequéh¢cés andSs; then its support of this rule is 2/3.
The confidence in the rule is also 2/3. Observe that the Apriori principtehalkls here: if a sequence
occursk times in the database, then its subsequences must occur at l@ass. Thus algorithms
inspired by the Apriori algorithm can be used to find sequences whegedncy and confidence exceed
given thresholds.

5.2.4 Clustering Methods

Given a large set of objects described by their attributes, clustering neediisinpt to partition them
into groups such that the similarity is maximized between the objects in the same Greugimilarity
is computed based on the attributes of the objects. Clustering often rejpitesénst step in a knowl-
edge discovery process. For instance, in marketing applications clgsterioustomer segmentation
makes it possible to learn the response of the population to a new servigeaxet by interviewing
sample customers in each cluster. In intrusion detection, clustering is ttedjpgo learn the behavior
of regular users making possible for the analyst to concentrate on oatlidranomalous behavior.

Clustering methods have been used in a wider variety of applications anet lttvaqn any other
DM method. In particular, biologists have long been seeking taxonomiesddivthg universe and
early work in cluster analysis sought to create a mathematical discipline tcadesech classification
structures. Modern biologists instead use clustering to find groups ekghlat have similar expres-
sions. Librarians and archivists have long used clustering to betterinegheir collections. Moreover,
as discussed in the next section, clustering represents a very valuallfle targanizing and searching
the billions of pages available on the web and monitor the innumerable messabasged as email.
Let’'s assume that we want to analyze this data to detect terrorist activitidisesrsuspicious activities.
This data is highly dynamic, which precludes the use of classification algorithihesefore, after ap-
propriate cleaning, each document can be converted to a feature gentaiming the terms and their
occurrence in the document. Then the documents can be clustered habedemfeature vectors, such
that the documents with similar feature vectors are assigned to the same cfustrclustering can
result in interesting clusters that can be further investigated by humanex@g. a cluster where the
top distinctive words arbiological virusandjihad.

Many clustering algorithms have been proposed over the years and ¢tailed discussion is
well beyond the scope of this paper. Therefore, we instead group ititena crude taxonomy and
briefly discuss sample algorithms from the main classes of the taxonomy.

e Hierarchical Clustering Methods. These methods assume an underlining conceptual structure
that is strictly hierarchical. Thus agglomerative methods start with indivioliats and, at each
step, merge the closest pair of clusters—provided that their distance 8 agjiven threshold
(otherwise we end up with one all-inclusive cluster containing all pointsyis@e methods
instead start from one all-inclusive cluster and at each step split clubtgrsontain dissimilar
points.

e Density Based Clustering. This method assigns clusters to points based on the neighborhood
of the point, i.e. if many neighbors of a point belong to cluster C then the poatsdsassigned
to cluster C, even if the center of cluster C is not close to the point. Theretfemsity-based
methods can generate clusters of any shape and as such can deajdteries and epidemic
phenomena. A popular density-based algorithm called DBSCAN is dedaritsection 5.4.
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e Prototype-Based Methods.These seek to cluster the objects near a set of prototype points that
summarize the clusters—-typically the mean or the median of the points in the clstery
popular method in this class is tkemeansalgorithm which is discussed next.

The K-Means Algorithm:
1. SelectK points as initial centroids

2. repeatthe following two steps:
(i) Form K clusters by assigning each point to its closest centroid.

(i) Recompute the centroid of each cluster.
3. until the centroids do not change.

While clustering is considered an unsupervised learning method, mostricigsidgorithms re-
quire a fair degree of guidance from the analyst. Furthermore, theataalue ofK’ must be specified
by the user. A value ok that is too low will cause some clusters to be too sparse: on the other hand
a value of K that is too large will generate clusters that have centroids very close hootlaer and
should be merged. In practice therefore, the application of the algorithid be an iterative process
that, e.g., starts with a low value & and then increases it by splitting sparse clusters. Even after
the correct value ok is determined, the selection of the initi&l points remains a delicate operation.
Indeed, the choice of different initial points can result in differentlfagntroids. One solution to this
problem consists in randomly selecting a small sample of the dataset andiolygtesing hierarchical
clustering methods.

A centroid is computed as the average (i.e., the center of mass) of its poifggaiifit is overly
sensitive to noise and outliers, and rarely corresponds to an actuat.obje alternative, and often
preferable solution, consists of using medoids, i.e., the mean points of thersluanother decision
that the analyst must make is which matrix to use for similarity between the objextesnGn matrices
include Euclidian distance, Manhattan distance, etc. Other notions of similexioftan preferable for
particular applications. For instance, the cosine distance is often usdddoments and the Jaccard
and Tanimoto coefficients are used as similarity measures for binary data.

5.2.5 Other Mining Techniques

The core techniques described so far are supplemented by assortoi@rdaechniques and methods,
which we only summarize due to space limitations. Among the many techniquesspobfos predic-
tions, we find Support Vector Machine (SVM), a computationally expensiassification method that
achieves excellent accuracy and avoids the “curse of dimensionaldlgm. The goal of SVM is to
separate sets of examples belonging to different classes by hypexpden® maximize the distance
between the hyperplane and the examples in each class. Nearest-Meagltholassifiers instead at-
tempt to achieve compact representations for the training set, so thatwarsanmgle can be classified
on the basis of the most similak (> 1) examples in the training set [53]. Thus, rather than providing
a higher-level descriptive model, nearest-neighborhood classif&ifyjtheir decision on the basis of
similar instances from the training samples. Moreover, both descriptive naodeihtuitive connec-
tions with training samples can be lost when uditeural Network$53]. This is a popular method that
requires a long training phase but can can deliver good predictiferpemce in applications such as
handwritten character recognition and speech generation.

Regressioris a popular statistical method based on well-developed mathematical thedriels, w
is not restricted to linear functions, but can also be used for non-limedtivariate functions, and event
probabilities (logistic regression). Even so it cannot match the performname generality of classi-
fiers in highly non-linear problems. Take for instance the analysisref seriesandevent sequences
such as stock quotations on a ticker tape. To perform trend analysis imthisrenent, the analyst
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can use regression-based methods (after suitable smoothing of the ldat&ver in most advanced
applications the analyst is interested in detecting patterns, such as thé&e'ottbom’ pattern, that pro-
vide a reliable predictor of future market gains. Special techniquessarkto recognize these patterns
and similar ones defined by relaxing the matching requirements both in the amgiitddane (time
warping). Special query language constructs, indexing, and queiyiaation techniques (Section
5.4) are used for this purpose [49].

In many respectgutlier analysiscomplements these methods by identify data points that do not
fit into the descriptive mining model. Therefore, outlier mining is often a ‘de&rdestroy’ mission,
since outliers are either viewed as noisy data (e.g., incorrect values daeltiolines) , or true but
inconvenient data that can hamper derivation of mining models. Howguglications such as fraud
analysis or intrusion detection focus on the recognition and in-depth sfumlytlers, since these are
frequently an indication of criminal activities. An assortment of other tecleggqanging from OLAP
data cubes to logistic regression [24] can be used for outlier detection.

5.2.6 The KDD Process

Figure 5.3 summarizes the overall KDD mining process consisting of theadateps, including
e Data Collection, Integration and Cleaning
e Data Exploration and Preparation
e Selection and Application of DM tasks and algorithms

e Evaluation and application of DM results

[Zbata mining—core
of knowledge

Data Minin

Task-relevant D

Data .'Selectiun
Warehous
Data Cleanin N ¥
_____ |
== Integration

Databases

Figure 5.3: The KDD Process: main steps

Because of its exploratory nature the DM process is often iterative: Myapaint in the process,
the analyst becomes dissatisfied with the results obtained so far, he @tgimesito previous steps to
revise them or restart from scratch. We can now elaborate on these step

Data Collection, Integration, and Cleaning. Before any mining can begin, data must be collected
and integrated from multiple sites. Furthermore, it must be “cleaned” to remuige and eliminate
discrepancies (e.g., by consolidating different names used for the sHityg. erThese operations con-
stitute time-consuming and labor-intensive tasks that lead to constructioDatbaNarehouseThus,
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a data warehouse is an integrated database into which a company consalidatésrmation col-
lected from its operational databases, for the purpose of performsigdas-intelligence and decision-
support functions. These functions often include a library of data minirigeds—along with simpler
tools for On-Line Analytical Processing (OLAP), visualization, and statitamalysis. We next dis-
cuss these functions and various data-preparation tasks that oftexle@nd pave the way to the actual
deployment of DM methods.

¢ OLAP Analysis.OLAP tools have met great success in business applications, inasmugh as (

they provide users with easy-to-understand multidimensional views of tatr dnd (ii) they
are now supported by most commercial DBMSs. Thus, by a simple SQL ,qherynanager
analyzing the sales can retrieve the summary of the recent sales foreggmh, rcity, and each
store within the city—and thus quickly identify outliers requiring further analyEhis analysis
can e.g., be performed in the dimensions of (i) location, hierarchically stacchy region, city,
and store; (ii) time, hierarchically structured by year, season, monthk,veeel day; and (ii)
product types. Thus a simple OLAP query can return a hyperculesbapresentation of all the
sales of interest hierarchically partitioned along the dimensions of inteiiestaSSQL queries
can also produce roll-up, drill-down, slice, and dice views of this dath [26 application of
OLAP analysis to associate criminal events is discussed in the next section.

¢ Visualization. People’s ability to absorb large amounts of information and recognize pattern
therein is limited by the available views of the data. Histograms, pie charts, suatsrdensity
plots, vector plots, and spatio-temporal charts are very effective imhzsng low-dimensional
data and the results produced by statistical and OLAP functions. On thehatie, visualization
methods suffer from the “dimensionality curse” since they cannot hangledimensional data
well—although techniques based on parallel coordinates, star cooliaae Chernoff faces
have proved effective in special cases.

e Data Statistics. Standard notions from statistics can be used to describe continuous data by
their central tendency and dispersion. Measures of central teniteiaoge mean, median, and
midrange, while measures of data dispersion include quantiles, interquamige,rand vari-
ance. These statistics and related analytics are efficiently supportedjeri&inbases by OLAP
queries of commercial DBMS, and can be visualized via histograms, quaotidegmd box plots.

DM mining methods and in particular clustering, can also be used to gain a bedienstanding
of the structure of the data in preparation for the actual mining tasks. Ttheahautcome of the data
exploration step is that the analyst achieves a better understanding &f Mi@lgorithms should be
applied to the data. However, before such algorithm can be applied,raeveral of the following
preprocessing steps are frequently needed:

e Eliminating missing valuesSpecial symbols called nulls are normally used to represent infor-
mation in the collected data set. In certain cases, the DM algorithm can treaas s/ other
value and produce satisfactory results. In many cases however, prigzaah results in errors
or decreased accuracy. Thus, null values must be eliminated, by eitheving the table rows
containing these null values all together, or by replacing each null witblzapte value derived
as the mean of the column (non-null) values or by other probability-basiecation.

e Discretization of Numerical Value3able attributes can either be categorical (i.e., allowing only
a small set of values) or numerical (i.e., representing continuous vagjableh as access time or
driver's age). Many mining algorithms support continuous attributesrdoga the discretization
as part of the algorithm itself. But in some situations, such as driver'sragerder control,
or employee salary in intrusion detection, discretization is best performededbais of the
analyst’'s understanding of semantic significance of the various interviids thomain.
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e Dimensionality Reductionln some large applications this step can be used to either reduce
the number of rows or columns in the dataset. Sampling and aggregation dimeasion
(see OLAP cubes) can be used to reduce the number of rows. Whiletdiaton does not
reduce the number of rows involved, it can make their representation miongect; compression
techniques based on wavelet transforms and principal componensiznalgthods have also
been used for the same purpose. Feature selection methods can insteszd be reduce the
number of columns, by identifying and eliminating the columns that are not cfiitictde mining
task.

Evaluation of DM results. The quality and the usefulness of the results produced must be evaluated

for the application at hand. For predictive tasks, the quality of the modehisi@ed in terms of the
accuracy of the predictions. The usefulness of the results is normallya¢ed in terms of (i) the

novelty of the patterns discovered and (ii) their generality. For (i) it is dlear while confirmation

of preexisting knowledge produces greater confidence in the agcafabe DM approach, it does
not deliver immediate business value to the company. The business valaw &howledge is often
measured by its ability to inspire actions that increase the profitability of thedmsss{a.g., by detecting
a previously unknown pattern of frauds or vulnerability in the system).lllyjribe benefits grow with

the realm of applicability of the new rule or pattern that is learned: a widellicgyle business rule,
is better than a very specific one.

5.3 Web Mining and New Applications

The last decade has seen a significant growth in DM technology and atppis; in particular, the
web has tremendously expanded the information available for DM and draate application op-
portunities. Two new research areas have thus emerged: one is web-minagthe global mining
of information retrievable from web sites; the other is data-stream mining—ieeqgritine mining of
information exchanged over the communication lines of the internet. In the meantimsé progress
has been achieved in DM methods, applications, and systems, and sstocessrom fields as diverse
as security, biology, and marketing have inflated perceptions on the poweeach of DM technol-
ogy. As a result, major information management software vendors are maggrgssively to provide
systems that integrate a rich assortment of DM methods and can supporhdie mining process
discussed in the previous section. A parallel development has beeretitonrof large datasets for
mining that, eventually, can be shared between cooperating companiegenuies, or even published
for research purposes. This trend has been met with serious cerad®ut the privacy of individuals
being compromised as a result, and the new research aR@vaty-Preserving DMhas emerged to
address this concern. In this section, we briefly discuss web miningityeend privacy.

5.3.1 Web Mining

The web can be regarded as the largest database available and #raseofiless opportunities for
knowledge discovery. However, the discovery process is more diffiete than in traditional databases,
because of the lack of uniformity between web sites, and the prevalenostofictured and semistruc-
tured information.

Web Usage Mining

Web usage mining is the study of the data generated by the web surfesignsed-or instance, users’
click streams recorded in the web logs of the server can be mined for fregagociation patterns,
which can then be used (i) to improve the design of the web site and (ii) to imgmewecommenda-
tions and ads presented to the user.
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Web Content Mining

In many respects, the growth of the web is intimately connected with that afrseagines that use (i)
crawlers to systematically download pages and documents from the wetd)anfib{mation Retrieval
(IR) methods to index and rank the web pages on the basis of their corstemtspromptly return the
URL of the relevant pages in response to keyword-based seaktthide.content mining of multimedia
documents represents a topic of growing interest, the mining of text docureemams the cornerstone
of search engines, which often combine classical IR techniques, witlovieted enhancements (e.g.,
those based on link analysis).

In the keyword-based approach of IR, the document categorizatienfrmed using the terms/words
that occur in the documents. Then stop-words are removed: theser®sumoh as article that are very
common in the languages, and thus have little discriminative value. Additionallg @emsolidation
is often applied whereby synonyms and words represented by same stemarged.

Therefore, a document is now represented by a vector of terms, &Herguency is associated
with each term. These frequencies are first normalized relative to the totadar of words in the
document; then, it is further scaled down by using a log scale. Finally, teaserthe discriminating
power of the term-frequency vector, the term-frequency is also scaied ith proportion to the number
of documents in the collection containing this particular term.

Now, when a query containing a vector of search terms is submitted by ahseaystem com-
putes the normalized inner product of the query vector with the term-fregyusctor (cosine measure)
for each document in the collection, and ranks the documents based arsthe measure.

While the techniques described above apply to traditional text documentseingages aliké,
the latter also contaitagsandlinks, which are critical pieces of information not found in the former.

Tags define the structure of a web page and can also be used to pirtigosgmantics of its
elements: it can thus provide precise descriptors to web applications amth emgines. While oppor-
tunities created by tag mining have yet to be fully exploited, this situation carasemably expected
to change once the Semantic Web progresses toward actual realizafio®f8the other hand, link
mining has already made a dramatic impact through link analysis and Google.

Link Analysis

Link analysis is the activity of mining the web to determine its structure [12]. Theemis a graph
where nodes represent pages and arcs represent links. Mardtaftenot, links to a page are expres-
sions of interest and act as approval for the page; therefore theamwhbnks pointing to a page is
normally a measure of its quality and usefulness. Thus, for a particular, typdmithoritative pages
one which is pointed to by many other pages whileud is a page that provides many links to such
authorities. In scientific literature, for instance, survey papers playdleeof hubs, by referring to
authorities who introduced or best describe particular topics and te@wmiqu

A major development in link analysis came with the introduction of the PageRaokitalg,
and the extraordinary success of Google that used it to prioritize thearglpages. Indeed, given the
enormity of the web, keyword searches tend to return large number osURereas users tend to
explore only a limited number of such URLs—typically those displayed in thegdage (or first few
pages) of their web browser. Thus, it is essential that the top URLsestly the search engine are
those that are approved by the largest number of most reliable useen Bat approval of a page is
denoted by linking to it, in the PageRank algorithm the rank of a page is detatimn@ the number
of pages that point to it and (ii) their ranks. This recursive definitiondg¢adgquations that are akin to
those of Markov models where links to a webpage can be seen as transitiabihities. A number
of efficient numeric and symbolic techniques are at hand to solve thes¢iatgiand determine the
PageRank of each page discovered by the web crawler.

“In fact similar distances and techniques are often used to cluster dotiméibraries.
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User Modeling

Link analysis is also used to discover accounts, companies, and inds/idum network of terrorists
or other criminal organizations. Link analysis can find hidden links betvileemccounts and find a
cluster of such accounts that are interrelated. These links includeitefmdwithdrawals from the
account, wire transfers, shared account owners, etc. Once sogpsgare identified, additional in-
formation about the group plans and goals can be obtained. Similarly, lirks@ean also discover
non-criminalsocial networksby identifying highly connected subgraphs in the web. We note that
individuals/companies participating in social or terror networks are nornoatiyected in many dif-
ferent ways in addition to links in their web-pages. For instance, these entitiy work together,
share emails or phone calls or text messages, participate in same recteatimitées, etc. Much of
this information might not be available in electronic form, or could be protegiqatidacy. Even with
these restrictions the discovery of such networks can be invaluablerioeland security, investigation
of criminal activities, and viral marketing.

Viral Marketingis based on the idea that recommendation (about movies, products, egajl spr
through word-of-mouth, email and other informal contacts (i.e., in ways sirtoldhose in which
viral infections spread through the population). Thus, a very cost#fe strategy for marketing is to
focus on a small subset of well-connected people in the network and emittio enthusiastic early
adopters, who will then propagate the message to the social network.rfewistecell detection, user
modeling takes the form of assigning roles to the entities involved in the cell. Tansifies financial
sources of the cell and influential entities in the cell. This labelling is based oy different attributes
such as node degree, closeness, connectedness, and the fdlsgpseation.

In traditional targeted marketing applications, potential customers are dirstigned into seg-
ments through clustering algorithms that group them according to their agenseme, education,
ethnicity, and interests. Then the responses from samples collected feemsbgments are used to
decide on a marketing strategy. However in many cases, this approactt ¢enused on the web,
since most users prefer to order goods and services without revealiagnal information. A tech-
nigue calledcollaborative filteringhas been developed to address this problem. In this approach, the
system makes recommendations during live customer transaction. For eystancustomer is buying
a book, the system (i) identifies customers, called neighbors, who havesistsimilar to the customer
involved in the transaction (e.g., similar purchase patterns or productspaéing then (ii) recommends
other related items frequently bought (or highly rated) by neighborsyMhaapping sites such as ama-
zon.com and movie rental sites such as netflix employ this technique with goeaiss. Collaborative
filtering can also be used to analyze criminal records and predict th@ibelo&felons based on the
behavior of ‘neighbor’ felons. Thus collaborative filtering has attroteich research and commercial
interest [12].

5.3.2 Security Applications

Data Mining is now regarded as a key technology in security applicationsiseaDM techniques of

increasing complexity and sophistication. For instance, simple OLAP tectinltae been used to
associate outlier crimes committed by the same perpetrator [35]. The signéfiofittee outliers can

be explained by the following example [35]:

1. Of 100 robberies, in 5 the weapon-used attribute had value ‘Japanesd’ while a gun was
used in the other 95. Obviously, the japanese swords are of more disdmisignificance than
gun.

2. For the method-of-escape attribute we have 20 different valuesaibyby foot’, etc. Although
both ‘Japanese sword’ and ‘by car’ both occurred in 5 crimes., theyidmot be treated equally.

3. The combination of ‘Japanese sword’ and ‘by car’ is more signifitaan'Japanese sword’
and/or ‘by car’ alone.
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Thus, the basic assumption is that criminals keep their modus operandi @caimences of
uncommon traits in successive crimes suggest that they are probably theestame perpetrator. An
OLAP-based approach can be used to count the occurrences o$ danuéfferent values of attributes
such as weapon-used and escape-method, and for all possible ctonisid these attributes. OLAP
aggregates also support natural generalizations over attribute valbhesby e.g., city blocks can
be generalized into larger quarters, and person heights might beeeady coarser granularities.
As a preprocessing step, clustering was used to select the most sigrafitdnutes for analysis, and
partition their values into discrete intervals. Finally, an outlier score functaswged [34] to measure
the extremeness level of outliers, and an association method based osdbesewas employed to
associate criminal incidents. The method was applied to the robbery incidesed in Richmond,
Virginia of 1998, with promising results [34].

Effective border control represents a top priority for homeland sgycfi]. Simple classifiers
such as those discussed in the previous section represent an impdvtaetiihique that can be used
in such application. More sophisticated DM techniques or combination of itpeds can be used in
more advanced applications. For instance, telecommunication companidsdegvearly adopters of
DM technology, and are now sophisticated users of this technology inséiapplications, including
identification of network faults, overload detection, customer profiling, etary, discovery okub-
scriptionfraud, andsuperimpositiorfraud. Subscriptionfraud is very common in the business world
and is perpetrated when new subscribers use deception in applyinglliogaards, telephone ac-
counts, and other services for which they are not qualified, and/@ hauntention to ever pay for.
Mining techniques such as classification and clustering have been usegbedtsuccess in these and
other risk-management situations (e.g., approving loan applications).

Cellular cloning fraudis instead a classical example of superposition fraud. This fraud is per-
petrated by programming into one or more clones the identity of a legitimate celludaegwhose
account is then charged with the calls made from the second one). Mditiotmal techniques based
on rules such as “no two calls can be made within a short time from two distaeisj)dnave now been
successfully enhanced with DM methods based on (i) building a typical/lmehaofile for each cus-
tomer and (ii) detecting deviation from this typical behavior using techniquets gs neural nets and
classifiers. Aranomaly detectioapproach has also proven effectiveritrusion detectiompplications
as discussed next.

The fast growth of the internet has been accompanied with a surgefiastio attack the secu-
rity of the network and intrude into its nodes, via increasingly sophisticatddtaod approaches. As
a result, intrusion detection tools have become indispensable for netwurkiattators. Early systems
based on signatures that describe known intrusion scenarios, havevolved into data mining algo-
rithms that first build a model of “normal” behavior and then detect anomadieg techniques such as
classifiers, clustering, and outlier detection [26]. Due to the transientlamaimic nature of intrusion
these tasks must be performed in a data stream mining environment, and wikthiscussed in more
details in the next section.

A third and more elaborate kind of fraud ¢sllusive agent fraudhat is perpetrated when sev-
eral agents collaborate in fraudulent or illegal activities. An example ofgtilse laundering of dirty
money resulting from drug trafficking. Of more recent interest is the aisbf funding mechanisms
for terrorism—e.q., the situation where charity money is used for weapahteaoristic training. The
approach used aims at identifying suspicious and otherwise unusuabeletransactions while mini-
mizing the number of ‘false positive’ returned by the system. Traditional metbased on simple rules
written by experts often lack in precision and cannot cope with new monegéaiing schemes con-
tinuously devised by the criminals. Relational data mining methods for the digcof/eare patterns
have been used to overcome these problems [37]. Link analysis carlasorpajor role in detecting
large networks of colluding agents. For instance the following quote is fatenWikipedia [4].

Data mining has been cited as the method by which the U.S. Army unit Able Danger
supposedly had identified the September 11, 2001 attacks leader, MoA#mexhd three
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other 9/11 hijackers as possible members of an al Qaeda cell operatinginShmore
than a year before the attagk

Able Danger (a classified military intelligence program, created in 1999, siggamsnational
terrorism—specifically al-Qaeda) relied on link analysis techniques to iassquiblicly available in-
formation with classified information in an attempt to make associations betweeidiralimembers
of terrorist groups. Whether factual or overstated, Able Dangep®nted success in investigating
social (or criminal) networks by combining secret information with public-doniaformation has
added to the fear about the government breaching the privacy oidndig by mining their massive
database8. An even more pressing concern is that malicious users and organizetiolissemploy
similar mining techniques and public-domain databases for nefarious pstpé&¥opelled by these
concerns, privacy-preserving DM has emerged as a very actiiedbpurrent research.

5.3.3 Privacy-Preserving Data Mining

In this Information Age, a great deal of scientific, medical, and economaicrimdtion is collected on
every aspect of human activity. The benefits of this information can be maedibiz sharing it among
agencies and researchers. Unfortunately, this can also lead to misgs#se grivacy-breach of the
citizens. A vivid example of this problem was provided by Latanya Sweevisy in 2002 [51], started
from a large public domain database of medical diagnoses and prosgairfermed on people. The
database had been sanitized to remove information, such as social seeonitgr, address, etc., which
could be used to identify the actual individuals. However, the persantfedate, zip code and sex were
still reported in the database. Sweeney bought the voter registrationrliSafobridge, Massachusset
(56 K records), listing the birthdate, zip, and sex for each voter, asdhues able to derive the medical
record of William Weld, who was state governor at the time. The problemikelearly identifiable

in the fact that birthdate, zip, and sex is a quasi-key: it uniquely identifiés 8f population in the
USA. The concept oK-Anonymitywas thus introduced to avoid the quasi-key problem. K-Anonymity
requires that, at leaskl’ >> 1 records share the same values for any combination of attribute values.
In order to make a database publishable, while avoiding the quasi-keleprplesearchers are now
seeking to provide techniques to introduce modifications in the databasadeeakhanonymity, while
still preserving the statistics of the data sets to enable accurate mining. HopwWeaaonymity is
only a necessary condition that must be satisfied when seeking ppvasgrving data mining. The
problem of finding sufficient conditions is much harder inasmuch as it as bhown that the mere
publication of mining results, such as association rules or decision traespogromise privacy in
certain situations. This problem provides a fertile ground for much curesearch.

5.4 Mining Data Streams

The tremendous growth of the internet has created a situation where maymiaof information is
being exchanged continuously in the form of data streams. A store-ndwracess-later approach
is often impractical in this environment, either because the data rate is too eassivecause of
applications’ real time (or quasi real-time) requirements. A new generatioffaymation manage-
ment systems, called Data Stream Management Systems(DSMSs) are tlyuddsigmed to support

SAccording to statements by Lt. Col. Anthony Shaffer and those of fowarstif\ble Danger had identified the September
11, 2001 attack leader Mohamed Atta, and three of the 9/11 plot's otheijat®drs, as possible members of an al Qaeda
cell linked to the '93 World Trade Center bombing. This theory was heavdynpted by Representative Curt Weldon, vice
chairman of the House Armed Services and House Homeland Secumityitiees. In December 2006, an investigation by
the US Senate Intelligence Committee concluded that those assertionanfieeneded.. . . However, witness testimony from
these hearings is not publicly available

®Indeed in US, Able Danger is only one (and hardly the largest) of the miasgified government programs that use data
mining for homeland security applications [48].
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advanced applications on continuous data streams. For instance, irdaétetion system for web
purchases, clicks have to be marked as spam or non-spam as soey asritte, so that the rest of
the system does not get affected by the fraudulent clicks. We nexisdistetwork monitoring and
intrusion detection represent key application area for this technology

Intrusion Detection

Intrusion Detection The threat to homeland security posed by intrusions became obvious in the
Spring of 2007 when cyberwar against Estonia broke out after ttenZ&r Soldier’ statue was removed
from the Russian World War 1l memorial in the center of Tallinn. This cylsesaalt disabled most of
the web services of government ministries, political parties, newspapefsaaks in this Baltic nation,
whereby Nato scrambled to the rescue by sending its top terrorism eXgigrt3 he crisis was triggered
by hackers, who using malwarpenetrated masses of computer and launched synchronized bursts of
requests to overwhelm computer servers and bring them to a halt. This Distfibenial of Service
attack illustrates that these ‘virtual’ cyber-attacks can jeopardize thesinfdure of whole countries.
Therefore, Intrusion Detection Systems (IDS) are now widely used tegroomputer networks from
cyber attacks by monitoring audit data streams collected from network atehsy for clues of mali-
cious behavior. The misuse detection techniques of more traditional ID& d&reisions by directly
matching them against known patterns of attacks (called signatures dr ithese methods have low
rate of false alarms, but they cannot protect the systems from new gatteattack. Moreover, the
process of learning and encoding signatures accurately is slow amiblaband prevents a fast re-
sponse to attacks. This problem can been addressed effectivelingyclessifiers and other predictive
methods that learn from instances of IP logs labeled as ‘normal’ or ‘ingUE2].

More recently approaches based on anomaly detection have foundiimegneses in IDS. These
approaches focus on the modeling the regular patterns of normal usdtiesc then user activities
that deviate from his/her normal behavior pattern, are regarded ass#laointrusion activities (by
malware disguising as the user). While statistical techniques can detecakus user behavior with
only limited accuracy, density-based clustering algorithm DBSCAN wasgsexpin [42] to cluster
the salient parameter of past behavior for the user, as to enable scitlaeges in such behavior to
be detected as outliers in the data. However, gradual shifts in useribebaould be allowed with-
out raising false alarms. To incorporate the new data without requiricgmgsutation from scratch,
incremental clustering algorithms are used in [42], making the approach suitadle for real time
computations on data streams.

Data Stream Management Systems. Since data intensive applications often involve both streaming
data and stored data (e.g., to validate a requested credit card transgatiwt historical account data),
the approach taken by most general purpose DSMS is that of geneggalaiabase languages and their
technology to support continuous queries on data streams. Reseairichvibitint area has led to many
new techniques for response time/memory optimization, synopses, and aqiagyvice [55, 8, 31].
DSMSs have now moved beyond the research phase [6, 17, 21, d@ramused in many important
application areas, including publish/subscribe, traffic monitoring, semstvorks, and algorithmic
trading. Unfortunately, DSMSs cannot yet support well mining functiand queries and research
advances in two main areas are needed to correct this situation, by:

e enriching database query language with the power and extensibility tossxgemeric data
stream mining functions, and

e taming the computational complexity of mining queries by developing faster datarstnining
algorithms and better synoptic primitives (e.g., windows and sampling) for campieng tasks
such as frequent itemset mining for association rules.

A generic name for evil software—http://en.wikipedia.org/wiki/Malware
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The goal of supporting mining queries in database management systenesl peay difficult
to achieve because of technical challenges—discussed next s sigceetheclarifying the similar
problems faced by DSMS on the first point above. Then we address¢baditem, and discuss a ‘fast
& light’ mining algorithms for mining data streams.

5.4.1 Data Mining Systems

In the mid-90s, DBMS vendors were able to integrate support for OLAPdata warehousing func-
tions into their systems via limited extensions to SQL. This extraordinary techamchtommercial
success was promptly followed by abject failure when the same vendatgdrietegrate support for
data mining methods into their SQL systems. Indeed performing data mining tasgdBMS con-
structs and functions proved to be an exceedingly difficult problem farddBMS supercharged with
OR-extensions [47]. Efforts to solve this difficult problem developed@liovo main paths, that were
described as the high-road approach and the low-road approac®i.in [2

In their visionary paper, Imielinski and Mannila [29], called for a quanteap in the functional-
ity and usability of DBMSs, to assure that mining queries can be formulated veitbetime ease of use
as current queries in relational DBMSs. The notion of Inductive DBMSS thus born, which inspired
much research from the fields of knowledge discovery and datalG®esncluding a number of pro-
posals for new data mining query languages such as MSQL [28], DM@], §hd Mine Rule [39].
These proposals made interesting research contributions, but guffeitations in terms of generality
and performance.

DBMS vendors entering the DM market instead opted a rather low-roadagpbased on cache-
mining. In this approach, the data of data of interest is first moved from dkebdse into a file or
main memory, where the cached data is then mined using the special DM furfctionthe vendor-
provided library. Various enhancements, including graphical useféces and integration tools with
the DBMS, have also been. For instani&y DB2 intelligent minef40] provides a predefined set of
mining functions, such as decision tree classification, neural netwoddl@assification, clustering,
sequential pattern mining algorithm, linear regression, and other mining foacttong with selected
preprocessing functions. These functions are supported by combirdatia Stored Procedures and
Virtual Mining Views that enhance the usability of the system, however other tionig remain. In
particular, the system incurs data transfer overhead and does nonadldification or introduction of
new mining algorithms (at least not without significant efforQracle Data Minersupports similar
functionality and closer integration with the DBMS, via PL/SQL [5]. Furthermdrsupports more
complex data mining functions, such as Support Vector Machines. Wedisexiss in more detail the
Microsoft SQL Server that, among database vendors, claims to achiesi@sest integration and best
inter-operability of the mining functions with the DBMS [54].

OLE DB for DM.  Microsoft SQL Server supports OLE DB for D] which views mining models
as first class objects, that can be created, viewed, modified etc., justikedatabase tables. OLE DB
for DM maintains schema rowsets, which are special system tables thatstaalata for all defined
mining objects. These schema rowsets allow easy management and quényimgng objects. For
instance, a “Create Model” construct, which is similar to the “Create Tablestcoct of SQL, can used
to create, say classifiers. Then, “insert into model” constructs candeketasnsert new examples into
the model, thus training the classifier just created. Finally, predicting classtirig tuples requires a
special join, called prediction join, which takes a trained data mining model dathdase table with
testing data to classify the tuples in the table. Therefore, SQL is furtherdeddn allow “prediction
join” operator between a mining model and a database tables. With thesd spesisaucts, OLE DB
for DM achieves a closer integration of mining with SQL and the DBMS.

8Stands for Object Linking and Embedding Data Base for Data Mining.
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To compensate for the fact that their proprietary DM extensions lack iibflix and user-
extensibility, DSMS vendors also allow inspecting and importing/exportingritise models through
the XML-based representation called PMML (Predictive Madel Markamduage). PMML is a
markup language proposed to represent statistical and data mining infarfi#tjoEven so, DBMS-
based mining systems have only gained limited popularity with respect to the matiggstand-alone
DM packages, and and analytics software packagessuohsTICA [50], MATHEMATICA [38], SAS
[3], and R [44] (open source) that are now supporting a rich setMdfriethods. Among the several
stand-alone systems at hand, we next describe the WEKA systemrfii@]ttie university of Waikato,
which is very popular among data mining researchers.

WEKA. The Waikato Environment for Knowledge Analysis is a general purpaslefdo machine
learning and data mining, implemented in Java. It supports many algorithmsferedif data mining
needs such as, data cleaning, visualization, filtering, classification, rohgstassociation rule mining,
etc. Furthermore, these algorithms are suppayeeeerically i.e., independently from the schema used
by the tables containing the data. This is achieved via a configuration filehwleigcribes the data
to DM functions. The configuration file lists the attributes of the table, their typed other meta
information. Therefore, the main advantages of WEKA are as follows:

¢ All algorithms follow standard Java interface for extensibility,

e A large set of mining algorithms for classification, clustering, and freqitemtsets mining are
also available, and

e A comprehensive set of data pre-processing and visualization togis@iieed.

5.4.2 DSMSs and Online Mining

Much research interest has recently emerged on the problem of miningtidstens to support a variety
of applications including click stream analysis, survelliance, and fratettden. These applications
require the ability to process huge volumes of continuously arriving dagaras and to deliver the
results in a timely fashion even in the presence of bursty data. Thus wacae Wwith twin challenges
of providing (i) mining algorithms that are fast and light enough to procasstypstreams in a timely
fashion, and (ii) a data stream mining system with functionalities parallel to {waséded by, say,
WEKA or Microsoft OLE DB on stored data. To achieve this goal, the poefddSMS and their
guery language must be extended with the ability of expressing and $ugpoontinuous mining
gueries efficiently. While requiring the extension to current DSMS diszlsext, this approach of
the primitives and technology currently provided by DSMS: these includenigaes for buffering,
sampling, load shedding, scheduling, windows, punctuation, approxiroatg gnswering, and many
others®

5.4.3 Stream-Mill: an Inductive DSMS

Research on DSMSs has lead to the development of many DSMS proto§péspg2] and DSMSs
that are now being used in the commercial world [11]. Most of these systepmort some dialect of
SQL as their continuous query language and thus inherit the limitations

of SQL in terms of their ability of supporting data mining applications. In fact,eHiesitations
are also restricting DSMSs, such as Aurora/Borealis [21, 22], whiokige attractive ‘boxes and
arrows’ graphical interface improving the usability, but not the exjregsower of the system.

Moreover, the expressive power of SQL and other query languagesita stream applications
is further diminished by the fact that only non-blocking queries [31] aasupported on data streams

°0n the other hand, data mining systems on data bases make less use B@Kk&p such as, say, transaction support
and query optimization [21].
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10, Furthermore, as shown in [31], non-blocking queries are exactly moiotpieries; but, if we
disallow the use of hon-monotonic operators, (sucleaserT), in SQL, we also lose the ability of
expressing some of its monotonic queries. Thus, SQL is not complete w.r-blocking queries [31].
Fortunately, the following positive result was also proved in [31]: SQtobees Turing-complete, and
also complete w.r.t. non-blocking queries, once it is extended with useredediggregates (UDAS).
The Stream Mill System developed at UCLA [10] builds on this important rdsulupporting the
Expressive Stream Language (ESL) [10], which extends SQL withlilligyeof defining UDAs. We
now briefly discuss the constructs used in ESL to efficiently support wirsiised synopses on UDAs.

User Defined Aggregates (UDAs) Example 1 defines a continuous UDA equivalent to continuous
version of the standardvG aggregate in SQL. The second line in Example 1 declares a local table,
state, where the sum and the count of the values processed so tepar&urthermore, while in this
particular example state contains only one tuple, it is in fact a table that canebied) and updated
using SQL statements and can contain any number of tuplesINTh@LIzE clause inserts the value
taken from the input stream and sets the count to 1.IThRATE statement updates the tuplesihat e

by adding the new input value to the sum and 1 to the count and returngithbetween the sum and
the count as a result.

Example 1 Defining the Standard Aggregate Average
AGGREGATE avg(Next Real) : Real

{
TABLE state(tsum Real, cnt Int);
I Nl TI ALI ZE :
{
I NSERT | NTO state VALUES (Next, 1);
}
| TERATE :
{
UPDATE state SET tsumrt sum+tNext, cnt=cnt +1;
I NSERT | NTO RETURN SELECT tsunfcnt FROM st at e;
}
}

In addition to theNITIALIZE andITERATE state ESL also allows the use OfERMINATE state
to specify computation to be performed once the end of the input is detedted, b implement the
standard avg aggregate of SQL the liNR§ERT INTO RETURN SELECTtsum/cntFROM is moved from
the ITERATE state to theTERMINATE. This change produces a blocking aggregate that can be used
on database tables, but not on data streams [31]. Instead UDAs witBRMINATE, such as that of
Example 1, can be freely applied over data streams, since they are rakingloAs shown in [57]
data mining algorithms can be expressed through UDAs (typically containitipe)of code rather
than the 6 lines above): in fact, as shown in Section 5.2 all DM algorithms caathbeally viewed as
complex aggregates that compute complex statistics over a given data s8t.,lnder is not restricted
to write aggregates using SQL: external functions coded in a prodddaguage can also be used,
e.g., to speed up execution or take advantage of external libraries [10].

Windows Because of memory limitation, only synopses of past data can be kept, sgamples,
histograms and a window of most recent arrivals. ESL provides paweohstructs for specifying
synopses, such as windows, slides, tumbles on arbitrary UDAs, ndiyjilistn ones [10]. These syn-
optic constructs are critical in data stream applications: For instance, iffi@rmanitoring application,
users might be interested in retrieving every minute the average traffid spe&ach sensor over the

19Blocking queries are those where the result can only be returned Hftepuat tuples have been processed. Whereas,
non-blocking queries are those that can return results incrementathe dsta arrives.
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last 10 minutes. Such queries require computing average over a movingwafd.0 minutes with a
slide of one minute [10]. To optimize the execution over these windows, ESksailondowed UDAS

to be customized with a specikPIRE state that is invoked when a tuple expires out of a window. For
instance, a windowed version afG aggregate is defined as in Example 2.

Example 2 Windowed Average
W NDOW AGCREGATE avg(Next Real) : Real

{
TABLE state(tsum Real, cnt Int);
I NI TI ALI ZE :
{
| NSERT | NTO state VALUES (Next, 1);
}
| TERATE :
{
UPDATE state SET tsumrt sumtNext, cnt=cnt+1;
I NSERT | NTO RETURN SELECT tsunfcnt FROM st at e;
}
EXPI RE :
{
UPDATE state SET tsumrtsum ol dest().Next, cnt=cnt-1;
}
}

Thus, in theEXPIRE state we perform customized delta maintenanceafa, by decrementing the
sum with the expiring value (oldest value in the window) and the count witledpeactively. This
delta-maintenance technique results in efficient implementation of many UDAisassked in [10].
Moreover, by combining the basic blocking version and the window veidi@angiven UDA, the ESL
compiler derives efficient implementations for logical (time based) windoWwgsipal (count based)
windows, and other complex synopses based on slides and tumbles bitfay windowed UDAs
can then be invoked in ESL using the SQL:2003 OLAP aggregate syntax.

Genericity Unlike the simple aggregates suchas, complex mining aggregates are often applied
to tables and streams comprised of an arbitrary number of columns. Tiegrife WEKA, mining
algorithms implemented in the system should be generically applicable overdiffdéata streams.
Given a data tuple, WEKA converts it to a homogeneous record that aamarhitrary number of
columns — this technique is general is called verticalization, since a table tumdisalized in to a
record. Thus, all the mining algorithms can operate over this generick€ethis record is essentially a
array of real values, where categorical values are stored as thersggindex of the attained value. For
example, if an attribute can get one of three values, such as passeadefan, truck, then internally
WEKA stores 1, 2, or 3, for passenger, workvan, or truck, resmdg. Date and time columns is
converted to real and the storage of integer and real values is triviah Mithe same way as WEKA,
data mining algorithms implemented as ESL aggregates, should also be genapqdibable over
various application domains.

5.4.4 Data Stream Mining Algorithms

Although the mining methods used on data streams are conceptually similar to thoséabases,
the actual algorithms must be significantly modified or replaced with new ones imixéntheir

computational costs and the number of passes required over the datataldref-the-art here has
progressed differently for different mining tasks. For instance, whiéeptediction task is effec-
tively supported using classifier ensembles, the problem of computingeinegemsets for associa-
tion rules on data streams is significantly more challenging and has been tiseofomany research
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efforts [14, 33, 13, 41]. Windows containing only the most recent degecatical for mining data
streams since they provide better performance and adaptability in the geesfeoncept shift Con-
cept shift (concept drift) denotes an abrupt (gradual) changeeostiftistical and logical properties
of the data, whereby, e.g., the old classifier stops being an accuraietprehd a new classifier is
required. Ensembles of classifiers can provide effective solutions twtieept shift/drift problem and
are discussed next.

Classifier Ensembles Continuous adaptation is possible for Bayesian classifiers that use luased-
statistics, which can be updated upon the arrival or expiration of eadd tigpESL aggregates with
the expire clause as discussed previously (delta-maintenance). HopWeewaost mining algorithms,
including decision-tree classifiers, delta maintenance is not possible.dsar¢ases, we instead prefer
to build a new model everyV tuples. Thus we partition the incoming stream into windows (these
are often called tumbling windows to distinguish from continuously sliding wirslaged, say, for
Bayesian classifiers): we build a new classifier for each window andmsnsemble containing’
such classifiers to achieve more accurate predictions via advancedgtezhinsuch abaggingand
boosting[56, 15]. Ensemble methods have long been used to improve the preditiveeay of clas-
sifiers built from different samples of the same data set. However, fiar steeams, classifiers are
continuously built from successive windows non-overlapping windomisch are often called tum-
bling windows). The records in the new window are used as training datailth & new classifier.
Furthermore the same training data are also used to assess the acculecyldfclassifiers. Since
older classifiers are continuously replaced with the ones built on a new wijadsimple adaptation to
concept drift is automatically achieved. Whenever a rapid conceptadfirs, this causes a sudden
fall in the accuracy of several classifiers, whereby several (othedlpld classifiers are discharged and
we restart by rebuilding a largely (or totally) new ensemble [56].

Using bagging, the decision on how to classify each new arriving tupleéstak combining the
votes of each classifier, either by straight majority or by weights basedeimatcuracy. Therefore
with bagging, the errors of classifiers can impact the weight assignedito/tttes—thus impacting
the decision phase. However, boosting affects the training phase gside@ew arriving training tuple
is assigned a weight that increases with the classification errors induyréee previous classifiers.
In other words, the new classifier is trained to compensate for the effriisssppedecessors. Boosting
ensembles can learn fast and produce accurate answers using amakdesuch as shallow decision
tree-classifiers that are constructed in a fast & light computations [1&lieder, boosting methods are
known to be very sensitive to noise.

Stream Mill allows ensemble methods, based on either bagging and boostirgapplied over
arbitrary classifiers implemented as UDAs.

Traning Stream
_/Classification Ensemble Update Ensetnble
l Task Decisions Weights Weights
,
1

Loy

]
Classifier Mext Engermble E
Building Classifier Management Ensembles
1
________________ ]
Testing Strean
Classification Ensetnble Weighted
Task Derisions WVoting Fredictions

Figure 5.4: Generalized Weighted Bagging

For instance, Figure 5.4, shows the generic support for weightedrgaggStream Mill. The
training stream is first fed to a UDA, named ‘Classifier Building’, which lesaire next classifier model
to be stored with other models. The training stream is also sent to a ‘Classifiddb@ that predicts
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the class for each tuple using each of the existing classifiers in the enseftidse predictions are
then used to assign weights to the classifiers (based on accuracy) faxthe&indow of testing tuples.
The newly arriving testing tuples are first classified using each of theifitas from the ensemble.
Then, a weighted voting scheme is employed to determine the final classificétioa tuples. The

general flow of data tuples, both training and testing, does not depetit grarticular classification
algorithm. In fact, only the boxes labelled ‘classifier building’ and ‘classiian task’ are dependent
on the particular classifier. Thus, any classification algorithm that previdplementation for these
two ‘boxes’ can be used as a base classifier for the weighted bagginugap.

Other Mining Tasks

Other mining tasks in addition to classification are also supported by the Strelhsy8em. For
instance, online frequent itemsets mining algorithms are also supported imStidlasystem. Re-
search over online frequent itemsets mining has lead to many algorithms, taméasMoment [14],
CanTree [33], SWIM [41]. However, these algorithms have perfooagmoblems when dealing with
large windows. Therefore, Stream Mill uses the IMLW algorithm to chauk discover efficiently
frequent itemsets over large sliding windows [41]. Mining of large slidingdwims leads to more reli-
able results as compared with small sliding windows or large tumbling windoves, both of the latter
cases suffer from lack of statistical support. Furthermore, IMLW cardte large itemsets and can also
maintain frequency of any interesting patterns, not just the ones thateapgeht ones. Stream Mill
fully supports this algorithm, by allowing user specify confidence and@tifresholds. Furthermore,
user can also specify a set of itemsets that should be always maintained.

For clustering, Stream Mill also supports stream oriented version of kasnaad DBScan [36,
20] both tumbling and continuous window setting. Unlike K-means that tend tdupsospherical
clusters around centroids, DBScan is a density-based method that camedislusters of arbitrary
shape: as such it is quite useful in detecting the spreading of viral diseas other trajectories. Both
algorithms can be expressed quite naturally using ESL UDAs.

Sequence queriggpresent a very useful tool for identifying sequential patterns in tienes
and data streams. As demand for sequence pattern queries has gratmdatabase and data stream
applications, SQL standard extensions are being proposed by cotiagdd8MS and DSMS compa-
nies [59]. These extensions are based on allowing Kleene-closuressiqgns in the SQL query. These
constructs, and their supporting query optimization techniques, werafnstiuced in SQL-TS [46],
which is currently supported in Stream Mill [9].

5.5 Conclusion

The explosive growth of data that is available in the modern information agecieated a fertile
application ground for data mining (DM) technology—i.e., methods and tecbsifpr knowledge
discovery from databases. The DM technology is powerful and it leas Isuccessfully used on a
broad spectrum of advanced applications from business, sciertteganrity. However, DM remains
a complex interdisciplinary field that combines techniques from differexatsaand requires significant
application domain expertise for a successful deployment in real-woplitapons. In this chapter, we
have provided an up-to-date introduction to DM, designed for reseeg@md technical experts coming
from other fields. Thus, we have first discussed the more establishetd&Nbds and core techniques,
including classification, association, and clustering. Then, turning ount@iteto the latest trends and
applications, we discussed web mining and data stream mining.
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