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1. Motivation

One way that programmers manage the complexity of buildimh a
maintaining software systems is by adheringptogramming dis-
ciplines of various sorts. Informally, a programming discipline is
a set of rules governing the ways in which certain prograni ent
ties may be manipulated. For example, a common synchraémizat
discipline associates a lock with some data structure amqaines
the lock to be acquired before the data structure may be sedes
thereby preventing race conditions.

The static type systems used in mainstream programming lan-
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Figure 1. Our approach to user-defined programming disciplines.

guages can be seen as enforcing some commonly useful programdual i fier nonzero(int Expr E)

ming disciplines. Unfortunately, many disciplines are abte to
be enforced, let alone specified, in today’s programmingdages.
At best they are described informally in documentation tken-
ments, which are useful but can easily become out of date.

Programming language researchers have shown how to extend

traditional type systems to enforce many kinds of discgginFor
example, the synchronization discipline described abaseleen
cast as an extension to Java’s type system [5]. Howeverniéayey
designers cannot anticipate all the programming disaglithat
programmers will want to enforce.

2. User-Definable Programming Disciplines

To remedy this problem we are developing frameworksuger-
definable programming discipline®©ur approach involves three
main tasks (Figure 1):

Discipline SpecificationUsers of the framework define new pro-
gram annotations. The framework provides a language in
which an annotation’s associated programming disciplea@ c
be declaratively specified as a set of rules about prograim ent
ties.

Copyright is held by the author/owner(s).

PASTE'07 June 13-14, 2007, San Diego, California, USA.
ACM 978-1-59593-595-3/07/0006.

case E of
C, where C!=0
| E1, where positive(El)
| E1 * E2, where nonzero(El) && nonzero(E2)
restrict E1 / E2, where nonzero(E2)
invariant value(E) '=0

Figure 2. A Clarity type qualifier for nonzero integers.

Discipline Enforcement The framework automatically ensures at
compile time that programs respect their annotations,thase
the user-defined discipline rules.

Discipline Validation Users may provide a set of run-time invari-
ants that a discipline is intended to ensure. The framewuak t
validates, possibly with user interaction, that a disailin fact
establishes its intended invariants. This validation isquened
oncewhen the discipline is specified, independent of any par-
ticular program that uses the discipline.

Because static type systems are a natural technique forcenfo
ing programming disciplines, we have pursued our approach a
framework for programmer-definable type system extensidfes
are exploring three instantiations of the approach, whiehcks-
cussed in the rest of this section.

Clarity: Type Qualifiers for C Our Clarity framework [3] al-
lows C programmers to easily define ngype qualifierd6], which
are atomic tags that refine existing types. For example,rgigu
presents a programmer-defined specification foorer o quali-



rul e Confinedd ass(C assDef c){
where(confined(c)){
require(!c.isPublic()):
error(c, "Confined class may not be public");
require(c.pkg() != global s. enptyPackage):
error(c, "Confined class may not be " +
"in the default package");
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rul e ConfinedSubtype(a < b @pos){
where(confined(a)){
requi re(confined(b)):
error(pos, "confined type "+at
" may not be cast to "+
"unconfined type "+b);
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Figure 3. Two JavaCOP rules for confined classes.

fier. The first line introduces the qualifier and declares &pply to
expressions of typent .

The case andrestrict blocks define the programming dis-
cipline associated with theonzer o qualifier. Eachcase clause
specifies a subset of expressions that can be given the qualifi
nonzer o: integer constants other than zero, expressions that sat-
isfy the discipline for another qualifigrosi tive (definition not
shown), and multiplication expressions whose operandssaely
have the qualifienonzero. Arestrict clause specifies a require-
ment on certain kinds of expressions. The clause in Figurali2 i
cates that the denominator of every division expression pnoa
gram must have the qualifiaonzer o. The programmer-specified
rules are combined with standard rules for typecheckinges«p
sions like variables and function calls in order to typeéhpmo-
grams at compile time. Clarity also supports qualifier iafae [4].

The last line of Figure 2 specifies the run-time invarianbass
ciated withnonzer 0: an expression having this qualifier should al-
ways evaluate to an integer other than zero. Clargyalifier val-
idator component employs this invariant to automatically vakdat
the programmer-defined rules: each rule is proven to estatilis
invariant, for all possible programs.

Clarity has been used to specify, enforce, and validateiatyar
of type qualifiers, includingosi tive, negative, andnonzero
for integersnonnul | for pointers, and ai nt ed for strings.

JavaCOP: Pluggable Type Systems for JavdavaCOP [1] adapts
our approach to support “pluggable type systems” for Jaaea-J
COP employs Java 1.5 attributes to represent user-defibgide
annotations. In addition to programming disciplines onregpions
as in Clarity, JavaCOP supports larger-scale disciplimesneth-
ods, classes, and packages.

Figure 3 shows two rules that are part of the programming dis-
cipline for confinedclasses, whose objects are guaranteed not to
escape the current package [9]. Each rule is defined for eplart
kind of abstract syntax tree (AST) node. For example, theriife
applies to all class definitions. The rule requires thatefdlass sat-
isfies the user-definezbnf i ned predicate (definition not shown),
which simply checks that the class was annotate@@asf i ned,
then the class cannot be public and cannot be in the defatkapa.
User-definecrror clauses allow for meaningful compile-time er-
ror messages. The second rule applies to any AST node that per
forms an explicit or implicit cast from one type to anotheig(ea
cast, an assignment, parameter passing). The rule ensatesnt
expression of confined type is never cast to an unconfined type

JavaCOP has been used to define a variety of pluggable type
systems for Java, including forms of object confinementicstace

detection, nonnull types, and types for immutability. Ourrent
work is focusing on discipline validation for JavaCOP. We ar
developing tools to allow users to specify run-time projgsrof
interest and to gain confidence that their JavaCOP rulesr&nsu
these properties.

User-Definable Type-and-Effect Systemdgype-and-effect sys-
tems [7] are a natural way to extend the power of traditioppét
systems, by capturing information about #nealuationof expres-
sions in addition to their values. For example, the lockirsgigline
described earlier can be formalized as a type-and-effestesy
where an expression’s effects are the set of locks needéwdts
evaluation. Another example of a type-and-effect systemtige
system for static checking of exception handling.

We are developing a framework for programmer-defined type-
and-effect systems. Users will define new effects, providiesrthat
specify how effects are generated dynamically, and proxuties
that statically ensure that a program’s effects obey a eégiro-
gramming discipline. We are currently using the Twelf prassis-
tant [8] as a back end for both performing type-and-effee&ing
on programs and establishing the soundness of the prognamme
defined static rules with respect to the dynamic rules [2].
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