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Abstract

We showthat every language in N P hasa (black-box)
concurrent zero-knowledge proof systemusing ~O(log n)
roundsof interaction.Thenumberof roundsin our protocol
is optimal,in thesensethat anylanguageoutsideBPP re-
quiresat least ~
(log n) roundsof interactionin order to be
provedin black-boxconcurrentzero-knowledge. Thezero-
knowledge propertyof our main protocol is provedunder
the assumptionthat there exists a collection of claw-free
functions. Assumingonly the existenceof one-wayfunc-
tions,weshowtheexistenceof ~O(log n)-roundconcurrent
zero-knowledgeargumentsfor all languagesin N P.

1 Intr oduction

Zero-knowledge proof systems,introducedby Gold-
wasser, Micali and Rackoff [14] are ef�cient interactive
proofsthat have the remarkablepropertyof yielding noth-
ing beyondthevalidity of theassertionbeingproved. The
generalityof zero-knowledgeproofshasbeendemonstrated
by Goldreich,Micali andWigderson[13], whoshowedthat
every NP-statementcanbe proved in zero-knowledgepro-
vided that one-way functionsexist [16, 20]. Since then,
zero-knowledgeproofshave turnedout to bean extremely
usefultool in thedesignof variouscryptographicprotocols.

The original setting in which zero-knowledge proofs
wereinvestigatedconsistedof a singleprover andveri�er
which executeonly oneinstanceof the protocolat a time.
A morerealisticsetting,especiallyin thetime of theInter-
net, is onewhich allows the concurrentexecutionof zero-
knowledgeprotocols[8, 6]. In theconcurrentsetting,many
protocols(sessions)areexecutedat thesametime, involv-
ing many veri�ers which maybetalking with thesame(or
many) proverssimultaneously(the so-calledparallelcom-
positionconsideredin [12, 9,10] is aspecialcase).Thisset-
ting presentsthenew risk of a coordinatedattackin which
an adversarycontrolsmany veri�ers, interleaving the exe-
cutionsof the protocolsand choosingveri�ers' messages
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basedon other partial executionsof the protocol. Since
it seemsunrealistic(andcertainly undesirable)for honest
proversto coordinatetheir actionsso that zero-knowledge
is preserved, we must assumethat in eachprover-veri�er
pair theproveractsindependently.

Loosely speaking,a zero-knowledge proof is said to
be concurrent zero-knowledge (cZ K) if it remainszero-
knowledgeeven when executedin the concurrentsetting.
Recall that in order to demonstratethat a certain proto-
col is zero-knowledgeit is requiredto demonstratethat the
view of every probabilisticpolynomial-timeadversaryin-
teractingwith theprover canbesimulatedby a probabilis-
tic polynomial-timemachine(a.k.a.the simulator). In the
concurrentsetting,theveri�ers' view mayincludemultiple
sessionsrunningat the sametime. Furthermore,the veri-
�ers mayhave controlover theschedulingof themessages
in thesesessions(i.e.,theorderin whichtheinterleavedex-
ecutionof thesesessionsshouldbe conducted).As a con-
sequence,thesimulator's taskin theconcurrentsettingbe-
comesconsiderablymorecomplicated.In particular, stan-
dard techniques,basedon “rewinding the adversary”, run
into trouble.

1.1 PreviousWork

An informal argumentconcerningthedif�culty of con-
structinground-ef�cient cZ K wasgiven by Dwork, Naor,
and Sahaiin their paperintroducingcZ K [6]. The �rst
rigorous lower bound was given by Kilian, Petrankand
Rackoff [19] who showed, building on the techniques
of [12], thatfor every languageoutsideBPP thereis no4-
roundprotocolwhoseconcurrentexecutionis simulatable
in polynomial-timeby ablack-boxsimulator. (A black-box
simulatoris a simulatorthat hasonly black-boxaccessto
the adversarialveri�er.) This lower boundwas later im-
provedby Rosento sevenrounds[22], andwasfurtherim-
provedto 
(log n= loglogn) roundsby Canetti,Kilian, Pe-
trankandRosen[5].

Even ignoring issuesof roundef�ciency, it wasnot a-
priori clear whetherthere exists cZ K protocolsfor lan-
guagesoutsideof BPP. RichardsonandKilian were the
�rst to exhibit a family of cZ K protocols(parameterized
by the numberof rounds)for all languagesin N P [21].



The original analysisof the RK protocol showed how to
simulatein polynomial-timenO(1) concurrentsessionsonly
whenthenumberof roundsin theprotocolis at leastn � (for
somearbitrary � > 0). This analysishasbeenlater im-
provedby Kilian andPetrank[18], who show that theRK
protocolremainsconcurrentzero-knowledgeeven if it has
O(� (n) � log2 n) rounds,where� (�) is any non-constant
function(e.g.,� (n) = log logn).

In a recentbreakthroughresult, Barak [1] constructsa
constant-roundprotocol for all languagesin N P whose
zero-knowledgepropertyis proved usinga non black-box
simulator. Such a methodof simulation enableshim to
provethatfor every (predetermined)polynomialp(�), there
exists a constant-roundprotocol that preserves its zero-
knowledgepropertyeven when it is executedp(n) times
concurrently(wheren denotesthesizeof thecommonin-
put). This hasbeenpreviously shown to be unachievable
via black-boxsimulation[5] (unlessN P � BPP).

A majordrawbackof Barak's protocolis that the(poly-
nomial)numberof concurrentsessionsrelativeto whichthe
protocolshouldbesecuremustbe�x edbefore theprotocol
is speci�ed. Moreover, the length of the messagesin the
protocolgrows linearly with thenumberof concurrentses-
sions. Thus, from both a theoreticalanda practicalpoint
of view, Barak's protocolis still not satisfactory. Whatwe
would like to have is a single protocol that preserves its
zero-knowledgepropertyevenwhenit is executedconcur-
rently for any (not predetermined)polynomial numberof
times. Sucha propertyis indeedsatis�ed by theprotocols
of [21, 18] (alastheseprotocolsarenot constant-round).

1.2 Our Results

In this work we closethe gapbetweenthe known up-
per and lower boundson the round-complexity of black-
box cZ K [18, 5]. Speci�cally, assumingthe existenceof
perfectly-hidingcommitmentschemes(which exist assum-
ing theexistenceof acollectionof claw-freefunctions[15]),
weshow thatevery languagein N P canbeprovedin cZ K
usingonly ~O(log n) roundsof interaction.Our mainresult
is statedin thefollowing theorem:

Theorem1 (Main Theorem) Assuming the existence
of perfectly-hidingcommitmentschemes,there exists an
~O(log n)-round black-box concurrent zero-knowledge
proof systemfor every language L 2 N P (that is, for
everyinputx, thenumberof messagesexchangedis at most
~O(log(jxj)) ).

Westressthatourprotocolretainsits zero-knowledgeprop-
ertyevenunder“full �edged” concurrentcomposition.That
is, oncetheprotocolis �x edit will remainzero-knowledge
no matterhow many times it is executedconcurrently(as
long asthenumberof concurrentsessionsis polynomialin
thesizeof theinput).

Notice that the above theoremcompletesthe classi�ca-
tion of the round-complexity of black-boxcZ K. Namely,
by combiningTheorem1 with the lower boundof Canetti
et al. [5], we have:

Corollary 1 Theround-complexityof black-boxconcurrent
zero-knowledge is ~� (log n) rounds.1

By relaxing the soundnessrequirementof the protocol to
hold only againstcomputationallyboundedprovers (that
is, by consideringso-calledzero-knowledgearguments[14,
3]), we areable to achieve a similar resultassumingonly
theexistenceof one-way functions,namely:

Theorem2 Assumingthe existenceof one-wayfunctions,
there existsan ~O(log n)-roundblack-boxconcurrent zero-
knowledge argumentsystemfor every language L 2 N P.

We notethat the lower-boundby Canettiet al. [5] applies
alsoin thecaseof arguments.

1.3 Techniques

The proof of Theorem 1 builds on the protocol by
RichardsonandKilian [21] andon thesimulatorby Kilian
andPetrank[18]. However, our analysisof thesimulator's
executionis moresophisticatedandthusyields a stronger
result. We introducea novel countingargumentthat in-
volvesadirectanalysisof theunderlyingprobabilityspace.
This is in contrastto previous resultsthat requiredsubtle
manipulationsof conditionalprobabilities.We alsopresent
anew variantof theRK protocol[21] which is bothsimpler
andmoreamenableto analysisthantheoriginal version.In
therestof thissection,webrie�y sketchtheideasweuseto
obtainour mainresult.

Constructingzero-knowledgeproofs for N P involves
resolvinga tensionbetweenthesoundnessandzero knowl-
edgeconditions:In (black-box)zero-knowledgeproofs,the
simulatorcan be thoughtof as a party that interactswith
the veri�er , but unlike the prover, the simulatormust be
able to convince the veri�er of both true and falsestate-
ments. To enablethis, the simulator is given a “super
power,” namely the ability to “rewind” the veri�er to an
earlierstate,and thusbaseits messageson future veri�er
messages.Very roughly speaking,zeroknowledgeproofs
for N P have beenconstructedby inserting“rewinding op-
portunities” into protocols,which allow the simulator to
“win” if it canbaseoneof its earliermessagesto theveri-
�er onafuturemessagereceivedfrom theveri�er. Westress
that in orderto successfully“exploit” a “rewinding oppor-
tunity,” thesimulatormusttakecarenot to “rewind” too far
back,otherwisethe informationit learnedfrom theveri�er
will no longerbeuseful. It is preciselythis problemwhich

1f (n) = ~�( h(n)) if bothf (n) = ~O(h(n)) andf (n) = ~
( h(n)) .
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makessimulationsodif�cult in concurrentzeroknowledge,
becauserewinding oneveri�er may causeanotherveri�er
to berewound“too much,” requiringre-simulation,as�rst
pointedoutby [6].

The Richardson-Kilian (RK) protocol and Kilian-
Petrank simulation. The basic idea of the Richardson-
Kilian cZ K protocol[21] is to have a protocolwith many
rewinding opportunities,so that even if the simulatorhas
to missoneopportunity, it will still getmany more. Kilian
andPetrankthenshowedthat in fact,thereexistsa simula-
tor for theRK protocolwhichhasaverynatural“oblivious”
rewindingstrategy [18] – in otherwords,thesimulator'sde-
cisionsof whenandhow muchto rewind do not dependon
thebehavior of theveri�ers, but arepredetermined.

At this point,we notethata simpletechnicalcalculation
shows that a single chanceto exploit a rewinding oppor-
tunity resultsin only a constantprobability that the sim-
ulator will “win.” Thus, the simulatorneedsa superlog-
arithmic numberof (roughly independent)chancesto ex-
ploit rewinding opportunitiesin order to reduceits fail-
ureprobability to a negligible fraction. Kilian andPetrank
showedthat in their obliviousrewinding strategy, through-
out the simulation, every time a sessionof the protocol
completes,the simulator will have chancesto exploit at
least
( k=logn) rewinding opportunities,wherek is the
totalnumberof rewindingopportunitiesin theprotocol(the
numberof roundsin theprotocolwouldthenbeO(k)). This
implies that ~O(log2 n) roundssuf�ce for concurrentsimu-
lationof theRK protocol.

The new ideasunderlying this work. Unfortunately, the
Kilian-Petrankargumentdoesnot extendto thecasewhen
k = ~O(log n). In fact,in sucha casetheremayexistsonly
few (i.e., o(log n)) rewinding opportunitiesthatcanbeex-
ploitedby thesimulator.

We overcomethis limitation by shifting our focusfrom
the numberof “exposed” rewinding opportunitiesin the
protocol,to thetotalnumberof chancesto exploit rewinding
opportunitiescountedwith multiplicity, in casetherewind-
ing schedulepermitsmultiple chancesto exploit a single
rewindingopportunityin theprotocol.In fact,weshow that
the Kilian-Petrankoblivious rewinding strategy itself al-
waysyieldsroughlyk� O(log n) suchchancesin total. This
allowsusto concludethat ~O(log n) roundssuf�ce. Further-
more,ratherthanrelyingonasubtlemanipulationof condi-
tionalprobabilitiesasdonein previouswork [21, 18], build-
ing ona suggestionof [17] weemploy a directcountingar-
gumentto prove our claim. We essentiallyshow directly
thattherecanonly bevery few randomcoinson which our
simulationfails,by arguingthatfor everychoiceof random
coinson which our simulationfails, theremustbe super-
polynomially moreotherchoicesfor the randomcoinson
which it doesnot.

1.4 Conclusionsand an openproblem

Our result (togetherwith [5]) essentiallycompletesthe
classi�cation of the round-complexity of black-boxcZ K
(Corollary 1). Still, in light of Barak's recentresult [1],
constant-roundcZ K protocols(with nonblack-boxsimula-
tors)do not seemout of reach.A naturalopenquestionis
whetherthereexistsaconstant-round(nonblack-box)cZ K
protocolfor all languagesin N P.

2 De�nition of cZ K
Weusethestandardde�nitions of interactiveproofs(and

interactive Turing machines)[14, 11] andarguments(a.k.a
computationally-soundproofs)[3]. In de�ning concurrent
zero knowledge,we follow the original de�nition of [6],
usinga re�nementdueto [5].

Let hP; V i be an interactive proof (resp.argument)for
a languageL , andconsidera concurrent adversary (veri-
�er) V � that,giveninputx 2 L , interactswith anunbounded
numberof independentcopiesof P (all on commoninput
x). TheconcurrentadversaryV � is allowedto interactwith
the variouscopiesof P concurrently, without any restric-
tions over the schedulingof the messagesin the different
interactionswith P (in particular, V � hascontrol over the
schedulingof themessagesin theseinteractions).

Thetranscript of aconcurrentinteractionconsistsof the
commoninput x, followed by the sequenceof prover and
veri�er messagesexchangedduringtheinteraction.We de-
notebyviewP

V � (x) arandomvariabledescribingthecontent
of the randomtapeof V � andthe transcriptof theconcur-
rentinteractionbetweenP andV � .

Following [5], we overcomesubtleissuesthat arisein
thecontext of black-boxcZ K by allowing theexistenceof a
differentsimulatorSq for everyV � thatrunsat mostq(jxj)
concurrentsessions.(This is in contrastto the customary
de�nition of “stand-alone”black-boxZ K in which it is re-
quiredthat thereexists a “universal” simulatorthat works
for all potentialveri�ers V � .)

De�nition 1 (Black-Box cZ K) Let hP; V i be an interac-
tive proof systemfor a language L . We saythat hP; V i is
black-box concurrent zero-knowledge if for everypoly-
nomialq(�), thereexistsa probabilisticpolynomial-timeal-
gorithmSq, sothat for everyconcurrentadversaryV � that
runsat mostq(jxj) concurrentsessions,Sq(x) runsin time
polynomialin q(jxj) and jxj, and satis�es that the ensem-
bles f viewP

V � (x)gx 2 L and f Sq(x)gx 2 L are computation-
ally indistinguishable.

3 A new cZ K Proof Systemfor N P
In this sectionwe presentahigh-level descriptionof our

protocol,aswell asadescriptionof theblack-boxsimulator
thatestablishesits zero-knowledgeproperty.
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Our protocol is inspiredby the RK protocol [21] and
usesthe well known 3-round protocol for Hamiltonicity
by Blum [2] asa building block. The crucial propertyof
Blum's protocol that we needin order to constructa con-
currentzero-knowledgesimulatoris thatthesimulationtask
becomestrivial assoonastheveri�er' smessageis known in
advance.Thatis, if theproverknows theveri�er' s “secret”
prior to the beginning of the protocol then it can always
make the veri�er accept(regardlessof whetherthe graph
is Hamiltonian). This is done by adjustingthe prover's
messagesaccordingto thecontentsof theveri�er' s“secret”
(which,aswesaid,is known in advance).

We stressthat thechoiceof Blum's protocolasa build-
ing block is arbitrary(andis madejust for simplicity of pre-
sentation).In fact, theabove propertyis satis�ed by many
otherknown protocols. Any oneof theseprotocolscould
havebeenusedasabuilding block for ourconstruction.

3.1 The Protocol

Welet k beany super-logarithmicfunctionin n. Ourpro-
tocol consistsof two stages.In the �rst stage (or pream-
ble), which is independentof theactualcommoninput, the
veri�er commitsto a randomn-bit string � , andto two se-
quences,f � 0

i;j gk
i;j =1 , andf � 1

i;j gk
i;j =1 , eachconsistingof k2

randomn-bit strings(this�rst messageemploysaperfectly-
hidingcommitmentschemeandiscalledtheinitial commit-
ment of theprotocol).Thesequencesarechosenunderthe
constraintthat for every i; j thevalueof � 0

i;j � � 1
i;j equals

� . This is followedby k iterationssothatin thej th iteration
theproversendsa randomk-bit string,bj = b1;j ; : : : ; bk ;j ,
andtheveri�er decommitsto � b1;j

1;j ; : : : ; � bk ;j

k ;j .

In thesecond stage, theprover andveri�er engagein
the3-roundprotocolfor Hamiltonicity, wherethe “secret”
sentby theveri�er in thesecondroundof theHamiltonicity
protocolequals� (at this point theveri�er alsodecommits
to all thevalues� ; f � 1� bi;j

i;j gk
i;j =1 thatwerenot revealedin

the�rst stage).Theprotocolis depictedin Figure1.

Intuitively, sincein an actualexecutionof the protocol,
theprover doesnot know thevalueof � , theprotocolcon-
stitutesa proof systemfor Hamiltonicity (with negligible
soundnesserror). However, knowing thevalueof � in ad-
vanceallows thesimulationof theprotocol: Whenever the
simulatormaycausetheveri�er to revealboth� 0

i;j and� 1
i;j

for somei; j (this isdoneby themeansof rewindingthever-
i�er after the values� b1;j

1;j ; : : : ; � bk ;j

k ;j have beenrevealed),
it can simulatethe rest of the protocol (and speci�cally
Stage2) by adjustingthe�rst messageof theHamiltonicity
protocolaccordingto thevalueof � = � 0

i;j � � 1
i;j (which,

aswesaid,is obtainedbeforeenteringthesecondstage).

First stage:

V ! P : Committo � ; f � 0
i;j gk

i;j =1 ; f � 1
i;j gk

i;j =1 .

� 0
i;j � � 1

i;j = � for every i; j .

For j = 1; : : : ; k:

P ! V : Sendb1;j ; : : : ; bk ;j
r f 0; 1gk .

V ! P : Decommitto �
b1;j
1;j ; : : : ; �

bk ;j
k ;j .

Secondstage:

P ! V : Send�rst messageof Hamiltonicityprotocol.

V ! P : Decommitto � andto f �
1� bi;j
i;j gk

i;j =1 .

P ! V : Answeraccordingto thevalueof � .

Figure 1. Our cZ K protocol. The �r st stage is
independent of the common input and con­
sists of k iterations. The second stage con­
sists of a 3­round proof of Hamiltonicity .

3.2 The Simulator

Let (V0) ; (P1); (V1) ; : : : ; (Pk); (V k) denotethe2k + 1
�rst stagemessagesin our protocolandlet (p1); (v1); (p2)
denotethethree(secondstage)messagesin theHamiltonic-
ity proof system.Looselyspeaking,thesimulatoris saidto
rewind thethej th roundif afterreceiving a (V j ) message,
it “goesback” to somepoint precedingthe corresponding
(Pj ) messageand“re-executes”therelevantpartof thein-
teractionuntil (V j ) is reachedagain.

Note that, if the simulatormanagesto receive (V j ) as
answerto two different (Pj ) messages(dueto rewinding)
thesimulatorhasobtainedboth � 0

i;j and� 1
i;j for somei 2

f 1; : : : ; kg. If this happensin even oneof the roundsj in
the �rst stage,thenit revealstheveri�er' s “secret” (which
is equal to � 0

i;j � � 1
i;j ). Oncethe secretis revealed,the

simulatorcan cheatarbitrarily in the secondstageof the
protocol.

To simplify theanalysis,welet thesimulatoralwayspick
the (Pj )'s uniformly at random. Sincethe length of the
(Pj ) messagesis super-logarithmic,theprobabilitythatany
two (Pj ) messagessentduring the simulationareequalis
negligible.

Moti vating discussion. The binding propertyof the ini-
tial commitmentguaranteesusthat,once� 0

i;j and� 1
i;j have

beenrevealed,the veri�er cannot“changehis mind” and
decommitto � 6= � 0

i;j � � 1
i;j on a later stage. However,

this remainstrueonly if we have not rewoundpastthe ini-
tial commitment.As observedby Dwork et al. [6], rewind-
ing a speci�c sessionin the concurrentsettingmay result
in rewinding pastthe initial commitmentof othersessions.
This meansthatthe“work” donefor thesesessionsmaybe
lost (sinceoncewe rewind pasttheinitial commitmentof a
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Input: (`; hist; T )

Bottom level (` = 1):

� Uniformly choosea �rst stageprover messagep, andfeedV � with (hist; p).

� StoreV � 'sanswerv, in T .

� Output(p; v), T .

Recursive step(` > 1):

� Set(~p1 ; ~v1 ; : : : ; ~p`= 2; ~v`= 2), T1  SIMULATE(`=2, hist, T ).

� Set(p1 ; v1 ; : : : ; p`= 2; v`= 2), T2  SIMULATE(`=2, hist, T1).

� Set(~p`= 2+1 ; ~v`= 2+1 ; : : : ; ~p` ; ~v` ), T3  SIMULATE(`=2, (hist; p1 ; v1 ; : : : ; p`= 2 ; v`= 2), T2).

� Set(p `= 2+1 ; v`= 2+1 ; : : : ; p` ; v` ), T4  SIMULATE(`=2, (hist; p1 ; v1 ; : : : ; p`= 2 ; v`= 2), T3).

� Output(p1 ; v1 ; : : : ; p` ; v` ), T4 .

Figure 2. The rewinding strategy of the sim ulator . Even though messa ges (~p1; ~v1; : : : ; ~p` ; ~v` ) do not
explicitl y appear in the output, some of them do appear in the table T4.

sessionall � bi;j

i;j valuesthatwehavegatheredin thissession
becomeirrelevant). Consequently, the simulatormay �nd
himselfdoingthesameamountof “work” again.

The rewinding strategy. The big questionis how to de-
signasimulationstrategy thatwill manageto overcomethe
abovedif�culty . In this work we follow theapproachtaken
by Kilian andPetrank[18] andlet thesimulatordetermine
theorderandtimingof its rewindingsobliviouslyof thecon-
currentscheduling.

The rewinding strategy of our simulatoris speci�ed by
the SIMULATE procedure.Thegoalof the SIMULATE pro-
cedureis to supplythesimulatorwith V � 's“secret”for each
sessionbeforereachingthesecondstagein theprotocol.As
discussedabove, this is doneby rewinding the interaction
with V � while trying to maketheveri�er answertwo differ-
entchallenges(Pj ).

The timing of the rewindings performedby the SIM-
ULATE proceduredependsonly on the numberof veri�er
messagesreceivedso far (andon thesizeof theschedule).
For thesakeof simplicity, wecurrentlyignoresecondstage
messagesandrefrainfrom specifyingthewaythey arehan-
dled. On a very high level, the SIMULATE proceduresplits
the�rst stagemessagesit is aboutto exploreinto two halves
andinvokesitself recursively twice for eachhalf (complet-
ing the two runsof the �rst half beforeproceedingto the
two runsof thesecondhalf).

At the top level of the recursion,the messagesthat are
aboutto beexploredconsistof theentireschedule,whereas
at the bottom level the procedureexploresonly a single
message(at this level, the veri�er messageexplored is
storedin a specialdata-structure,denotedT ). The solve
procedurealways outputsthe sequenceof “most recently
explored”messages.

Theinputto theSIMULATE procedureconsistsof atriplet
(`; hist; T ). Theparameter̀ correspondsto thenumberof
veri�er messagesto be explored, the string hist is a tran-
script of thecurrent threadof interaction,andT is a table
containingthecontentsof all themessagesexploredso far
(to be usedwhenever the secondstageis reachedin some
session).2

Thesimulationis performedby invoking theSIMULATE

procedurewith the appropriateparameters. Speci�cally,
whenever theschedulecontainsm = poly(n) sessions,the
SIMULATE procedureis invokedwith input (m(k+ 2); �; � )
(wherem(k+ 2) is thetotal numberof veri�er messagesin
a scheduleof m sessions).TheSIMULATE procedureis de-
pictedin Figure2.

If thesimulationreachesthesecondstage(themainZ K
proof part) in the protocolat any time, without the secret
having beenextracted,the simulatorcommitsto a random
string.3 But if subsequentlytheveri�er sendsthemessage
(v1) to reveala secretconsistentwith its earliermessages,
thesimulator“getsstuck,” i.e., it cannotcontinuetheproof
asin theoriginalprotocolandkeepit indistinguishablefrom
anactualproof. Thenit givesup theentiresimulationand
outputs? .

A slot in the simulation consistsof two messages:a
provermessageandthenext veri�er message.Thetwo mes-
sagesof a slot maybefrom differentsessions;but for each
veri�er message,thenext messagein thesimulationis the
simulatedprover's reply to it (in the samesession). The
simulatorwill rewind to points betweenslots. A session

2Themessagesstoredin T areusedin orderto determinetheveri�er' s
“secret”accordingto “dif ferent” answersto (V j ).

3If the secrethasbeenextracted,it is usedto manufacturea message
whichhelpsthesimulatorcompletetheproof later.
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duringtherunof thesimulatoris identi�ed by theslot in the
simulationwherethe �rst messageof the session,namely
the initial commit message(V0) from the veri�er , arrives
(therebyendingthatslot).

3.3 Blocks

We de�ne a block asthepartof executionof thesimu-
latorwithin aninvocationof theSIMULATE procedure.The
smallestblock is a singleslot, correspondingto thebaseof
recursion.Theotherblocksarecomposedof four blocksof
thenext lower level.

Figure 3 illustratesone block. The way in which the
historyis passedto the lower level invocationstie themto-
getherasshown. The invocationof the (lower level) block
called 10 in the top threadcorrespondsto the �rst (look-
ahead)call. It is truncatedimmediately(i.e., its history is
not continuedfurther) as the simulatorrewinds when the
call returns;thesecondcall (blockmarked1) startsoff with
thesamehistoryasthe�rst one,asindicatedby the�rst fork
in the thread;the resultingthreadcontinues,asthe SIMU-
LATE proceduregoesto thenext half in therecursion.Again
the�rst call is truncatedby rewinding,andthehistoryfrom
thesecondcall is passedto theoutsideof theblock.

Of thesefour blocks, the �rst one (in Figure 3, 10) is
called the look-aheadblock of the secondone(1). Sim-
ilarly the third block (20) is the look-aheadblock of the
fourth one(2). Every block excepttheoneat thetop-most
level eitheris a look-aheadblockor hasalook-aheadblock.
A block maycontainanotherblock of a lower level, but no
two blockscaneveroverlapotherwise.

1 2'

2

1'

Figure 3. The Threads of execution of the sim­
ulator . The shaded bloc ks hide the threads
in the recur sive calls. The bloc k returns the
messa ges from bloc ks 1 and 2.

Figure 4 illustratesthe “threads” in the simulation. A
threadrefersto a path from left to right in sucha �gure.
A threadfrom the initial point of simulation,up to a slot x
correspondsto thetranscriptof thesimulatedprotocolwhen
thesimulationreachesx.

4 High Level Analysisof the Simulator
In orderto provethecorrectnessof thesimulation,it will

be suf�cient to show that for every adversaryveri�er V � ,
thethreeconditionscorrespondingto thefollowing subsec-
tionsaresatis�ed.

Figure 4. A bloc k in the execution of the
sim ulator . The shaded boxes correspond to
bloc ks two levels belo w the bloc k sho wn. The
lines indicate the diff erent “threads” of exe­
cution taken by the sim ulator .

4.1 The simulator runs in polynomial­time

Eachinvocationof theSIMULATE procedurewith param-
eter` > 1 involvesfour recursive invocationsof theSIMU-
LATE procedurewith parameter̀=2. In addition,thework
investedat the bottomof the recursion(i.e., when` = 1)
is upperboundedby poly(n). Thus, the recursive work
W (m�(k+ 1)), thatis investedby theSIMULATE procedure
in orderto handlem � (k + 1) (�rst stage)veri�er messages
satis�es W (m � (k + 1)) � (m � (k + 1))2 � poly(n) =
poly(n).

4.2 The simulator' s output is “corr ectly” dis­
trib uted

Indistinguishabilityof thesimulator's outputfrom V � 's
view (of m = poly(n) concurrentinteractionswith P) is
shown assumingthatthesimulatordoesnot “get stuck”and
output? during its execution(seethenext section).Since
the simulatorS will get stuckonly with negligible proba-
bility, indistinguishabilitywill immediatelyfollow. Thekey
for proving theabove lies in thefollowing two properties:

� First stagemessagesoutputby S are identically dis-
tributed to �rst stagemessagessent by P. This is
proved basedon the de�nition of the simulator's ac-
tions.(Notethatthispropertyis easierto provefor our
protocolthanit is for theRK protocol.)

� Secondstagemessagesoutputby S arecomputation-
ally indistinguishablefromsecondstagemessagessent
by P. This is provedbasedon thefactthattheveri�er
cannotfeasiblydistinguishbetweentheproverusinga
real witnessand the prover cheatingby knowing the
secretstringusedby theveri�er. This followsfrom the
securityof thecommitmentschemeusedby theprover
inside the ZK proof systememployed in the second
stageof theprotocol.
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A formal proof can be given using a hybrid simulator
which differs from the original simulator only in that it
knows thewitnessfor x 2 L , andusesthat for thesecond
stage.Thoughthehybridsimulatordoesnot usetheentries
in theSolutionTable,it alsofails if it reachesthelastmes-
sagein anunsolvedsession.In thesequel,we shallanalyse
thishybridsimulator.

4.3 The simulator (almost) never “gets stuck”

This is themostinvolvedpartof theproof. What is re-
quiredis to show thatwhenevera sessionin thesimulation
reachesthesecondstageof theprotocol,thesimulatorhas
alreadysolved it – i.e., managedto obtainthevalueof the
veri�er' s“secret”correspondingto thatsession(if thereis a
valid secretfor thesession)with overwhelmingprobability.

The adversarialveri�er is saidto succeedon a random
tapeof the simulator, if the simulatorgetsstuck in some
sessions. Recall that a sessionis specifedby the “start-
slot.” In contrast,thesimulatoris saidto secure a session
if it doesnot get stuck in that session(but the simulator
may still get stuck in someothersession).We would like
to boundtheprobabilitythat theadversarysucceedsin any
session.

We shall boundthis probability for eachsettingof the
coin �ips of the veri�er. So now onwardswe �x the coin
�ips of theveri�er andconsidertheprobabilitywith respect
to thecoin-�ips of thesimulatedprover only. Sogiventhe
randomtapeof thesimulator(i.e., therandmonessusedto
generatethe prover messages),the entireexecutionof the
simulatoris determined.

To boundtheprobabilitythattheadversarysucceedswe
haveto boundthenumberof randomtapesonwhichthead-
versarysucceeds.Weshallshow thatfor everyrandomtape
onwhichtheadversarysucceedswith respectto aparticular
sessions, therearemany othertapeswith which thatis not
thecase(takingcarenot to double-countthetapes).In the
sequelwe restrictourselves to randomtapeswhich cause
the simulator to never pick two identical challenges;this
doesnot affect the probabilitiesby morethana negligible
fraction.

Lemma 1 LetR bethesetof all randomtapesusedby the
simulator. Thereexistsamappingf : R ! 2R suchthatfor
everyR 2 R, if theadversarysucceedson R for a session
s, then

1. 8R0 2 Rnf Rg, f (R) \ f (R0) = �

2. jf (R)j � 2k � O(h) , where h is themaximumdepthof
recursionof thesimulator.

3. 8R0 2 f (R)nf Rg, thesimulatorsecuress on random
tapeR0.

We shallsketchtheproof of this lemmain thenext sec-
tion, but beforethat note that it achievesour goal. Since
all the randomtapesareequallyprobable,thenext lemma
follows immediatelyfrom Lemma1.

Lemma 2 Theprobability that theadversarysucceedsfor
a givensessions is at most2� (k � O(h)) .

Now weprovetheassertionof this section:
The numberof possiblesessionsis at most the num-

ber of slots, and thereforepoly(n). (When the simulator
is simulatinga concurrentsessioninvolving at most` mes-
sages,thenumberof slotsin thesimulationis at most`2.)
Thusby union bound,Lemma2 implies that theprobabil-
ity of the simulatorgetting stuck (i.e., that of the adver-
sary succeedingwith respectto somesession)is at most
poly(n)2� (k � O(h)) . This is negligible in n as we take
k = ! (log n), andh = O(log n). The latter follows, be-
causeh, the depthof the recursion,is logarithmic in the
numberof slots.

5 Proof Sketch of Lemma 1

Herewesketchtheproofof Lemma1. (A morecomplete
proof is includedin thefull versionof thispaper).

5.1 Overview

Let theadversarysucceedon therandomtape(deck)R,
in sessions whichstartsataslotstart (whenthemessage
(V0) arrives)andendsattheslotstop (atwhosebeginning
the simulatorgetsstuckunableto send(p2)). The mapf
is establishedby demonstratinga procedurewhich takesR
andoutputsat least2k � O(h) distincttapesin whichthesim-
ulator securess. To show that f (R) \ (R0) = � we will
demonstratean inverseprocedurewhich takesany tapein
f (R) andgivesbackR.

The random-tapeof the simulatorcan be considereda
concatenationof therandomstringsusedat eachslot (nor-
malizedto thesamelength).Imaginethateachsuchrandom
stringis acard drawn from alargeuniverse,andtherandom
tapeis a deck of suchcards.Then,eachtapeoutputby the
procedureis obtainedby shuf�ing the input deck. That is,
theorderin which thedifferentrandomstringsareusedis
changed,but therandomstringsthemselvesarenotaltered.

Spans. Supposetheveri�er sendsacorrectmessage(V j )
in sessions in responseto prover's challengein a message
(Pj ). The prover's challenge(Pj ) startsa slot x and the
subsequentveri�er' sanswerendsasloty (thetwo slotsmay
bethesame).Thesetof slotsalongthex-y thread,between
(andinclusiveof) x andy is calledaspan.

Let uscall thesegmentof thethreadbetween,but not in-
cluding,theslotsstart andstop thestart -stop seg-
ment. Sincethe simulatorreaches(p2) at the slot stop ,

7



within the start -stop segment the prover (simulator)
mustsendthek challenges(P1); : : : ; (Pk), andtheveri�er
mustproperlyanswerin messages(V1) ; : : : ; (V k). Thus
thestart -stop segmentis partitionedinto k spans.

A spanis calledgoodif thechallengeat thebeginningof
thespanis correctlyansweredin theveri�er messageat the
endof thespan.With therandomtapeR all thek spansin
thestart -stop segmentaregood,andtherearenoother
goodspans.

Shuf�ing Thr eads. Therandomstrings(cards)in all the
slotsalonga thread�x esthe executionof that thread4 So
if we move the randomnessin a thread(or in a segment
thereof)to someotherthread(or its segment),theexecution
in thelatterwill beidenticalto thatof theformerbeforethe
change,aslong asthetwo threadsor segmentsin question
fork off from thesamepoint.

Supposethatthereis a look-aheadthreadthatstartsafter
theslotstart , but is notaslongasthestart -stop seg-
ment,andthat theexecutionin thestart -stop segment
wereto beadvancedto thatthread.Thenif thelatterthread
is longenough,at leastoneof thek goodspansoriginally in
the start -stop segment,with messages(Pj ) and(V j )
say, will appearin that thread. If thathappensthesimula-
tor wouldhavesecuredthesession(i.e., it will notgetstuck
in that session)by the time it rewinds out of that thread,
becauseif the veri�er answersa later challenge(Pj ) cor-
rectly(sinceweareassumingthatnotwo challengesarethe
same),it cansuccessfullyextractthesecret� for sessions.

Theaboveobservationsuggeststhatfrom arandomtape
in which the adversarysucceedsfor a sessions, just by
swappingtherandomnessof the“crashingthread”with that
of many otherappropriatethreads,we get randomtapesin
which the sessions is secured.But the resultingmapping
is not invertible. For our countingargumentto go through
smoothly, we do a slightly moresophisticatedmapping,as
explainednext.

5.2 Shuf�ing by SwappingBlocks

The aim of the shuf�ing procedureis to establishthat
there are some non-overlapping “swappable” segments
(each containing one good span) in the start -stop
thread,andfor eachsegmenttherearemany segmentswith
which it canbeswapped.Furthereachof theseswappings
canbecarriedoutindependentlyoneaftertheother, andstill
theentireswappingremainsinvertible. We shall show that
thereareatleast2k � O(h) distincttapesthatcanbeproduced
by theseswappings,all of whichwill allow thesimulatorto
securesessions.

The shuf�ing procedurecan be describedin terms of

4Recallthat thehybrid simulatorthatwe areanalysingdoesnot make
useof thetableT . Also, theveri�er is assumedto bedeterministic.

theblock structureof theexecutionof thesimulatorasde-
scribedin Section3.3.We make thefollowing de�nitions.

A blockis saidto beswappableif it is thesmallestblock
containinga good span,it doesnot properly containany
othergoodspan,andit doesnotcontaintheslotsstart or
stop . Notethattheminimalblockcontainingagoodspan,
aslong asit doesnot containstart or stop , eitheris a
swappableblock, or containsa swappableblock. The part
of the start -stop segmentinsidea swappableblock is
calleda swappablesegment.A swappablesegmentwill be
swappedwith someothersegmentsasdescribedshortly.

Theswappableblocksareorderedaccordingto theorder
of their associatedspans.A block is calledanallied block
of a swappableblockB if (a) it contains(or is) B , but does
not containthepreviousswappableblock,and(b) doesnot
containthestart or stop slots.

A swappableblockB is analliedblockof itself. At each
higherlevel, thereis oneallied block of B , namelytheone
containingthealliedblockof thelowerlevel, upto thelevel
at which theblock containingB alsocontainsits previous
swappableblockor start or stop . Thenumberof allied
blocksof B will bedenotedby tB .

Notethatsinceanalliedblockcannotcontainthestart
or stop slots,thestart -stop segmententerstheblock
andleavesit. Suchablockcannotbealook-aheadblock(as
de�ned in Section3.3),becausea look-aheadblock cannot
haveany threadcontinuingoutof it. Thuseveryalliedblock
hasa look-aheadblock. We arenow readyto outline the
shuf�ing strategy.

Basic-Shuf�e. The entire shuf�ing of a threadis com-
posedof many basic-shuf�es, eachof which works on a
swappableblock. Thebasic-shuf�e is a hierarchicalproce-
dureinvolving theallied blocksof a swappableblock. We
illustratethis throughan example. A formal descriptionis
availablein thefull versionof this paper.

Figure5 showshow theswappableblockmarked1 in the
lower threadAP Q is shuf�ed up to theupperthreadAB C.
Theblock marked1� (in threadAB C) is calledthetarget.
Thealliedblocksof 1 areblocksmarked1; 2 and3, andthe
blockscontaining1� at thecorrespondinglevelsaremarked
1� ; 2� and3� . First,block1 is swappedwith its look-ahead
block 10, as 1� is a look-aheadblock. But blocks 2 and
20 arenot swapped,because2� is not a look-aheadblock.
Finally blocks3 and30 areswappedwith eachotheras3�

is a look-aheadblock,completingthebasic-shuf�e.

For a swappableblock B , by choosingat eachof thetB

levelswhetherto swaptheallied block with its look-ahead
block or not, the above strategy speci�es2t B targetswith
which B canbeshuf�ed (oneof thembeingitself). (In our
examplethisnumberis 23.)
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Figure 5. A basic­shuf�e can move the swap­
pable bloc k 1 to the bloc k 1� , one of its 8 target
bloc ks.

Inverting a Basic-Shuf�e. Supposethe r -th swappable
block (orderedaccordingto the orderof the spansassoci-
atedwith the swappableblocks)with the original random
tapeR is B , andit wasshuf�ed to a targetblock B � to get
thetapeR0. Invertingthis basic-shuf�e involvesrecovering
R from R0, aswell asidentifying thetargetblock B � . The
latterensuresthatthetapesobtainedby shuf�ing B with the
differenttargetsof B areindeeddistinct.

We notethatshuf�ing B doesnot changeanything out-
side the outer-mostallied block and its look-aheadblock.
In particular, all thepreviousr � 1 swappableblocksin the
simulationremainunchanged.Also, the shuf�ing makes
theexecutionof B � identicalto thatof B beforetheshuf-
�e. Further, theexecutionof everyblock till B � with R0, is
identicalto that of someblock beforeB , with the tapeR.
ThusB � becomesther -th swappableblock after theshuf-
�e. Thismakesit possibleto identify thetargetblockof the
shuf�e by inspectingR0. This is cruciallyusedfor inverting
themapping.5

5Notethatif asimplershuf�ing strategy of exchangingtherandomness
in the two threadsto be shuf�ed is used,this may no longerbe true. In
our illustration, if we just swap the randomnessin the two threadsAB C
andAP Q, theexecutionin thesegmentB X for instance,will beunpre-
dictable(andin particularmayintroduceagoodspanin B X andintroduce
an associatedswappableblock). This is because,in the original random

Having identi�ed B � , we arereadyto startour unshuf-
�ing. We setB � asthecurr ent block. Next we checkif it
is a look-aheadblockor not. If it is, thenit meansit reached
theredueto aswap.Soit is swappedto becomeanon-look-
aheadblock, and the current-blockis also changedto the
resultingblock. Thenwe checkif theblock containingthe
current-blockis analliedblock (i.e.,wecheckif it contains
ther � 1-th swappableblockor thestart or stop slots).
If it is, wemakeit thecurrent-blockandrepeatby checking
if it is a look-aheadblock, andif necessaryswapping. We
continuethis wayuntil thecurrentblock becomesthemax-
imal allied block. It is not hard to seethat this operation
undoesthebasic-shuf�e which takesB to B � .

Shuf�ing the entire thr ead. To shuf�e theentirethread,
theabove basic-shuf�e procedureis carriedout on eachof
the swappableblocks. This is donefrom right to left, i.e.,
the last (in simulationorder) swappableblock is shuf�ed
�rst, thenthepreviousone,andsoon. The�rst basic-shuf�e
doesnot changetheexecutionof any of thepreviousswap-
pableblocks(asall thesegmentsinvolvedin aswappingoc-
cur after thepreviousswappablesegments).Thenthenext
swappableblock is swappedandso on. This ensuresthat
theunswappingcanbedone,in thereverseorder, �rst swap-
pingbacktheearliestswappablesegment,thenthenext and
soon.

5.3 Counting Swaps

By the above, the random tape R can be invertibly
mappedto � B 2t B = 2

�

B t B tapes,wherethe summation
is over all swappablesegmentsB . So to prove condition
(2) of Lemma1 weneedto countthetotalnumberof allied
blocksof all swappableblocksfor therandomtapeR.

If B is ablockwhichdoesnotcontainstart or stop ,
thenwehavethefollowing: (1) For everygoodspanq, if B
is thesmallestblock containingq, thenB is eithera swap-
pableblockorcontainsaswappableblock. (2)B is anallied
block of the�rst swappableblock thatit contains,if it con-
tainsat leastoneswappableblock. (3) Therefore,B is an
allied block (of the�rst swappableblock thatit contains)if
it containsat leastonegoodspan.

Supposewemapeachof thek goodspansin thestart -
stop segmentto thesmallestblock containingit. Then,a
block B canhave at mostonespanmappedto it; this is be-
causeaspanmappedto B mustincludeslotsin bothhalves
of the B , and the k spansareall disjoint. Thus thereare
at leastk blockswhich containat leastonegoodspan.Of
these,at mosth blockscontainthe slot start , andsimi-
larly for stop . Thusby Observation3 above,at leastk� 2h

tapetherewasno threadwith therandomnesssameasin thethreadAB X
after the swap. But whenthe swap is carriedout systematicallyasillus-
tratedabove,every threadbeforeAB C wasalreadypresentin theoriginal
setting,andnoneof themhadagoodspanin them.
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blocksareallied blocks,thereby proving condition(2) of
Lemma1.

5.4 Securingthe session

Outof all thenew randomtapesobtainedby thestrategy
above,thereis onewhich is identicalto theoriginal tapeR.
In any othertapeR0 2 f (R), thereis onegoodspanoutside
thestart -stop segment,in a look-aheadblock, namely
the target of the left-most swappableblock swapped. As
describedearlier, if thecall to SIMULATE returnsfrom that
look-aheadsegmenttoapointafterthestart slot,thesim-
ulator will be ableto �nd the secretof the veri�er (condi-
tional on all thechallengesof thesimulatorbeingdistinct)
thenext time it goesthroughthesameroundin thatsession.
But we know thatthecall to SIMULATE will returnbecause
theblock swappeddid not containtheslot stop , andthat
it will returnto a point after thestart slot becauseit did
not containthe slot start . Thus on all randomstrings
obtainedabove except for the original adversariallygiven
one,thesimulatorindeedsecuresthesessionwhich began
at start . (The simulationmay still get stuck, but only
for a differentsession.Theunionboundargumentgivenin
Section4.3 shows that this can't happentoo often,andthe
proofgoesthrough.)Thiscompletestheproofof Lemma1.
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Proofsof Knowledge.JCSS, Vol. 37, No. 2, pages156–189,
1988.

[4] R.Canetti,O.Goldreich,S.Goldwasser, andS.Micali. Reset-
tableZero-Knowledge.In 32ndSTOC, pages235–244,2000.

[5] R. Canetti, J. Kilian, E. Petrankand A. Rosen.Black-Box
ConcurrentZero-Knowledge Requires ~
 (log n) Rounds.In
33rd STOC, pages570–5792001.

[6] C. Dwork, M. Naor, and A. Sahai. Concurrent Zero-
Knowledge.In 30thSTOC, pages409–418,1998.

[7] C. Dwork, andA. Sahai.ConcurrentZero-Knowledge: Re-
ducingtheNeedfor Timing Constraints.In Crypto98, Springer
LNCS1462, pages442–457,1998.

[8] U. Feige.Ph.D. thesis,Alternative Models for Zero Knowl-
edgeInteractive Proofs.WeizmannInstituteof Science,1990.

[9] U. FeigeandA. Shamir. WitnessIndistinguishabilityandWit-
nessHiding Protocols.In 22ndSTOC, pages416–426,1990.

[10] O. Goldreich.ConcurrentZero-Knowledgewith Timing –
Revisited.To appear, in 34thSTOC, 2002.

[11] O. Goldreich.Foundationof Cryptography – Basic Tools.
CambridgeUniversityPress,2001.

[12] O.GoldreichandH. Krawczyk.OntheCompositionof Zero-
KnowledgeProofSystems.SIAMJ. Computing, Vol. 25,No.1,
pages169–192,1996.

[13] O. Goldreich,S.Micali andA. Wigderson.ProofsthatYield
NothingBut TheirValidity or All Languagesin NPHaveZero-
KnowledgeProofSystems.JACM, Vol. 38,No.1,pp.691–729,
1991.

[14] S. Goldwasser, S. Micali and C. Rackoff. The Knowledge
Complexity of Interactive Proof Systems.SIAM J. Comput.,
Vol. 18,No. 1, pp.186–208,1989.

[15] S. Goldwasser, S. Micali and R.L. Rivest. A Digital Sig-
natureSchemeSecureAgainstAdaptive ChosenMessageAt-
tacks.SIAMJ. Comput., Vol. 17,No. 2, pp.281–308,1988.

[16] J. Hastad,R. Impagliazzo,L.A. Levin andM. Luby. Con-
struction of PseudorandomGeneratorfrom any One-Way
Function.SIAMJour. on Computing, Vol. 28 (4), pages1364–
1396,1999.

[17] J.Kilian. PersonalCommunication

[18] J. Kilian and E. Petrank.Concurrentand ResettableZero-
Knowledgein Poly-logarithmicRounds.In 33rd STOC, pages
560–569,2001.

[19] J. Kilian, E. Petrank,and C. Rackoff. Lower Boundsfor
Zero-Knowledgeon the Internet.In 39th FOCS, pages484–
492,1998.

[20] M. Naor. Bit CommitmentusingPseudorandomness.Jour. of
Cryptology, Vol. 4, pages151–158,1991.

[21] R.RichardsonandJ.Kilian. OntheConcurrentComposition
of Zero-KnowledgeProofs.In EuroCrypt99, SpringerLNCS
1592,pages415–431,1999.

[22] A. Rosen.A note on the round-complexity of Concurrent
Zero-Knowledge.In Crypto2000, SpringerLNCS 1880,pages
451–468,2000.

10


