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Abstract

We showthat everylanguage in N P hasa (black-box)
concurient zen-knowledg proof systemusing O(log n)
roundsof interaction. Thenumberof roundsin our protocol
is optimal,in the sensdhat anylanguage outsideBP P re-
quiresatleast {log n) roundsof interactionin orderto be
provedin black-boxconcurentzeio-knowledg. Thezeo-
knowled@ property of our main protocol is proved under
the assumptiorthat there exists a collection of claw-free
functions. Assumingonly the existenceof one-wayfunc-
tions, we showthe existenceof O(log n)-roundconcurent
zeo-knowledg argumentdor all languagesin N P.

1 Intr oduction

Zero-knavledge proof systems,introducedby Gold-
wasser Micali and Racloff [14] are efcient interactve
proofsthat have the remarkablegpropertyof yielding noth-
ing beyondthe validity of the assertiorbeingproved. The
generalityof zero-knavledgeproofshasbeendemonstrated
by Goldreich,Micali andWigderson13], who shavedthat
every NP-statementanbe provedin zero-knavledgepro-
vided that one-way functionsexist [16, 20]. Sincethen,
zero-knavledgeproofshave turnedout to be an extremely
usefultool in thedesignof variouscryptographigrotocols.

The original setting in which zero-knavledge proofs
wereinvestigatedconsistedof a single prover and veri er
which executeonly oneinstanceof the protocolat a time.
A morerealisticsetting,especiallyin thetime of the Inter-
net,is onewhich allows the concurrentexecutionof zero-
knowledgeprotocold[8, 6]. In theconcurrensetting,mary
protocols(sessionsare executedat the sametime, involv-
ing mary veri ers which may betalking with the same(or
mary) proverssimultaneouslythe so-calledparallelcom-
positionconsideredn [12, 9, 10] is aspecialcase).Thisset-
ting presentghe new risk of a coordinatechttackin which
an adwersarycontrolsmary veri ers, interleaszing the exe-
cutionsof the protocolsand choosingveri ers' messages
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basedon other partial executionsof the protocol. Since
it seemsunrealistic(and certainly undesirablefor honest
proversto coordinatetheir actionsso that zero-knavliedge
is presered, we mustassumethat in eachprover-veri er
pair the proveractsindependently

Loosely speaking,a zero-knavledge proof is said to
be concurent zeo-knowledg (cZ K) if it remainszero-
knowledgeeven when executedin the concurrentsetting.
Recall that in orderto demonstratehat a certain proto-
col is zero-knavledgeit is requiredto demonstrat¢hatthe
view of every probabilisticpolynomial-timeadwersaryin-
teractingwith the prover canbe simulatedby a probabilis-
tic polynomial-timemachine(a.k.a.the simulato). In the
concurrensetting,theveri ers' view mayincludemultiple
sessionsunning at the sametime. Furthermorethe veri-
ers may have controlover the schedulingof the messages
in thesesessiongi.e.,theorderin whichtheinterlearedex-
ecutionof thesesessionshouldbe conducted).As a con-
sequencethe simulators taskin the concurrensettingbe-
comesconsiderablymore complicated.In particular stan-
dardtechniqueshpasedon “rewinding the adwersary”, run
into trouble.

1.1 PreviousWork

An informal algumentconcerningthe dif culty of con-
structinground-efcient ¢Z K wasgiven by Dwork, Naor,
and Sahaiin their paperintroducingcZ K [6]. The rst
rigorous lower bound was given by Kilian, Petrankand
Racloff [19] who showved, building on the techniques
of [12], thatfor everylanguageoutsideBP P thereis no 4-
round protocolwhoseconcurrentexecutionis simulatable
in polynomial-timeby a black-boxsimulator. (A black-box
simulatoris a simulatorthat hasonly black-boxaccesgo
the adwersarialveri er.) This lower boundwas later im-
provedby Rosento sevenrounds[22], andwasfurtherim-
provedto (log n=loglogn) roundsby CanettiKilian, Pe-
trankandRosen5].

Even ignoring issuesof round ef ciency, it wasnot a-
priori clear whetherthere exists cZ K protocolsfor lan-
guagesoutsideof BPP. RichardsorandKilian werethe
rst to exhibit a family of cZK protocols(parameterized
by the numberof rounds)for all languagesn N P [21].



The original analysisof the RK protocol shoved how to
simulatein polynomial-timen®® concurrensessionsnly
whenthenumberof roundsin theprotocolis atleastn (for
somearbitrary > 0). This analysishasbeenlater im-
proved by Kilian andPetrank[18], who shav thatthe RK
protocolremainsconcurrenizero-knavledgeevenif it has
O( (n) log?n) rounds,where () is any non-constant
function(e.g., (n) = loglogn).

In a recentbreakthrougtresult, Barak[1] constructsa
constant-roundorotocol for all languagesn N P whose
zero-knavledgepropertyis proved using a non bladk-box
simulator Sucha methodof simulation enableshim to
prove thatfor every (predeterminedpolynomialp( ), there
exists a constant-roundprotocol that preseres its zero-
knowledge property even whenit is executedp(n) times
concurrently(wheren denoteghe size of the commonin-
put). This hasbeenpreviously shovn to be unachieable
via black-boxsimulation[5] (unlessN P BPP).

A majordrawbackof Barak's protocolis thatthe (poly-
nomial)numberof concurrensessionselative to whichthe
protocolshouldbe secureamustbe x edbefore the protocol
is speci ed. Moreover, the length of the messagem the
protocolgrows linearly with the numberof concurrenses-
sions. Thus, from both a theoreticaland a practical point
of view, Barak’s protocolis still not satisactory Whatwe
would like to have is a single protocol that preseres its
zero-knavledgepropertyevenwhenit is executedconcur
rently for any (not predeterminedpolynomial numberof
times. Sucha propertyis indeedsatis ed by the protocols
of [21, 18] (alastheseprotocolsarenot constant-round).

1.2 Our Results

In this work we closethe gap betweenthe known up-
per and lower boundson the round-compleity of black-
box cZK [18, 5]. Speci cally, assumingthe existenceof
perfectly-hidingcommitmentschemegwhich exist assum-
ing theexistenceof acollectionof claw-freefunctions[15]),
we show thateverylanguageén N P canbe provedin cZ K
usingonly O(log n) roundsof interaction.Our mainresult
is statedn thefollowing theorem:

Theorem 1 (Main Theorem) Assuming the existence
of perfectly-hidingcommitmentschemes,there exists an
O(logn)-round black-box concurent zeo-knowledg
proof systemfor every language L 2 NP (thatis, for
everyinputx, thenumberof messgesexchangedis at most

O(log(jxj)))-

We stresghatour protocolretainsits zero-knavledgeprop-
ertyevenunder‘full edged” concurrentomposition.That
is, oncetheprotocolis x edit will remainzero-knavliedge
no matterhow mary timesit is executedconcurrently(as
long asthe numberof concurrensessionss polynomialin
thesizeof theinput).

Notice thatthe above theoremcompleteshe classi ca-
tion of the round-compleity of black-boxcZ K. Namely
by combiningTheoreml with the lower boundof Canetti
etal.[5], we have:

Corollary 1 Theround-complgity of bladk-boxconcurent
zen-knowledgis ~(log n) roundst

By relaxing the soundnessequirementf the protocolto
hold only againstcomputationallyboundedprovers (that
is, by consideringso-calledzero-knavledgeargumentg14,
3]), we areableto achiese a similar resultassumingonly
the existenceof one-way functions,namely:

Theorem2 Assuminghe existenceof one-wayfunctions,
there existsan O(log n)-roundbladk-boxconcurent zeio-
knowledg argumentsystenfor everylanguageL 2 N P.

We notethat the lower-boundby Canettiet al. [5] applies
alsoin the caseof alguments.

1.3 Techniques

The proof of Theorem1 builds on the protocol by
RichardsorandKilian [21] andon the simulatorby Kilian
andPetrank18]. However, our analysisof the simulators
executionis more sophisticatedand thusyields a stronger
result. We introducea novel countingargumentthat in-
volvesadirectanalysisof theunderlyingprobability space.
This is in contrastto previous resultsthat requiredsubtle
manipulationf conditionalprobabilities.We alsopresent
anew variantof the RK protocol[21] whichis bothsimpler
andmoreamenabldo analysisthanthe original version.In
therestof thissectionwebrie y sketchtheideaswe useto
obtainour mainresult.

Constructingzero-knavledge proofs for N P involves
resolvinga tensionbetweerthe soundnesandzeio knowl-
edge conditions:In (black-box)zero-knavledgeproofs,the
simulatorcan be thoughtof asa party that interactswith
the veri er, but unlike the prover, the simulator must be
ableto corvince the veri er of both true and false state-
ments. To enablethis, the simulatoris given a “super
power,” namelythe ability to “rewind” the veri er to an
earlier state,and thus baseits messagesn future veri er
messagesVery roughly speaking zero knowledgeproofs
for N P have beenconstructedy inserting“rewinding op-
portunities” into protocols,which allow the simulatorto
“win” if it canbaseoneof its earliermessageto the veri-

er onafuturemessageecevedfromtheveri er. Westress
thatin orderto successfully'exploit” a “rewinding oppor
tunity,” thesimulatormusttake carenotto “rewind” toofar
back,otherwisethe informationit learnedfrom theveri er
will nolongerbeuseful. It is preciselythis problemwhich

f (n) = T h(n)) if bothf (n) = O(h(n)) andf (n) = T h(n)).




malkessimulationsodif cult in concurrenzeroknowledge,
becauseewinding oneveri er may causeanotherveri er
to berewound*“too much} requiringre-simulationas rst
pointedout by [6].

The Richardson-Kilian (RK) protocol and Kilian-
Petrank simulation. The basicidea of the Richardson-
Kilian cZK protocol[21] is to have a protocolwith many
rewinding opportunities,so that evenif the simulatorhas
to missoneopportunity it will still getmary more. Kilian
andPetrankthenshovedthatin fact,thereexistsa simula-
tor for the RK protocolwhichhasaverynatural‘oblivious”
rewinding strateyy [18] —in otherwords,thesimulatorsde-
cisionsof whenandhow muchto rewind do notdepencbn
thebehaior of theveri ers, but arepredetermined.

At this point, we notethata simpletechnicalcalculation
shaws that a single chanceto exploit a rewinding oppor
tunity resultsin only a constantprobability that the sim-
ulator will “win.” Thus, the simulatorneedsa superlog-
arithmic numberof (roughly independentrhanceso ex-
ploit rewinding opportunitiesin order to reduceits fail-
ure probability to a negligible fraction. Kilian andPetrank
shavedthatin their obliviousrewinding stratey, through-
out the simulation, every time a sessionof the protocol
completes,the simulator will have chancesto exploit at
least ( k=logn) rewinding opportunitieswherek is the
total numberof rewinding opportunitiesn theprotocol(the
numberof roundsin theprotocolwouldthenbe O(k)). This
impliesthat O(log? n) roundssufce for concurrenisimu-
lation of the RK protocol.

The new ideasunderlying this work. Unfortunately the
Kilian-Petrankargumentdoesnot extendto the casewhen
k = O(logn). In fact,in sucha casetheremay existsonly
few (i.e., o(log n)) rewinding opportunitieghat canbe ex-
ploitedby the simulator

We overcomethis limitation by shifting our focusfrom
the numberof “exposed” rewinding opportunitiesin the
protocol,to thetotalnumberof chanceso exploit rewinding
opportunitiescountedwith multiplicity, in casethe rewind-
ing schedulepermits multiple chancego exploit a single
rewinding opportunityin the protocol.In fact,we shav that
the Kilian-Petrank oblivious rewinding stratayy itself al-
waysyieldsroughlyk O(log n) suchchancesdn total. This
allowsusto concludethatO(log n) roundssufce. Further
more,ratherthanrelying onasubtlemanipulatiorof condi-
tional probabilitiesasdonein previouswork [21, 18], build-
ing ona suggestiorof [17] we employ adirectcountingar
gumentto prove our claim. We essentiallyshowv directly
thattherecanonly be very few randomcoinson which our
simulationfails, by arguingthatfor every choiceof random
coins on which our simulationfails, theremustbe super
polynomially more other choicesfor the randomcoinson
whichit doesnot.

1.4 Conclusionsand an openproblem

Our result (togetherwith [5]) essentiallycompleteghe
classi cation of the round-comple&ity of black-boxcz K
(Corollary 1). Still, in light of Barak's recentresult[1],
constant-roundZ K protocols(with nonblack-boxsimula-
tors) do not seemout of reach. A naturalopenquestionis
whetherthereexistsa constant-roungnonblack-box)cZ K
protocolfor all languagesn N P.

2 De nition of cZK

We usethestandardle nitions of interactve proofs(and
interactve Turing machines]14, 11] andargumentga.k.a
computationally-soung@roofs)[3]. In de ning concurrent
zero knowledge, we follow the original de nition of [6],
usingare nementdueto [5].

Let HP; Vi be aninteractve proof (resp.argument)for
alanguagd., andconsidera concurrent adversary (veri-
er) V that,giveninputx 2 L, interactswith anunbounded
numberof independentopiesof P (all on commoninput
x). TheconcurrenadwersaryV is allowedto interactwith
the variouscopiesof P concurrently without ary restric-
tions over the schedulingof the message# the different
interactionswith P (in particular V hascontrol over the
schedulingof themessages theseinteractions).

Thetranscript of aconcurrentnteractionconsistof the
commoninput x, followed by the sequencef prover and
veri er messageexchangeduringtheinteraction.We de-
notebyview; (x) arandomvariabledescribinghecontent
of therandomtapeof V andthe transcriptof the concur
rentinteractionbetweerP andV .

Following [5], we overcomesubtleissuesthat arisein
thecontext of black-boxcZ K by allowing theexistenceof a
differentsimulatorS, for everyV thatrunsat mostq(jxj)
concurrentsessions.(This is in contrastto the customary
de nition of “stand-alone’black-boxZ K in whichit is re-
quiredthat thereexists a “universal” simulatorthat works
for all potentialveriers V )

De nition 1 (Black-BoxcZK) LethP;Vi beaninterac-

tive proof systenfor a language L. We saythathP; Vi is

black-box concurrent zero-knowledge if for every poly-

nomialq( ), there existsa probabilistic polynomial-timeal-

gorithm Sy, sothatfor everyconcurentadvesaryV that

runsat mostq(jxj) concurentsessionsSy(x) runsin time

polynomialin q(jxj) andjxj, and satis esthat the ensem-
blesfview] (x)gx2L andfSq(X)gx2L are computation-
ally indistinguishable

3 A newcZK Proof Systemfor N P

In this sectionwe present high-level descriptionof our
protocol,aswell asa descriptiorof the black-boxsimulator
thatestablishe#s zero-knavledgeproperty



Our protocolis inspired by the RK protocol [21] and
usesthe well known 3-round protocol for Hamiltonicity
by Blum [2] asa building block. The crucial propertyof
Blum's protocolthat we needin orderto constructa con-
currentzero-knavledgesimulatoris thatthe simulationtask
becomedrivial assoonastheveri er' smessagés knownin
adwance.Thatis, if the proverknowstheveri er' s“secret”
prior to the beginning of the protocol thenit can always
male the veri er accept(regardlessof whetherthe graph
is Hamiltonian). This is done by adjustingthe prover's
messageaccordingo the contentsf theveri er' s“secret”
(which,aswe said,is known in advance).

We stressthatthe choiceof Blum's protocolasa build-
ing blockis arbitrary(andis madgjustfor simplicity of pre-
sentation).In fact, the above propertyis satis ed by mary
otherknown protocols. Any one of theseprotocolscould
have beenusedasa building block for our construction.

3.1 The Protocol

Weletk beary superlogarithmicfunctionin n. Ourpro-
tocol consistsof two stages.In the rst stage (or pream-
ble), whichis independentf the actualcommoninput, the
veri er commitsto arandomn-bit string , andto two se-
quencest  gf -, andf &gk, eachcon5|st|ng)f k2
randormn- b|t strlngs(thls rst messagempltysaperfectly-
hidingcommitmenschemendis calledtheinitial commit-
ment of the protocol). The sequencearechoserunderthe

constrainthatfor everyi; j thevalueof J i equals
. Thisisfollowedby k iterationssothatin thej " iteration
the prover sendsa randomk-bit string,ly = byj;:::; b,

andtheveri er decommitso ll’ljl R

In the second stage, the prover andveri er engagen
the 3-roundprotocolfor Hamiltonicity, wherethe “secret”
sentby theveri er in thesecondoundof theHamiltonicity
protocolequals (atthis pointtheveri er alsodecommits
to all thevalues ;f ,lj b g,] -, thatwerenotrevealedin
the rst stage) The protocolis depictedn Figurel.

Intuitively, sincein an actualexecutionof the protocol,
the prover doesnot know the valueof , the protocolcon-
stitutesa proof systemfor Hamiltonicity (with negligible
soundneserror). However, knowing thevalueof in ad-
vanceallows the simulationof the protocol: Whenever the
simulatormay causetheveri er torevealboth 2 and };
for somsi; j (thisis doneby themeansf reNlndlngthever-
i er afterthe values f“ viih EU have beenrevealed),
it can simulatethe rest of the protocol (and speci cally
Stage?) by adjustingthe rst messag®ef the Hamiltonicity
protocolaccordingto thevalueof = ,°] (which,

aswe said,is obtainedbeforeenteringthe secon'dstage).

First stage:

V! P:Committo ;f & g & oo
o L= foreveryi;j.

Forj = 1;:::;k:

P! V:Sendbj;:::;hy; " f0;1¢.

V! P :Decommitto 3l ;:::; Sfj‘j.

Secondstage:

P! V :Sendrst messagef Hamiltonicity protocol.

V! P :Decommitto andtof Ui gl L

P ! V : Answeraccordingo thevalueof

Figure 1. Our cZK protocol. The r st stage is
independent of the common input and con-
sists of k iterations. The second stage con-
sists of a 3-round proof of Hamiltonicity .

3.2 The Simulator

Let(VO); (P1);(V1);:::;(Pk); (Vk) denotehe2k + 1
rst stagemessagem ourprotocolandlet (pD); (v1); (p2)
denotehethree(secondstagemessagei theHamiltonic-
ity proof system.Looselyspeakingthe simulatoris saidto
rewind thethej " roundif afterrecevinga (V) message,
it “goesback” to somepoint precedingthe corresponding
(Pj) messagand“re-executes'therelevantpartof thein-
teractionuntil (V) is reachedagain.

Note that, if the simulatormanagedo receve (Vj) as
answerto two different (Pj) messagegdueto rewinding)
the simulatorhasobtainedboth  and f; for somei 2
f1;:::;kg. If this happensn evenoneof theroundsj in
the rst stage thenit revealsthe veri er' s “secret” (which
is equalto ) ii ). Oncethe secretis revealed,the
simulator can cheatarbitrarily in the secondstageof the
protocol.

To simplify theanalysiswelet thesimulatoralwayspick
the (Pj)'s uniformly at random. Sincethe length of the
(Pj) messageis superlogarithmic,theprobabilitythatany
two (Pj) messagesentduring the simulationare equalis
negligible.

Motivating discussion. The binding propertyof the ini-
tial commitmenguaranteessthat,once ,Ol and 1J have
beenrevealed,the veri er cannot“changehis mind” and
decommitto 6 i on alater stage. However,
this remainstrue only if we have not rewoundpastthe ini-
tial commitment.As obsenedby Dwork et al. [6], rewind-
ing a speci ¢ sessionin the concurrentsettingmay result
in rewinding pasttheinitial commitmentof othersessions.
This meanghatthe“work” donefor thesesessionsnay be

lost (sinceoncewe rewind pasttheinitial commitmeniof a



Input: (7; hist; T)
Bottom level ( = 1):

StoreV ‘'sanswew,inT.
Output(p;v), T.

Recursive step(" > 1):

Uniformly choosea rst stagepraver messag@, andfeedV with (hist; p).

SIMULATE('=2, hist, T).
SIMULATE("=2, hist, T1).

Set(pzoi1 (W21 ;0P ), Ts SIMULATE('=2, (hist; p1;Vi;:ii;p=2;V=2), T2).
Set(Pzo+1 [ Vizos1 ;P 3V ), Ta SIMULATE(=2, (hist; p1;Vi;:ii;p=2;V=2), T3).
Output(p1;va;::i:;p;Vv), Ta.

Figure 2. The rewinding strategy of the simulator. Even though messages (p1;w1;:::;p;v) do not

explicitl y appear in the output, some of them do appear in the table Tj.

sessiorall ﬂ’ valuesthatwe have gatheredn this session
becomeirrelevant). Consequentlythe simulatormay nd

himselfdoingthe sameamountof “work” again.

The rewinding strategy. The big questionis how to de-
signasimulationstrateyy thatwill manageo overcomethe
above dif culty . In thiswork we follow the approacttaken
by Kilian andPetrank{18] andlet the simulatordetermine
theorderandtiming of its rewindingsobliviouslyof thecon-
currentscheduling.

The rewinding strateyy of our simulatoris speci ed by
the SIMULATE procedure.The goal of the SIMULATE pro-
cedurasto supplythesimulatorwith V 's“secret”for each
sessiorbeforereachinghesecondstagen theprotocol. As
discussedibove, this is doneby rewinding the interaction
with V  while trying to make theveri er answettwo differ-
entchallengegPj).

The timing of the rewindings performedby the sim-
ULATE proceduredependonly on the numberof veri er
messgesrecevedsofar (andon the sizeof the schedule).
For the sale of simplicity, we currentlyignoresecondstage
messageandrefrainfrom specifyingtheway they arehan-
dled. On avery highlevel, the SIMULATE proceduresplits
the rst stagemessages is aboutto exploreinto two halves
andinvokesitself recursvely twice for eachhalf (complet-
ing the two runsof the rst half beforeproceedingo the
two runsof the seconchalf).

At the top level of the recursionthe messagethatare
aboutto be exploredconsistof the entireschedulewhereas
at the bottom level the procedureexploresonly a single
message(at this level, the veri er messageexplored is
storedin a specialdata-structuredenotedT ). The solve
procedurealways outputsthe sequencef “most recently
explored” messages.

TheinputtothesIMULATE procedureonsistof atriplet
(C; hist; T). The parameter correspondso the numberof
veri er message$o be explored, the string hist is a tran-
script of the currentthreadof interaction,andT is atable
containingthe contentsof all the messagesxploredsofar
(to be usedwhenerer the secondstageis reachedn some
sessiony.

The simulationis performedby invoking the SIMULATE
procedurewith the appropriateparameters. Speci cally,
whene&erthe schedulecontainam = poly(n) sessionsthe
SIMULATE proceduras invokedwith input(m(k+2); ; )
(wherem(k + 2) is the total numberof veri er messagem
ascheduleof m sessions)The SIMULATE procedurds de-
pictedin Figure2.

If thesimulationreacheshesecondstage(themainZ K
proof part) in the protocolat ary time, without the secret
having beenextracted the simulatorcommitsto a random
string?® But if subsequentlyhe veri er sendsthe message
(v1) to reveala secretconsistentwith its earliermessages,
thesimulator“getsstuck] i.e.,it cannotcontinuethe proof
asin theoriginal protocolandkeepit indistinguishabldérom
anactualproof. Thenit givesup the entiresimulationand
outputs? .

A slot in the simulation consistsof two messages:a
provermessageandthenext veri er messageThetwo mes-
sageof aslot maybefrom differentsessionsbut for each
veri er messagethe next messagén the simulationis the
simulatedprover's reply to it (in the samesession). The
simulatorwill rewind to points betweenslots. A session

2Themessagestoredin T areusedin orderto determinetheveri er's
“secret”accordingto “different” answergo (V).

3If the secrethasbeenextracted,it is usedto manuficturea message
which helpsthe simulatorcompletethe prooflater



duringtherunof thesimulatoris identi ed by theslotin the
simulationwherethe rst messag®f the sessionnamely
theinitial commit messagg€V0) from the veri er, arrives
(therebyendingthatslot).

3.3 Blocks

We de ne ablock asthe partof executionof the simu-
lator within aninvocationof the SIMULATE procedureThe
smallestblock is a singleslot, correspondingo the baseof
recursion.The otherblocksarecomposeaf four blocksof
thenext lower level.

Figure 3 illustratesone block. The way in which the
historyis passedo thelower level invocationstie themto-
getherasshavn. Theinvocationof the (lower level) block
called 1° in the top threadcorrespondso the rst (look-
ahead)call. It is truncatedmmediately(i.e., its historyis
not continuedfurther) as the simulatorrewinds when the
call returnsitheseconcall (block markedl) startsoff with
thesamehistoryasthe rst one,asindicatedby the rst fork
in the thread;the resultingthreadcontinuesasthe simu-
LATE procedurgyoeso thenext halfin therecursion Again
the rst callis truncatedby rewinding, andthe historyfrom
thesecondtall is passedo the outsideof the block.

Of thesefour blocks, the rst one (in Figure 3, 19 is
calledthe look-ahead block of the secondone (1). Sim-
ilarly the third block (29 is the look-aheadblock of the
fourth one(2). Every block exceptthe oneat the top-most
level eitheris alook-aheadlock or hasalook-aheadlock.
A block may containanotherblock of alower level, but no
two blockscanever overlapotherwise.

1

1 2'

Figure 3. The Threads of execution of the sim-
ulator. The shaded blocks hide the threads
in the recursive calls. The block returns the
messages from blocks 1 and 2.

Figure 4 illustratesthe “threads”in the simulation. A
threadrefersto a pathfrom left to right in sucha gure.
A threadfrom theinitial point of simulation,upto a slot x
correspondso thetranscriptof thesimulatedorotocolwhen
the simulationreachex.

4 High Level Analysis of the Simulator

In orderto provethecorrectnessf thesimulation,it will
be sufcient to shav thatfor every adwersaryverier V ,
thethreeconditionscorrespondingdo thefollowing subsec-
tionsaresatis ed.

Figure 4. A block in the execution of the
simulator. The shaded boxes correspond to
blocks two levels below the block shown. The
lines indicate the diff erent “threads” of exe-
cution taken by the simulator.

4.1 The simulator runs in polynomial-time

Eachinvocationof theSIMULATE proceduravith param-
eter’ > 1 involvesfour recursveinvocationsof the simu-
LATE procedurewith parameter=2. In addition,the work
investedat the bottom of the recursion(i.e., when™ = 1)
is upperboundedby poly(n). Thus, the recursve work
W(m (k+ 1)), thatis investedoy the SIMULATE procedure
in orderto handlem (k + 1) ( rst stage)veri er messages
satisesW(m (k + 1)) (m (k + 1))2 poly(n) =
poly(n).

4.2 The simulator's output is “corr ectly” dis-
trib uted

Indistinguishabilityof the simulators outputfrom V 's
view (of m = poly(n) concurrentinteractionswith P) is
shavn assuminghatthe simulatordoesnot “get stuck”and
output? duringits execution(seethe next section).Since
the simulatorS will get stuckonly with negligible proba-
bility, indistinguishabilitywill immediatelyfollow. Thekey
for proving theabove lies in thefollowing two properties:

First stagemessagesutputby S areidentically dis-
tributedto rst stagemessagesentby P. This is
proved basedon the de nition of the simulators ac-
tions. (Notethatthis propertyis easietto provefor our
protocolthanit is for the RK protocol.)

Secondstagemessagesutputby S arecomputation-
ally indistinguishabldrom secondstagemessagesent
by P. Thisis provedbasedn thefactthattheveri er
cannoftfeasiblydistinguishbetweerthe proverusinga
real witnessand the prover cheatingby knowing the
secrestringusedby theveri er. Thisfollowsfrom the
securityof thecommitmenischemeausedby theprover
inside the ZK proof systememployed in the second
stageof theprotocol.



A formal proof can be given using a hybrid simulator
which differs from the original simulatoronly in that it
knows thewitnessfor x 2 L, andusesthatfor the second
stage.Thoughthe hybrid simulatordoesnot usethe entries
in the SolutionTable, it alsofailsif it reacheghelastmes-
sagein anunsohedsessionln thesequelwe shallanalyse
this hybrid simulator

4.3 The simulator (almost) never “gets stuck”

This is the mostinvolved part of the proof. Whatis re-
quiredis to shav thatwheneer a sessiorin the simulation
reacheghe secondstageof the protocol,the simulatorhas
alreadysolved it —i.e., managedo obtainthe valueof the
veri er' s“secret”correspondingo thatsessior(if thereisa
valid secrefor the sessionith overwhelmingprobability.

The adwersarialveri er is saidto succeedon a random
tapeof the simulator if the simulatorgetsstuckin some
sessions. Recallthat a sessionis specifedby the “start-
slot” In contrastthe simulatoris saidto secure a session
if it doesnot get stuckin that session(but the simulator
may still getstuckin someothersession).We would like
to boundthe probability thatthe adwersarysucceed ary
session.

We shall boundthis probability for eachsettingof the
coin ips of theveri er. Sonow onwardswe x thecoin
ips of theveri er andconsidetthe probabilitywith respect
to the coin- ips of the simulatedproveronly. Sogiventhe
randomtapeof the simulator(i.e., therandmonessisedto
generatehe prover messages)he entire executionof the
simulatoris determined.

To boundthe probabilitythatthe adversarysucceedsve
have to boundthe numberof randomtapesonwhich thead-
versarysucceedsWe shallshav thatfor every randomtape
onwhichtheadwersarysucceedsvith respecto aparticular
sessiors, therearemary othertapeswith which thatis not
the case(taking carenot to double-counthe tapes).In the
sequelwe restrictoursehesto randomtapeswhich cause
the simulatorto never pick two identical challengesithis
doesnot affect the probabilitiesby morethana negligible
fraction.

Lemmal LetR bethesetof all randomtapesusedbythe
simulator Thereexistsamappingf : R ! 2R sudthatfor
everyR 2 R, if theadvesarysucceedsn R for a session
s, then

1. 8R°2 RnfRg, f (R)\ f (RY =

2. jf(R)j 2% (M whee h is the maximumdepthof
recursionof thesimulator

3. 8R22 f (R)nfRg, thesimulatorsecuess onrandom
tapeRC.

We shall sketchthe proof of this lemmain the next sec-
tion, but beforethat note thatit achiesesour goal. Since
all the randomtapesare equally probable the next lemma
followsimmediatelyfrom Lemmal.

Lemma 2 Theprobability that the advesary succeedsor
agivensessiors is at most2 (k O(h)

Now we prove the assertiorof this section:

The numberof possiblesessionds at most the num-
ber of slots, andthereforepoly(n). (Whenthe simulator
is simulatinga concurrensessiorinvolving at most™ mes-
sagesthe numberof slotsin the simulationis at most*2.)
Thusby unionbound,Lemma2 implies that the probabil-
ity of the simulatorgetting stuck (i.e., that of the adwer
sary succeedingwith respectto somesession)is at most
poly(n)2 &« ©(M)  This is negligible in n as we take
k = ! (logn), andh = O(logn). The latterfollows, be-
causeh, the depthof the recursion,is logarithmicin the
numberof slots.

5 Proof Sketch of Lemma 1

Herewe sketchtheproofof Lemmal. (A morecomplete
proofis includedin thefull versionof this paper).

5.1 Overview

Let theadwersarysucceedn the randomtape(deck)R,
in sessiors which startsataslotstart  (whenthemessage
(V0) arrives)andendsattheslotstop (atwhosebeginning
the simulatorgetsstuckunableto send(p2)). The mapf
is establishedby demonstratingr procedurevhich takesR
andoutputsatleast2® ©(M distincttapesn whichthesim-
ulator securess. To show thatf (R)\ (R%) =  we will
demonstraten inverseprocedurewhich takesary tapein
f (R) andgivesbackR.

The random-tapeof the simulatorcan be considereca
concatenatiomf the randomstringsusedat eachslot (nor-
malizedto thesamdength).Imaginethateachsuchrandom
stringis acard dravn from alargeuniverse andtherandom
tapeis a ded of suchcards. Then,eachtapeoutputby the
procedurds obtainedby shufing theinputdeck. Thatis,
the orderin which the differentrandomstringsare usedis
changedbut therandomstringsthemselesarenotaltered.

Spans. Supposéheveri er sendsacorrectmessagéVj)
in sessiors in responseao prover's challengen a message
(Pj). The prover's challenge(Pj) startsa slot x andthe
subsequenteri er' sanswerendsasloty (thetwo slotsmay
bethesame).Thesetof slotsalongthex-y thread between
(andinclusive of) x andy is calleda span

Let uscall thesegmentof thethreadbetweenput notin-
cluding,theslotsstart andstop thestart -stop se&y-
ment. Sincethe simulatorreacheqp2) at the slot stop



within the start -stop segmentthe prover (simulator)

thestart -stop segmentis partitionedinto k spans.

A spanis calledgoodif thechallengeatthebeginningof
thespanis correctlyansweredn theveri er messagatthe
endof the span.With therandomtapeR all thek spansn
thestart -stop segmentaregood,andthereareno other
goodspans.

Shufing Threads. Therandomstrings(cards)in all the
slotsalonga thread x esthe executionof thatthread So
if we move the randomnessn a thread(or in a sggment
thereof)to someotherthread(or its segment) theexecution
in thelatterwill beidenticalto thatof theformerbeforethe
changeaslong asthetwo threadsor sggmentsin question
fork off from the samepoint.

Supposehatthereis alook-aheadhreadthatstartsafter
theslotstart , butis notaslongasthestart -stop se&y-
ment,andthatthe executionin the start -stop segment
wereto beadwancedo thatthread.Thenif thelatterthread
is longenoughatleastoneof thek goodspansriginally in
thestart -stop segment,with messageéPj) and(Vj)
say will appearin thatthread. If thathappenghe simula-
tor would have securedhesessior{i.e., it will notgetstuck
in that session)oy the time it rewinds out of that thread,
becausef the veri er answersa later challenge(Pj) cor
rectly (sincewe areassuminghatnotwo challengesrethe
same)jt cansuccessfullyextractthesecret for sessiors.

Theabove obsenationsuggestshatfrom arandomtape
in which the adwersarysucceeddor a sessions, just by
swappingtherandomnessf the“crashingthread with that
of mary otherappropriatehreadswe getrandomtapesin
which the sessiors is secured.But the resultingmapping
is not invertible. For our countingargumentto go through
smoothly we do a slightly moresophisticateanapping,as
explainednext.

5.2 Shufing by SwappingBlocks

The aim of the shufing procedures to establishthat
there are some non-overlapping “swappable” sgments
(each containing one good span) in the start -stop
thread andfor eachsegmenttherearemary seggmentswith
whichit canbe swapped.Furthereachof theseswappings
canbecarriedoutindependentlpneaftertheother andstill
the entire swappingremainsinvertible. We shall shav that
thereareatleast2k ©(" distincttapeshatcanbeproduced
by theseswappingsall of whichwill allow thesimulatorto
Securesessiors.

The shufing procedurecan be describedin terms of

4Recallthatthe hybrid simulatorthatwe areanalysingdoesnot make
useof thetableT . Also, theveri er is assumedo bedeterministic.

the block structureof the executionof the simulatorasde-
scribedin Section3.3. We malke thefollowing de nitions.

A blockis saidto beswappableif it is thesmallesblock
containinga good span,it doesnot properly containary
othergoodspan,andit doesnotcontaintheslotsstart  or
stop . Notethattheminimalblock containingagoodspan,
aslong asit doesnot containstart  or stop , eitheris a
swappableblock, or containsa swappableblock. The part
of thestart -stop segmentinside a swappableblock is
calleda swappablesggment. A swappablesggmentwill be
swappedwith someothersggmentsasdescribedshortly.

The swappableblocksareorderedaccordingo theorder
of their associatedpans.A blockis calledanallied block
of aswappableblockB if (a)it containg(or is) B, but does
not containthe previous swappableblock, and(b) doesnot
containthestart orstop slots.

A swappableblock B is anallied block of itself. At each
higherlevel, thereis oneallied block of B, namelythe one
containingtheallied block of thelowerlevel, upto thelevel
at which the block containingB alsocontainsits previous
swappableblockor start  or stop . Thenumberof allied
blocksof B will bedenotedoy tg .

Notethatsinceanallied block cannotcontainthestart
or stop slots,thestart -stop segmententerstheblock
andleavesit. Suchablockcannotbealook-aheadlock (as
de nedin Section3.3), becausea look-aheadlock cannot
have ary threadcontinuingoutof it. Thuseveryalliedblock
hasa look-aheadblock. We are now readyto outline the
shufing strateyy.

Basic-Shufe. The entire shufing of a threadis com-
posedof mary basic-shuks, eachof which works on a
swappableblock. The basic-shuk is a hierarchicalproce-
dureinvolving the allied blocksof a swappableblock. We
illustratethis throughan example. A formal descriptionis
availablein thefull versionof this paper

Figure5 shavshow theswappabléblockmarkedlin the
lowerthreadAP Q is shufed uptotheupperthreadAB C.
Theblock marked1 (in threadAB C) is calledthetarget
Theallied blocksof 1 areblocksmarkedl; 2 and3, andthe
blockscontainingl atthecorrespondindevelsaremarked
1 ;2 and3 . First,block 1 is swappedwith its look-ahead
block 1° as1 is a look-aheadblock. But blocks?2 and
2% arenot swapped,because is not a look-aheadlock.
Finally blocks3 and3° are swappedwith eachotheras3
is alook-aheadlock, completingthe basic-shuk.

For a swappableblock B, by choosingat eachof thetg
levelswhetherto swap the allied block with its look-ahead
block or not, the above stratgy speci es 2'® tamgetswith
which B canbeshufed (oneof thembeingitself). (In our
examplethis numberis 23.)
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Figure 5. A basic-shufe can move the swap-
pable block 1to the block 1 , one of its 8target
blocks.

Inverting a Basic-Shuf e. Supposehe r-th swappable
block (orderedaccordingto the order of the spansassoci-
atedwith the swappableblocks)with the original random
tapeR is B, andit wasshufed to atargetblock B to get
thetapeR®. Invertingthis basic-shuk involvesrecovering
R from R, aswell asidentifying thetargetblock B . The
latterensureshatthetapesobtainedoy shufing B with the
differenttargetsof B areindeeddistinct.

We notethatshufing B doesnot changearnything out-
side the outermostallied block andits look-aheadblock.
In particular all thepreviousr 1 swappableblocksin the
simulationremainunchanged.Also, the shufing makes
the executionof B  identicalto thatof B beforethe shuf-
e. Further the executionof everyblocktill B with R? is
identicalto that of someblock beforeB, with the tapeR.
ThusB becomegher-th swappableblock after the shuf-
e. Thismakesit possibleto identify thetargetblock of the
shufe by inspectingR® Thisis crucially usedfor inverting
themapping®

5Notethatif asimplershufing stratgy of exchangingherandomness
in the two threadsto be shufed is used,this may no longerbetrue. In
ourillustration, if we just swap the randomnes the two threadsAB C
andAP Q, the executionin the sgmentB X for instancewill be unpre-
dictable(andin particularmayintroduceagoodspanin B X andintroduce
an associatedwappableblock). This is becausein the original random

Having identi ed B , we arereadyto startour unshuf-
ing. WesetB asthecurrent block. Next we checkif it
is alook-aheadlockor not. If it is, thenit meanst reached
theredueto aswap. Soit is swappedo becomeanon-look-
aheadblock, andthe current-blockis also changedo the
resultingblock. Thenwe checkif the block containingthe
current-blockis anallied block (i.e., we checkif it contains
ther 1-th swappableblockorthestart orstop slots).
If it is, we makeit thecurrent-blockandrepeaty checking
if it is alook-aheadlock, andif necessargwapping. We
continuethis way until the currentblock becomeghe max-
imal allied block. It is not hardto seethat this operation
undoeghebasic-shuke whichtakesB toB .

Shufing the entirethread. To shufe theentirethread,
the above basic-shuk procedures carriedout on eachof
the swappableblocks. This is donefrom right to left, i.e.,
the last (in simulationorder) swappableblock is shufed
rst, thenthepreviousone,andsoon. The rst basic-shuge
doesnot changehe executionof ary of the previous swap-
pableblocks(asall thesegmentsnvolvedin aswappingoc-
cur after the previous swappablesggments). Thenthe next
swappableblock is swappedand so on. This ensureghat
theunswappingcanbedone,in thereverseorder, rst swap-
ping backtheearliestswappablesggment thenthenext and
soon.

5.3 Counting Swaps

By the above, the randomtape R can be invertibly
mappedo 28 = 2 s !t tapeswherethe summation
is over all swappablesggmentsB. Soto prove condition
(2) of Lemmal we needto countthetotal numberof allied
blocksof all swappabléblocksfor therandomtapeR.

If B is ablockwhich doesnotcontainstart  or stop ,
thenwe have thefollowing: (1) For every goodspang, if B
is the smallestblock containingqg, thenB is eithera swap-
pableblockor containsaswappabléblock. (2) B is anallied
block of the rst swappableblock thatit containsjf it con-
tainsat leastone swappableblock. (3) Therefore,B is an
allied block (of the rst swappableblock thatit contains)f
it containsatleastonegoodspan.

Supposave mapeachof thek goodspansn thestart -
stop segmentto the smallestblock containingit. Then,a
block B canhave atmostonespanmappedo it; thisis be-
causea spanmappedo B mustincludeslotsin bothhalves
of the B, andthe k spansareall disjoint. Thusthereare
atleastk blockswhich containat leastonegoodspan. Of
these,at mosth blockscontainthe slot start , andsimi-
larly for stop . Thusby Obsenation3 above,atleastk 2h

tapetherewasno threadwith therandomnessameasin thethreadAB X

afterthe swap. But whenthe swapis carriedout systematicallyasillus-
tratedabove, every threadbeforeAB C wasalreadypresentn theoriginal
setting,andnoneof themhada goodspanin them.



blocksareallied blocks, thereby proving condition (2) of
Lemmal.

5.4 Securingthe session

Outof all the new randomtapesobtainedby the strateyy
above,thereis onewhichis identicalto theoriginal tapeR.
In ary othertapeR®2 f (R), thereis onegoodspanoutside
thestart -stop segment,in alook-aheadlock, namely
the target of the left-most swappableblock swapped. As
describeckarlier, if the call to SIMULATE returnsfrom that
look-aheadeggmentto apointafterthestart  slot,thesim-
ulatorwill be ableto nd the secretof the veri er (condi-
tional on all the challenge®f the simulatorbeingdistinct)
thenext time it goesthroughthesameroundin thatsession.
But we know thatthe call to sSIMULATE will returnbecause
the block swappeddid not containthe slot stop , andthat
it will returnto a point afterthestart  slotbecausdt did
not containthe slot start . Thuson all randomstrings
obtainedabove exceptfor the original adwersariallygiven
one,the simulatorindeedsecureghe sessiorwhich began
atstart . (The simulationmay still get stuck, but only
for adifferentsession.The unionboundargumentgivenin
Section4.3 shaws thatthis can't happertoo often, andthe
proofgoesthrough.)This completeghe proof of Lemmal.
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