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Abstract

We construct a protocol for general multi-party computation that remains secure even if
executed concurrently with multiple copies of itself and of arbitrary other protocols. This is
the first such construction that is based on standard cryptographic assumptions and does not
require setup conditions such as the existence of a common reference string. Furthermore, our
protocol utilizes only a constant number of communication rounds and remains secure also with
respect to adaptive adversaries (without using memory erasures).

The security of our protocol is demonstrated by a simulator with a quasi-polynomial simu-
lation overhead, as opposed to the standard notion of polynomial simulation. However, quasi-
polynomial simulation still provides sufficient security for almost all applications. Furthermore,
it was previously shown that there does not exist such a protocol with polynomial simulation
(Lindell, FOCS ’03).
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1 Introduction

In the 1980’s a sequence of groundbreaking papers [SRA78, Sna79, Rap81, BLug2, GM82, GMR85, GMWS6,
vaog6] led to the rather amazing result of Goldreich, Micali and Wigderson [¢Mws7] that it is possible
in principle to obtain a secure protocol for essentially every cryptographic task one can think of,
whether it is secure electronic elections, auctions, privacy-preserving data mining, or poker. That
is, [cMws7] gave a compiler that allowed to transform a naive protocol that achieves some task with
no security whatsoever (e.g., in the case of elections, a protocol where all parties send their votes
to a party 7" which counts the votes and announces the results) into a protocol that seemed to
obtain the highest level of security one can hope for. That is, their protocol guaranteed that every
party or coalition of parties, (even if they cheat and do not follow the protocol), still cannot learn
more information or have a larger effect on the outcome than they are entitled to obtain by simply
following the rules (e.g., in the example of elections, no party or coalition of parties can vote more
than their number or deduce about the other votes more than can be deduced from the publicly
announced results).

Although it was always clear that the [GMWwWs7] protocol is far from being practical in terms of the
overhead it incurred in computation and communication, it might have seemed initially that there
is not much to improve on its security. However, with the advent of modern networks, it became
clear that this is not the case. This is because while the [GMW87] protocol (and also protocols for
simpler tasks such as zero knowledge) guarantees security in the case of an isolated execution, it
does not not guarantee sufficient security in the increasingly common situation in which parties
run the protocol concurrently with other arbitrary network activity, which can include multiple
executions of the same protocol and other cryptographic and non-cryptographic protocols. In fact,
there are examples of instantiations of [GMws7] and other stand-alone protocols with particular
primitives, for which there are known successful attacks in the concurrent setting [GK90, FE190].

Thus, in the 1990’s, researchers began to work on definitions and protocols that are applicable
for this “general network” setting. Although, as we elaborate below, this very extensive line of
research had many successes, it still fell short of obtaining an analogous result to [GMws7] of a
general multi-party computation protocol (or even protocols for specific tasks such as commitment
schemes or zero-knowledge proofs) that remains secure in this setting under standard cryptographic
assumptions.!

Our results. In this work we reach this “holy grail:” we obtain protocols that securely realize
every functionality in the general network setting, without any setup assumptions, under standard
cryptographic assumptions (namely, existence of subexponentially strong hash functions and quasi-
polynomially strong trapdoor permutations). There is one caveat in our construction; it was proven
by Lindell [Livo3c] (strengthening [Canoos, CF01, CKL03]) that it is actually impossible to obtain such
protocols using only polynomial-time simulation. To avoid this impossibility result, while we use
the standard ideal vs. real model definition of security, the running time of our ideal-model simula-
tor is not polynomial in the adversary’s running time, but rather quasi-polynomial. That is, if the
adversary runs in time 7', our simulator runs in time 2008 T)° for some constant ¢ > 1, and hence
we can simulate a polynomial-time adversary in quasi-polynomial time, and a subexponential-time

! As we discuss below, this goal was successfully reached in models which assume some setup conditions, such as
the existence of a majority of honest parties ([Can008], using [RBO89, BOCG93, BOKR94]), or in the CRS model
where one assumes the existence a public string that is chosen once and for all by some trusted party [CLOS02].
Furthermore, [PS04] gave a construction achieving this goal under some non-standard computational assumptions.



adversary (with a low enough exponent) in subexponential time. However, as we elaborate below,
quasi-polynomial simulation is in fact sufficient for almost all applications of multi-party computa-
tion. Indeed, in many of these applications the actual running time of the ideal-model simulator is
immaterial, while in most of the others quasi-polynomial simulation will be good enough assuming
one makes a sufficiently conservative choice of the security parameter. We stress that all honest
parties require only polynomial computation. What we achieve is essentially the best possible given
the impossibility results of [Liv03c].

At the heart of our construction is a fully concurrent and non-malleable zero-knowledge pro-
tocol with quasi-polynomial simulation. This protocol has a constant number of rounds and is
based on the assumption that there exists a hash function collection that is collision-resistent with
respect to 2% -sized circuits (where k is the security parameter and ¢ > 0 is some constant). Plug-
ging this protocol into the results of Canetti, Lindell, Ostrovsky, and Sahai [CLOS02], we obtain
a fully concurrent and non-malleable protocol for computing any polynomial-time functionality
under standard assumptions (i.e., existence of quasi-polynomially strong enhanced trapdoor per-
mutations). Furthermore, our protocol utilizes only a constant number of communication rounds
and remains secure also with respect to adaptive adversaries (without using memory erasures). By
instantiating this result with particular functionalities, we can obtain many specific corollaries, such
as the first concurrently secure electronic auction protocol. Also, combining our result with the
results of [BCLT05], we get the first concurrently secure password-based authentication protocol and
non-malleable commitment scheme. See Section 2 below for formal statements and more details on
our results.

»2_ To achieve our result, we introduce a new tech-

New technique — “condensed protocols
nique that allows us to take a protocol II with super-polynomial communication and computa-
tion requirements (but polynomial-sized inputs), and “condense” it to obtain a protocol II" with
only polynomial communication and computation requirements, while ensuring that the condensed
protocol II' retains the strong security properties of the super-polynomial protocol II. Roughly
speaking, the initial idea is to replace every super-polynomially long message m in II with its short
hash h(m), and use Universal Arguments [BGo1] to prove correctness of the hashed value. This
by no means completes our task, as we have two fundamental problems: (1) the hashed messages
now contain too little information to allow for the other party to compute a proper response; and
(2) even if one had the long message to compute with, the computation time required to compute
a response would still be super-polynomial. Solving Problem (1) involves a few technical tricks
and is responsible for many of this work’s technical complications. To solve Problem (2), we use
the following approach: we “encrypt” all communication in the protocol, and then provide honest
parties an “honest backdoor” that allows them to successfully complete the protocol using their
private information. In the context of a zero-knowledge proof of the statement x € L, this can be
done by allowing the prover to prove that either the encryption of the super-polynomial protocol
IT is accepting, or that x € L is true. Since the honest prover will have a witness to the truth of
x € L, it can use this knowledge to quickly (i.e. in polynomial time) prove the statement, without
ever actually participating in the super-polynomial protocol. Remarkably, because an adversary
can never be sure of which condition actually holds, we are able to argue that such a condensed

2We use quite a few known techniques, and introduce several new techniques as well. We discuss in detail our
techniques in Section 3, and so in this paragraph we’ll restrict ourselves to a terse summary of the main new technique
introduced.



protocol II' retains the strong security properties of the super-polynomial protocol II.

1.1 Related Works.

There has been a very large body of research on multi-party secure computation and on composition
of cryptographic protocols. In this section we will briefly describe some of the works relevant to
our results; we discuss the works relevant to the techniques of this paper in Section 3. See the
books by Goldreich [Goro4, Cuaprer 7] and Lindell [Livo3e], and the references therein for a more
comprehensive review of the literature.

Secure multi-party computations. Protocols for secure function evaluation in the stand-
alone setting were given by [vaoss, GMWg7]. The latter paper also introduced the paradigm of
“forcing” honest but curious behavior using zero-knowledge proofs [GMRs5, GMWws7|, which has
been widely used in many subsequent papers in this area (including the current one). A satisfactory
definition of security for such protocols (in the stand-alone setting) was given by [Can00a], following
[GL90, MR91, Bea91]. A constant round protocol was given in [K0so03], and a simpler and improved
such protocol was given in [Paso4].

Concurrent setting. Security in the concurrent setting was first considered in the context of
zero-knowledge protocols by [DNs9s]. A construction was given in [RK99], and improvements in
the number of rounds were made in [KPo1, PRS92]. Some negative results were given in [KPR9S,
Ros00, CKPRO1]. The more general setting where the adversary can play different roles in each
execution (i.e., the person-in-the-middle attack) was first studied by [DDN91], who gave protocols
for commitment and zero knowledge that withstand such an attack in two concurrent executions.
Constant round protocols were given [Bar02], and simpler and improved such protocols were given by
[PRO5]. Composition with arbitrary other protocols was considered by [Pwo0, Pswoo]. Security in the
most general setting of an arbitrary polynomial number of concurrent executions, in which parties
can play different roles and interact in different protocols, was considered by [Canoos] who termed
such protocols “universally composable” (UC). However, without some setup assumptions, very
broad impossibility results were shown to hold for the definition of [Caxoos] and even significantly
relaxed definitions, as long as they require polynomial-time simulation [Can00s, CF01, CKLO03, LiN03c,
LIN()4].

Security in relaxed models. Because of the failure to obtain secure protocols in a model
where there are no trusted parties, and parties interact in a fully asynchronous way, there were
several works considering more relaxed models. The CRS model: Perhaps the most appealing
of these models is the common reference string (CRS) model, originally introduced in the context
of non-interactive zero-knowledge [BFMsg], where the only assumption is that there is a publicly
known string that was chosen once and for all by some trusted party. In this model [cLOS02]
gave a construction of multi-party computation protocol satisfying the UC definition [canoos] which
implies that it remains secure under general concurrent composition. The main problem with the
CRS model is that it places an enormous amount of trust on the party choosing the common string.
Indeed, by cheating in choosing this string, this party can completely and undetectably break the
security of the [cLOS02] protocol and of essentially all other protocols in this model. An approach
to distributing some of this trust was recently taken by [BCNPo4]. Honest majority: Another



assumption which was used to construct such protocols is the existence of a majority of honest
parties [BOGWs8, RBO89, Can00s]. However, this assumption seems to be less reasonable in a general
network setting such as the Internet, and in particular does not allow for 2-party protocols or
subprotocols. Timing assumptions: Yet another assumption that was used is the timing model
[DNSs9s], in which one assumes that all the parties have clocks with some bounds on the drift between
the clocks and on the time to transmit a message across the network. [DNs98| gave a concurrent zero-
knowledge proof system in this model. Recently, [KLP05] gave a multi-party computation protocol
for this setting that remains secure under general concurrent composition. The main problem with
the protocol of [KLPo5] (and all other protocols in the timing model such as [DNS98, Goro2]) is that
they require that every message in every protocol running in the network will be delayed by amount
of time that is larger than the latency of the slowest link in the network. Thus, such protocols
do not seem suitable for a heterogenous network in which some parties have significantly faster
connections than other parties. Bounded concurrency: Yet another assumption, introduced
in the context of zero knowledge in [Baro1] and extended to the general case in [Ln03al, is that
there is a fixed known polynomial upper-bound M on length of all the communication throughout
the entire network. [Lmv03a], later improved by [PR03, Paso4, PRO5|, gave constructions for multi-
party computation protocols that remain secure under general composition using this assumption.
However, these protocols use computation and communication that is larger than M, and this was
shown to be necessary by [Li03a]. Hence, while bounded-concurrent protocols can be sometimes
very useful tools in other constructions (and indeed we use techniques from [Paso4, PRo5] in this
paper), they do not seem suitable as a solution for obtaining secure computation in the general
network setting.

Relaxed security in the standard model. Another approach, which is the one taken in
this work, is not to make stronger assumptions on the network or trust, but rather achieve a weaker
notion of security. Super-polynomial simulation: One natural relaxation (which is the one con-
sidered in this work) is to allow the ideal-model simulator to run in time which not a polynomial
in the running time of the adversary but rather some super-polynomial (e.g., quasi-polynomial)
function in this time. As we elaborate below in Section 2.1, super-polynomial simulation provides
sufficient security for almost all applications of multi-party computation. This notion was im-
plicit in some works (e.g., [cGaMoo]) but was first explicitly put forward in [Paso3], in the context
of zero-knowledge. While allowing super-polynomial simulation makes constructing concurrent
zero-knowledge protocols much easier [Paso4],® it did not seem to be so helpful in constructing
non-malleable protocols. Also, super-polynomial simulation seemed to ruin the most attractive
feature of the UC framework of [Ccanoos], namely the UC composition theorem. Thus, it might
have seemed initially that it will be possible to generalize the extensive impossibility results of
[CaNOOB, CFO1, CKL03, LiN03c, Lin04] to rule out even super-polynomial simulation. The PS paper:
The first positive result in this direction was given by Prabhakaran and Sahai [pso4]. They gave
a construction of a fully concurrent and non-malleable multi-party computation protocol in the
general-network setting, but they required new (quite unstudied and non-standard) computational
assumptions. Since the previous negative results were often interpreted that one must either use
setup assumptions, or give up on ideal-model simulation-based security, [Pso4] offered the exciting
possibility of obtaining secure protocols without giving up either. However, the weak point of [PSo04]

3We note that [RK99] also claim that a constant round version of their protocol can be simulated in quasi-
polynomial time, although we are not aware of a proof of this statement.



is the computational assumption used, which essentially assumes that there exists a cryptographic
hash function (not a collection of functions) that is a non-malleable commitment scheme. While,
unlike the Random Oracle Model [BRr93|, the assumptions of [Pso4] are valid and well-defined math-
ematical assumptions, they are not well-studied, and seem to be difficult to analyze because of their
complexity. On a more technical level, although [Pso4] tackles some major technical difficulties such
as getting UC composition to work in this setting, they essentially do not tackle non-malleability
from a technical standpoint, and instead assume it to be present in the hash function. The current
work can be seen as subsuming the result of [PSo4] by obtaining it under standard assumptions®.
Other relaxed security notions: There are other security definitions for particular crypto-
graphic tasks which are outside of the ideal-model simulation paradigm. However, to the best of
our knowledge, under standard assumptions, all such definitions are weaker than the ideal-model
simulation, and (assuming one uses a conservative enough security parameter), this holds even if
the simulator runs in quasi-polynomial time.

1.2 Overview of this paper.

In Section 2 we discuss the definitions and model we use, state our results, and elaborate on
why these results provide a meaningful notion of security. In Section 3 we give an overview of
our techniques. The main component we construct— a fully concurrent and non-malleable zero-
knowledge protocol- is Protocol 3.1 (outlined in Page 16). A detailed description of the protocol is
given in Section 4, with the simulation soundness property proven in Section 5. The construction
of a general multi-party protocol from the zero-knowledge protocol (using the results of [CLOS02])
is described in Section 6.

2 Model, Results, Meaning

The network model we consider is the same one as in [Cax00a, Cax00s, Livo3c] . There is a network
of point-to-point channels between a set of parties. Each party has a string that uniquely identifies
it (which we call the party’s ID). The parties do not need to be aware of each other’s existence.
An adversary can do the following: (1) Control some of the parties (such parties are said to be
“corrupted”), (2) create new parties dynamically, (3) view all messages submitted on the network,
and (4) fully control the scheduling of these messages. We denote the strategy that an honest party
P; uses as m;. This strategy models all the activity of P, including all protocols®, cryptographic or
non-cryptographic, that are executed sequentially or concurrently by P;. We denote the collection
of all these strategies for all parties by m. We note that in this model the adversary can control
all scheduling of messages to honest parties, and hence can indefinitely postpone the delivery of
messages to any honest party. Thus this work (as is the case with [cLOS02] and with [GMWg7] in the

4Prabhakaran and Sahai [PS04], aside from obtaining their result on secure multiparty computation, also put
forward a new framework for security definitions. This is something we do not do in this paper. Our result can be
seen as holding within the “Angel” definitional framework of [PS04]. However, for the sake of being as self-contained
as possible, we instead prove our result directly in the context of the definitions of [Can008]. We also note that recently
[MMYO05] gave a different construction in the [PS04] model, which is based on different non-standard assumptions of
a more number-theoretic nature (they assume some non-malleability of the discrete log problem).

5We note that another equivalent way to model this, following [CANOOB], is to have a special adversarial entity
called an environment that models all other protocols happening in the system, other than the one being analyzed.
We follow this modeling in the detailed description of our protocol.



non honest-majority case) does not guarantee security against denial of service attacks or provide
the related guarantee of fairness [GL90].

If F is some (possibly probabilistic, stateful) functionality, then the F-hybrid model is the same
model augmented by an additional trusted party that computes F. We say that a protocol p
securely computes F with polynomial simulation if the following holds: for every polynomial-sized
adversary Adv there exists an polynomial-sized adversary Adv’ in the F-hybrid model such that if
7 is an honest parties strategy that includes calls to p as a subroutine, then the view of Adv when
interacting with 7 is indistinguishable from the view of Adv’ when interacting with n’, where 7’
is obtained from 7 by replacing all calls to the p subroutine with calls to the ideal function F.
We say that p securely computes F with quasi-polynomial simulation if Adv’ is allowed to be of

log®™ k
, ko8

quasi-polynomial (i.e. ) size.

2.1 Why is quasi-polynomial simulation meaningful?

Quasi-polynomial simulation is certainly quantitatively worse than polynomial simulation, just as
T19_time simulation of a time T adversary is worse than T-time simulation. However, the question
is what is the qualitative difference between polynomial and quasi-polynomial simulation.

The essential difference (which is indeed the reason we bypass all the known impossibility
results) between super-polynomial simulation and polynomial simulation is that the time we allow
for simulation in the ideal model is larger than the time that is considered as an efficient adversary
strategy in the real model. This is certainly philosophical troubling, as the principle behind the
paradigm of simulation is that (x) “whatever the adversary could have obtained in the real model,
she could have obtained in the ideal model”. However, simulation is almost never a goal in itself,
but is usually a tool to prove security.® Thus, the usual reasoning for security continues the
above argument (%) and says that “since in the ideal model the adversary could not have caused
any inadmissible damage, the protocol is secure even in the real model”. The ideal model is much
simpler, and hence in many cases it can be shown that even an computationally unbounded adversary
cannot cause any damage in this model. Furthermore, even in the other cases, it is usually easy
to ensure that even a quasi-polynomial time adversary cannot cause damage by simply choosing a
more conservative security parameter.

Interaction with other protocols. While the above reasoning suggests that there does not
seem to be a qualitative difference between the security ensured by polynomial and quasi-polynomial
simulation in the stand-alone setting, one may worry that there might be such a difference in the
general concurrent settings. The reason is that in the concurrent setting the protocol might be run
concurrently with other cryptographic and non-cryptographic protocols, that are not aware of the
protocol, and might not be secure against quasi-polynomial adversaries. Indeed, under standard
assumptions, it is not hard to come up with a protocol that cannot be broken in time 7" but can
be broken using quasi-polynomial in T steps.” Our proof does not guarantee the security of such
protocols when concurrently executed with our protocol. However, note that it also possible to
come up with protocols that cannot be broken in time T but can be broken in time 73. (In fact,

SThe only application where simulation is itself a goal that we are aware of is deniability [CDNO97, Nao02].
However, deniability is a delicate property that is hard even to define in the general concurrent network setting, and
previous works in this area such as [CLOS02] also fail to achieve deniability, even when using setup assumptions .

"In fact, our protocol has this property, which is why it requires a highly non-trivial proof to show that it preserves
soundness under concurrent composition.



such protocols may be common due to the tendency of practitioners to instantiate cryptographic
protocols with the absolutely smallest key size that has not yet been broken.) Thus, in our opinion
also in the general concurrent case, quasi-polynomial simulation offers quantitatively rather than
qualitatively lower security.

Affect of simulation overhead on other protocols. In general, simulation always has an
overhead, and super-polynomial simulation has a larger overhead. Let us elaborate on what we
mean by considering a more concrete notion of security . Let 1" be some conservative upper bound
on the resources available to the adversary (e.g., today it seems that one can let T' = 2%9). Now,
suppose that we have a stand-alone secure protocol II, and we instantiate it with the smallest (and
hence most efficient) security parameter, namely the parameter that guarantees us security against
time 7' adversaries.® Suppose further that we enjoy some setup conditions (such as availability of
a trusted common reference string) and we want to use a protocol Il which is general-concurrent
secure with polynomial simulation such as [cLOS02] to be executed concurrently with II. Then, to
argue that II remains secure in this setting we’ll need to make sure that it is secure not just for
T-time adversaries but also for T°-time adversaries, for some constant ¢ > 1. Therefore, we will
need to increase the security parameter of II. If the security of II is exponential or subexponetial
in its security parameter this means that we will need to increase the security parameter of II
by a constant multiplicative factor, and hence (since II runs in time polynomial in its security
parameter) suffer a constant factor decrease in the efficiency of II. Now, if we don’t have such
trusted setup conditions, and we want to use the protocol of this paper which has quasi-polynomial
simulation, then we will need to increase the security of II from 7' to 20°8T)°. This means that
we will need to increase the security parameter of II by a polynomial amount and hence suffer
a polynomial decrease in efficiency. We remark that under stronger but reasonable assumptions,
(namely existence of exponentially rather than sub-exponentially collision-resistant hash functions)
we can make this polynomial loss in efficiency “almost linear” (e.g., a function of the form k+o()).

2.2 Our Results.

We consider the zero-knowledge ideal functionality Fzk (for an NP-complete problem such as SAT)
which gets as input from party P; two strings y and w and the identity of a party P;, and sends
to P; the tuple (ZK,P;, P;,y,) if w is a satisfying assignment for the formula y, and does nothing
otherwise.

Our main result is a construction of a protocol for securely implementing the Fzk functionality
under general composition. Namely, we prove the following theorem:

Theorem 2.1 (General-concurrent zero knowledge). Suppose that there exists a hash function
collection that is collision resistent for 2% -sized adversaries (where ¢ > 0 is a constant and k
denote the collection’s security parameter). Then, there exists a protocol that securely realizes the
Fzk functionality with quasi-polynomial simulation.

Canetti et al. [cLOS02] showed how to securely compute any functionality in the Fzk-hybrid
model. Thus, by observing that their results “scale up” and hold in our model, and by plugging in
Theorem 2.1, we obtain the following result:

8We ignore here the issue that one has to be actually more conservative since we don’t really know the security of
the primitives we use. This issue seems orthogonal to the issue of polynomial vs. super-polynomial simulation.



Theorem 2.2 (General-concurrent secure function evaluation). Suppose that there exists a hash
function collection that is collision-resistent for 2 -sized adversaries (where € > 0 is a constant
and k denote the collection’s security parameter). Then, there exists ¢ = c(€) such that if there is
a collection of enhanced trapdoor permutations which is secure for k'°8 *-sized adversaries then for
every (possibly probabilistic) polynomial-time functionality F, there is a protocol pr that securely
realizes F with quasi-polynomial simulation.

We remark that there are several applications that can be obtained by simply instantiating this
result with the appropriate functionalities. Among them are the first constructions for concurrently-
secure auctions, password-based key-exchange protocols, and non-malleable commitments (the lat-
ter two require using the results of [BCL*05] to obtain security in the unauthenticated model). We
defer these applications for a later version of this work.

3 Overview of Our Techniques.

In this section we provide an rough overview of our approach to obtaining a zero-knowledge protocol
that is secure under general concurrent composition. That is, we describe our approach to proving
Theorem 2.1. We start by briefly describing some of the primitives and tools we use. We then
present how one can obtain such a protocol by combining two different approaches that fail with
some new techniques and tricks. We warn the reader that this description is missing a few important
subtleties and issues that make the our actual construction and proof more complicated. Because
of these subtleties, our actual construction (Protocol 3.1) does not exactly follow the approach
illustrated in this section, but follows a more “low level” approach.

3.1 Preliminaries.

We will use the following primitives and sub protocols. Because this is an overview section, we
describe the primitives in an informal way, and also present each primitive in its simplest variant,
even if this variant requires stronger assumptions than the ones stated in Theorem 2.1. We will
use the following primitives:

Commitment schemes. A non-interactive perfectly binding and computationally hiding com-
mitment scheme Com [BLus2, Naog9).

Zero-Knowledge proofs of knowledge. A constant-round zero-knowledge proof/argument
of knowledge for NP [Fsg89, ck96]. We will also sometimes use the weaker notion of a
witness indistinguishable proof, which we denote by WIP [Fsgo]. We note that witness-
indistinguishability, unlike zero-knowledge, is closed under concurrent composition. Indeed,
under some strong but reasonable assumptions it is even possible to have two-message or even
one-message WI proofs, which are trivially closed under concurrent composition [DNoo, BOV03].

Collision resistant hash functions. A collection Hash of functions that map arbitrarily long
strings into polynomial-sized strings such that it is hard given a random h € Hash to find x, y
such that h(z) = h(y). We note that by combining a hash function with a commitment scheme
we can obtain a commitment scheme that allows us to commit to messages of unbounded size.’

9We ignore here the issue of who gets to choose the hash function — the sender or the receiver. Although intuitively
it seems that the receiver should choose the hash function, it turns out that in some cases we actually want the sender
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Universal arguments. A constant-round public-coin argument of knowledge for Ntime(T)
for a super-polynomial function T(-) (e.g., T(k) = k'°&8F). Universal arguments were first
constructed by [Kmw92], with improved analysis in [Mico4] and [BGo1] (with the latter work
showing they are a proof of knowledge). We’'ll also use constructions of universal arguments
that are zero knowledge and witness indistinguishable [Ki.92, BG01, Baro4]. Universal arguments
have the property that the total communication and running time of the verifier is always
polynomial, even if the statement proven is not in NP. Furthermore, the running time of the
prover is polynomial in the time to actually verify the instance being proven. For example, if
L € NP and I/ € Ntime(k'°¢*) and one is proving using universal arguments that = € LU L’
then if x is in fact in L and the prover is given a witness to this fact, then the prover can
execute the proof in polynomial time.

Knowledge commitments. We denote by KCom the protocol in which a sender commits to
a string = using Com(-) and then proves knowledge of the committed string using a zero-
knowledge proof of knowledge. We denote by UAKCom the same protocol in which the sender
commits to h(z) and proves knowledge of x using a zero-knowledge universal argument.

Weak commitments. We denote by Com,., a commitment scheme that can be completely
broken in time that is smaller than the time to violate the security of all the other primitives
we use. Such a commitment scheme can be constructed under our assumptions using the
complexity leveraging technique of [caGMmoo].

Brute force breaking opportunity. We denote by BFOP the protocol in which a verifier sends
Comye(r) and then the prover sends KCom(r’) for some string 7. We say that the prover
broke this instance if v’ = r. Note that this protocol can be broken by breaking Com,..
Similar tricks were used in several previous works such as [CGGMO00, Pas03].

3.2 First Attempt: The Brute Force Protocol

Recall that we’re trying to prove Theorem 2.1 by constructing a general-concurrent secure zero-
knowledge argument. Here’s a naive attempt at such a protocol, which we denote by Ilge: let L
be an NP-language with a corresponding relation R. To prove that x € L, given w such that
(z,w) € R, the prover and verifier interacts as follows:

1. Prover sends Com,.,(w) to the verifier.
2. Prover and verifier interact in a brute-force breaking opportunity BFOP.

3. Prover proves to verifier in WI that it either committed to the witness in the first step or that
it broke the BFOP in the second step.

It is not hard to verify that this protocol satisfies completeness and soundness. In fact, in
a real concurrent interaction, whenever the verifier is honest, the probability that it accepts a
proof without the weak commitment actually containing a witness is negligible. There is a natural
straight-line black-box simulator for Ilg: when simulating an interaction in which the adversary is

to choose it. For the sake of this overview, the reader can assume that each party chooses its own hash function and
then they use the function that on input x returns the concatenation of both functions applied to x. This function
is guaranteed to be collision resistant if one of the parties is honest.
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a verifier, the simulator commits to 0F instead of to the witness, and then breaks BFOP and uses
this fact to run the WI proof of Step 3. It is not hard to prove that the simulator’s output is indeed
indistinguishable from a real execution'".

When simulating an interaction in which the adversary is the prover, the simulator will attempt
to extract a witness by breaking the weak commitment sent by the adversary. However, in this case,
we are not sure that it will succeed. The property we're looking for, that even during the simulation
the adversary’s proof must contain a real witness, is called simulation soundness [san99], and this
property lies at the heart of constructing non-malleable zero-knowledge protocols. Unfortunately,
it can be shown that protocol Iz does not satisfy this property (i.e., there is a known attacking

strategy on instantiations of IIzr with particular primitives).

3.3 Second Attempt: The Condensed Protocol

The problem with the first attempt was that that protocol did not satisfy simulation soundness /
non-malleability (it is essentially the same property). There are very few simulation-sound zero-
knowledge protocols without setup assumptions [DDN91, Bar02, Paso4, PR05| and most of these are
only analyzed in the scenario where there are only two executions occurring concurrently: one in
which the adversary is the verifier and another in which the adversary is the prover. However, it
was observed in [BCL*05] that using similar ideas to [PRos], it is possible to convert the protocol
of [Paso4] to a protocol that remains simulation-sound even when the adversary interacts not just
in two executions but in k executions — playing the role of prover in some, and playing the role
of verifier in others. Here, k is the security parameter.!! We denote this protocol by bgcZK (for
bounded general-concurrent zero knowledge).

A strange idea. This leads us to the following strange idea - why don’t we try to use Protocol
bgcZK, but set the security parameter to super-polynomial size? Unfortunately there is a good
reason cryptographers do not set the security parameter to super-polynomial values: because this
yields a protocol with super-polynomial communication and computation even for the honest par-
ties. Can we overcome this difficulty? We do have a way to compress at least the communication,
using hash functions combined with universal arguments. That is, we define Il s t0 be the
protocol that is the result of executing bgcZK with security parameter k'°¢* (where k is our “true”
security parameter), but replacing each message m in bgcZK(k'°8*) which is of super-polynomial
size with h(m) followed by a universal argument proving knowledge of m. Now, it is not at all
clear that this protocol makes sense, because if a party needs to change its action in bgcZK(k'°8*)
according to the contents of a super-polynomially sized message m, then during an interaction in
T ongensed, this party won’t be able to recover m regardless of its computation powers (indeed, the
polynomial-sized transcript simply does not contain enough information about m).

Thus we are left with two problems: (1) Il ynuenses iS N0t a valid protocol since the parties needs to
run in super-polynomial time, if they can work at all and (2) Even though k'°8* concurrent sessions

0T hus, the protocol Ig is a concurrent zero knowledge protocol with quasi-polynomial simulation. But note that
we need more than just concurrent zero knowledge, because the adversary can also play the role of prover.

' [Pas04] already gave a simulation-sound zero-knowledge satisfying this property assuming the ID’s of each party
come from a polynomial-sized domain. [PR05] showed how one can convert this protocol to a standard simulation-
sound protocol by having a party with ID a = a1, ..., ax run k parallel executions of [PAs04]’s protocol using the ID
(i, ;) for the i*" execution. [BCLt05] observed that if one first encodes the ID using an error-correcting code with
poly(k) alphabet-size and relative distance larger than 1 —1/k then the [PR05] protocol actually handles k concurrent
sessions. In the full protocol we actually use a different trick, based on signature schemes.
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of bchK(klng) can be simulated, that does not mean that the same holds for Il enseqd, SINCE NOW
the simulator needs to rewind to extract the long messages sent and rewinding in a concurrent
setting is notoriously problematic. Both problems are rather serious but can be resolved by moving
to a third protocol that tries to combine the good properties of Ilgr and Il densed-

3.4 The Combined Protocol: Two Protocols with Two Simulators.

We now present our third protocol, which will actually be (almost) a concurrently simulation-sound
zero-knowledge protocol.'? The idea is the following: we will run both ITgr and Il gmgenes; but we’ll
run I gpeenses 10 an “encrypted” form, that is replacing every message m of bgcZK by KCom(m) if m
is of polynomial size and UAKCom(m) if m is of super-polynomial size. At the end, we will prove
in a witness indistinguishable way that one of these protocols succeeded. That is, our combined
protocol, which we denote by Il .mns Will operate as follows, when proving = € L with w a witness
for x:

1. Prover sends to verifier Com,,.(w).
2. Prover and verifier engage in a brute-force breaking opportunity BFOP.

3. Prover and verifier engage in “encrypted and condensed” version of bgcZK(k!°8*): any message
m is replaced with KCom(m) if m is polynomial size and UAKCom(m) if m is of super-
polynomial size.

4. Prover and verifier engage in a witness indistinguishable universal argument that either:
(a) the commitment in Step 1 is indeed a witness or (b) prover broke BFOP or (c) there
exists a transcript for bgcZK(k!°8*) that the honest verifier of that protocol accepts, and this
transcript is consistent with the “encrypted condensed” transcript of Step 2.

What is this good for? First of all note that, unlike Il ndensed, N compines POth parties can be
implemented using only polynomial time computation, and so at least we got rid of one of our
problems. Like Ilgr, Protocol Il mines has a simple straight-line black-box simulator. However, our
intention is that unlike in the case Ilg this simulator will enjoy the simulation soundness property
and furthermore that we will be able to prove that this is the case. Our idea is to prove simulation
soundness using what we call a virtual simulator. The virtual simulator will have two properties:
(1) it will satisfy the simulation-soundness property and (2) it will be strongly indistinguishable
from the output of the straight-line simulator, in the sense that it will be indistinguishable even for
algorithms with enough running time to break Com,.,. These two properties together will imply
that our straight-line simulator must also satisfy the simulation soundness requirement.

Why do we need the straight-line simulator? If the virtual simulator already satisfies the
simulation soundness condition, why do we need to use the straight-line simulator at all? The
reason is that the virtual simulator will actually use the witness as part of its input. This is OK
since the virtual simulator is not the “real” simulator and is only used as part of the security proof.
Note that it is not at all clear that using the witness helps the virtual simulator as we can’t commit
to the witness in Step 1 without destroying the strong indistinguishability property.

12The qualifier “almost” is because there are still some subtleties that we ignore here. Some of these are discussed
below, while others are only handled in the full proof presented in the later sections.
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The operation of the virtual simulator. The virtual simulator will try to run the simulator
of the protocol bgcZK(k'°8*), which does enjoy the simulation-soundness property. The question
is how do we solve our second problem above — namely, how do can we use the simulator of
bgcZK(k'°8*) when we are unable to rewind in a concurrent setting. The trick is that we are able
to rewind using the witnesses. That is, in order to produce the auxiliary sessions we need for
rewinding we actually use the witness to perform a straight-line simulation. The reason we can get
away with using the witness in these auxiliary sessions is that the auxiliary sessions don’t need to be
strongly indistinguishable from the main simulation, but rather only need to be indistinguishable
“enough” to ensure successful extraction. The reason we can’t use the breaking opportunity is that
in order to ensure the simulation soundness we need to make sure that the running time of the
virtual simulator is less even than the time to break Com,,.,.

3.5 Some issues and subtleties.

Witness-based continuation: To actually implement this idea, we need to make sure that
regardless at which point we are in the simulation, we can always continue in a straight-line fashion
using the witness alone, without requiring the internal state of any of the parties. Toward this end,
we use a compiler, which we call a witness-based-continuation (WBC) compiler that transforms the
protocol to a protocol that satisfies this property. Loosely speaking, we first make sure that the
only prover messages that unavoidably depend on internal state are the last messages sent in some
proof system used as a sub-protocol. We then change the prover to have these messages not sent
in the clear but rather in a weak commitment, along with a weak commitment to a string w’ and
a WI proof that either the committed message causes the verifier to accept or w’ is a witness.

“Forcing” scheduling constraints on adversary: Another point is that when we transformed
bgcZK into its condensed version, we converted each message into an interactive universal argument,
thus ruining the “atomicity” of individual messages. The security proof of bgcZK actually relies
on this atomicity and hence we need to do something to restore it. Our solution is to use brute
force breaking opportunities as “buffers” between individual messages. It turns out that if during
a session in which the adversary is a verifier, it schedules the universal arguments for two messages
during the same time as it schedules the universal argument for a single message in the session where
it is a prover, then in this case it is actually “safe” for the virtual simulator to break the BFOP
(even though this requires more running time than the virtual simulator is officially “allowed”).
Thus, we can use the straight-line simulator in the cases where the adversary’s scheduling violates
the atomicity condition.

3.6 Guide to the actual protocol and proof.

Our general-concurrent zero knowledge argument scheme is Protocol 3.1 (Page 16). This protocol
follows broadly the approach sketched above, but its analysis and design are more “low level”. That
is, instead of combining “generic” components such as Iz and bgcZK and proving something about
the composition of any two such components, we use the ideas behind Iz and bgcZK to construct
our protocol which we then analyze. The reason is that there are some subtleties, especially
involving the ability of the adversary to dynamically schedule messages and choose the statements

13We use a variant of this compiler with trapdoor commitments a la [FS89, CLOS02] to obtain security with respect
to adaptive adversaries.
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to be proven, that make the low level approach preferable. Some points in which we deviate from
the description above include using more complexity levels than just two, and using verification
keys of digital signatures to avoid issues with dynamically chosen statements.

Under our assumptions we have for every constant ¢ a super-polynomial function T;(k) such
that, by using an appropriately scaled security parameter, we can get a variant of each of the
primitives above that is secure against T;(k)-sized adversaries but completely broken by T;¢.1(k)-
sized adversaries. We use a subscript ¢ to denote such primitives. A full description of this protocol
and its analysis can be found in the following sections.



w 1’“, T
Public input: 1*: security parameter , = € {0, 1}&““t (statement to !

!
be proved is “z € L”)

Prover’s auxiliary input: w € {0, 1}t (a witness that = € L)

Step V1.1 (Verifier’s hash): Verifier chooses a random hash
function h <—x Hashg and sends h. h < Hashg

Steps P,V1.2 (Prover’s “verification key”): Prover chooses

VK = 0% and sends ¢y« = Com;(V K) to the verifier. cv = Comy (VK [=0°])
Steps V,P2.x (Verifier’s first challenge): Verifier chooses Slot 1
r1 = 0¥, computes ¢,, = Coms(h(r1)) and proves knowledge ¢r, =UAKCom?(ry [= 0] )
of r1 using a ZKUA.
Steps P,V3.x (Breaking opportunities): Prover and verifier “Unsafe” period
engage in a T»(k), and T3(k)-secure brute force breaking op- B...,=BFOPy;B,,,=BFOP;
portunities.
Steps V,P4.x (Verifier’s second challenge): Verifier chooses Slot 2
r9 = 0¥, computes ¢, = Coms(h(r2)) and proves knowledge ¢ry = UAKCom? (r [= 0] )

of ro using a ZKUA.

Step P,V5.x (Commitment to “Signature”): Prover lets ,
o = 0%s and sends c,, = KComj;(o) to the verifier. ¢y = Coms (o [= 0%ie] )

Steps P,V6.x (“committed” universal argument):
Prover and verifier run Tg(k)-sound universal —ar-
gument UA for [KOLM] where prover sends 7T5-
strong commitments to its messages . Honest prover

uses commitments to “junk” (i.e.  0F) in this stage.

Statement [KOLM]: Let M = 2T041(k). FOI‘j S [EVK] let éj = CUA:C0m5UA6 of [KOLM]

(VEj) - buc+ 7 (ie., €5 € [20y]) and let £} = €; - M and (3 = (4lyx +
1—¥¢;)M. Then, for every j € [ly«] there exist s € {1,2}, a TM II;
of description size < ij — k and a string 7 such that: (a) I outputs
rs within < Ty 4(k) steps and (b) rs is consistent with ¢, . That is,
h(rs) € Com™'(c.,).

Step P.7.1 (Commitment to Witness): Prover sends c,
Comy(w) to the verifier. Cie = Comy (w)

Steps P,V7.2.x (WI proof): Prover proves to verifier using a
T5(k)-WI proof that one of the following holds: either

[WIT] Com™!(c,) is a witness for 2 or WIP5;  that [WIT] /
[BFOP] Broke B,,, or [BFOP] / [UA] / [SIG]

[UA] Com™!(cy,) is accepting transcript. or

[SIG] Broke B.,,, and c,, is commit to sig on z.

(The WBC compiler changes a last prover message m of a sub-proof systems (i.e., Beasy,Bhard and the final WIP) to

Comy(m) , Comy(w’ [= 0%it] ) and WI-proof that either m convinces the verifier or w’ is a witness for x.)

Protocol 3.1. Non-Malleable Concurrent Zero Knowledge (before WBC-compiler)



4 Construction of a Concurrent and Non-Malleable Zero-Knowledge
Protocol

4.1 Preliminaries

Hardness assumptions. We will make use of a number of “complexity levels” in our protocol
and its analysis. As the analysis is quite delicate, and for sake of understandability, we do not
attempt to optimize the number of complexity levels (described below), but rather we choose a
very conservative setting of parameters in order to simplify the presentation to the best extent
possible. We assume we have primitives that with security parameter k' are secure against oK'
sized circuits, (in the sense that no 9k"“_size circuit can break them with success better than 2_’“/5)
but can be completely broken in time 2K We assume that our adversary’s running time is Ty (k)
(e.g., To(k) = K'°8F or Ty(k) = 2'“5). Define T;(k) = 9loa(To (k) /9™ By appropriate scaling, we
can obtain for every constant i, a primitive that is secure against T;(k)-sized adversaries but is
completely broken in time much less than T540.1(k). We call such a primitive T;(k)-secure and we
sometimes use a subscript ¢ to denote it (e.g., Com;). We say that a probabilistic event is T;(k)-
observable if there is a T;(k)-time computable predicate that decides whether or not the event
holds. Note that we’ll sometimes drop k& when it can be inferred from the context. We say that
k) < g(k) if 210810 = g (ko).

Throughout this paper negligible will mean probability that is less than 1/Ty(k)¢ for any fixed
¢ > 0. We say that two random variables X and Y are (s, €)-computational indistinguishable if no
s9M_gized circuit can distinguish between X and Y with (1) advantage. We say that they are s
indistinguishable if they are (s,1/s)-indistinguishable.

For sake of visual simplicity, we will often drop the dependence on the global security parameter
k, and simply write T; for T;(k).

4.2 The protocol.

Let L be an NP language, where the statement is of length /.. and the witness is of length
L, (both polynomially related to k). We now describe a concurrent non-malleable T4_1(k)0(1)—
time simulateable zero-knowledge protocol for L. A concurrent execution of the protocol involves
poly(k) < Tp(k) concurrent session in which the adversary plays the verifier, and one session (also
concurrent with the others) in which the adversary plays the prover. We will present a T4,1(k‘)o(1)
time simulator that outputs a string indistinguishable to the transcript of all these executions,
along with a witness to the statement proven by the adversary (unless this statement is a copy of
a statement proven in one of the other sessions).

4.2.1 Components.

We use the following components in our protocol:

o A Tg-secure signature scheme. We denote by 4y« the length of the verification key and by £,
the length of a signature on messages of length £,..,.

e A Tg-secure hash function ensemble Hashg of functions mapping {0, 1}* to {0, 1}*.
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e Non-interactive computationally-hiding, perfect binding commitment schemes at various strengths.
Com; indicates a commitment secure against 7T;(k)-time adversaries and breakable in time
< Tiyoa-

e A Tg-sound constant-round public coin universal argument, which we denote by UA [BGo1].
By combining this with a standard constant-round zero-knowledge argument of knowledge for
NP (e.g., [Fs90] or [Bar01]'*), we also have a Tj(k)-sound, zero-knowledge universal argument
(ZKUA) where the zero-knowledge property holds with polynomial simulation overhead (for
adversaries of size < Tg) and the output of the simulator is indistinguishable for T5(k)-sized
adversaries. See [Bar0l, BG01, Bar04] for more details.

e We denote by KCom; (short for “knowledge commitment”) the interactive commitment scheme
where the sender commits to a value x using Com; and then proves knowledge of x using a
constant-round zero-knowledge argument of knowledge, which is sound against Ty (k)-sized
adversaries and indistinguishable for T;(k)-sized adversaries. (Again, we’ll use the protocol
of [Baro1] as the zero-knowledge argument in this scheme.)

e We denote by UAKCom! for the protocol where the sender uses the hash function h to first
hash x and then commits to h(x) using Com; and proves knowledge of x using a zero-knowledge
universal argument which is sound against T4(k)-sized adversaries and indistinguishable for
T;(k)-sized adversaries.

e T;(k)-secure one way functions for various levels i. We use the notation OW Fj : {0, 1}fowr: —
{0, 1}€OWFi.

e We call the following sub-protocol a brute force breaking oppurtunity of level i: the verifier
chooses 7 < {0,1}*%Fi and sends y = OWF,(r) to the prover. The prover responds with
Coms (') (where the honest prover chooses 1 = 0°©%Fi) and a proof of knowledge of ' using
a constant-round zero-knowledge argument of knowledge for NP (with T5(k) soundness and
T5(k) indistinguishability). We denote this protocol by BFOP; and we say the prover broke
this instance of the protocol if ¥ € OWF~!(y). We assume that OWF is a permutation
for simplicity (as otherwise the verifier may send an element y that is not in the range of
OWEF). This assumption is not necessary, as we can also have the verifier prove in ZK that
its challenge y is in the range, or replace the one-way function with a commitment scheme.
However, we avoid this complication in describing the protocol and its simulation.

Note: We assume that all the proof systems we use as components (WI,ZK) etc.. have the following
properties:

e The verifier is stateless. By this we mean that each message of the verifier can be computed
using fresh randomness and the previous public transcript. (In particular, this holds for public
coins (a.k.a. Arthur-Merlin) protocols.)

e The prover’s messages are composed of a sequence of unopened commitments and then at the
end a message m. The verifier then decides whether to accept by applying a publicly known
polynomial-time predicate on the entire transcript.

1We'll actually use the latter protocol, since it will be convenient for us to assume that the proof systems we use
as sub-protocols are public-coin systems.
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It is not hard to verify that such components exist under our assumptions.

Note also that for the proofs of knowledge we will use the property that given a prover algorithm
P, of size T that causes the verifier to accept the statement x with probability at least u, the
knowledge extractor can using poly(7'/u) steps to output a witness for = with probability at least
1— 15

4.2.2 Operation of the protocol.

Our non-malleable zero-knowledge protocol is Protocol 3.1 (Page 16).1° Tt consists of the following
stages:

Initial phase (Steps V1.1 , P1.2): Verifer chooses a hash function h in Hashg. Prover commits
using Com; to a string VK. (Honest prover lets VK = 0%.)

First “slot” (Steps V,P2.x): Verifier chooses a string r; and commits to prover to r; using
UAKCom?. (Honest verifier uses 7, = 0.)

“Unsafe period” - brute force challenge (Steps P,V3.x): Prover and verifier engage in two
breaking opportunities (in parallel, although this doesn’t matter) one that is Th-secure which
we call B,,,, and the other that is T3-secure which we call B, 4.

Second “slot” (Steps V,P4.x): Verifier chooses a string 72 and commits to prover to ry using
UAKCom”. (Honest verifier uses 75 = 0.)

Commitment to “signature” (Step P5): Prover sends to verifier Coms(o) where o = 0fsis.

“Committed” universal argument (Steps P,V6.x): Prover and verifier run a Tg-sound uni-
versal argument for the statement [KOLM] (see below), but the prover does not send its
messages in the clear but rather using T5-secure commitments. Note that the universal argu-
ment is a public-coins/Arthur-Merlin protocol and hence the verifier does not need to view
the prover’s messages to compute its own. However, of course, the verifier cannot verify the
correctness of the universal argument.

Commitment to witness (Step P7.1): Prover sends a Ty-secure commitment to the witness
Cuir = Comy(w).

WI Proof (Steps P,V7.2.x): Prover proves to verifier using a statistically-sound (with sound-
ness error 2~% which we assume is < 1/74)'7, T5-WI proof that one of the following conditions
hold [WIT] or [BFOP] or [UA] or [SIG] (see below).

15This is actually a weak property than standard proof of knowledge, which requires the extractor to run in time
ipoly(T). However, in our context of super-polynomial simulation, this weaker property will be sufficient.

16 Actually, as noted below, Protocol 3.1 is not a complete description of the protocol as it ignores a “compiler”
that we apply to it to get the final protocol. However, this compiler can and should be ignored in the first reading.

'"We can use also a Ts-computationally sound argument here.
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The statements proven. The statements used in the above proof systems are the following;:

[KOLM] Let M = 2Tj1. For j € [ly] let {; = (VK}) - by + j. In other words, £; maps (j, V Kj)
to [20y«] in a one-to-one manner. Let 6} ={;-M and E? = (4l +1—1;)M. Then, for every
J € [bu], for either s = 1 or s = 2, there exists a TM Il of description size < 63—k and a
string rs such that: (a) II; outputs s within < T 4(k) steps and (b) rs is consistent with
¢r.. That is, h(rs) € Com™1(c,.).

[WIT] The commitment ¢, contains a witness to the statement z.

[BFOP] B, is broken: Let y be the first message sent by the verifier in the B4 protocol of
Steps P,V3.x. Let ¢ be the second message sent by the prover in this protocol. Then ¢ contains
a commitment to 7’ such that y = OWF(r’).

[UA] The committed universal argument transcript is is an accepting transcript for the statement
[KOLM].

[SIG] The commitment cy, is a valid signature on the statement = with respect to the public key
V K that is committed to in cy, and B., is broken: let y be the first message sent by the
verifier in the B,,,, protocol of Steps P,V3.x. Let c be the second message sent by the prover
in this protocol. Then ¢ contains a commitment to 7’ such that y = OWFa(r’).

4.2.3 Witness-based continuation (WBC) compiler.

We will need to apply the following transformation to the prover strategy of this protocol. It
may be better to ignore this transformation in the first reading. The crucial observation for this
transformation is that all messages sent by the prover during the protocol fall into one of the
following categories:

Commitments - messages that contain only unopened commitments.

Verification messages for UAKCom - messages that the prover sends when it is acting as a
verifier in Steps V,P2.x and V,P4.x. We assume that these can be computed in a stateless
way, without any need for internal state, just by looking at the transcript.

Final messages of a WI/ZK proof - the last message in a WI/ZK proof. We note that we can
ensure that all of the prover messages in the zero-knowledge or WI proof are commitments
except for the last message. We also note that given the proof transcript so far, it can be
decided in polynomial-time whether or not this message causes the verifier of the proof to
accept. These messages occur in the following places: the last messages of B.., and B,,q of
Steps V,P3.x and the last message of the final WIP of Steps P,V7.2.x.

Our compiler does not change the prover’s behavior on the first two kinds of messages. However,
instead of sending a message m of the last type, it will send Comy(m), Comy(w) and a WI proof
of knowledge that either m causes the verifier to accept this particular sub-proof or that w is a
witness for z. The WI proof will be statistically sound and witness indistinguishable for T5-sized
adversaries. We can use a standard 3-round proof for this part (e.g. parallelized [BLus7]). Even
the honest prover will use a commitment to 0t instead of a commitment to the witness in this
compiler. The final protocol that is obtained after the WBC compiler is applied to Protocol 3.1 is
called Protocol X.
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Inner and outer prover algorithms. It is useful to separate the prover algorithm for Protocol X
into two components: the inner prover and the outer prover. The inner prover is the prover strat-
egy for the uncompiled protocol (i.e., Protocol 3.1). The outer prover stands between the inner
prover and the verifier for Protocol X, and adds the WBC layer to the behavior of the inner prover.
We consider two strategies for the outer prover. The relaying strategy: in this strategy the outer
provers simply relays the messages from the inner prover to the verifier, and when given the last
message m of some WI/ZK proof, it uses Comy(m), Com,(0%it) as its message and then runs the
WI proofs proving that m causes the verifier to accept. If m does not cause the verifier to accept
then the outer provers does not continue in the execution (however, this will never happen if the
inner prover is honest). Note that to use this strategy the outer prover does not need to have any
private input, such as the witness for the statement being proven. The witness-based strategy:
We will want to maintain the property that it is possible for the outer prover to switch over from
using the relaying strategy to using the witness-based strategy at any point during the proof. In
the witness-based strategy, the outer prover, knowing a witness to x € L, acts as follows:

e If the prover reaches a point when it must send a commitment, it commits to “junk” (i.e., all
zeros) messages of appropriate length.

e If the prover reaches a point when it must send a “stateless” message because it is playing a
verifier within a proof, then it acts honestly.

e If the prover reaches a point when it must begin giving a WI proof of knowledge corresponding
to the last message of an inner proof, then it replaces Comy(m) with a commitment to “junk”
(all zeros), and commits to the witness Comy(w). It then uses the witness condition to
complete the WI proof of knowledge.

e If the prover has already committed according to the relaying strategy Comy(m), Comy(0%it),
then the prover finishes the WI proof of knowledge using knowledge of m and the rest of
the inner transcript so far. This is possible because in order to prove that the verifier would
accept m within the inner proof, one only needs to look at the (inner) transcript — this is
because the verifier is stateless.

As noted above, the honest prover for the protocol will be using the relaying strategy (although
this is not crucial, and will be changed for the adaptive case).

Properties of the WBC compiler. We note that the WBC compiler has the following effects
on the WI or ZK proofs it is applied to:

1. It does not ruin the WI or ZK property.

2. The compiled proof is still sound as a proof system of the combined statement (i.e., that the
original statement holds or that the commitment contains a witness).

3. It does not ruin the proof of knowledge property (if the original proof system had such a
property) in the following sense: if with probability > p it holds that the combined proof
succesfully ends and the commitment of the WBC layer does not contain witness, then we can
extract a witness for original statement in time poly(7T'/u) (where T is the prover’s running
time).
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4. We can continue the proof at any point with a witness without access to the internal coins of
the original WI/ZK prover.

4.3 The (actual) simulator Sim.

Our simulator for Protocol X', which we denote by Sim, is a straight-line black-box simulator'®.
This simulator does not get a witness as input, and hence will break B,.q to facilitate the simulation.
That is, when simulating the prover Sim will deviate from the honest prover strategy by:

e Choosing a verification key V K for the signature scheme, and use a commitment to this key
(as opposed to 0%) in the commitment ¢y of Step P1.2. (Sim will use the same verification
key in all honest-prover sessions).!?

e Using a commitment to 0% instead of the real witness in Step P7.1.

e Breaking B,.q and use that to facilitate the WIP of Steps P,V7.2.x.

Like the honest prover, the simulator Sim will use the relaying outer-prover strategy for the
WBC layer.

When simulating the verifier, Sim will follow the honest verifier strategy. However, when the
execution of such a session is completed successfully and the statement proven was not proven
in some previous honest-prover session, , the simulator Sim will use T4 1-time to break all Comy
commitments used by the adversary that may contain a witness (i.e., the commitment c,; and all
commitments of the WBC-compiler). If it finds such a witness, Sim will output this witness as
an auxiliary output. Otherwise, it will output ss-failure. A more detailed description of Sim
appears in Section 6, in the language of the UC framework.

We make two claims regarding Sim:

Lemma 4.1 (Indistinguishable output). The simulator Sim’s output is (Tx(k), 1/To(k))-computationally
indistinguishable from the transcript of a real concurrent execution of Adv with the honest provers
and verifier.

Lemma 4.2 (Witness is output). The probability that in an honest verifier’s session of the simulated
transcript it holds that the verifier accepts a statement x that was not proved before in an honest
prover session, and none of the Ty-strong commitments contains a witness for x is less than 1/Ty 5.

Proving both Lemma 4.2 and Lemma 4.1 is done in Section 6 (in the proof of Theorem 6.2).2°

Complexity levels. Throughout the protocol and analysis, we make an extensive use of various
complexity levels. For convenience we list all these levels in Table 1 (Page 23) up to polynomial
factors (e.g., identifying Ty and (7p)°). We again stress that we have not tried to minimize the
number of complexity levels used.

18 This simulator Sim will actually be the simulator we use to prove that Protocol X UC-realizes the ideal zero-
knowledge functionality with quasi-polynomial overhead, in the UC framework. However, for ease of understanding
for those not intimately familiar with the UC framework, we describe Sim here informally. This is easily converted
to a formal description in the UC framework (which we do in Section 6).

19We note that by some slight complication to the protocol, it is possible to have the simulator follow the honest
strategy also in this step.

29We need Lemma 4.2 to prove Lemma, 4.1.
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Size and time of adversary, number of sessions. Ty
Value of M in definition of statement [KOLM]. To1
Distinguishing advantage between VSim and Sim, between Sim and real execution. Tol.s
Probability of simulation soundness failure in VSim, Sim. Tg_ﬁ
Strength of commitment to verification key VK (cy). T

Running time of VSim verifier (VHV). Ty 1
Running time of VSim prover (VHP) in Case 3: win = ‘UA’. T 5
Security of B.,,. T

Running time of VSim prover (VHP) in Case 2: win = ‘SIG’. Tos
Security of B..q. T3

Running time of Sim prover algorithm. Ty
Running time of VSim prover (VHP) in Case 1: win = ‘BFOP’. '

Security of commitment to witness c,;, commitments to witness and response in Ty

WBC protocol.

Running time of Sim verifier (time to extract witness). Tu1
Security of all other commitments in protocol. o

Indistinguishability of WI and ZK protocol used.

Soundness and knowledge soundness of all proof system used. T

Strength of hash function and signature scheme.

Table 1: Complexity levels and quantities used in the protocol and proof (up to polynomial factors).
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5 The Virtual Simulator VSim.

To prove Lemma 4.2 we will construct a“virtual simulator”, denoted by VSim. This will not be a
“real” simulator in the sense that, unlike Sim, VSim will get as an additional input all the honest
parties’ private inputs (and hence in particular it will have access to all the witnesses used by these
parties when proving)?!. Nevertheless this simulator will be useful to prove Lemma 4.2 since we’ll
prove that (a) the virtual simulator’s output is computationally indistinguishable from from the
output of the real simulator even by poly(75)-sized distinguishers, and (b) for the virtual simulator,
the probability that the “bad” event of Lemma 4.2 (namely the event that in an honest verifier’s
session there is an accepted proof for a new theorem without a commitment to the witness) only
happens with roughly 1/7 ¢ probability. Since this event is observable in time Ty < Ty this would
imply Lemma, 4.2.%2

The following observation will be very useful for us: it is enough to provide such a simulator for
the case that there are some m (< Ty(k)) honest provers interacting with the adversary and only
one honest verifier, with no other interaction going on. This is shown in detail in Section 6.

Organization of this section. We start by describing the virtual simulator VSim in Section 5.1.
After we describe VSim we will prove that it satisfies the following three properties:

Completeness: (Section 5.2) The probability that VSim fails to simulate and aborts the compu-
tation is < 1/T0.6.

Strong indistinguishability: (Section 5.3) The output of VSim is (7%,1/Tp)-indistinguishable
from the output of the “real” simulator Sim.

Simulation soundness: (Section 5.4) The probability that in the transcript outputted by VSim,
in the session where the adversary interacts with the honest verifier the verifier accepts a
statement x but yet ¢, does not contain a commitment to a witness for x is < 1/Tp¢.

5.1 Description of the Virtual Simulator VSim

Similarly to Sim, the simulator VSim will be composed of m + 1 separate interactive strategies
for simulating the m honest provers and the honest verifier, where we denote these strategies by
VHP4,...,VHP,, and VHV. However, these strategies will not be completely independent, and will
use some global variables as means of coordination. We assume that the execution happens in
discrete time, where at time ¢ the adversary adaptively decides in which session it wants to send its
next message. The virtual simulator’s strategy is sketched in Figure 1 (Page 25) although this figure
would probably be easier to parse after at least skimming through the following subsections.??

2! Tn the language of the UC framework, the environment Z will provide witnesses for honest prover sessions to
VSim.

22Note that this means that the virtual simulator can not commit to a real witness in the cuix commitment in the
view it outputs. Nor can it depart from the relaying strategy for its outer prover.

23 For the benefit of the reader who is not intimately familiar with the UC framework, we present VSim in an
intuitive manner here, not referring to the environment Z and ideal process. However, we will make use of VSim
inside a hybrid experiment within the UC framework in Section 6. This will be done in a way that is obvious given
our description of VSim.
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Honest Prover Sessions
N

JrIn Case 1, the message (%) of Bhard is scheduled either before or after the unsafe period

INote that by the time this point is reached, VSim already knows whether or not VK = VK’.

Figure 1: Operation of the virtual simulator VSim
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5.1.1 Notations, inputs and global variables.

Notation. Since there is only one session in which the adversary interacts with the honest verifier,
we will call this session the honest verifier session. Also, we will typically use primes to denote
the messages sent in this session (e.g., use ¢/, for the commitment to the witness in this session).
Whenever a computation of a particular step by the simulator uses super-polynomial time or
memory, we will explicitly note the resources taken in square brackets.

Inputs. VSim uses the following inputs (whose total size is bounded by (13)? ).

e The adversary’s code?* Adv.

e All private and public inputs used by all the honest parties in the protocol?”.

Global Variables. VSim will use the following global variables:

e ¢ - will always store the current time.

e (VK,SK) - initialized to be a verification and signing key pair chosen using the signature
key-generating algorithm.

e VK’ - represents the verification key that the adversary uses in the honest verifier session. It
is initially empty.

e vS - the current internal state of the simulated honest verifier VHV. In addition, VSim
maintains the history of all updates to this string. Thus, we will use the notation vS[t] to
denote the contents of vS just after the step of time t.

Note: When the verifier uses fresh randomness to compute its message at time ¢, this ran-
domness is only added to the string vS at time ¢, and not before that. Also, we only add to vS
the internal state of the verifier. Hence, if the verifier is running a public-coin sub-protocol
(in which it is stateless) then we do not add anything to vS during this sub-protocol.

e safe - a Boolean flag, initially set to true. Intuitively, this flag tells the simulated honest
provers when it is safe to break the B,,q challenge.

e in-trans - the transcript of the inner prover messages. That is, all the messages sent by the
inner provers during the protocol (essentially containing aside from the public transcript the
plain-texts m of the last messages in the various WI/ZK subproofs). The virtual simulator’s
goal is that in-trans will be (75, 1/7Tp ¢)-indistinguishable from the corresponding “inner tran-
script” of Sim. Of all the global variables, only in-trans will be modified by the simulated
prover.

24 In the UC framework, this would include the code of the environment Z and the code of the adversary A, as
well as the code of any other aspects of the simulation outside of what VSim does.
25 In the UC framework, these would be provided by the environment Z.
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The witness-assisted continuation procedure Cont. We denote the residual strategy of a
simulated honest prover VHP; at time ¢ by VHP; ;. We will have a poly(k)-time procedure called
Cont which will take a number 7 € [m] which identifies a simulated honest prover VHP; and a time
t. It will then return a different residual prover strategy VH P;¢. This residual prover strategy will
be a poly(k)-time interactive algorithm which we’ll later prove to be (Ty,1/Tp¢) indistinguishable
from the “real” simulated prover residual strategy VHP;;. We describe the procedure Cont in
Section 5.1.4.

5.1.2 Simulation of Honest Verifier VHV.

We denote the “virtual honest verifier” algorithm used by VSim by VHV. We describe its operation
by describing where it departs from the strategy used by the actual honest verifier.

e In all steps the verifier will add its internal state to the global variable vS as it proceeds.
However, we note that in most parts of the proof, the verifier is stateless and hence has no
internal state. The only place where it will need to maintain internal state is when executing
the two instances of UAKCom. We will explicitly describe below the data that the verifier
is recording and deleting during these steps. Important Note: we assume that VHV does
not choose all its random tape in advance, but selects the randomness required to compute a
particular message when needed. Thus, the state variable vS at time ¢ does not contain the
randomness that will be used by VHV at time ¢’ > t.

o After adversary commits to VK’ (Step P1.2), the verifier breaks this commitment using 7} 1
time and records VK’. [Time needed for this step: 771, Memory needed: poly(k)]

o If VK’ # VK, the verifier lets jy be the first index such that VK ]’-0 # VKj,. Otherwise it lets
jo=1. Tt lets ¢ (jo) = VK;O by + jo and lets £§ = '(jo) - M and 05, = (4l + 1 —'(jo)) - M.
Note that ¢) and ¢, can be computed from the global variables VK and VK’, and hence we
may assume that they are global variables as well. Recall that M = 2T} ;.

e When entering into Steps V,P2.x (the UAKCom of 1) the verifier will choose 7] as a random
string in {0,1}%. Tt will record 4 in vS (note that |rf| = ¢4). It will also record the
(polynomial-sized) randomness used in computing the proof. At the end of the proof the
verifier will remove the string r} from vS. [Time required for this step: poly(7p), Memory
required during the computation of step: ¢] + poly(k)]

e At the start of Steps P,V3.x (breaking opportunity), VHV will set the safe global variable to
false. At the end of these steps it will set this variable back to true.

e The verifier will also perform the analogous computation in Steps V,P4.x, choosing r5 at
random from {0,1}%. [Time required for this step: poly(Zp), Memory required during the
computation of step: £, + poly(k)]

Note: The only times vS will contain a super-polynomial sized string will be during the
computation of these two steps. See Figure 1 for a graphic depiction of the verifier’s operation
and the size of vS.
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5.1.3 Simulation of the honest prover VHP

We now describe the operation of the simulated honest prover VHP;. Note that, apart from using
the global variables, VHP; is a straight-line interactive algorithm. As before, we only describe the
ways in which VHP; deviates from the honest prover strategy. Important note: Like Sim, VHP;
will use the relaying outer prover strategy. Thus, when describing the simulated strategy, we only
describe the strategy for the inner prover. Because the outer prover strategies of both VSim and
Sim are identical, later it will be sufficient to prove this strategy is (75,1/Tp6) indistinguishable
from the simulated inner strategy. Whenever, computing an output message of the inner strategy,
VHP; will add that message to the in-trans global variable.

e The prover has an internal variable win which can take a value in { ‘none’, ‘BFOP’, ‘SIG’, ‘UA’ }.
Initially it is set to ‘none’. Intuitively, this variable tells the simulated prover in which way
it can “win” the session and convince the verifier in the final WI proof.

e The prover computes a signature o on the statement proven in this session using the signing
key SK.

e When the prover obtains the first message of the UAKCom?(r1) of Steps V,P2.x (i.e., the
commitment ¢,, = Coms (h(r1)) ) it lets ¢; store the current time.

e When the prover obtains the first “challenge” message of the breaking opportunity in Steps V,P3.x,
it checks whether the global safe flag is set to true. If so, then it breaks the B, challenge
[using T35 steps] and sets win = BFOP. Note this is depicted as Case 1 in Figure 1. Oth-
erwise, we must already be finished with Slot 1 and in particular with KComs;(V K’) in the
honest verifier session. Therefore, the variable VK’ is already set. If VK’ = VK then the
prover breaks B.,, and sets win = ‘SIG’ [using 75 steps|. Note that this is Case 2 of Fig-
ure 1. In both cases the prover now has information which will allow it to successfully run
the WI proof of Steps P,V7.2.x.

e When the prover obtains the first message of the UAKComlg(rQ) of Steps V,P4.x (i.e., the
commitment ¢, = Coms(h(r2))) it lets ta store the current time.

e When the simulated prover gets to the start of the “committed” universal argument (Steps P,V6.x),
if win # ‘none’ then it just uses “junk” commitments in this part. It then uses its win strat-
egy to continue and finish the WI proof. If win = ‘none’ then the simulated prover does the
following: (note that in this case we are in Case 3 of Figure 1)

1. For s = 1,2 do the following:

(a) The prover obtains for each j € [m] \ {i}, VHP;,;, = Cont(j,t;). Note that all of
these are polynomial-time and polynomial-size algorithms. Thus, the advice needed
for all of them together is less than m - poly(k) < (Tp)?. Note that the procedure
Cont is described below.

(b) It then uses vS[ts] to obtain the residual VHV algorithm at time ¢;. Note that
the residual verifier’s running time is bounded by poly(77.1) and its description is
bounded by ¢, 4 poly (k).

(c) Note that the advice needed to describe these residual algorithms is bounded by
E/s + O(TO.I)-
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(d) It combines all the algorithms described in (a) and (b) above with the adversary’s
algorithm to obtain a stand-alone prover algorithm P, for the universal argument
of knowledge of slot s.%6

(e) It lets II, be the probabilistic program that on the empty input does the following:

— Let p=1/(Toe)’-

— Use the knowledge extractor of the universal argument to obtain from P, the
string r* that is compatible with the hash given at the start of the universal
argument, with probability 1—pu, assuming that the probability that P, convinces
the universal argument verifier is at least p.

(f) Note that II, can be described with ¢, + O(Tp;) bits and its running time is
poly(1/p) - (m - poly(k) + poly(T1.1) < T1.2.

(g) Let II4 be the deterministic program that is obtained by derandomizing II, using a
pseudorandom generator for size 77 o, going over all options for the pseudorandom
generator’s seed, outputting rs and v such that Com(h(rs);v) = ¢, if such strings
are found. Under our assumption there exists such a generator with seed size <
log(T1.3(k)). Hence that IT, has the same description size as II and its running time
is poly (7T} 3) steps.

(h) If II5 does not output such a witness on the empty string then abort the simulation
and output ext-failure.

2. For every j € [bu], because (jo, VK] ) # (j,VKj), there is an s € {1,2} such that
ty < £; — M. Thus, we can use Il (whose size is 5 + o(M)) as a witness to run the
universal argument. Note that running the universal argument on a statement verifiable
in time poly (7} 3) will take us time < 717 4.

3. After the universal argument is finished it sets win = ‘UA’ and continues with the
simulation.

e By the time we get to the WIP of Steps P,V7.2.x, win is already different from ‘none’ and
prover has information that allows to finish successfully this step.

5.1.4 Description of Cont.

The procedure Cont takes as input a number i € [m] which identifies a simulated honest prover
VHP; and a time ¢. It retrieves from the common inputs and global variables the inner transcript up
to the point ¢, and the witness w for the statement proved by VHP;. It then returns a poly(k)-time
residual prover strategy VH P;+. This residual prover strategy is a true interactive algorithm in the
sense that it will not access any of the global variables and only use what is hardwired into it. The
procedure Cont runs in poly(k)-time. We’ll later prove that VH Pi+ is (T4, 1/Ty.6) indistinguishable
from the “real” simulated prover residual strategy VHP;; even if the distinguisher gets access to
the contents of all global variables at time t as an additional input.

Operation of Cont. To describe the operation of Cont, we can simply describe the residual
strategy VHP; ;. The residual strategy will be basically to use the witness-based outer prover

26The crucial point here is that none of these algorithm utilize the internal coins that VHP; uses during the execution
of the UA of slot s, in the session where VHP; plays the role of the verifier.
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strategy. That is, it will get as input the inner transcript of the i*” session up to point ¢ and the
witness for the statement proven in that session. Given the WBC-compiler we use, it is quite obvious
what VH P;: will do: continue from this point using only “junk” commitments for commitment
type messages, use the honest strategy for verification messages (which are stateless, and so can
be computed from the public transcript.), and use the witness instead of the actual message to
facilitate the WI proof.

5.2 Completeness of VSim

Recall that as we described VSim, there is a possibility that it will abort the computation and output
ext-failure.?” In this section we argue that this event only happens with negligible probability.

Lemma 5.1 (VSim is complete). The probability that VSim outputs ext-failure is at most 1/Ty¢.

Proof. The intuition behind this lemma is as follows: the only way that VSim outputs ext-failure
is if it fails to extract ry or ro from a universal argument given to it by the adversary in some
honest-prover session. Now, the only reason why the proof of knowledge of the universal argument
doesn’t immediately imply that this won’t happen is that for the purposes of extraction VSim
uses the witness-based strategy of the WBC compiler. However, because the success of the proof
is a polynomial-time (and so in particular a Ty-time) observable event, the stand-alone prover
constructed using witness-based continuation will have essentially the same success probability as
the prover obtained from the actual VSim simulation, and hence this witness-based prover can be
used just as well to extract r1 or ro. We now proceed with the formal proof.

Suppose, for the sake of contradiction, that VSim outputs ext-failure with probability at
least 1/Tp¢. Now, as mentioned above, the only places where VSim may abort is in the extraction
of the verifier’s challenges 1 and ro by one of the VHP;’s.

Let us order all the UAKCom’s done in the honest prover sessions by the timing of the last
message in that sub-protocol. Under our assumption, there exists ¢ € [m]| and s € {1,2} such
that with probability at least 1/(Tp - To.6) > 1/(To.6)? the extraction of 74 in the i" session is the
first extraction that fails in the simulation (i.e., the universal argument ends successfully when
simulating it for the first time, but extraction from it fails). This implies that there exists a prefix
7 of the simulation up until the time the universal argument of the Slot s in the i*" session starts,
such that if we continue the simulation from the prefix 7 then with probability at least 1/(Tp.¢)?
the following will hold simultaneously:

1. The virtual simulator will not output ext-failure before the last message of this proof is
sent.

2. The universal argument will finish successfully.

3. The virtual simulator will output ext-failure because of extraction failure in this universal
argument.

(7 contains both the transcript up to that point and the internal state of all parties up to that
point.)

2TWe note that the simulator does not abort in the case that a session ends because of the adversary’s “fault” (i.e.,
the adversary fails to successfully complete some sub-protocol). In this case, the simulator simply outputs the partial
transcript of the session.

30



Indeed, let Ha denote the transcript of the simulation starting from m until the point that
universal argument ends. Now let Hp denote this transcript where in all the cases the WBC
compiler is used by the simulated honest provers, we use a commitment to the witness of the
statement proven, instead of to a junk string. Note that both Ha and Hg are generated using
< Ty time and hence Hp and Hp are Ty-indistinguishable.

Now, we let Hc denote the transcript where whenever some virtual honest prover sends as
part of the WBC compiler Comy(w)Comy(m), it uses the first option (proving that w is a witness
) rather than the second option (proving that m is valid) in the WI system.?® Clearly Hg and Hc
are Tj-indistinguishable by the WI property.

We now define Hp to be the hybrid where all commitments of type Comy(m) sent by the virtual
honest provers are commitments to “junk”. Since we no longer use the coins used in generating
these commitments, Hp is Ty-indistinguishable from H¢.?

Now, by T} indistinguishability, we claim that with probability at least 1/(Tp¢)% — 1/Ty >
1/2(Ty.6)? the following will hold simultaneously in Hp:

e The virtual simulator will not output ext-failure before the last message of this proof is
sent.

e The universal argument will finish successfully.

However, the only difference between Hp and the transcript of a simulation where all virtual
honest provers use a witness-based continuation is that in a witness-based continuation we never
output ext-failure. Therefore, also in the latter case the universal argument will finish success-
fully with probability at least 1/2(Tp.6)%. Now consider the prover algorithm P, for the universal
argument of this session that the virtual simulator obtains by combining all the witness based
continuations from 7 and the residual honest verifier continued from 7. This means that P, will
convince the verifier to accept with probability at least 1/2(Tp6)%? > 1/(Tp6)> and hence starting
from 7, the knowledge extractor will obtain a witness from this prover with probability at least
1 —(Tp6)?, and hence will output ext-failure with probability less than 1/2(Tp6)?, contradicting
Property 3 of the prefix m as stated above.

O

5.3 Ts-Indistinguishability of VSim

In this section, we will argue that the simulations produced by Sim and VSim are (T5,1/Tp5)-
indistinguishable®?. Note that it will be important to have indistinguishability against adversaries
that are much stronger than Ty, because we will need to argue that even an adversary that can break
the commitment c¢,;; = Comy(w), where w is the witness, cannot distinguish between simulations.
We will use this fact later to argue that simulation-soundness for VSim implies simulation-soundness
for Sim.

The indistinguishability argument will be through a series of hybrids. These hybrids will employ
rewinding strategies; this means we will take care to ensure problems of efficiency in concurrent

28Note that m is always valid in the simulation, since if the simulator can’t come up with a valid m it simply
outputs ext-failure and does not go through with the WBC compiler.

29 Actually later commitments may depend on the coins used by the earlier commitments. Thus, to move from He
to Hp we change these commitments to junk one by one, starting from the last commitment sent.

30 Again, the proof in this section can easily be translated to the language of the UC framework.
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simulation do not arise.?!

Our overall strategy is to use zero-knowledge simulation only as an
intermediary between straight-line simulation hybrids, so that the rewinding deals with only a
single protocol execution. In this way, our hybrid simulators will never need to deal with the
interaction between rewinding the adversary in one session and the rewinding of the adversary in

another session. We call this the technique of intermediate rewinding hybrids.

Lemma 5.2 (T5-indistinguishability of VSim and Sim). The outputs of Sim and VSim are (T5,1/Ty.5)-
indistinguishable.

Proof. Recall that in our setting, the adversary is only involved in a single session in which the
adversary plays the role of Prover, and the simulator plays the role of Verifier. All other history
and state information is given as nonuniform advice to the adversary.

We will maintain the invariant that all our hybrids will run in time polynomial in Ty 5, which is
sufficient time to break B,.q and extract the witness from the single session in which the adversary
plays the role of the prover. Therefore, for sake of arguing indistinguishability, if these hybrids are
used as subroutines within a poly(75) procedure, this would yield another poly(75) procedure.

We note that because we need indistinguishability against strong adversaries, what we’ll prove
is the (T5,1/Ty5) indistinguishability of the inner transcripts, which makes sense, since the outer
prover strategy of VSim and Sim is identical (namely, the relaying strategy).

The inputs to all hybrids will be the same as the inputs to VSim. Let Hy = Sim.

Let m < Tj be the maximum number of sessions in which the adversary plays the role of Verifier
and the simulator plays the role of Prover.

5.3.1 Moving to simulation of VHV.

Using long r; and 2. The only difference between the simulations of the honest verifier in VSim
and Sim is that in VSim, the simulated honest verifier uses the UAKCom protocol to commit to
random strings of super-polynomial length.

So we define a hybrid Hg /; that is identical to Ha except that the simulator uses the (rewinding/non-
BB) ZK simulator for the ZK Universal Argument of Knowledge for r;. The (75, 1/T5)-indistinguishability
of Hp from Hpg follows from the ZK property as follows: We construct a Ts-time verifier V' to
play the role of a verifier in the stand-alone ZK Universal Argument of Knowledge. This verifier
V' internally runs the Ha simulation of all parties except for the prover’s role in the ZK Universal
Argument of Knowledge (recall that the simulated verifier plays the prover in this argument). It
is crucial to note that this simulation does not need to record the internal state of the simulated
verifier during this argument to carry out the rest of the simulation. Therefore V' is independent of
the internal state of the prover in the universal argument, and so a valid stand-alone verifier. Hence,
if there were a TE? M) _time distinguisher for Hg and H,, it would yield a T5O M_time distinguisher
for the ZK property of the universal argument with the same distinguishing probability.

Similarly, we may define a hybrid Hc that is identical to Hp except that the simulator uses the
ZK simulator for the ZK Universal Argument of Knowledge for ro. Note that the ZK simulation for
ro9 is disjoint from the simulation for 1. The (75, 1/T5)-indistinguishability of Hc and Hp follows
from an identical argument to the above.

31 Actually, we will use non-black-box simulation instead of rewinding-based simulation, because we use the protocol
of [Bar01]. However, once the code of the adversary is given to the simulator, non-black-simulation is only easier
than rewinding, and thus the intuitions we have on when rewinding work still hold.
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Then we define hybrid Hp that is identical to Hg except that the simulator commits using
Comj to the hash under A of random strings r1 and 79 of length E}O and E?O respectively, where these
lengths are defined according to the rules of VSim. Note that the lengths of these strings are still
polynomial in Tj 1, and therefore the overall running time of the hybrid simulator is still polynomial
in Ty. Therefore the indistinguishability of Coms implies the (75, 1/75)-indistinguishability of Hp
and Hc.

We define hybrid Hg that is identical to Hp except that the simulator uses the honest prover
strategy to prove knowledge of r; and ry in the UAKCom protocol. Again the (75, 1/T5)-indistinguishability
of Hg and Hp follows from the ZK property of the Universal Argument, by the argument given
above for the indistinguishability of Hao and Hg. We note that hybrid Hg is now a straight-line
simulation.

This technique of intermediate rewinding hybrids is one that we will use repeatedly. In the
sequel, we will not explicitly go through all these hybrids, but go immediately to the end result.

5.3.2 Moving to simulation of VHP

Committing to valid signatures. We define hybrid Hg to be identical to Hg, except that all
sessions set ¢y, to be a commitment using Comy to o;, which is a signature using signing key SK
to the theorem z; being proved in the i’th session. By the security of the commitment scheme
Coms, it follows that hybrid Hy is (75, 1/7T5)-indistinguishable from Hg. Note also that Hy is a
straight-line simulation.

Breaking B.., when needed. Recall that VSim, for certain sessions, breaks B..,. We define
hybrid Hg to be identical to Hy except that in certain sessions, B.,, is broken, according to the
same criteria used by VSim. Again using the technique of intermediate rewinding hybrids above,
we obtain that hybrid Hg is (75, 1/75)-indistinguishable from Hg. The crucial observation that is
needed to make this work is that no other party has access to the internal state a virtual prover
VHP; uses during the execution of the zero-knowledge argument of B.,,.

Satisfying ‘UA’ when needed. We define hybrid Hy to be identical to Hg except that it
follows the strategy given in the description of VSim to decide for which sessions to commit to a
valid universal argument for the statement ‘UA’. Lemma 4.2 shows that with probability at least
1—(1/Tb6), and in time poly(77.5), the hybrid simulator can produce a valid universal argument for
the ‘UA’ condition (otherwise it outputs ext-failure in which case Hy halts). This procedure uses
rewinding, but it will be very important to us later that the rewinded sessions are simulated using
witness-based continuation. Note that since every message of the committed Universal Argument
is committed using Coms, we obtain the (75, 1/ 5)-indistinguishability of hybrids Hy and Hg.

Using other success conditions in WIP. We are almost ready to compare our hybrid with
VSim. Now the only difference between hybrid Hy and VSim is that Hyy still always breaks B,,.q and
uses the ‘BFOP’ condition to complete the final Witness-Indistinguishable Proof (WIP), whereas
VSim sometimes does not break B, and it uses multiple conditions in the WIP. Note however that
these same conditions are true in hybrid Hyy, though it just does not use them.

So, we first consider a hybrid Hy that is identical to Hy, except that in the final WIP, for every
session, hybrid Hy uses the same conditions for success that VSim would. Therefore, by the WI
property of the WIP, we have that hybrid Hy is (75, 1/7T5)-indistinguishable from Hpg.
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Eliminating unnecessary breakings of By, Finally, we construct our final hybrid Hy = VSim,
in which B,,4 is not broken in certain sessions, according to the rules of VSim. The (T5,1/T5)-
indistinguishability of Hy and Hj follows using the same arguments (the technique of intermediate
rewinding hybrids) used to show the indistinguishability of hybrids Hg and Hg. Here, when arguing
indistinguishability based on ZK, in order to build a stand-alone verifier V’, we must observe that
even though certain B, sessions that need to be modified in this hybrid may overlap with Slot
2, which may need to be “rewound” in order to generate valid Committed Universal Arguments
for use in other sessions, this rewinding is done using witness-based continuation, and therefore is
independent of the stand-alone prover’s internal state. Note that V'’ can incorporate knowledge of
r1 and ro and the randomness used to produce Universal Arguments of Knowledge of these strings,
because all this information is only Tg 1(1) in length, and our V' is a Ty-size circuit.
Thus, we obtain the result that the outputs of Sim and VSim are (75, 1/7Ty 5)-indistinguishable.
O

5.4 Simulation-Soundness of VSim

In this section we prove that VSim satisfies the simulation-soundness property. Namely, we prove
the following lemma:

Lemma 5.3 (Simulation-soundness of VSim). The probability that in the transcript output by VSim
all the following three conditions hold simultaneously:

1. The verifier of the honest-verifier session accepts the proof.

2. The statement x' proven in the honest-verifier session is distinct from all statements proven
in the other sessions.

3. None of the Ty-secure commitment in the interaction contains a witness to the fact that ¥’ € L.

is less than 1/Tj 5.

We note that Lemma 5.3 also implies that Protocol X" satisfies the standard (non-simulation)
soundness property. This is because standard soundness follows from applying the simulation
soundness property to an adversary that ignores everything that happens outside of the honest
verifier session.

We prove Lemma 5.3 by proving the following sequence of propositions:

Proposition 5.4 ([BFOP] false in HV session). The probability that in the transcript output by
VSim both following conditions hold is at most 1/T5:

o The simulated verifier VHV accepts the proof given by the adversary in the honest verifier

S€e8810MN.

and

e The condition [BFOP] of the honest verifier holds (i.e., if we let y be the first message and
Com(r) be the second message of the sub-protocol Bi.. of the honest verifier session, then
y = OWF(r))

and
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o The witness-based continuation of B4 in the honest verifier session does not contain a com-
maitment to a witness.

Proof. Suppose otherwise. Fix a “typical” partial transcript 7= of the history up to the point the
simulated honest verifier VHV sends the first message of B,.4 (i.e., y = OWF3(r)) to the prover,
such that with at least 1/T3 probability if we continue the simulation from 7 then all three events
mentioned above will occur. We let s = s() be all the internal states of all simulated parties until
that point. Note that ||, |s| < poly(Tp). Now, since during the entire execution of this instance of
By, (i-e., the “unsafe” period) the simulator VSim always uses < T g computational steps, we get
that there exists a T g-size adversary that with probability > 1/73 finishes this By, successfully
with its second message containing Com(r’) with OWF(r’) = y and without the commitment in the
WBC part containing a witness. This means that conditioning on the event (that happens with
at least 1/T3 probability) that the second message contains such a successful commitment, and
we still have 1/T3 probability that the proof will finish successfully without containing a witness.
This means that with probability at least 1/7T3 if we continue the execution up to the point where
Comy(m), Comy are sent it will be the case that m is a valid message and there is still 1/73
probability that the WIPOK of the WBC continuation will finish successfully. In such a case we
can extract m in poly(73) time, and repeating this entire procedure poly(73) time we can obtain
enough messages m to extract r’ thus inverting OWF3 with poly(75) time and contradicting its
security. O

Proposition 5.5 ([SIG] false in HV session: part 1). The probability that in the transcript output
by VSim, it holds that:

1. VK =VK'

2. The statement =’ proven in the honest verifier session is distinct from all statements proven
in honest provers session.

/

3. The condition [SIG] holds in the honest verifier session (in particular, the commitment cl,

contains a valid signature for z’).

is at most 1/Tg.

Proof. The entire simulation(even considering breaking of BFOP) takes less than T3 steps, and since
breaking ¢/, takes < Ty steps, if the proposition was false we’d get a < Tg-size forging algorithm
for the signature scheme with > 1/Tg success probability. O

Proposition 5.6 ([SIG] false in HV session: part 2). The probability that in the transcript output
by VSim, it holds that:

1. VK #VK'
2. The condition [SIG] holds in the honest verifier session (in particular, B.., is broke.).

3. The witness-based continuation of B.., in the honest verifier session does not contain a com-
mitment to a witness.

is at most 1/T5.
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Proof. If VK # VK’ then we never break an “unsafe” B, or By.,s, and never use more than
Th.9-time during the unsafe period. This means that in the same way as in Proposition 5.4, B,
cannot be broken in this case. ]

Proposition 5.7 ([UA] false in HV session). The probability that in the transcript output by VSim
the condition [UA] holds in the honest verifier session (i.e., the decommitted universal argument
transcript is an accepting proof for [KOLM] is at most 1/T5.

Proof. First note that for the particular v} and r, chosen by the VSim verifier, with very high
probability (i.e., at least 1 — 27%+2) their Kolmogorov complexity is more than ¢, — k and ¢, — k
respectively. Now, suppose otherwise that the statement [UA] holds with probability at least 1/T5.
Let 7 be a partial transcript of all simulation up to the point the universal argument starts, and
let sp = sp(m) be the internal state of the simulated honest provers (and not the verifier) up to this
point. We claim that if the probability that [UA] holds in a continuation of 7 is at least 1/7%5 then
we have a time T5 5 algorithm that with advice m,sp outputs a witness to the statement [KOLM].
We do that by simply considering a T3 5-time standalone prover for the universal argument that
with advice m,sp combines all the simulated honest provers and the adversary into one, and breaks
the level 5 commitments we use to commit to the universal argument. The reason this adversary
does not need to use the honest verifier’s internal state is that the universal argument is a public-
coin protocol and hence the honest verifier does not need any internal state to continue it. We then
use the knowledge extractor of the universal argument to extract a witness from this standalone
prover algorithm.

The witness for [KOLM] contains in particular two strings 7; and 7 such that for s = 1,2, 7
is consistent with the commitment ¢/, and for every j € [fy], either the Kolmogorov complexity of
71 is at most Ejl — k or the Kolmogorov complexity of 7o — k is at most 632. — k. For j = jo (the index
chosen by the verifier VSim) we have that because the commitment ¢]_is perfectly binding, there
is an s € {1,2} such that the Kolmogorov complexity of 75 is at most ¢, — k but h(7s) = h(r}),
where 77 is the string the verifier chose.

However, with probability > 1 — 27% the Kolmogorov complexity of 7, which was chosen at
random in {0, 1}% is larger than ¢, —k. Hence we get that r, # 7, but h(r,) = h(7s). Combining this
and considering that the simulated honest verifier chooses the hash at random from the collection

(1)

Hashg, we obtain a T5O algorithm for obtaining collisions for h, contradicting its Tg-security.

O

Proposition 5.8 (WIP is sound). The probability that in the honest verifier’s session the verifier
accepts the WIP of Steps P,V7.2.x but the statement proven is false is at most 27,

Proof. The WIP is statistically sound against computationally unbounded adversary. The simulator
VSim does not rewind the honest verifier at this point, nor does it use the verifier’s internal state
at this point. (In fact, because WIP is public-coins, the verifier doesn’t really have an internal state
at this point.) O

It is not hard to verify that Propositions 5.4, 5.5, 5.6, 5.7 and 5.8 together imply Lemma 5.3. [

6 Construction of a Concurrently Secure Multi-Party Protocol

In this section, we describe how our protocol and the analysis thereof can be used to build a
protocol for secure multi-party computation, with quasi-polynomial simulation. We build upon

36



the work of [cLOS02]. In [CLOS02], it is shown how to UC-realize any polynomial-time functionality
(based on standard hardness assumptions) in the UC framework of [Caxoos], but using a trusted
setup assumption. However, this assumption is only used to UC-realize the Fzk functionality. The
remainder of the construction does not rely on the trusted setup assumption, and instead builds
on the Fzk-hybrid model. The Fzk-hybrid model is a model in which all parties have access to
polynomially many ideal zero-knowledge functionalities. Equivalently, one can describe this model
as one where all parties have access to a single instance of the ideal functionality Fzx for an NP-
complete language like SAT; Fzk is a multi-session multiple-use version of the ideal zero knowledge
functionality. Below, when we refer to the ﬁZK—hybrid model, we refer to the model with common
access by all parties to a single instance of the Frx functionality.?> The session ID we call sid is
sufficient to identify different calls to the functionality.) The Fzk functionality is shown in Figure 2
below.

Functionality .’/f'ZK

Functionality Frk proceeds as follows, interacting with parties Py, ..., P, and an adversary S:

e Upon receiving (ZK, sid, P;, Pj,y,w) from P;: If w is a satisfying assignment for the SAT
formula y then send the message (ZK, sid, P;, Pj,y) to P; and S (unless such a message was
already sent before). Otherwise, ignore the message.

Figure 2: The multiple-use multi-session version of Fzk

We first note that the constructions of [cLOS02] can be applied to adversaries and environments
that are stronger than polynomial-time simply by growing the security parameter and assuming
that the hardness assumptions hold against stronger adversaries. In particular, we will instantiate

. o(1)
these protocols to work against T
proven by [CLOs02]:

adversaries. So, we use the following version of the theorem

Theorem 6.1. [cLOS02| Assume that (enhanced) trapdoor permutations secure against Tf(l)-sized
circuits exist. Then, for any well-formed multi-party ideal functionality F, there exists a non-trivial

(1)

protocol that UC-realizes F in the ]:"ZK—hybm'd model in the presence of malicious, static T40 -time

adversaries and environments (with polynomial simulation overhead).

Our aim is to show that Protocol X UC-realizes the ]:"ZK functionality with T} 5 simulation
overhead. Combined with Theorem 6.1, this will yield the result we desire. Note that we do
not need to invoke the UC theorem on the Fzk functionality, because only one instance of this
functionality is needed.

We note that alternatively, we could show this result in the Angel-based model of [Pso4], and
thereby obtain a UC theorem for our protocol. But we choose to give a direct analysis that we
obtain Fzk in order for our analysis to remain as self-contained as possible.

Thus we will show:

32Note that, because we have only a single instance of the Frx functionality, we have done away with the ssid
session ID’s that were present in the Fzk functionality defined in [CLOS02], which were needed there for technical
reasons.
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Theorem 6.2. Assume that collision-resistant hash function families secure against subexponential
circuits exist. Then Protocol X (using as the statement x to be proven the tuple “(ZK,sid, P;, Pj,y)”
taken from the input to the Fzx functionality) UC-realizes the Frx functionality agamst TO time
static adversaries and environments, with Ty s-time ideal adversaries.

Combining Theorems 6.1 and 6.2, we obtain:

Theorem 6.3. Assume that there exist collision-resistant hash function families secure against
subexponential (2¥ -sized for fized ¢ > 0) circuits exist. And that there exists kg k _strong (en-
hanced) trapdoor permutations (where ¢ = c(¢) is some constant). Let Ty(k) = k'°8* (and hence
T;(k) = glog & for some function f(-)). Then, for any well-formed multi-party ideal functionality
F, there exists a non-trivial protocol that UC-realizes F in the presence of malicious, static Ty-time

O(1)

adversaries and environments, with T, 5"’ -time ideal adversaries.
We now proceed to the proof of Theorem 6.2.

Proof. Let A be a malicious static®® adversary running in time Ty. We construct an ideal process
adversary S with access to .7:"ZK, which simulates a real execution of Protocol Xwith A such that
no Tp-time environment Z can distinguish the ideal process with S and -7:—ZK from a real execution
of Protocol Xwith A.

Recall that S interacts with the ideal functionality ]:'ZK and with the environment Z. The
ideal adversary S starts by invoking a copy of A and running a simulated interaction of A with
the environment Z and parties running the protocol. (We refer to the interaction of S in the
ideal process as external interaction. The interaction of S with the simulated A is called internal
interaction.)

In the next section, we give a description of the simulator S.

6.1 Description of S

Informally, the simulator S proceeds by following the strategy for Sim described above — that is,
breaking Bi.. when simulating proofs; and breaking the Comy commitments to the witness in order
to extract witnesses from adversarially given proofs. We describe this more formally below:

Initialization The simulator S initially runs the signature scheme key generation algorithm to
obtain a pair (V K, SK). Note that the simulator S will actually never make use of the signing key
SK. This is introduced here only for technical reasons. S uses the same set of corrupted parties

as A.

Simulating communication with Z. Every input value that S receives from Z is written on
the input tape of A (as if coming from A’s environment). Likewise, every output value written by
A on its own output tape is copied to S’s output tape (to be read by the environment Z).

33Note that this proof is given for static adversaries, but we later sketch how to extend this analysis to adaptive
adversaries.
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Simulating “ZK” activations where the prover is not corrupted. In the ideal process,
when an honest prover P; receives an input (ZK, sid, P;, Pj,y,w) from the environment Z, then
P; writes this message on its outgoing communication tape for Fzk. Recall that by convention,
the (ZK, sid, P;, Pj,y) part of this message (i.e. everything but the witness) is public and can be
read by S. Now, upon seeing that P; writes a “ZK” message for Fzk, the simulator S initiates a
simulation (described below) of a real party P; interacting with another real (possibly corrupt) party
P; executing Protocol X', with the statement x = “(ZK, sid, P;, Pj,y)”. We note that if P; is not
corrupted, S simulates the messages of P; acting exactly as an honest verifier following Protocol X'.
If P; is corrupted, then its messages come from A. Note that S will only allow delivery of P;’s
message in the ideal process to Fyx, and the delivery of FzK’s message to Pj, if the simulation ends
with P; accepting the simulated proof.

The simulator follows the honest prover protocol when simulating P;, except in the inner pro-
tocol, it deviates from the honest prover as follows: (1) It computes and sends ¢y« = Comy(V K)
instead of using 0. (2) It acts as the honest prover until it reaches the B,,q4 subprotocol. When
P; receives the challenge y = OWF3(r), the simulator (running in 73 5-time) inverts OWF (which
we assume to be a permutation) to recover r. Then P; sends Coms(r) to Pj, and provides a proof of
knowledge of r according to the honest prover strategy in the ZK argument of knowledge for B,...
(3) The simulator then reverts to an honest simulation of P;, until it reaches the commitment to
the witness. At this point, P; sends Comy(0%t) instead of the commitment to the witness (which
S does not have). (4) Finally, in the final WI Proof, the simulated P; uses the ‘BFOP’ condition
to complete the proof.

Simulating “ZK” activations when the prover is corrupted. When A, controlling cor-
rupted party P;, delivers a ZK message x="“(ZK, sid, P;, Pj,y)” to an uncorrupted party P; in
the internal (simulated) interaction, then S works as follows. S simulates the verifier by exactly
following the honest verifier strategy. If the protocol ends successfully, then S examines all places
in the protocol transcript where the prover used Comy to commit to a string. Because S runs in
time T} 1, it can break each of these commitments. It checks to see if any of these strings is a valid
witness for the statement y (i.e. a satisfying assignment to y). If any one (chosen arbitrarily) of
these strings w is a valid witness, then S forces party P; to send “(ZK, sid, P;, Pj,y,w)” to ]:_ZK,
and delivers Fzk’s response to P;. If none of these strings is a valid witness, and yet the adversary
succeeds in convincing the honest verifier, then S halts and outputs ss-failure.

We note that the above simulation is a straight-line simulation that does not require rewinding
any party’s state. Therefore, if multiple sessions are interleaved, the simulation proceeds exactly
as described above, independently for each session.

We next proceed to the indistinguishability proof.

6.2 Indistinguishability

We now prove that Z cannot distinguish an interaction of (multiple concurrent calls to) Protocol Xwith
A, from an interaction in the ideal process with Fzx and S. In order to show this, we examine
several hybrid experiments. Note that we assume without loss of generality that both A and Z are
deterministic.

Let hybrid Ha be the simulated interaction described above. We define the output of this
hybrid to be the transcript of the “internal” simulated interaction with A. Note that this is enough
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to compute the output of the environment Z. Note that the running time of Hp is less than T} 1,
where the most time-consuming step is the extraction of the witness.

Simulation Soundness: Correctness of extraction. We first make use of the simulation
soundness condition to show that the simulated “witness extraction” succeeds with overwhelming
probability:

Let Hp be the “simulated interaction” above, but with the following differences: In this hybrid,
we replace the ideal functionality Fzx with one that does not require witnesses to be provided by
corrupted parties in the ideal execution. That is, the if the ideal functionality receives the message
(ZK, sid, P;, Pj,y) from party P; — and P; is corrupted — then it simply forwards the message to
P; without verifying anything. Furthermore, in this hybrid, when the party F; is corrupted and
attempts to prove z =(ZK, sid, P;, Pj,y) to Pj, then the simulator simply checks if the protocol
succeeds, and if so, it forwards the message to the modified ideal functionality. Note that the
running time of Hyg is less than T35, where the most time-consuming step is the breaking of
Bi.a- (That is, because Hg does not invoke the witness extracting procedure, its running time is
significantly smaller than the running time of Hy ).

We now argue that Ha and Hy are statistically indistinguishable. Without loss of generality,
we may assume that the adversary A and the environment Z are deterministic. Thus, the only
use of randomness arises in the simulation. We also note, for use later, that simulated verifiers use
independent randomness (because they behave according to the honest verifier protocol.). Thus,
we may define Ha (r) and Hg(r) to be the outputs of the hybrids when randomness 7 is used in
the simulation. We note that for any r, we have that Ha (r) is always a prefix of Hg(r), and they
are not equal only if the simulator halts and outputs ss-failure in Ha (7). We want to show that
this happens with probability less than 1/7p 5.

We will show that if the probability p that the simulator halts and outputs ss-failure is larger
than 1/T} 5, then this will contradict Lemma 5.3.

Let m < Ty be the maximum number of sessions in which the adversary plays the role of the
prover.

We consider the following experiment E(r): Using randomness r, both Ha(r) and Hgp(r)
are computed. If the outputs are equal, E outputs “none”. Otherwise E outputs the number ¢
corresponding to this first session in which Ha (7) fails and outputs ss-failure (because it fails
to extract a witness).

We define p; to the probability over r that E(r) outputs i. Note that ¥;p; = p. Therefore there
exists some number j such that p; > p/T.

We define a new hybrid Ha/ (which comes “in between” hybrids Ha and Hgp) as follows: It
is the same as Hp, except that in the j’'th session where the adversary plays the role of prover,
the simulator acts as S does in Ha, namely it breaks the Coms commitments made during the
7’th session in order to recover a witness for the statement being proven. If such a witness is not
recovered, then the simulation halts with output ss-failure. Note that for all sessions ¢ # j
where the adversary plays the role of prover, Ha: does not use the witness extraction procedure,
but just uses the honest verifier strategy. The important property of H: is that if we let p’ to be
the probability that Ha/ halts and outputs ss-failure, then we have p’ > p; > p/Ty. We note
that the running time of H 5- is at most T35 for sessions ¢ # j and at most Ty 5 for simulating the
4t session.

We next define a hybrid Ha» (used only for this proof) which is identical to Ha/, except that is
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uses the VSim simulation strategies as follows: All sessions in which the adversary acts as verifier are
simulated using VHP, but only the j'th session where the adversary acts as the prover is simulated
using VHV. In this session, the simulation also halts and outputs ss-failure if none of the Comy
commitments are to a valid witness. All other sessions where the adversary acts as the prover are
simulated by using the honest verifier strategy. We observe that all activity in Ha~ outside of the
VSim simulations can be computed in time polynomial in Ty. Like Ha:, that the running time of
H o~ is at most T35 for sessions i # j and at most Ty 5 for simulating the j** session. Let p” be the
probability that Ha~ halts with an output of ss-failure.

Then, by Lemma 5.2 (strong indistinguishability of Sim and VSim), we have that p’ < p” +
1/T3;. But by Lemma 5.3 (simulation soundness of VSim) and the naming conventions we use for
statements, we know that p” < 1/Tj 5.

Therefore, p < 2Tp/ T02. 5 < 1/Tp5, and we have that hybrids Ha and Hp are 1/Tj 5-statistically
indistinguishable.

Indistinguishability of prover simulation. We next move to a sequence of hybrids showing
that the simulation of uncorrupted provers is good. We will first move from Hp to a situation
where the witnesses are used in all uncorrupted prover sessions.

We first define hybrid He as identical to Hp, except that the honest provers in simulation
replace the commitment c,;, = Comy(0%t) with a commitment c,, = Comy(w), where w is the
witness to the statement being proven in that session. Because both hybrids run in time 755, a
standard hybrid argument shows that Hg and H¢ are (7}, 1/7y)-indistinguishable.

Let hybrid Hp be identical to H¢, except that in all sessions with honest provers, the proving
party switches to using the ‘WIT’ condition to complete the final WI proof. A standard hybrid
argument based on the WI property of the WI proof shows that Hec and Hp are (75,1/T5)-
indistinguishable, since both hybrids run in time 73 5.

We next define a series of hybrids that we will analyze using the technique of intermediate
rewinding hybrids, introduced in Section 5.3. The goal of these hybrids is to switch the behavior
of the honest provers in Hp to stop breaking B,,4. The problem with this switch is that we first
need to switch to using the (rewinding) ZK simulator for the proof of knowledge within the B,
protocol. If we did this for all sessions, we could end up interleaved rewindings that could cause
an unacceptable increase in the running time of the hybrid experiment. Therefore, we only switch
to one ZK simulator at a time, thus maintaining a good enough running time.

Let m < Tj be the maximum number of sessions in which the adversary plays the role of Verifier
and an honest party plays the role of Prover.

We consider a sequence of hybrids, for each i € [1,m], called Hg/;, Hg/;, and Hg/;. The
“order” of these hybrids will be Hg/1, Hr/1, Hg/1, Hg/2, Hp/2, Hg /2, Hg/3, . - -, Hg/m. We will
maintain the invariant that Hg /; will be a straight-line execution for all i € [1,m].

Hybrid Hg/; is identical to the previous hybrid (that is Hp in the case of Hg/y ), except that
in the ¢’th session where an honest party P plays the prover when interacting in Protocol &X', the
party P will switch from giving a proper ZK proof of knowledge for Comy(r’ = r) inside the Bi,q
subprotocol, to giving a (rewinding-based) ZK simulated proof instead. We argue that hybrid Hg ;
is (15, 1/T5)-indistinguishable from the previous hybrid as follows: We construct a T3 5-time verifier
V' to play the role of a verifier in the stand-alone ZK proof of knowledge. This verifier V’ internally
runs the previous hybrid execution for all parties except for the prover role of P in the ZK proof
of knowledge. We observe that as such, V' is a valid stand-alone verifier. Hence, if there were a
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T40 M_time distinguisher for Hg ; and the previous hybrid, it would yield a Tf M _time distinguisher
for the ZK property of the ZK proof with the same distinguishing probability.

Hybrid Hp; is identical to Hg;, except that in the i’th session, in the Bi,4 subprotocol, the
experiment stops breaking the verifier’s challenge y = OWF3(r), and the response commitment
Coms () will be replaced by Coms(0%Wrs). (Recall that we assume OWF is a permutation.) By the
indistinguishability property of Comy, and the fact that all hybrids run in time less than T35 we
have that Hg; is (75, 1/75)-indistinguishable from Hg;.

Finally, Hg/; is identical to Hp/;, except that in the ’th session, the simulation of ZK proof
of knowledge for Coms(0°WFs) is replaced with an honest ZK proof of knowledge. Again, we have
that Hg; is (T5,1/T5)-indistinguishable from Hyp /i by the ZK property, using the same argument
as above. Note also that hybrid Hg/; is a straight-line execution (i.e. it has no rewinding), as
promised.

We note that hybrid Hg/y can be implemented in time only polynomial in 7p. The only
difference remaining between the environment’s view of Hg/p, and the real world interaction is
that in the real world, cyx is Com4(0%«). Thus, the (Ty, 1/Ty)-indistinguishability of Hg /m and the
real world interaction follows from a standard hybrid argument based on the indistinguishability of
the commitment scheme, and the fact that both hybrid Hg/y, and the real world interaction are
implementable in time polynomial in Tj.

With this, the theorem is established. ]

7 Security against Adaptive Adversaries

In this section, we sketch how to obtain security against adaptive adversaries for our zero knowledge
protocol, which immediately implies such security for secure multi-party computation using the
results of [cLOs02]. For adaptive security, we will assume the existence of one-way permutations
secure against subexponential adversaries.

The high-level idea is that the Witness-Based Continuation (WBC) property almost gives us
adaptive security automatically: When a proving party is corrupted, we could explain all previous
messages using the witness in the witness-based continuation. (Note that simulated verifiers act
honestly, so there is no need to “explain” their behavior.) The only problem with this approach
is that the WI proof involved in WBC compiler is not secure against adaptive adversaries: If one
gives a WI proof that either X is true or Y is true, using a witness for X, then there is no generic
way to explain that proof using a witness for Y.

We alleviate this technical problem using ideas introduced in [cLOSo02]. Instead of giving a
standard WI proof inside the WBC compiler, we construct a specialized proof system. We first
recall some concepts from [CLOS02]:

Underlying standard commitment. The basic underlying commitment scheme Comj is the
standard non-interactive commitment scheme based on a one-way permutation f (that is T5-
secure) and a hard-core predicate b of f. That is, in order to commit to a bit o, one computes
Coms(a) = (f(Uyg),b(Ug) @ o), where Uy, is the uniform distribution over {0,1}*. Note that Coms
is computationally secret, and produces pseudorandom commitments: that is, the distributions
Comj(0), Coms(1), and Uy are computationally indistinguishable.

The Feige-Shamir Commitment Scheme. We briefly describe the Feige-Shamir trapdoor com-
mitment scheme [Fss89], which is based on the zero-knowledge proof for Hamiltonicity of Blum [Brus?].
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First, we fix a graph G (with ¢ nodes) with a Hamiltonian cycle. (We will specify the graph to be
used later.) Then, in order to commit to 0, the committer commits to a random permutation of
G using the underlying commitment scheme Com; (and decommits by revealing the entire graph
and the permutation). In order to commit to 1, the committer commits to a graph containing a
randomly labeled g-cycle only (and decommits by opening this cycle only). Note that the ability
to decommit to both 0 and 1 implies that the committer knows a Hamiltonian cycle in G. On the
other hand, given a Hamiltonian cycle in G, it is possible to generate commitments that are indis-
tinguishable from legal ones, and yet have the property that one can decommit to both a 0 and a 1.
Note that if the graph G is not hamiltonian, then this commitment scheme is a perfectly-binding
computationally-hiding scheme.

The modified graph-based commitment Com®. Our graph-based scheme, introduced in
[cLOS02], which we denote Com®, differs from the [Fsso] scheme above in the following way:

To commit to a 0, the sender picks a random permutation 7 of the nodes of G, and commits to
the entries of the adjacency matrix of the permuted graph one by one, using Coms. The sender also
commits (using Coms) to the permutation . These values are sent to the receiver as ¢ = Com®(0).
To decommit, the sender decommits to w and decommits to every entry of the adjacency matrix.
The receiver verifies that the graph it received is 7(G).

To commit to a 1, the sender chooses a randomly labeled g-cycle, and for all the entries in the
adjacency matrix corresponding to edges on the g-cycle, it uses Coms to commit to 1 values. For
all the other entries, including the commitment to the permutation =, it simply produces random
values from Ugyq (for which it does not know the decommitment!) These values are sent to the
received as ¢ = ComG(l). To decommit, the sender opens only the entries corresponding to the
randomly chosen ¢-cycle in the adjacency matrix.

This commitment scheme has the property of being computationally secret, i.e. the distributions
Com®(0) and Com%(1) are computationally indistinguishable for any graph G. Also, given the
opening of any commitment to both a 0 and 1, one can extract a Hamiltonian cycle in G. Finally,
as with the scheme of [Fsg9], given a Hamiltonian cycle in GG, one can generate commitments to 0
and then open those commitments to both 0 and 1.

Furthermore, here if the simulator has knowledge of a Hamiltonion cycle in G, it can also
produce a random tape for the sender explaining ¢ = ComG(O) as a commitment to both 0 and
1. If, upon corruption of the sender, the simulator has to demonstrate that ¢ is a commitment to
0 then all randomness is revealed. To demonstrate that ¢ was generated as a commitment to 1,
the simulator opens the commitments to the edges in the g-cycle and claims that all the unopened
commitments are merely uniformly chosen strings (rather than commitments to the rest of G).
This can be done since commitments produced by the underlying commitment scheme Comjs are
pseudorandom.

Modified Witness-Based Continuation Compiler. Recall that in the WBC Compiler, the
prover uses a weak commitment Comy to commit to its “inner” response ¢, = Comy(m). We will
change how the prover commits to the witness ¢,, (see below). It then proves a WI proof that either
the message m from ¢,, is a valid response in the inner protocol, or that the witness w from ¢, is
a good witness for x.

We will change the protocol as follows: We will still use ¢, = Coms(m). We then consider the
statement, that the message m from c,, is a valid response in the inner protocol, as an NP statement,
and use a canonical reduction to construct a graph G,,, such that any witness to the truth of this
statement can be mapped to some Hamiltonion cycle in Gy,. We then use ¢,, = Com;™ (w).
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We also canonically construct a graph G,, corresponding to the statement that there is a valid
opening message w for ¢, that is a valid witness for . We now use our graph based commitment
scheme Com®™ to provide a parallelized Blum proof of the Hamiltonicity of G,. Namely, the
following is done k times in parallel:

1. The prover uses Com%™ to commit to a randomly permuted adjacency matrix for G,.
2. The verifier responds with a single challenge bit b.

3. If b = 0, the prover provides the permutation and opens all commitments. If b = 1, the prover
opens only the entries corresponding to a Hamiltonian cycle in G,.

Note that this is still a statistically sound and (7%, 1/75)-indistinguishable WIl-system proving
that either Comy(w) contains a witness or Comy(m) contains a valid message.

We note that we have changed the honest prover’s strategy to always use the witness-based
outer prover strategy (although instead of sending commitments to “junk” messages it will just
send a random string of the appropriate length). The key observation is that a simulator can use
knowledge of a Hamiltonian cycle in Gy, (if m is a well-formed response in the inner protocol) to
provide responses to all queries in this protocol without knowing the witness (and therefore without
knowing a Hamiltonian cycle in Gy,) — this would be by always using Com%(0), and then opening
it to whatever is necessary. But by the explainability property of Com%, such a simulator could
also explain its actions by providing honest-looking randomness in the protocol above.

We omit the details here, but this suffices to establish security against adaptive adversaries,
without relying on erasures by honest parties.

8 Conclusions and future directions.

We presented a general feasibility result for secure multi-party computation in the general-concurrent
setting, under well-studied assumptions. In some sense, this work brings provable security closer
to practice, since the security properties, which are proven under standard assumptions, are strong
enough to model what happens in realistic networks. However, in terms of efficiency our construc-
tions leaves much room for improvement. Even though polynomial simulation is impossible, there
is also room for improvement on our protocol in terms of the simulation overhead. We hope that
the ideas presented here will prove useful in obtaining more practical protocols, which still can
be proven secure in the general concurrent setting under well-understood assumptions. An exam-
ple for such a problem is obtaining a practical fully concurrent and non-malleable commitment
scheme under such well-known number-theoretic assumptions such as the hardness of factoring or
the discrete logarithm problem.

On a technical level, we introduced a new technique for “condensing” protocols to achieve
stronger security. We believe this technique may have many other applications. In particular,
we believe there is hope for using such techniques to obtain a concurrent zero-knowledge protocol
using a constant number of communication rounds, with polynomial simulation overhead. Such a
protocol is known if we allow super-polynomial simulation, but it would be nice to obtain it using
polynomial simulation, since, unlike the case of general computation, super-polynomial simulation
does not seem necessary in this case.
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