University of California

Los Angeles

Robust Service Composition

A dissertation submitted in partial satisfaction
of the requirements for the degree

Doctor of Philosophy in Computer Science

by

Je rey M. Fischer

2008



¢ Copyright by
Je rey M. Fischer
2008



The dissertation of Je rey M. Fischer is approved.

Jens Palsberg

Todd Millstein

Uday Karmarkar

Rupak Majumdar, Committee Chair

University of California, Los Angeles
2008



For Qingning and Jason.



1

2

Table of Contents

(110 ¢0To [0701 1T0] o IS |

1.1 Contributions . . . . . . . . .. 10

Asynchronous programming @ :: ;oo 18

21 OVervIeW . . . . . 18
2.2 Example: programming withtasks . . . ... ... ... ... .. 23
23 FormalModel . . ... ... ... ... 30
2.4 Properties of CoreTaskJava programs . . . . . . .. .. ... ... 41

2.5 Translating CoreTaskJavato EventJava . . . . . ... .. .. .. 53

2.6 Implementation . .. .. .. ... ... .. ... o 61
27 CaseStudy . . ... .. . . ... 68
28 RelatedWork . . .. .. ... .. 71
2.9 Recap . . . . . e e 75
Consistency :::::::::::iiiiiiiiiiiiiiiiiiiinn 77

3.1 Overview . . . . . . 77
3.2 Examples . . . .. ... 86
3.3 ProcessCalculus . . .. ... ... ... ... . ... 97
3.4 SetConsistency . . . . . . . . . 104
3.5 Conversational Consistency . . . .. ... ... ... ....... 2
3.6 EXperiences . . . . . . . ... 137
37 CaseStudies . . . . . . . . . 141



3.8 Related Work . . . . . . . . .. 149

3.9 Recap . .. .. . . . e 154
Access policy interoperability A Ko )
4.1 OVEIVIEW . . . . o ot e e e e e e 156
42 Example . . . . ... 160
4.3 Semanticsof Roles . ... ... ... ... .. ... . ... ... . 167
4.4 Constraint-Based Inference . . . . . . . ... ... ... ... ... 7B
4.5 Services with Information Flow . . . ... ... ... .. ..... 18
4.6 EXPErienCeS . . . . . . i e 189
47 Relatedwork . ... ... . ... 200
4.8 Recap . . . . . o e 205
Secure composition ;oo niiin 206
51 Overview. . . . . . . 206
5.2 Monents . . . . ... 210
5.3 Security and composition . . . . ... ... oL 220
5.4 Information Flow Interfaces . . . . ... . ... ... .. ..... 20
5.5 Representing Monents . . . . . ... ... .. ... 226
5.6 Implementation . .. .. .. ... ... .. .. ... 235
57 Relatedwork . ... .. ... ... ... 238
58 Recap . . .. . . . . e 242
6 Conclusion and Future Work -2 1



6.1 Asynchronous Programming . . . . . .. .. ... ... ...... 243

6.2 CONSIStENCY . . . . . . . e 245
6.3 Relating Access Frameworks . . . . . ... .. .. ... ...... 246
6.4 Secure Composition . . . . . .. .. 248
6.5 Beyond Design Patterns . . . . ... .. .. ... ......... 250
References : : : :::: oo nn s n 1252

Vi



List of Figures

1.1 Example of enterprise applications . . . . . .. ... ... ....
1.2 Amazon's service oriented architecture (based on a gein [DHJO07])

1.3 Exampleofamashup .. ... ... ... ... ... ........

2.1 Implementation of an event-driven writer . . . . . . ... .. .. .
2.2 Implementation of the writer in TaskJava . . . . .. .. ... ...
2.3 Use of asynchronous methods in TaskJava . . ... .. ... ..
2.4 Subtyping rules for FJ,EJ,and CTJ . .. ... .........
2.5 ComputationrulesforFY . .. ... ... ... ... ... ...
2.6 CongruencerulesforFJ . .. .. ... ... ...........
2.7 Operational Semanticsof EJ . . ... ... ... ... ......
2.8 Operational Semantics of CTJ . . . ... ... ... .......
29 TypingrulesforFJY . .. ... ... . ... ... . .. ... ...
210 TypingrulesforEJ . . . . . .. . ...
2.11 Expression typing rulesforCTJ . . ... .. ... ... .....
2.12 Method, class, program, and blocked task typing rulesrfCTJ
2.13 Translation rules for CTJ . . . . .. .. .. .. .. ... .....

2.14 Code templates used by the CTJ to EJ transformation

3.1 Peers interactions for e-commerce example. . . . . .. .. ...
3.2 Conversation automata forexample . . . . . .. .. .. ... ...

3.3 BPEL implementation of store process in NetBeans . . . . ....

vii

7

55

56

92

95



3.4 Syntax of processcalculus . ... ... ... ... ... ...... 97
3.5 Trace semantics for core process language . .. ... ... ... 99
3.6 Inference rules for computing . . ... .. .. .. ........ 122
3.7 Computing pred SimpleOrder, ) for Example 4 . .. ... ... 123
3.8 Small-step operational semantics for core process laage 127
3.9 Structural congruence axioms . . . . ... ... 12
3.10 Order management proCessS . . . . . . v v v v v v v i e 141
4.1 Servicesused inourexamples . .. ... ... ... ... ..., 160
4.2 Services of example medical application . . . . . ... ... ... 161
4.3 Role Mappings . . . . . . . . e 164
4.4 Operational semantics for servicecalls . . ... ... ... ... 169
4.5 Example requiring relaxed suciency . . . . ... .. .. ... .. 178
4.6 Semantics for service calls with information ow (part)l . . . . . 181
4.7 Semantics for service calls with information ow (part® . . . . . 182
4.8 Arroleintegrationscenario . . .. .. .. ... ... 1®
4.9 Information ow graph for a service with operations . . . .. . . . 196
4.10 Graph of full OpenMRS case study . . . ... ... ........ 196
4.11 Patient subgraph of OpenMRS case study . . . .. .. ... ... 99
51 Themoviemonent . . .. ... ... ... ... ... ....... 211
5.2 Connections between elements of the movie monent . . . . . . 214
5.3 Modeling the elements ofamonent . . . ... ........... 227
5.4 Information ow relation foramonent . . .. ... ... ..... 29

viii



5.5 Relationships between tag elements . . . . .. ... ... ....
5.6 Compilation process . . . . . . .. . . . . .

5.7 The movie monent running on a Nokia N810 Internet Tablet . .

236



2.1

2.2

3.1

3.2

4.1

4.2

List of Tables

Syntax of F¥,EJ,and CTJ . .. ... ... ... ........ 29
TaskJava Web server performance testresults . . .. ... .... 70
Experimental results for set consistency verier . ... ... .. 137
Experimental results forBPELCheck . . .. ... ... ..... 147
Performance results foRoleMatcher . . . . . ... ... ... 189
Role mappings for OpenMRS case study . . . . ... .. ... .. 197



Acknowledgments

| would like to thank the following people:

Qingning, for all her support and encouragement,

Milos Ercegovac and Verra Morgan, for encouraging me to retuto UCLA

for my doctorate,

Rupak Majumdar, for his guidance in the world of academia,

the newly-hired professors in the UCLA software area: Eddiohler, Rupak
Majumdar, Todd Millstein, and Jens Palsberg, for their enthisiasm and
excellent classes,

my dissertation committee, for their feedback on this dissttion and sup-
port for my work,

the other students of the TERTL lab, for technical discussioes, humor, and
commiseration,

and to Jason, for providing a welcome distraction.

Collaborators  This dissertation is based on work that | have done with my

advisor and other collaborators. Speci cially:

Chapter 2 is based on joint work with Rupak Majumdar and Todd Nlistein

Chapter 3 is based on joint work with Rupak Majumdar and Franesco
Sorrentino

Chapter 4 is based on joint work with Rupak Majumdar

Chapter 5 is based on joint work with Ajay Chander that | perfemed while

a reseach intern at DoCoMo USA Labs

These collaborations were quite enjoyable and | gained mugtsight through

them.

Xi



Vita

1991 B.S. (Electrical Engineering), UCLA, Los Angeles, Gébrnia.
1993{1998 Principal Member of Technical Sta , Oracle Corpmation.
1999 M.S. (Computer Science), UCLA, Los Angeles, Califomi
1998{2003 Senior Manager, Siebel Systems Inc.

Publications

J. Fischer and R. Majumdar. A Theory of Role Composition ICWS, September
2008.

J. Fischer, R. Majumdar, and F. Sorrentino.The Consistency of Web Conversa-
tions, ASE, September 2008.

J. Fischer and R. Majumdar. Ensuring Consistency in Long Running Transac-
tions, ASE, November 2007.

J. Fischer, R. Majumdar, and T. Millstein. Tasks: Language Support for Event-
driven Programming PEPM, January 2007.

M. Emmi, J. Fischer, R. Jhala, and R. Majumdar. Lock allocation POPL, Jan-
uary 2007.

J. Fischer, R. Jhala, and R. Majumdar. Joining data ow with predicates FSE,
August 2005.

J. Fischer and M. Ercegovac. A component framework for communication in
distributed applications IPDPS, May 2000.

Xii



Abstract of the Disseration
Robust Service Composition

by

Jerey M. Fischer
Doctor of Philosophy in Computer Science
University of California, Los Angeles, 2008

Professor Rupak Majumdar, Chair

The development of the HTTP protocol and web services have ma it convenient

to build large-scale systems out of loosely-coupled semséc Key advantages of
this approach include the ability to leverage existing apdations in new contexts,

the incremental evolution of systems, and better scalabijfavailability through

replication of services.

Unfortunately, service-oriented architectures have a nuper of drawbacks.
Implementations must account for di ering data representdons or protocols,
remote system failures, and asynchronous processing. Neure modes are in-
troduced, such as hangs, deadlocks, and data inconsiste&sci Securing a service-
oriented architecture is frequently more di cult than for a monolithic architecture
due to the larger attack \surface area" and di ering securiy frameworks across
the individual services. Finally, testing and debugging seice-oriented architec-
tures is di cult due to the lack of a global perspective, nondeterminism, and

the challenge of building tools which work across heterogsmus systems.

This dissertation investigates new approaches to addredsese issues. | show

that service-oriented architectures can be made more rolittbrough better ab-
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stractions together with lightweight, compositional toos to automatically enforce
the abstractions. Four speci c problems are addressed: tamessages in asyn-
chronous programs, the consistency of long running transams, reconciliation

of access control policies, and the trust by end users of cooged applications.
For each issue, | develop a operational model which capturéee salient aspects
of service-oriented systems. From the models, | de ne new sthactions, which

accomplish the goals of the original system while avoidingné issues under con-
sideration. Practical tools to enforce the abstractions arthen derived from the
models, either by construction or through the lightweight eri cation of devel-

oper artifacts. Finally, each tool is evaluated using perfmance tests and case

studies.
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CHAPTER 1

Introduction

The development of the HTTP protocol and web services have ma it convenient
to build large-scale systems out of loosely-coupled seesc Examples include
e-commerce web applications, such as Amazon [DHJ0O7] and gB&P06], col-
lections of enterprise applications within an organizatie, and \mashups", which

compose independently-developed websites into entirelgw applications.

Advantages of service-based architectures This approach is attractive for
three key reasons. First, it enables existing applicatiornt® be used in new con-
texts. In Chapter 3, we describe a real-world scenario whecastomer data from
a mainframe application is made available to newer applicains. Second, this
approach enables services to be partitioned or replicatet, improve both avail-
ability and scalability. For example, Amazon uses Dynamo, @artitioned and
replicated data storage service, to maintain its customeérshopping cart data
[DHJO7]. Third, service-based systems enable components évolve indepen-
dently, reducing the cost and availability impact of upgraes. This style of evo-
lution is practiced by most large web applications, allowig new functionality to
be delivered while providing continuous availability. It 8 also used to evolve the
software in an enterprise: legacy systems can be incremdlytaeplaced without

disrupting the normal operation of a company.



Drawbacks  Unfortunately, service-based architectures have a numbef draw-
backs when compared to centralized systems. The implemetiten of each com-
ponent must handle the more complex semantics of remote &allf services were
developed independently, then glue code may be needed toomgile di ering data
representations and protocols. In a centralized system, af callee fails, this fact
can be communicated immediately through callers using stdard exception han-
dling mechanisms. In distributed systems, exception handf must be built into
each message protocol and it is di cult to distinguish the caplete failure of a re-
mote service from a delayed response. Finally, many servicased systems make
use of asynchronous processing, where responses are hdrndiiependently from
requests. This style of interaction is not well supported bynodern programming

language.

Service-based architectures introduce new types of defgctvhich must be
prevented or caught through testing. Applications can hang a deadlock occurs
or if two applications have di erent expectations regardig the sequence of mes-
sages between them. Applications frequently must make assptions regarding
the internal state of their peers. If these assumptions aragorrect, data inconsis-
tencies may result. Maintaining consistency is the face adifures is particularly
di cult. Unfortunately, traditional approaches, such as distributed transactions,

do not scale well in high throughput service-based systenisHJO7].

Composing applications from independent services may iotluce security
issues. Each service interface exposes on the network a pt&t attack point.
Even assuming all users of the system have been authorizedyusmber of unique
issues must be addressed. Frequently, each application h@sown framework for
access control. There is no framework to relate access right one application

to rights in another application. This may make it dicult to ensure that a



given user has all the access rights necessary to use an agpion built from
composed services. More seriously, if sensitive infornati is passed between
services, nothing prevents the recipient from disclosindpat data to users who do

not have access in the source application.

Finally, testing and debugging service-based architectes is di cult. Due to
software limitations and clock skew, it is not possible to dhin a true global per-
spective on the events occurring throughout a distributedystem [Lam78]. Due
to non-determinism in the individual services and the mesgag infrastructure,
the same system inputs may result in di erent sequences of sgages. The het-
erogeneous nature of these systems impedes the developneérmtebuggers which

are aware of each component's internal state.

Addressing the drawbacks In this thesis, | will show how these issues can be
mitigated through the use of formal methods to de ne lightwaght analysis tools
and frameworks. These can then be put into use by industrialrpgrammers or
end users, without requiring a detailed understanding of # formalisms behind

them.

1.0.1 Example applications

To better understand the architecture of service-based ggsns, we look in more

detail at a few representative applications.

Enterprise Application Integration As described in [Hig06], Washington
Group International (WGI), an engineering and constructio management com-
pany, automated the interactions between several of theirpalications using a

service-based architecture. Figure 1.1 shows a simpli edew of their network.
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Figure 1.1: Example of enterprise applications

End users work from desktop machines, which run CAD and desigapture
applications locally and connect to WGI's main data center ia the Internet. Au-
thentication for their data center-based applications isentrally managed, using
a single sign-on(SSO) architecture. Authentication requests are directetb a se-
curity appliance, which matches each query against a databa of user identities
stored in a directory server. Upon authentication, the secity appliance issues a

token that is accepted by each of the data center applicatien

The applications run in WGI's data center include Enterprie Resource Plan-
ning (ERP), Materials Management from another vendor, Doauent Manage-
ment, and an E-mail server. Requests which require the int&ctions of multiple
applications are coordinated bybusiness processesritten in Business Process

Execution Language for Web Services (BPEL) [BPEO3]. BPEL ia ow compo-



sition language which provides constructs for composing servicagquential and
parallel composition, branching and loops, compensatiomd exception handling,

and asynchronous messaging.

[Hig06] describes two processes coordinated by the BPEL &t Purchase
orders are created in either the ERP or Materials Managemeiipplication, dig-
itally signed by users (using E-mail to notify users that the action is needed),
and then stored in the Document Management application. Emgeering designs
are created on user workstations, correlated with data frorather applications,
rendered into a PDF document, and then stored in the Documeritlanagement
application. The Document Management application assigre unique identi er
to the design, which can subsequently be used by other applimns to reference

or retrieve the design.

These processes were previously implemented using a corabon of auto-
mated and manual steps. For example, users would print out pthase orders
entered into their ERP and Materials Management applicatios, sign the printed
order, rescan the signed order, and upload the scan to the Rmeent Management

application.

Using a service-based architecture coordinated by BPEL presses has also
reduced the coupling between applications. For example, ghDocument Man-
agement application provides only a programmatic API for dter applications
to call. Previously, WGI would have to write \glue" code in ezh application's
infrastructure to call this API. Instead, they wrote a web sevices \wrapper" in
front the Document Management application. This allows thether applications

to access documents indirectly, through BPEL processes.

Although the approach used by WGI simpli es the integrationof their appli-

cations, it does not address two key issues. First, even thugh authentication is



centralized, each application still maintains its own acas control infrastructure
and policies. Developers of business processes must mdguaconcile access
control policies, which is di cult to do a priori, since user to permission map-
pings may be changed at any time. Alternatively, they may byass security
checks, which may lead to subversion of an access controlippland disclosure

of con dential data.

Second, the loose coupling between applications makes itrther for develop-
ers to reason about the error handling scenarios for their pcesses. In a more
tightly-coupled system, distributed transactions allow he infrastructure to han-
dle much of the error handling and recovery. In WGI's systemgach service call
is an independent transaction. BPEL provides aompensationoperator which
can specify an undo function that reverses committed transdons in the event
of an error. However, services requiring compensation muse¢ identi ed by the

developer, who must also de ne and implement the overall er handling strat-

egy.

Large-scale e-commerce web applications Amazon's web applications are
implemented using a decentralized service architectureyitt on hundreds of in-
dividual services [DHJO7]. A page request may construct itesponse by sending

requests to over 150 services, many with multiple dependées

Figure 1.2 shows a logical view of how these services are oiged. Requests
are rst accepted into a page rendering layer, which calls ggegator services
to obtain the data needed to render a web page. These aggrewaservices,
which are usually stateless, combine the results of calls lower-tiered services.
Caching is used to reduce the number of calls made in a typicafgregation

service request. The lower-tiered services provide moreesalized functionality
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Figure 1.2: Amazon's service oriented architecture (baset a gure in [DHJO07])

and make use of a storage tier for persistent data. Severapgs of storage services
are used by Amazon. These o er dierent indexing capabilits, consistency

models, performance, and availability.

The storage services may in turn be service compositions. rlexample, Dy-
namo provides high availability and scalability through a comhbnation of parti-
tioning (via consistent hashing) and replication. The sefee is completely de-

centralized, with no need for manual administration to add oremove nodes.



Consistency between replicas is maintained via a versiogischeme. This scheme
completely sacri ces isolation and provides a weaker notiocof consistency in or-
der to ensure higher availability and scalability than typcally achievable with

standard transactional models.

Building applications on top of this infrastructure introduces new challenges.
Due to performance issues with threading and the nature ofgeest routing in
a distributed application, responses are frequently haneil independently from
their associated requests. This leads to an event-drivenykt of programming
which, while appropriate for these applications, can obspel control ow and the

programmer's intent.

Second, relaxed consistency models make it harder to reasabout the cor-
rectness of an application. Developers must consider whatcbnsistencies can
occur and which are acceptable. Services like Dynamo requihe user to under-

stand the underlying implementation to answer these questns.

If the response to a request is lost, or the state of a servicedomes incon-
sistent, application invariants may be violated (e.g. custmers should be billed
for what they buy) or the ongoing interactions with a custome may become

deadlocked.

Mashups Mashupsare web applications which display correlated data from
multiple sources, typically other web applications. Usudl, one of the applica-
tions is a map (e.g. Google Maps), and the data from the othepaglications has
a geographical component, allowing it to be superimposedesvthe map. The
website http://www.programmableweb.com provides a directory of over 2500

mashups which use over 500 di erent APIs or websites as theipurces.
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Figure 1.3: Example of a mashup

Figure 1.3 showsCitySearch Map! one such mashup. This application dis-
plays data from citysearch.com on maps provided by Google.h& interface to
this application requests the user to select a city, a catego(e.g. restaurants
or shopping), and a sub-category (e.g. cuisine). It then gfays the top ten
selections from Citysearch in that category, along with liks to the Citysearch
reviews and a map from the area showing the location of eachdmess. The
user can further interact with the application by clicking o a push-pin to get
a pop-up with a picture and more details or by zooming the mapnior out.
The data from Citysearch is obtained through XML-formattedmessages passed
over HTTP. Google provides a JavaScript programming integice which allows

its Google Maps functionality to be embedded in other web afipations.

thttp://mapmash.googlepages.com/citysearch.htm



Mashups are popular because they help users to avoid manyatorrelating
data from multiple sources and because they are relativelpagy to program using
modern browser technology (HTML, JavaScript, and XML). Howver, compo-
sition does require programming | end users cannot create teir own mashups
speci ¢ to personal tasks they wish to automate. More serigly, these mashups
provide no security guarantees. Users cannot be certain thttae mashup will not
make unauthorized updates using their credentials or paskdir data to external
sources. This limits the types of applications that will be hilt using the current

technologies behind mashups.

1.1 Contributions

In this dissertation, | focus on four speci ¢ issues which ipact the robustness of
service-oriented architectures | asynchronous programnmig, consistency, access
policy integration, and secure composition. Through my irmastigation of these
issues, | will demonstrate my thesis: service-oriented itectures can be made
more robust through better abstractions together with lighweight, compositional

tools to automatically enforce the abstractions.

Methodology | use the following methodology to approach each issue:

1. Identify a problem to be addressed. Problems which are aad by complex,
non-local interactions between independent componentseaof particular
interest, since they cannot be easily found by testing in ition. In this
dissertation, | am focusing on domain-speci c issues for rsee-oriented

systems.

2. De ne a language describing systems which may exhibit thiproblem, fo-

10



cusing only on aspects related to the problem. The languageontel should
capture the structure of the system (syntax) as well as its ntime be-
havior (operational semantics). Aspects of the system notlevant to the
issue under consideration should be left unconstrained ge.the TaskJava

scheduling algorithm in Chapter 2).

. De ne an abstraction which limits the possible behaviorof systems in
exchange for easier reasoning (for both humans and tools)aalb the issue
being addressed. For example, | de ne in Chapter 4 thglobal role schema
an abstraction over the security policies of service oriegl systems. Such
abstractions may, by their nature, prevent the problem we & addressing,
or may make it easier to precisely de ne properties of systemwhich do not
exhibit the problem under consideration. Any properties neded to ensure

the absense of the problem must also be identi ed.

. Create a compositional, syntax-directed algorithm (typ checker), which an-
alyzes systems in our language, enforcing the abstractiondaensuring that
any properties identi ed in step 3 do, in fact, hold. This algrithm should
not require any fundamental changes to the underlying languge. However,
it may make use of additional information at interface boundries, in the
form of lightweight annotations or speci cations. The algathm should
be compositional: if each individual component of the syste satis es the
checks, and the composition does not violate any componentissumptions
about its environment, the entire system is free from the pldem in ques-

tion.

. Create tools which implement the checking algorithm forancrete systems.
Due to the compositional nature of the algorithm, such toolsan be used

to incrementally check components of a system. Since the teaequire

11



only minor annotations, they can be used on legacy code and tigvelopers

which might not fully understand the theory behind the model

Now, let us look in more detail at the four issues | will inveggate using this

methodology.

1.1.1 Asynchronous programming

First, in Chapter 2, | consider asynchronous programming.nitheir simplest form,
web services are synchronous requests: the requesting systvaits for a response
before continuing. This simpli es program design and matas the underlying
HTTP protocol. However, when interactions between applitaons may take long
periods of time (due to human interactions for approvals, foexample), requests
and responses are handled separately. The requester doeswait for a request
to complete, but instead provides an \address" for a respoesas a part of the
request. This avoids tying up resources (e.g. threads) ondhrequester and is
resilient to failures that may occur before the response isr®. Highly concurrent
servers may also use this approach when processing many $iameous requests,

as this consumes fewer resources than other approaches.(eglti-threading).

This programming style, where requests and responses arpasated, is called
event-driven programming Unfortunately, the event-driven style severely com-
plicates program maintenance and understanding, as it regias each logical ow
of control to be fragmented across multiple independent opaions (e.g. func-
tions, procedures, methods, etc.). To reduce these chaligs, | extend the Java
programming language to includgasks a new abstraction for lightweight con-
currency. Tasks allow each logical control ow to be modulaed in the tradi-
tional manner, including usage of standard control mechams like procedures

and exceptions. At the same time, by using method annotatian task-based

12



programs can be automatically and modularly translated ird ecent event-based
code, using a form of continuation passing style (CPS) trataion. | have imple-
mented support for tasks using a source-to-source transtatfrom my extended
language,TaskJava , to standard Java. The bene ts of this language are illus-
trated through a formalization, in which | show that key safty properties are

guaranteed, and a case study based on an open-source webeserv

1.1.2 Consistency

In service-oriented systems, a single action on behalf ofethuser may require co-
ordinating changes across several systems. Ensuring thhetcorrect changes are
made together can be challenging, especially in error scena. In traditional,
centralized systems, these issues are mitigated throughetluse of transactions,
which provide atomicity: either the task runs to completion or, if an error occurs,
all partial changes are undone completely. Although distouted transactions
may be used to extend this model to distributed systems, thegre generally not
suitable in a web services environment due to the long-rumg nature of many ac-
tivities (distributed transactions require locking resouces for the duration of the
transaction) and the lack of the necessary transactional pgramming interfaces
on many applications. As an alternative, most service-omged systems useom-
pensationto implement atomicity: changes to each system are implenmieqd as
independent transactions, but if an error occurs, any chaeg are undone through
separate,compensatingtransactions. When all changes are undone in the event

of an error, this approach is calledull cancellation

Although the compensation model is better than ad hoc errordndling, it can
still be very error prone, especially when combined with asghronous computa-

tion. Full cancellation of partially completed work can als be too limiting, as
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many real-world scenarios require taking alternative pagwhen an error occurs

(forward recovery) or leaving some state changes in placdeafan error.

In Chapter 3, | address the limitations of compensation thnagh a new speci -
cation language and associated veri cation algorithm. Copensation is still used
for error handling, but | relax the full cancellation restrction on activities. In-
stead, developers can specify which groups of actions mustor together. Since
the set of completed actions may be di erent depending on theutcome of the
overall activity, multiple groups of actions may be specid. It turns out that
this can be compactly represented as a predicate. | call thi®tion of correctness

set consistency

In some situations, the actions being coordinated may reqei exchanging
multiple messages, as a part of eonversation | extend set consistency to these
conversations by modeling each conversation using an autaton and labeling
states as eithercommitted (a complete change has been madeypchange(no
change has been made or the change was undone)jnmonsistent (further mes-
sages must be exchanged to leave the conversation in eithec@nmitted or

nochange state).

To demonstrate the value of consistency speci cations, | ka implemented
BPELCheck , a consistency verier for long running transactions writen to
the Business Process Execution Language (BPEL) [BPEO3] speation. | have
tested this on several example processes, including an isthial example from

Sun Microsystems.

1.1.3 Access policy interoperability

When coordinating changes across systems, one must also radd the secu-

rity policies enforced by the individual services. In partular, applications in
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a service-oriented system are designed independently analvé their own access
control policies and enforcement mechanisms. When a seevicalls to another
service, it must have access rights to the other systems. Ouwgeuld just give
full access rights to services, but this violation of leastrfvilege can circumvent
the intent of access policies and leaves a greater \attack réace” for security
exploits. In addition, when data from one system is stored inther systems, it
may be possible for users to circumvent the intent of the priary system's access

control policy by reading data from secondary systems.

| address these issues in Chapter 4, where | consider the najeerability of
access control policies, speci cally those built using R®lBased Access Control
(RBAC). In RBAC, the mapping of users to permissions is abs#cted using
roles, which represent a collection of permissions needed to perh a speci ¢ job

function.

| present an algorithm which infers aglobal role schemawhich is a set of
global roles to be used across multiple systems, along withreapping from each
global role to a set of local system-speci c roles. Users assigned by an admin-
istrator to global roles according to their job function andthen are automatically
assigned to all the local roles associated with their globadles. This assignment
is guaranteed to besu cient : service-to-service calls will not fail due to access
restrictions, non-disclosing data copied between applications is not disclosed to
anyone who cannot see the original data, anahinimal: no additional local roles
are given to the user beyond those needed to satisfy the rsivb properties. My
inference algorithm works by generating Boolean constrambased on the local
access control policies of each application and the intetamms between services.
These constraints are then passed to a Boolean satis abilisolver. If a satisfying

solution to the constraints can be found, it is translated ito a global role schema.
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| have implemented this inference algorithm irRoleMatcher , a tool which
extracts RBAC metadata from applications, builds a model othe application
interactions, and infers a global role schema. | show thatdan quickly infer global
roles for composed systems, or determine the absence of dglly consistent role

schema.

1.1.4 End-user security for service composition

Finally, in Chapter 5, | examine end-user composition and # issue of trust.
Mashups allow end users to correlate content from multipleesvices. However, as
described above, mashups do not provide any guarantees atthe distribution of
sensitive data. This prevents applications that correlatelata from services with
di erent levels of trust. For example, consider a mashup cobining a company's
sales data with information from the public Internet. To be eful, the mashup

must ensure that the sales data is never passed outside thengany.

| address these issues in the context of mobile devices thgbua framework
which supports secure, automatic composition. | present aew class of com-
ponents, called monents rhobile compaents), that streamline the creation of
mobile applications which combine data from multiple serees. The composition

framework guarantees that trusted data is not passed to uniisted services.

Monents are built by declaratively interconnecting smallecomponents which
represent external services, Ul controls, and inputs/outgts. All interactions of a
monent with the external world are controlled through a seaity manager, which
enforces user-de ned security policies that restrict the oment's information ow.
Security policies are not evaluated until a monent is actitad, and a given monent
can be run with di erent security policies, depending on thauser's level of trust

for that monent. A collection of monents can be automatical composed, using
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an algorithm which guarantees that the security policies dhe individual monents

are preserved.

| model the security and composition of monents using a noveilterface for-
malism | call information ow interfaces. My formal model represents monents
at a very abstract level and thus can be applied in many contéx beyond my

speci ¢ implementation.

| have built a prototype implementation of the monent framewrk. My com-
piler accepts a declarative description of a monent's inteonnections and pro-

duces an Adobe Flash application.
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CHAPTER 2

Asynchronous programming

2.1 Overview

Most service implementations make use of an asynchronousgramming style,
where calls to a service are decoupled from the processingtefresponse. This
may be done to enable the interleaved processing of requestsavoid tying up

system resources during the processing of a request, or teyent system failures

and restarts from impacting the progress of a long-lived reest.

To implement asynchronous programming in most widely usedrggram-
ming languages, a technique calleevent-driven programmings employed. This
approach relies upon a stylized programming idiom where gyams use non-
blocking 1/0 operations, and the programmer breaks the comytation into ne-
grainedcallbackdqor event handler¥that are each associated with the completion
of an 1/O call (or even). This permits the interleaving of many simultaneous
logical tasks with minimal overhead, under the control of arapplication-level
cooperative scheduler. Each callback executes some usefoitk and then either
schedules further callbacks, contingent upon later event®r invokes acontin-
uation, which resumes the control ow of its logical caller. The eve-driven
style has been demonstrated to achieve high throughput inrser applications
[PDZ99, WCBO01], resource-constrained embedded deviced BB3], and business

applications [Mic].
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Unfortunately, programming with events comes at a cost: ewmedriven pro-
grams are extremely di cult to understand and maintain. Ead logical unit of
work must be manually broken into multiple callbacks scatteed throughout the
program text. This manual code decomposition is in conict wh higher-level
program structuring. For example, calls do not return diretty to their callers,
so it is dicult to make use of procedural abstraction as wellas a structured

exception mechanism.

2.1.1 Other approaches

Threads represent an alternative programming model commignused to inter-
leave multiple ows of control. Since each thread maintaings own call stack,
standard program structuring may be naturally used, unliken the event-driven
style. However, threads have disadvantages as well, incing the potential for
race conditions and deadlocks, as well as high memory congiion [BCZ03].
Within the systems research community, there is currently m agreement that
one approach is better than the other [PDZ99, BCB03, BCZ03,AT02]. In ad-
dition, in some contexts, threads either cannot be used atlgsuch as within some
operating system kernels) or can only be used in conjunctiomith events (such
as thread-pooled servers for Java Servlets [Mic]). Thus, ebeve that events are

here to stay and are an important target for programming langage support.

Other existing solutions attempt to preserve the asynchraus computation
model, while limiting its disadvantages. This solutions iolude the use of rst-
class continuations to structure control ow (e.g. in Schem [GKHO01, Que03]),
full-program transformations [MFGO04, LZ04, PCMO05], coopative threading
[Eng00, BCZO03], and the static analysis of event-driven pgpams [DGJ98, JM07].

These solutions all su er from limitations, including exp@sive implementation,
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the need for the entire application's source, and the need #axcess low level ma-
chine resources not available in virtual machine based lamgges (e.g. Java and
C#).

2.1.2 TaskJava

To address these issues, | introdudasksas a new programming language con-
struct for event-driven applications. A task, like a thread encapsulates an inde-
pendent unit of work. The logical control ow of each unit of vork is preserved,
and standard program structures like procedures and excemis may be naturally
used. However, unlike threads, tasks can be automaticallpnplemented by the
compiler in an event-driven style, thereby obtaining the lv-overhead and high-
throughput advantages of events. My compilation strategysi a restricted form
of continuation-passing stylg(CPS), a well-studied compiler transformation that
is popular for functional programming languages [App91]. have instantiated
this concept of tasks as a backward-compatible extension fava called Task-
Java and have implemented theTaskJava compiler in the Polyglot compiler
framework [NCMO03].

Tasks are a variant ofcooperative multitasking a form of interleaved execu-
tion where context switches only occur upon explicit yieldsTaskJava provides

several technical contributions over existing cooperagvmultitasking systems.

First, TaskJava 's modular static type system tracks the set of methods
whose execution might yield, requiring each to have a neasync modi er.
Aside from serving as useful documentation for clients, tee annotations
tell the compiler exactly where CPS translation is requiredand where it is
not). In contrast, existing systems must allow for yields aywhere, which

requires either low-level stack manipulation (which is nopossible in virtual
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machine-based languages), maintaining the stack on the lpgaor copying

the stack onto the heap as necessary.

Second,TaskJava is scheduler-independentTaskJava programs can be
\linked" against any scheduler that provides the semantic®f a newwait
primitive, which yields control to the scheduler. This degjn permits the
bene ts of tasks to be accrued across multiple event domai(&UI events,
web server events, etc.). Prior approaches are tied to a specscheduler

and notion of events.

Finally, TaskJava properly handles the interactions ofwait with Java
language features including checked exceptions and methoerriding, and
TaskJava 's implementation adheres to the constraints imposed by thiava

virtual machine.

TaskJava programs are guaranteed to avoid two signi cant classes ofrers
that may occur in event-driven programs, thdost continuation and lost exception

problems.

The lost continuation problem occurs when a callback has amecution path in
which the callback's continuation is neither invoked nor pssed along to the next
callback in the event chain. A lost continuation causes theniended sequential
behavior of the program to be broken, often producing errorthat are di cult
to trace to their source. The lost exception problem occurshen an exceptional
condition produced by a callback is not properly handled byhe subsequent
continuation, potentially causing the program to crash or @ntinue executing in

unde ned ways.
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2.1.3 Evalution

| evaluate TaskJava in two ways. First, | have formalized the language and
its compilation strategy via CoreTaskJava (CTJ), a core laguage that extends
Featherweight Java [IPWO01]. | provide a direct operationabemantics for CTJ,
whereby wait calls block until an appropriate event is signaled, as wellsa
a translation relation from CTJ to Featherweight Java, whit formalizes the
continuation-passing transformation performed by thelaskJava compiler. |
have proven CTJ's type system sound, and as corollaries ofigshproperty, show
that a well-typed CTJ program is guaranteed to avoid thdost continuation and

lost exceptionproblems.

Second, to evaluat&askJava 's bene ts in practice, | extended Fizmez [Bon],
an open source web server, to use interleaved computationimplemented two
versions: one using a manual event-driven style and the othesing TaskJava .
The TaskJava version maintains the same structure as the original web ser,
while the event-driven version requires its logic to be fragented across many call-
back classes, obscuring the control ow. At the same time, thTaskJava version

pays only a modest performance penalty versus the hand-cddene.

2.1.4 Chapter organization

The rest of this chapter is organized as follows. In Section2Z | informally present
tasks and TaskJava by example and contrast with event-driven programs. In
Section 2.3, | describe the CoreTaskJava formalisms. In $iea 2.6, | overview
the implementation of the TaskJava compiler, and in Section 2.7, | discuss a

web server case study. Finally, | survey related work in Sech 2.8.
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2.2 Example: programming with tasks

| will highlight the features of TaskJava by example, demonstrating the use of

TaskJava for managing non-blocking 1/0O.

2.2.0.1 Event-driven Programming

The event-driven programming style is frequently used in seer programming
in conjunction with non-blocking 1/0. Non-blocking 1/O libraries (such as Java's
NIO package) permit input/output operations to be scheduld so that they do not
block inside the operating system. Thus, independent regsts can be executed

in an overlapping fashion without preemptive multi-threadng.

Non-blocking 1/O libraries generally provide two types of alls. First, a se-
lection call permits waiting for one or more channels/sockets to besady for a
new request. Examples include the Uniselect call and the Selector.select
method in Java's NIO package. Second, calls are provided taitiate the actual
I/O operations (e.g., read and write) once the associated ahnel has become
ready. Unlike a standard blocking read or write request, nehlocking read and
write calls generally complete only the portion of a requeghat can be accom-

plished without blocking.

Selection calls are usually incorporated into a user-de descheduler frame-
work. Rather than calling the selection API directly, clietss of the scheduler
register to receive noti cation when the state of a given channel/sd®t changes.
The scheduler then calls the selection APl on behalf of alliehts, notifying clients
of events via callbacks. The control logic of each client igdken across a series
of these callbacks and thus is interleaved by the scheduleithvthe callbacks of

the other clients. This approach permits independent actities to cooperatively
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share the process's CPU and 1I/O resources.

2.2.0.2 Event-driven Writer

Figure 2.1 shows a simple program fragment, written in an enedriven style,
which sends a bu er of data on a nonblocking channelWriter 's run method
rst obtains the data to be written (not shown), which is stored in a bu er buf.
The method then callsScheduler.register , which registers a callback to be
invoked upon a write-ready or error event on the channealh. The run method
returns immediately after theregister call | execution of this logical control

ow must be resumed by the scheduler.

When an event occurs on channeh, the scheduler invokes theun method of
the callback it was given (an instance oWriteReadyCB. This method performs
a write on the channel and then checks to see if more data neddsbe written.
If so, the callback re-registers itself with the schedulerOtherwise, it calls the
continuation method restOfRun on the original Writer object, which resumes
the logical control ow. If an error event is returned by the sheduler, the callback
prints an error message. Since no callback is registered ontnuation method

invoked, the logical control ow is e ectively terminated in that case.

Even this simple example illustrates the violence that thevent-driven style
does to a program's natural ow of control. The code inrestOfRun logically
follows the bu er write, but they must be unnaturally separaed because of the
intervening event registration. Similarly, performing tre bu er write conceptually
involves a loop that writes to the channel until the entire buer has been written.
In WriteReadyCB.run, this loop must be unnaturally simulated by having the

callback re-register itself repeatedly.

Without care, it is easy for a programmer to introduce errorghat go un-
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detected. For example, if the call torestOfRun is accidentally omitted on line
30, then Writer 's control ow will never be resumed after the write. If the re
registration on line 28 is omitted, the write will not even becompleted. These

are examples ofost continuation problems.

2.2.1 Task-based Writer

Figure 2.2 shows alaskJava implementation of the same program fragment.
The classWriterTask is declared as d@ask by implementing the Task interface.
Tasks are the unit of concurrency in TaskJava, serving a roEmilar to that of

a thread in multi-threaded systems. Instances of a task mayebcreated by using
the spawnkeyword, which is followed by a call to one of the task's consictors
(e.g., spawn WriterTask() ). A spawncauses a new instance of the task to be

created and schedules the instancetsn method for execution.

The logical control ow of our writer is now entirely encapsilated in
WriterTask 's run method. The register call from Writer is replaced with
a wait call, which conceptually blocks until one of the requestedvents has oc-
curred, returning that event. In this way, explicit callbadk functions are not
needed, so the code need not be unnaturally fragmented agosultiple methods
(e.g., restOfRun). Similarly, the logic of the bu er write can be implemented

using an ordinarydo-while loop.

The ability to use traditional program structures to expres the control ow
of a task avoids the lost continuation problem. The programer need not man-
ually ensure that the appropriate callback is registered orontinuation method
is invoked on each path. This work is done by th&askJava compiler, which
translates the WriterTask into a continuation-passing style that is very similar

to the Writer code in Figure 2.1. In particular, wait calls are translated to
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01 public class Writer  f

02 ByteChannel ch;

03 ..

04 /* The main body of our task */
05 public void run() f

06 /I get the data to write

07 ByteBuffer buf = ...;

08 /* wait for channel to be ready */

09 Scheduler.register(ch, Event WRITE _RDYEVT,

10 Event.ERREVT,

11 new WriteReadyCB(ch, buf, this));
12 g

13 /* After the write has completed, we continue with what
14 we were doing. The event-driven style forces this
15 in a separate method. */

16  public void restOfRun() f .. g

17  /* Callback which does the write and then registers

18 itself if there still is data left */

19 class WriteReadyCB implements Callback f

20

21 public WriteReadyCB(ByteChannel ch, ByteBuffer buf,
22 WriteTask caller) f... g

23 public void run(Event e) f

24 switch (e.type()) f

25 case Event WRITERDYEVT:

26 ch.write(buf);

27 if (buf.hasRemaining())

28 Scheduler.register(ch, Event WRITE _RDYEVT,
29 Event.ERREVT, this);

30 else caller.restOfRun();

31 break;

32 default:

33 System.out.printin(e.toString());

34 99949

Figure 2.1: Implementation of an event-driven writer
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register calls, and the portion of therun method after the wait call is placed

in a separate continuation method.

TaskJava allows programmers to de ne their own scheduler class, thei
own event type and implementations, and their own type of ewt \tags" (e.g.,
WRITERDYEVT]. As long as the scheduler de nes aegister method for event
registrations, TaskJava allows the scheduler to be treated as if it has a corre-
spondingwait method. This approach allows existing scheduler framewko
obtain the benets of TaskJava without any modi cation. For example, the
scheduler used in the manual version in Figure 2.1 may be redsin Figure 2.2.
This approach also allows multiple scheduler frameworks tme used in the same

program.

2.2.1.1 Asynchronous Methods

The TaskJava implementation of our writer also naturally supports procdural
abstraction. For example, Figure 2.3 shows a refactoring ofir task whereby the
code to write the bu er is encapsulated in its own method, afiwing that code
to be easily used by multiple clients. Implementing thisvrite method in the
manual event-driven version of the code would be much morewieldy, because
event-driven programming breaks the standard call-returmliscipline. To return
control back to caller, therefore, such awrite method would have to take an

explicit continuation argument to be called upon completio of the write.

Figure 2.3 also shows that tasks are compatible with regulaiava exception
handling. The write method throws an IOException when an error event is
signaled, allowing its caller to handle the error as approfate. As in Java, the
TaskJava compiler ensures that all (checked) exceptions are caughih contrast,

a manual event-driven version of thewrite method would have to signal the
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35 public class WriterTask implements Task  f
36 ByteChannel ch; ...

37 [* The main body of our task */

38  public void run() f

39 /I get the data to write

40 ByteBuffer buf = ...;

41 /I write the buffer

42 do f

43 Event e =

44 Scheduler.wait(ch, Event WRITE _RDYEVT,
45 Event.ERREVT);
46 switch (e.type()) f

47 case EventWRITERDYEVT:

48 ch.write(buf);

49 break;

50 default:

51 System.out.printin(e.toString());

52 return;

53 g

54 g while (buf.hasRemaining())

55 /* the write is completed, so continue
56 with the rest of the method */

57

58 gg

Figure 2.2: Implementation of the writer in TaskJava

error to its caller in an ad hocmanner, for example by setting a ag or invoking
a specialerror continuation method. This approach is tedious and loses the
static assurance that all exceptions are caught, resulting the potential for lost

exceptionproblems at run time.

Methods that directly or transitively invoke wait , like our write method, are
called asynchronousmethods. Such methods (other than a task's distinguished
run method) must have theasync modier. To programmers, this modier
indicates that the method has the potential to block. To theTaskJava compiler,

this modi er indicates that the method must be translated irto continuation-
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Program P == CL return e;
Class List CL = class C extends C fTf K M
Constructor K = C( Tf f super(f); this. f= f; g
FJ* | Method M m= T m{ x) throws Cfreturn e; ¢
Type T = C | Bag<T>
Base Base = X |ef|lem( e)]| new C(e) | (Ce
expressions | feg | throw e
| try fe;gcatch (Cx) f e; g
e T € pase
EJ e = € pase | reg(e, e)
Async methods M w= .. | async C m(C x) throws C
CTJ freturn e; g
e U= € pase | Spawn C(e) | wait(e)

Table 2.1: Syntax of FJ, EJ, and CTJ

passing style.

Asynchronous methods, like regular Java methods, interaai@turally with in-
heritance. For example, a subclass d¥riterTask can override thewrite method
to support a di erent or enhanced algorithm for writing a bu er. Making the
same change to th&Vriter class in Figure 2.1 is less natural due to the fragmen-
tation inherent in the event-driven style. For example, modcations to the logic
for writing the bu er would require a new subclass of theNriteReadyCBcallback
class, and this modi cation then requires a new subclass @¥riter whoserun

method creates the new kind of callback.
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59 public class WriterTask implements Task f
60 ByteChannel ch; ...

61 /* The main body of our task */

62  public void run() f

63 /I get the data to write

64 ByteBuffer buf = ...;

65 try f

66 write(ch, buf);

67 g catch (IOException e) f

68 System.out.printin(e.getMessage());
69 g

70 g

71 public async void write(ByteChannel ch, ByteBuffer b)
72 throws IOException f

73 do f

74 Event e = Scheduler.wait(ch, Event WRITE _RDYEVT,
75 Event.ERREVT);
76 switch (e.type()) f

77 case Event WRITERDYEVT:

78 ch.write(buf);

79 break;

80 default:

81 throw new |OException(e.toString());

82 g g while (buf.hasRemaining())

83 g9

Figure 2.3: Use of asynchronous methods in TaskJava

2.3 Formal Model

We formalize TaskJava and prove our theorems in a core calculus extending
Featherweight Java (FJ) [IPWO01]. We do this in three steps: rst, we de ne FJ*,
an extension to FJ with exceptions and built-in multiset daa structures; second,
we de ne EventJava (EJ), a core calculus for event-driven pgrams into which
tasks will be compiled; and nally, we de ne the core feature of TaskJava in

CoreTaskJava (CTJ).
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231 R*°

The syntactic elements of FJ are described in Table 2.1. An FJ program
consists of aclass tablemapping class hames to classes, and an initial expression.
As in FJ, the notation D denotes a sequence of elements from dom&nA class
consists of a list of typed elds, a constructor, and a list of typed methods The
metavariable Cranges over class nameg,over eld names,mover method names,
and x over formal parameter names. An expression is either a forma eld
access, a method call, an object allocation, a type cast, a,sthe throw of an
exception, or atry expression. We assume there exist built-in class@bject
and Throwable. The classThrowable is a subclass oDbject and both have no

elds and no methods.

We de ne the operational semantics of FJ as additions to the rules of FJ*
and then EventJava and CoreTaskJava as mutually exclusivedditions to these

rules.

Program execution is modeled as a sequence of rewritings bé tinitial ex-
pression, which either terminates when a value is obtained diverges if the
rewritings never yield a value. For all three languages, pgoams evaluate to ei-
ther non-exception values of the fornv ::= newC() j newC(v) j f vg or exception
values of the formthrow new C(v), where C¢ <: Throwable. In the evaluation
and typing rules, we uses as shorthand for a non-exception value for a sequence
of non-exception values, and/, for the non-exception valuenewC(v) (used as

the argument of athrow expression).

Figures 2.5 and 2.6 list the operational rules of F1 We use the symboE to

represent anevaluation context , i.e., an expression where the next subexpres-

1We use the rules in chapter 19 ofTypes and Programming LanguagegPie02] rather than
those of the original FJ paper [IPWO01], as they provide deteministic, call-by-value evaluation.
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T<:TO

T<:T°  To<:79%
CT(C)= cl C extends D f::: T<:T°
(C) = class C extends g(S-ClS) < (S-Bag)
C<:D Bag< T> <: Bag< T°>
T<:T° 20
T <190 (S-Exc)

Figure 2.4: Subtyping rules for FJ, EJ, and CTJ

sion to be evaluated (using a leftmost, call-by-value ordeg) has been replaced

with a placeholder []. Formally,

E:=[jE:f jEm(e)jvim(v;E;e) ] newC(v;E;e)

jfv;E;egj (C)E jthrow E jtry fE;gCK

We write E[€] to represent the expression created by substituting the bexpres-
sion e for the placeholder in the evaluation contextt. Evaluation contexts are
used in the evaluation rules, the type soundness theoremsydathe translation

relation.

As in Featherweight Java, the computation rules for cast oglpermit progress
when the type of the value being cast is a subtype of the targetpe. Otherwise,
the computation becomes \stuck". The subtyping relation, & ned in Figure 2.4,
is extended to include bags (rule S-Bag) and exception e ex{rule S-Exc). Based

on the subtyping relation, we de ne a join operatort on types, whereTt T°is
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fields(C)= Tf (E-1) mbody(m; C) = ( x; &) _ (E-2)
(newC(v)):fi ' v Y (newC(v)):m(ve) !gT[\;e?-)fjrhin?(V):thls leo
(CO)(newC(iv;).!C newC(v) (E-3) (Bag< IT>).f\|/g !If vg (E-4)
newC(v;throw ve;e) !  throw v (E-5) (throw ve):m(e) !  throw ve (E-6)
vim(v;throw ve;e) ! throw ve (E-7) fv;throw ve;eg ! throw ve (E-8)
(throw ve):f ! throw v, (E-9) (C)(throw vg) ! throw ve (E-10)
throw throw ve !  throw ve (E-11) try fv;gCK! v (E-12)

v = newC(v) C<:Ce

E-13
try fthrow v;gcatch (Ce x) fesg!  [v=x]e ( )

v = newC(v) C8:Ce
try fthrow v;gcatch (Ce x) fe;g!  throw v

(E-14)

Figure 2.5: Computation rules for FJ

the least upper bound of typesT and T° It is extended to sets of types in the
obvious way. We writet T to denote the least upper bound of all types in the set

T. The join operator is unde ned for joins between class typesnd bag types.

2.3.2 EventJava

EventJava (EJ) is a core calculus that extends FJ with support for events and
event registration. Table 2.1 gives the syntax for EJ, showg the extensions
from FJ*. The set of EJ expressions additionally contains a built-ifunction

reg, which registers a set of events and a callback with the schédr. For use
with the reg function, we assume the system scheduler implementationclndes

a classkEvent. Further, EJ provides a built-in classCallback :

class Callback extends Obiject {

Object run(Object retVal) { return new Object(); }
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e ! e !

% (E15) % (E-16)
eo:f | ed:f eom(e) ! ed:m(e)
g! & g! &
' E-17 : ' E-18
vom(v;e;e) ! vom(v;e’e) ( ) newC(v;e;e) ! newC(v;e’e) ( )
&! e &! e
(Meo ! (T)eE (E-19) fviep;eg ' f  v;ed;eg (E-20)
! €
&! € (E-