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Abstract

Wepresentanew tool, namedDART, for automaticallytestingsoft-
warethat combinesthree main techniques(1) automatedextrac-
tion of the interface of a programwith its external ervironment
usingstaticsource-codgarsing;(2) automaticgeneratiorof a test
driver for this interfacethat performsrandomtestingto simulate
the mostgeneralervironmentthe programcanoperatein; and(3)
dynamicanalysisof how the programbehaesunderrandomtest-
ing andautomatigyeneratiorof new testinputsto directsystemati-
cally theexecutionalongalternatve programpaths.Togetherthese
threetechniquegonstituteDirectedAutomatedrandonilesting or
DARTfor short. Themainstrengthof DART is thusthattestingcan
be performedcompletelyautomaticallyon ary programthatcom-
piles—thereis noneedto write ary testdriveror harnesgode Dur-
ing testing, DART detectsstandarderrorssuchasprogramcrashes,
assertiorviolations,andnon-terminationPreliminaryexperiments
to unit testseveral examplesof C programsarevery encouraging.

Categoriesand SubjectDescriptors D.2.4 [Softwae Engineer
ing]: Software/ProgramVeri cation; D.2.5 [Softwae Engineer
ing]: TestingandDehugging; F.3.1[LogicsandMeaningsof Pro-
gramg: SpecifyingandVerifying andReasoning@boutPrograms

GeneralTerms Veri cation, Algorithms, Reliability

Keywords Software Testing, RandomTesting, Automated Test
Generation|nterfacesProgramVeri cation

1. Intr oduction

Today testingis the primaryway to checkthe correctnessf soft-
ware.Billions of dollarsarespenton testingin the softwareindus-
try, astestingusuallyaccountgor about50%of thecostof software
development[27]. It wasrecentlyestimatedhat software failures
currentlycostthe US economyaloneabout$60 billion every year
andthatimprovementsn softwaretestinginfrastructuremightsave
one-thirdof this cost[31].

Among the variouskinds of testingusually performedduring
the software developmentcycle, unit testingappliesto the indi-
vidual component®f a software system.In principle, unit testing
playsanimportantrole in ensuringoverall software quality since
its roleis preciselyto detecterrorsin thecomponens logic, check
all cornercasesandprovide 100%codecoverage Yet,in practice,
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unittestingis sohardandexpensve to performthatit is rarelydone
properly Indeedjn orderto beableto executeandtestacomponent
in isolation,oneneedgo write testdriver/harnessodeto simulate
the ervironmentof the componentMore codeis needecto test
functional correctnessfor instanceusing assertionscheckingthe
componens outputs.Sincewriting all this testingcodemanually
is expensve, unit testingis often either performedvery poorly or
skippedaltogetherMoreover, subsequernhase®f testing,suchas
feature integrationandsystentesting,aremeantto testtheoverall
correctnessf theentiresystemviewedasablack-box,notto check
the cornercasesvherebugscausingreliability issuesaretypically
hidden.As a consequencanary software bugs that shouldhave
beencaughtduring unit testingremainundetecteduntil eld de-
ployment.

In this paper we proposea new approachthat addresseshe
main limitation hamperingunit testing,namelythe needto write
testdriver and harnesscodeto simulatethe external ervironment
of a softwareapplication We describeour tool DART, which com-
binesthree main techniquesn orderto automateunit testing of
softwae:

1. automatedextraction of the interface of a programwith its
externalervironmentusingstaticsource-cod@arsing;

2. automaticgeneratiorof a testdriver for this interfacethat per
formsrandomtestingto simulatethemostgenerakrvironment
theprogramcanoperatén; and

3. dynamicanalysisof how the programbehaes underrandom
testing and automaticgenerationof new testinputsto direct
systematicallythe executionalongalternatve programpaths.

Together thesethree techniquesconstitute Directed Automated
RandomTesting or DART for short. Thus, the main strengthof
DART is thattestingcanbeperformedcompletelyautomaticallyon
ary programthatcompiles—thereis noneedto write ary testdriver
or harnesgode.Duringtesting, DART detectsstandarcerrorssuch
asprogramcrashesassertiorviolations,andnon-termination.

We have implementedART for programswrittenin theC pro-
gramminglanguage Preliminary experimentsto unit test several
examplesof C programsarevery encouragingkor instanceDART
wasableto nd automaticallyattacksn variousC implementations
of awell-known awed securityprotocol(Needham-Schroedsj.
Also, DART foundhundredsf waysto crash65%of theabout600
externally visible functionsprovided in the oSIPlibrary, an open-
sourceimplementatiorof the SIP protocol. Theseexperimentare-
sultsarediscussedn detailin Section4.

Theideaof extractingautomaticallyinterfacesof softwarecom-
ponentsvia static analysishasbeendiscussedefore,for model-
checkingpurposeqe.g.,[8]), reverseengineeringe.g.,[37]), and
compositionaleri cation (e.g.,[1]). However, we arenotawareof
ary tool like DART which combinesautomatidnterfaceextraction
with randomtestinganddynamictestgenerationDART is comple-
mentaryto test-managemenbols thattake adantageof interface



de nitions aspart of programminglanguagessuchas JUnit [20]
for Java, but do not performautomaticestgeneration.

Randontestingis asimpleandwell-knovn techniquge.g.,[4]),
which canbe remarkablyeffective at nding software bugs[11].
Yet, it is also well-known that randomtesting usually provides
low codecoverage(e.g.,[32]). For instancethe then branchof
the conditionalstatementif (x==10) then :::” hasonly one
chanceto be exercisedout of 2% if x is a 32-bit integer program
inputthatis randomlyinitialized. The contritutionsof DART com-
paredto randomtestingaretwofold: DART makesrandomtesting
automatichy combiningit with automaticinterfaceextraction (in
contrastwith prior work whichis API-speci c, e.g.,[11]), andalso
malkesit muchmoreeffectivein nding errorsthanksto the useof
dynamictestgeneratiorto drive the programalongalternatve con-
ditional branchesFor instancethe probability of taking the then
branchof the statementif (x==10) then :::” canbeviewed
as0.5with DART. The novel dynamictest-generatiotechniques
usedin DART arepresentedh Section2.

Besidedesting,theothermainway to checkcorrectnessluring
the software developmentcycle is codeinspection Over the last
few years therehasbeena renaved interestin static source-code
analysisfor building automaticcode-inspectiotoolsthataremore
practicalandusableby the averagesoftware developer Examples
of suchtools are Pre x/Prefast[6], MC [16], Klocwork [22], and
Polyspacg33]. Earlierprogramstaticcheclerslikelint  [19] usu-
ally generateanoverly large numberof warningsandfalsealarms,
andare thereforerarely usedby programmersn a regular basis.
The main challengefacedby the new generatiorof staticanalyz-
ersis thusto do a betterjob in dealingwith falsealarms(warn-
ingsthatdo notactuallycorrespondo programmingerrors) which
arisefrom theinherentimprecisionof staticanalysisTherearees-
sentiallytwo main approacheso this problem:eitherreportonly
high-con dencewarnings(attherisk of missingsomeactualbugs),
or reportall of them(attherisk of overwhelmingthe user).Despite
signi cant recentprogresson techniquedo separatdalsealarms
from realerrors(for instancepy usingmorepreciseanalysistech-
niguesto eliminatefalsealarms or by usingstatisticalkclassi cation
techniguego rankwarningsby their severity moreaccurately)an-
alyzingtheresultsof staticanalysigo determinevhetherawarning
actuallycorrespondso anerrorstill involvessigni cant humanin-
tervention.

We believe DART provides an attractve alternatve approach
to staticanalyzershecauset is basedon high-precisiondynamic
analysignsteadwhile beingfully automatedsstaticanalysisThe
main advantageof DART over staticanalysisis that every execu-
tion leadingto anerrorthatis found by DART is guaranteedo be
sound.Two areaswherewe expect DART to competeespecially
well againststatic analyzersare the detectionof interprocedural
bugs and of bugs that arise throughthe use of library functions
(which areusuallyhardto reasomaboutstatically),aswill be dis-
cussedaterin the paper Of course DART is overall complemen-
tary to staticanalysissinceit hasits own limitations, namelythe
computationabxpenseof runningtestsandthe sometimedimited
effectivenessof dynamictestgeneratiorto improve over random
testing.In ary case DART offers a new trade-of amongexisting
staticanddynamicanalysisechniques.

The paper is organized as follows. Section 2 presentsan
overview of DART. Section3 discussesmplementationissues
when dealingwith programswritten in the C programminglan-
guage.n Section4, experimentalresultsare discussedWe com-
pareDART with otherrelatedwork in Section5 andconcludewith
Section6.

2. DART Overview

DART sintegrationof randomtestinganddynamictestgeneration
usingsymbolicreasonings bestintuitively explainedwith an ex-
ample.

2.1 An Intr oductionto DART

Considetthefunctionhin the le below:

int fint x) f return 2 * x; g
int h(@nt x, int y) f
if (x 1=y)
if (f(x) ==x + 10)
abort(); [* error */
return 0;
g

The function h is defectve becausét may leadto an abortstate-
mentfor somevalueof its input vector which consistsof theinput
parameters andy. Runningthe programwith randomvaluesof
x andy is unlikely to discover the bug. The problemis typical of
randontesting:it is dif cult to generaténputvaluesthatwill drive
theprogramthroughall its differentexecutionpaths.

In contrast,DART is able to dynamically gatherknowledge
aboutthe execution of the programin what we call a directed
searh. Startingwith a randominput, a DART-instrumentecpro-
gramcalculatesduring eachexecutionaninput vectorfor the next
execution.This vectorcontainsvaluesthatarethe solutionof sym-
bolic constraintgatheredrom predicatesn branchstatementdur-
ing the previous execution.The new input vectorattemptgo force
the executionof the programthrougha new path.By repeatinghis
processa directedsearchattemptsto force the programto sweep
throughall its feasibleexecutionpaths.

For the example above, the DART-instrumentedh initially
guesseshe value 269167349%or x and 88980154 1for y. As a
result,h executeghethen-branclof the rst if-statementput fails
to executethe then-branchof the secondif-statement;thus, no
error is encounteredlntertwined with the normal execution, the
predicatexo 6 yo and2 Xxo 6 Xo + 10 areformedon-the-y
accordingo how the conditionalsevaluate;xo andyo aresymbolic
variablesthatrepresenthevaluesof thememorylocationsof vari-
ablesx andy. Notethe expressior2 Xo, representind(x) : it is
de ned throughan interproceduraldynamictracing of symbolic
expressions.

The predicatesequencéxo 6 Yo;2 Xo 6 Xo + 10i, called
apath constaint, representsin equivalenceclassof input vectors,
namelyall theinputvectorsthatdrive theprogramthroughthe path
that was just executed.To force the programthrougha different
equivalenceclass,the DART-instrumentech calculatesa solution
to the pathconstrainttxo 6 yo;2 Xo = Xo + 10i obtainedby
negatingthelastpredicateof the currentpathconstraint.

A solutionto thispathconstrainis (xo = 10;yo = 889801541)
andit is recordedo a le. Whentheinstrumentech runsagain,it
readsthe valuesof the symbolic variablesthat have beensolved
fromthe le. In this casethe secondexecutionthenrevealstheer-
ror by driving theprograminto theabort() statemenasexpected.

2.2 Execution Model

DART runsthe programP undertestboth concretely executing
theactualprogramwith randominputs,andsymbolically calculat-
ing constraintson valuesat memorylocationsexpressedn terms
of input parametersTheseside-by-sidesxecutionsrequirethe pro-
gramP to beinstrumentedhtthelevel of aRAM (RandomAccess
Memory)machine.

The memoryM is a mappingfrom memoryaddresses to,
say 32-bit words. The notation+ for mappingsdenotesupdating;



for example,M ©:= M + [m 7! v] is thesamemapasM , ex-
ceptthatM °m) = v. We identify symbolicvariablesby their
addressesThusin an expressionm denotesithera memoryad-
dressor the symbolicvariableidenti ed by addressn, depending
onthecontet. A symbolicexpression or just expressiong canbe
of the form m, ¢ (a constant), (e% €% (a dyadicterm denoting
multiplication), (e €% (atermdenotingcomparison); (&% (a
monadicterm denotingnegation), € (a monadicterm denoting
pointer dereference)etc. Thus, the symbolic variablesof an ex-
pressiore arethe setof addressem thatoccurin it. Expressions
have no side-efects.

The programP manipulatesghe memory through statements
thatarespeciallytailoredabstraction®f the machineinstructions
actuallyexecuted Thereis a setof numberghatdenoteinstruction
addresseghatis, statemenlabels.If * istheaddres®f astatement
(otherthanabort or halt), then™ + 1 is guaranteedo alsobe an
addres®f astatementTheinitial addresss “¢. A statementanbe
a conditional statement of the form if (e) then goto ° (where
e is an expressionover symbolic variablesand *° is a statement
label), an assignmenstatement of the form m e (wherem
is amemoryaddress)abort, correspondingo a programerror, or
halt, correspondindo normaltermination.

Theconcretesemanticof the RAM machineinstructionsof P
isre ectedin evaluate concrete(e;M ), which evaluatesexpres-
sion e in context M andreturnsa 32-bit value for e. Addition-
ally, the function statemengt(", M ) speci esthe next statement
to be executed.For an assignmenstatementthis function calcu-
lates,possiblyinvolving addressarithmetic,the addresan of the
left-handside,wheretheresultis to bestored;in particular indirect
addressinge.g.,stemmingfrom pointers,is resoled at runtimeto
acorrespondingbsoluteaddress.

A programP de nes a sequencef input addressedVto, the
addressesf the input parameter®f P. An input vector I, which
associates valueto eachinput parameterde nestheinitial value
of Mo andhenceM .2

Let C be the set of conditional statementsand A the set of
assignmenstatementsn P. A program executionw is a nite
sequencén Execs:= (A[ C) (abort j halt). We preferto view
w asbeingoftheform ic1 2C2:::ck «k+1 S,where | 2 A (for
1 i k+1),¢c2C(forl i k), ands?2 fabort;haltg.

Theconcretesemanticof P atthe RAM machinelevel allows
usto de ne for eachinputvectorl” anexecutionsequenceheresult
of executingP on I" (the detailsof this semanticss not relevant
for our purposes)Let ExecqP) be the set of suchexecutions
generatedy all possiblel™. By viewing eachstatementsa node,
ExecqP) forms a tree, called the executiontree Its assignment
nodeshave one successorits conditionalnodeshave one or two
successorsandits leavesarelabeledabort or halt.

2.3 TestDriver and Instrumented Program

The goal of DART is to explore all pathsin the executiontree
ExecqP). To simplify the following discussionwe assumethat
we are given a theoremprover that decides,say the theory of
integer linear constraints.This will allow us to explain hov we
handlethe transitionfrom constraintswithin the theoryto those
thatareoutside.

DART maintainsa symbolicmemoryS thatmapsmemoryad-
dressedgo expressionslnitially, S is a mappingthat mapseach

1we do this to simplify the exposition; left-hand sides could be made
symbolicaswell.

270 simplify the presentationwe assumethat Nt is the samefor all
executionsof P.

3Wethusassumehatall programexecutionserminatejn practicethiscan
beenforcedby limiting the numberof executionsteps.

evaluatesymbolic(e, M , S) =
match e:
casem: //thesymbolicvariablenamedm
if m 2 domainS thenreturn S(m)
elsereturn M (m)
case (e%€%: //multiplication
let f'= evaluatesymboli¢e® M ; S);
let f"= evaluatesymboli¢e®; M ; S);
if notoneof f ®or f ®is aconstant then
all_linear=0
return evaluateconcetge, M )
if bothf ° andf ®areconstantshen
return evaluateconcetde, M )
if f ®is aconstant then
return (f%c)
elsereturn (c;f%
case €% //pointerdereference
let f'= evaluatesymbolitﬁeo; M ;S);
if f ®is aconstant then
if ¢2 domainS thenreturn S( c)
elsereturn M ( ¢)
elseall_locsde nite=0
return evaluateconcetde, M )
etc.

Figure 1. Symbolicevaluation

m 2 Ny to itself. Expressionsare evaluatedsymbolically as de-
scribedin Figurel. Whenanexpressiorfalls outsidethetheory as
in the multiplication of two non-constansub-expressionsDART
simplyfalls badk on the concetevalueof the expressionwhichis
usedastheresult.In sucha casewe alsoseta ag all_linear to 0,
which we useto track completenessAnothercasewhereDART's
directedsearchis typically incompleteis whenthe programderef-
erences pointerwhosevaluedepend®n someinputparameterin
thiscasethe ag all_locs de nite is setto 0 andtheevaluationfalls
backagainto the concretevalue of the expressionWith this eval-
uationstrateyy, symbolicvariablesof expressionsn S arealways
containedn M.

To carry out a searchthroughthe executiontree, our instru-
mentedprogramis run repeatedly Eachrun (exceptthe rst) is
executedwith the help of a recordof the conditional statements
executedin the previous run. For eachconditional,we recorda
brand value, which is either 1 (the then branchis taken) or 0
(the else branchis taken), as well as a done value, which is 0
when only one branchof the conditional has executedin prior
runs (with the samehistory up to the branchpoint) andis 1 oth-
erwise. This information associatedvith eachconditional state-
mentof the last executionpathis storedin a list variable called
stak, keptin a le betweenexecutions.For i, 0 i < jstadq,
stak(i] = (stad{i]:branch; stad(i]:doné is thustherecordcorre-
spondingo thei + 1th conditionalexecuted.

More precisely our testdriver run_DART is shawn in Figure2.
Thisdrivercombinegandomtesting(therepeatoop) with directed
search(the while loop). If the instrumentedprogramthrows an
exception,thena bug hasbeenfound. Thetwo completeness gs
namelyall_linear andall_locs.de nite, eachholds unlessa “bad”
situationpossiblyleadingto incompleteneskasoccurred Thus,if
thedirectedsearchterminates—thais, if directedof theinnerloop
nolongerholds—thertheouterloop alsoterminategprovidedall of
thecompletenessgs still hold. In thiscase DART terminatesand
safelyreportsthat all feasibleprogrampathshave beenexplored.
But if just one of the completenessags have beenturnedoff at
somepoint, thenthe outerloop continuesorever (moduloresource
constraintsiotshavn here).



run_DART() =
all_linear, all_locs de nite, forcingok=1,1,1
repeat
stak = hi; F'=1] ; directed=1
while (directed do
try (directed stad, I) =
instrumentedprogram(stad, I")
catch ary exception!
if (forcing_ok)
print “Bug found”
exit()
elseforcing.ok= 1
until all_linear” all_locs.de nite

Figure 2. Testdriver

instrumentedprogram(stads; IN) =
/l Randominitialization of uninitializedinput parameterin Nt
for eachinputx with IMx] unde neddo

IMx] = randong)
Initialize memoryM from Nt andl™
/I Setup symbolicmemoryandprepareaxecution
S=[Mm7' mjm 2 Mo].
* ="¢ // Initial programcounterin P
k = 0// Numberof conditionalsexecuted
/ Now invoke P intertwinedwith symboliccalculations
s = statemenat(",M )
while (s 2 f abort; haltg) do
match (s)
case(m e):
S=S +[m 7! evaluatesymboli¢e;M ; S)]
v = evaluateconcetg(e;M )
M=M+[m7'v];"="+1
case(if (e) then goto *9:
b= evaluateconcetge;M )
¢ = evaluatesymboli¢e; M ; S)
if bthen
path.constaint = path.constaint * hci
sta(k0 = compae_and.updatestadk(l; k;stak)
else
path.constaint = path.constaint * hneg(c)i
stak = compae_and.updatestad(0; k;stak)
NN
k=k+ 1
s =statemenat(' ,M )
if (s==abort) then
raise anexception
else// s==halt
return solvepath.constaint(k,path.constaint,stad)

/l Endof while loop

Figure 3. Instrumentedprogram

Theinstrumentegbrogramitself is describedn Figure3 (where
" denoteslist concatenation)lt executesas the original pro-

gram, but with interleaved gathering of symbolic constraints.

At each conditional statement,it also checksby calling com-
pare_and.updatestadk, shavn in Figure 4, whetherthe current
execution path matchesthe one predictedat the end of the pre-
vious execution and representedn stak passedbetweenruns.
Speci cally, our algorithm maintainsthe invariant that whenin-
strumentedorogram is called,stadjstadj 1]:done= 0 holds.

compae_and.updatestad(brand,k,stak) =
if k < jstadq then
if stad(k]:branch 6 branch then
forcing.ok= 0
raise anexception
elseif k = jstadg 1then
stak[k].branch = branch
staklk].done= 1
elsestadk = stak » h(brandh; 0)i
return stak

Figure4. Compareand.updatestack

solvepath constaint(kyy,path.constaint,stak) =
letj bethesmallesnumbersuchthat
forallhwith 1 j < h < kuyy, stadfh]:done= 1
ifj = 1then
return (0; _; ) // Thisdirectedsearchs over
else
path _constr aint [j ] = neg(path _constr aint [j ])
stak(j ].branch=": stad(j ]:branch
if (path_constraint [0;::: ;j] hasasolution™) then
return (1; stad[0:;j ]; 7+ )
else
solvepath constaint(j ,path.constaint,stak)

Figure5. Solve_pathconstraint

This valueis changedo 1 if the executionproceedsaccordingto
all thebranchesn stadk aschecled by compae_and updatestad.
If it ever happenghata predictionof the outcomeof a conditional
is notful lled, thenthe ag forcing ok is setto 0 andanexception
is raisedto restartrun_DART with a fresh randominput vector
Note that setting forcing.ok to 0 canonly be dueto a previous
incompleteness DART's directedsearchwhich wasthen (con-
senatively) detectedand resultedin setting (at least) one of the
completenessags to 0. In other words, the following invariant
alwaysholds:all_linear” all_locs.de nite) forcing .ok

Whentheoriginalprogramhalts,new inputvaluesaregenerated
in solvepath.constaint, shavn in Figure5, to attemptto forcethe
next run to executethe last unexplored branchof a conditional
alongthe stack.If sucha branchexists andif the path constraint
thatmayleadto its executionhasa solution™, this solutionis used
to updatethe mappingl™ to be usedfor the next run; valuescorre-
spondingo inputparametersotinvolvedin thepathconstraintare
presered (this updateis denoted™+ ).

Themainpropertyof DART is statedn thefollowing theorem,
which formulateg(a) soundnes¢of errorfounds)and(b) aform of
completeness.

THEOREM 1. Considera programP asde nedin Section2.2.(a)
If run_DARTprintsout“Bug found” for P, thenthereis somdanput
to P that leadsto an abort. (b) If run_.DART terminateswithout
printing “Bug found; thenthere is no inputthatleadsto an abort
statemenin P, andall pathsin ExecqP) havebeenexercised.(c)
Otherwise run_DARTwill run forever.

Proofsof (a) and(c) areimmediate.The proof of (b) restson the
assumptiorthatary potentialincompletenessn DART's directed
searchis (conseratively) detectecandrecordedby settingat least
oneof thetwo ags all_linear andall_locs de nite to 0.

4 A depth-®rstsearctis usedfor exposition,but thenext branchto beforced
couldbe selectedusinga differentstratgy, e.g.,randomlyor in a breadth-
®rstmanner



Since DART performs(typically partial) symbolic executions
only asgeneralizationsf concreteexecutionsakey differencebe-
tweenDART andstatic-analysis-basexpproachew softwarever-

i cation is thatary errorfoundby DART is guaranteetb besound
(casg(a) abore) evenwhenusinganincompleteor wrongtheory In

orderto maximizethechance®f terminationin casgb) above, set-
ting off completenessags asdescribedn evaluatesymboliccould
bedonelessconseratively (i.e., moreaccurately)isingvariousop-

timization techniquesfor instanceby distinguishingincomplete-
nessin expressionaisedin assignmentfrom thoseusedin condi-
tional statementshy re ning after eachconditionalstatementhe
constraintsstoredin S thatareassociatedvith symbolicvariables
involvedin theconditional by dealingwith pointerdereferencem

amoresophisticatedvay; etc.

2.4 Example
Considetthe C program:

int f(int x, int y) f
int z;
z =y,
if (x ==2)
if (y ==x + 10)
abort();
return O;

g

Theinput addressrectoris Mo = hmy;myi (wheremy, 6 my

aresomememoryaddressesfor f's input parametersx; yi. Let
us assumethat the rst value for x is 123456and that of y is
654321 thatis, I = h123456 654321. Then,theinitial concrete
memorybecomesM = [my 7! 123456 m, 7! 654321] and
the initial symbolicmemorybecomesS = [my 7! my;my 7!

my]. During executionfrom this con guration, the else branch
of theouterif statements takenand,at the time halt is encoun-
tered, the path constraintis h: (my = my)i. We have k = 1,

stak = h0;0)i, S = [mx 7! my;my 7! my;m; 7! my],

M = [myx 7! 123456 my 7! 654321 m, 7! 654321] Thesub-
sequentall to solvepath.constaint resultsin an attemptto solve
hmy = myi, which leadsto a solutionhmy 7! O;my 7! Oi.

The updatedinput vector I + I is then h0; 0i, the branchbit in

stak hasbeen ipped, andthe assignmen(directed stad, N=(1,
h(1;0)i, h0; 0i) is executedn run_DART. Duringtheseconctall of
instrumentedprogram, the compae_and.updatestadk will check
thatthe actuallyexecutedbranchof the outerif statements now

thethen branch(whichit is!). Next, theelse branchof theinner
if statements executed Consequentlythe pathconstrainthatis
now to besolvedis hmy = my;my = my + 10i. Therun_DART
driver then calls solvepath.constaint with (kuy,path.constaint,

stak)=(2,hmy = my;my = my+ 10i, h(1; 1); (O; 0)i). Sincethis
pathconstrainthasno solution,andsincethe rst conditionalhas
alreadybeencovered (stad[0]:done = 1), solvepath.constaint
returns(0; _; ). In turn, run_.DART terminatessinceall complete-
nessags arestill set.

2.5 Advantagesof the DART approach

Despitethe limited completenessf DART whenbasedon linear
integer constraintsdynamicanalysisoften hasan advantageover
staticanalysiswhenreasoningaboutdynamicdata.For example,
to determineif two pointerspoint to the samememorylocation,
DART simply checkswhethertheir valuesare equalanddoesnot
requirealiasanalysis Considerthe C program:

struct foo f int i; char c; g
bar (struct foo *a) f
if (a->c ==0) f
*((char *a + sizeof(int)) =1;
if (a->c != 0)
abort();

g

DART heretreatsthe pointerinput parameteby randomlyinitial-
izing it to NULL or to asingleheap-allocatedell of the appropri-
atetype (seeSection3.2). For this example,a staticanalysiswill
typically not be ableto reportwith high certaintythatabort() is
reachableSoundstaticanalysistools will report“the abortmight
bereachable”andunsoundones(like BLAST [18] or SLAM [2])
will simply report“no bug found”, becausetandardaliasanalysis
is notableto guarante¢hata->c hasbeenoverwritten.In contrast,
DART nds a preciseexecutionleadingto the abortvery easily
by simply generatinganinput satisfyingthelinear constrainta->c
== 0. This kind of codeis oftenfoundin implementation®f net-
work protocolswhereabuffer of typechar * (e.g.,representing
messagels occasionallycastinto astruct (e.g.,representinghe
different elds of the protocolencodedn the messageandvice
versa

The DART approachof intertwinedconcreteand symbolic ex-
ecutionhastwo importantadwantagesFirst, ary executionlead-
ing to anerrordetectecby DART is trivially sound Secondit al-
lows usto alleviate thelimitations of the constraintsolver/theorem
prover. In particular wheneer we generatea symbolic condition
at a branchingstatementvhile executingthe programundertest,
andthe theoremprover cannotdecidewhetherthat symbolic con-
dition is true or false,we simply replacethis symbolic condition
by its concretevalue, i.e., eithertrue or false.This allows us to
continueboth the concreteand symbolic executionin spiteof the
limitation of thetheoremprover. Note that staticanalysistools us-
ing predicateabstractionj2, 18] will simply considetbothbranches
from thatbranchingpoint, which mayresultin unsoundbehaiors.
A test-generatiomool usingsymbolicexecution[36], on the other
hand,will stopits symbolicexecutionat that point and may miss
bugsappearingdonn the branch.To illustratethis point, consider
thefollowing C program:

1 foobar(int x, int y)f

2 if  Ox*x > 0)f

3 if (x>0 &&y==10)
4 abort();

5 g else f

6 if (x>0 &&y==20)
7 abort();

8 ¢
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Given a theoremprover that cannotreasonaboutnon-lineararith-
metic constraints,a static analysistool using predicateabstrac-
tion [2, 18] will reportthatboth abortsin the abore codemay be
reachablehenceone falsealarm sincethe abortin line 7 is un-
reachableThis would be true aswell if thetest(x*x*x > 0) is
replacedby alibrary call or if it wasdependenbn a con guration
parametereadfroma le. Ontheotherhand,atest-generatiotool
basednsymbolicexecution[36] will notbeableto generatenin-
put vectorto detectary abortbecauséts symbolic executionwill
be stuck at the branchingpointin line 2. In contrast,DART can
generateandomlyaninput vectorwherex>0 andy!=10 with al-
most0:5 probability;afterthe rst executionwith suchaninput,the
directedsearchof DART will generat@nothelinputwith thesame
positive valueof x but with y==10, which will leadthe programin
its secondrun to the abortat line 4. Note that, if DART randomly



generates negative value for x in the rst run, then DART will

generaten thenext runinputswherex>0 andy==20to satisfythe
otherbranchat line 7 (it will do so becauseno constraintis gen-
eratedfor the branchingstatementn line 2 sinceit is non-linear);
however, dueto the concreteexecution,DART will thennot take
the else branchatline 6 in sucha secondrun. In summary our
mixed stratgy of randomanddirectedsearchalongwith simulta-
neousconcreteand symbolicexecutionof the programwill allow
usto nd theonly reachablebortstatemenin the above example
with high probability

3. DART for C

We now discusshow to implementthe algorithmspresentedn the
previoussectionfor testingprogramswrittenin theC programming
language.

3.1 Interface Extraction

Given a programto test, DART rst identi es the externalinter
faceghroughwhichtheprogramcanobtaininputsvia uninitialized
memorylocationsM . In the context of C, we de ne the external
interfacesof a C programas

its external variablesand external functions (reportedas “un-
de ned reference”at the time of compilationof the program),
and

the agumentsof a userspeci ed toplevel function whichis a
functionof the programcalledto startits execution.

Themainadwantageof this de nition is thatthe externalinterfaces
of a C programcan be easily determinedand instrumentedby a
light-weightstaticparsingof the programs sourcecode. Inputsto

a C programarede ned as memorylocationswhich aredynami-
cally initialized atruntimethroughthestaticexternalinterface.This
allows us to handleinputs which are dynamicin nature,suchas
listsandtreesjn auniformway. Consideringnputsasuninitialized
runtimememorylocations,insteadof syntacticobjectsexclusively

suchasprogramvariablesalsoallows usto avoid expensve or im-

precisealiasanalyseswhich form thebasisof mary staticanalysis
tools.

Notethatthe (simpli ed) formalizationof Section2.2 assumed
that the input addressed?, are the samefor all executionsof
programP . However, our implementationof DART supportsa
more generalmodel where multiple inputs can be mappedto a
sameaddressn whentheseare obtainedby successiely reading
m during different successie calls to the toplevel function, as
will be discussedater, aswell asthe possibility of a sameinput
being mappedto different addressesn different executions,for
instancevhentheinputis providedthroughanaddresslynamically
allocatedwith malloc() .

For eachexternalinterface,we determinethe type of theinput
that canbe passedo the programvia thatinterface.In C, a type
is de ned recursvely aseitherabasictype(int, oat, char enum,
etc.),a structtype composedf oneor more elds of othertypes,
anarray of anothettype, or apointerto anothertype.

Figure 6 shavs a simple exampleof C programsimulatinga
controllerfor anair-conditioning(AC) system.The toplevel func-
tionis ac_controller , andthe externalinterfaceis simply its ar
gumentmessage of basictypeint .

It is worth emphasizinghat we distinguishthreekinds of C
functionsin this work.

Programfunctionsarefunctionsde ned in the program.

Externalfunctionsarefunctionscontrolledby the ervironment
andhencepartof theexternalinterfaceof theprogramihey can
nondeterministicallyreturnary value of their speci ed return

type.

/*initially, */

int is_room_hot=0; /* roomis not hot */
int is_door_closed=0; /* and door is open */
int ac=0; [* so, ac is off */

void ac_controller(int message) f
if (message == 0) is_room_hot=1;
if (message == 1) is_room_hot=0;
if (message == 2) f

is_door_closed=0;
ac=0;

if (message == 3) f
is_door_closed=1;

if (is_room_hot) ac=1;

g

if (is_room_hot &&is_door_closed && 'ac)
abort(); /* check correctness */

Figure6. AC-controllerexample(C code)

Library functionsarefunctionsnot de ned in the programbut
controlledby the program,and henceconsideredas part of it.
Examplef suchfunctionsareoperating-systerfunctionsand
functionsde ned in the standardC library. Thesefunctionsare
treatedasunknavn but deterministic‘black-boxes” which we
cannotinstrumentr analyze.

The ability of DART to handledeterministicbut unknavn (and
arbitrarily comple) library functionsby simply executingthese
malesit uniquecomparedo standardsymbolic-eecutionbased
frameworks, asdiscussedn Section2.4. In practice,the usercan
adjustthe boundarybetweerlibrary andexternalfunctionsto sim-
ulatedesiredeffects.For instancegrrorsin systemcalls caneasily
besimulatedby consideringhe correspondingystenfunctionsas
externalfunctionsinsteadof library functions.

3.2 Generation of Random TestDriver

Oncethe external interfacesof the C programare identi ed, we
generat@nondeterministic/randonestdriver simulatingthemost
generalervironmentvisible to the programat its interfaces.This
testdriveris itself a C programwhich performsthe randominitial-
izationabstractlydescribedat the beginning of the functioninstru-
mentedprogram()in Section2, andwhichis de ned asfollows:

Thetestdriver consistsof a functionmain which initializes all
external variablesand all agumentsof the toplevel function
with randomvaluesby calling the function randominit  de-
ned belav, andthencalls the applications toplevel function.
The userof DART speci es (using the parametedepth) the
numberof timesthetoplevel functionis to be callediteratively
in asinglerun.
The test driver also containscode simulating each external
functionin sucha way that, when&er an externalfunction is
called during the programexecution, a randomvalue of the
function's returntypeis returnedby the simulatedfunction.

For example,Figure 7 shavs the testdriver generatedor the
AC-controllerexampleof Figure6.

The initialization of memorylocationscontrolledby the exter-
nalinterfaceis performecdusingtheproceduregandominit shavn
in Figure8. This procedurdakesasargumentsa memorylocation
mandthetype of the valueto be storedat m andinitializes ran-
domly the locationmdependingon its type. If mstoresa value of



void main() f
for (i=0; i < depth ; i++) f
int tmp;
random_init(&tmp,int);
ac_controller(tmp);

g

Figure 7. Testdriver generatedor the AC-controllerexample(C
code)

random_init(m,type)  f

if (type == pointer to type2) f
if (fair coin toss == head) f
*m = NULL,;
g else f

*m = malloc(sizeof(type));
random_init(*m,type2);
g
g else if (type == struct) f
for all fields f in struct
random_init(&(m->f),typeof(f)) ;
g else if (type == array[n] of type3)f
for (int i=0;i<n;i++)
random_init((m+i),type3);
g else if (type == basic type) f
*m = random_bits(sizeof(type));
g
g

Figure 8. Procedurdor randomlyinitializing C variablesof ary
type(in pseudo-C)

basictype, its value*n? is initialized with the auxiliary procedure
randombits whichreturnsn randombitswheren isits aggument.
If its type is a pointer the valueof locationmis randomlyinitial-
ized with eitherthe value NULL (with a 0.5 probability) or with
theaddresof newly allocatedmemorylocation,whosevalueis in
turn initialized accordingto its type following the samerecursve
rules.If type is a structor an array every sub-elements initial-
izedrecursvely in the sameway. Note that, wheninputsare data
structuregde ned with arecursve type (suchaslists), this general
procedurecanthusgeneratalatastructureof unboundedizes.

For eachexternalvariableor agumentto the toplevel function,
sayVv, DART generates call to randominit(&v,typeof(v))
in the function main of the testdriver beforecalling the toplevel
function. For instance,in the case of the AC-controller pro-
gram, the variable message forming the external interface is
of type int , and thereforethe correspondingnitialization code
randominit(&mp,int)  © is generateqseeFigure7).

Similarly, if the C programbeing testedcan call an external
function,sayreturn _type somefun() , thenthetestdrivergen-
eratedby DART will includeade nition for thisfunction,whichis
asfollows:

return_type somefun() f
return_type tmp;
random.init(&tmp,return
return tmp;

_type);
g

51n C, *mdenoteshevaluestoredatm
61n C, &v givesthememorylocationof thevariablev.

Oncethetestdriverhasbeengeneratedt canbecombinedwith the
C programbeingtestedto form a self-executableprogram,which
canbe compiledandexecutedautomatically

3.3 Implementation of Dir ectedSearch

A directedsearctcanbeimplementedisinga dynamicinstrumen-
tation as explainedin Section2. The main challengewhen deal-
ing with C is to handleall the possibletypesthat C allows, as
well as generateand manipulatesymbolic constraints gspecially
acrossfunction boundarieq(i.e., tracking inputs throughfunction

callswhenavariablewhosevaluedepend®n aninputis passeds
amgumento anothemprogramfunction). Thisis tedious(becausef

thecompleity of C) but conceptuallynotvery hard.

In ourimplementatiorof DART for C, the codeinstrumentation
neededto intertwine the concreteexecution of the programP
with the symbolic calculationsperformedby DART asdescribed
in function instrumentedprogram() (seeSection2) is performed
usingCIL [28], an OCAML applicationfor parsingandanalyzing
C code.Theconstrainsolverusedby defaultin ourimplementation
is Ip_solve [26], which cansolwe efciently ary linear constraint
usingrealandintegerprogrammingechniques.

3.4 Additional Remarks

Forthesale of modeling‘realistic” externalervironmentswe have
assumedn this work that the execution of external functionsdo
not have ary sideeffectson (i.e., do not changethe value of) ary
previously-de ned stackor heapallocatedprogramvariable, in-
cluding thosepassedas agumentsto the function. For instance,
an externalfunction returninga pointerto anint canonly return
NULL or apointerto anewly allocatednt , notapointerto apre-
viously allocatedint . Note that this assumptiordoesnot restrict
generality:external functionswith side effectsor returningprevi-
ously de ned heap-allocateabjectscan be simulatedby adding
interfacecodebetweerthe programandits ervironment.

Anotherassumptiorwe madeis thatall programvariableg(i.e.,
all thosenotcontrolledby theenvironment)areproperlyinitialized.
Detectinguninitialized programvariablescanbe doneusingother
analyzesandtools, either statically (e.g.,with lint ~ [19]) or dy-
namically(e.g.,with Purify [17]) or both(e.g.,with CCured[29]).

Insteadof usinga staticde nition of interfacefor C programs
asdoneabove in this section,we could have useda dynamicde -
nition, suchasconsideringary uninitializedvariable(memorylo-
cation)readby the programasan input. In general detectingin-
putswith sucha loosede nition canonly be done dynamically
using a dynamic programinstrumentatiorsimilar to one for de-
tectinguninitializedvariables Suchinstrumentationsequirea pre-
cise,henceexpensve, tracking of memoryaccessediscovering
andsimulatingexternalfunctionson-the- y is alsochallenging It
would be worth exploring furtherhow to dealwith dynamicinter-
facede nitions.

4. Experimental Evaluation

In this section,we presentthe resultsof several experimentsper

formed with DART. We rst comparethe efciency of a purely
randomsearchwith adirectedsearchusingtwo programexamples.
We thendiscussthe applicationof DART on a larger application.
All experimentswere performedon a Pentiumlll 800Mhzproces-
sorrunningLinux. Runtimeis user+systenime asreportecby the
Unix time commandandis alwaysroughlyequalto elapsedime.

4.1 AC-controller Example

Our rst benchmarkis the AC-controllerprogramof Figure6. If
we setthe depthto 1, the programdoesnot have ary execution
leadingto anassertiorviolation. For thisexample adirectedsearch



exploresall executionpathsuptothatdepthin 6 iterationsandless
thanasecondIn contrastarandomsearchwould thusrunsforever

without detectingary errors.If we setthe depthto 2, thereis an
assertiorviolationif the rst inputvalueis 3 andthe secondnput
valueis 0. This scenarias found by the directedsearchin DART

in 7 iterationsandlessthana second!n contrasta randomsearch
doesnot nd the assertiorviolation after hoursof searchindeed,
if messageis a 32-bitinteger, the probabilityfor arandomsearch
to nd thespecic comblnatlonof mputsleadlngto this assertion
violation is one out of 232 2% = 2% ‘je, virtually zeroin

practice!

This explains why a directed searchusually provides much
bettercode coveragethan a simple randomsearch.Indeed,most
applicationscontaininput- ltering codethatperformsbasicsanity
checkson theinputsanddiscardshe bador irrelevant ones.Only
inputsthat satisfy these Itering testsarethenpassedo the core
applicationand can in uence its behaior. For instance,in the
AC-controllerprogram,only valuesO to 3 are meaningfulinputs
while all othersareignored;thedirectedmodeis crucialto identify
(iteratively) thosemeaningfulinput values.

It is worth observinghow a directedsearchcanlearnthrough
trial and error how to generateinputs that satisfy such Itering
tests Eachway to passheseestscorrespond$o anexecutionpath
throughthe input- ltering codethat leadsto the core application
code Every suchpathwill eventuallybediscoveredby thedirected
searchprovided it canreasonaboutall the constraintsalong the
path.Whenthis happensthe directedsearchwill reachand start
exercizing (in the samesmartway) the core applicationcode.In
contrasta purelyrandomsearchwill typically be stuckforeverin
theinput- Itering codeandwill never exercizethe codeof thecore
application.

4.2 Needham-SchoederProtocol

Our secondbenchmarkexample is a C implementationof the
Needham-Schroed@ublic key authenticatiorprotocol[30]. This
protocolaimsat providing mutualauthenticationso thattwo par

ties canverify eachothers identity beforeengagingin a transac-
tion. The protocolinvolves a sequencef messagexchangede-
tweenaninitiator, a responderanda mutually-trusteckey sener.

The exact details of the protocol are not necessaryfor the dis-

cussionthat follows and are omitted here. An attackagainstthe
original protocolinvolving six messagexchangesasreportecby

Lowe in [24]: anintruder| is ableto impersonatean initiator A

to setup a falsesessiorwith respondeB, while B thinks he is

talkingto A. Thestepsof Lowe's attackareasfollows:

1L.A! | fNa;Agk; (A startsa normalsessiorwith | by
sendingit anonceN, andits nameA, bothencryptedwith | 's
publickey K )

2.1(A) ! B : fNa;Agk, (theintruderl impersonated\ to
try to establisha falsesessiorwith B)

3.B! I(A) fNa;Npgk, (B responddy selectinga nev
nonceNy andtrying to returnit with N, to A)

4.1 1 A : fNa;Npgk, (I simplyforwardsB'slastmessage
to A; notethatl doesnotknow how to decryptB's messagéo
A sinceit is encryptedwvith A'skey K 5)

5. A1 | : fNpgk,; (A decryptsthelastmessageo obtainNy
andreturnsit to )

6.1(A)! B fNpgk, (I canthendecryptthis messageo
obtainNy andreturnsit to B ; afterreceving this messageB
believesthatA hascorrectlyestablished sessiorwith it)

The C implementatiorof the Needham-Schroed@rotocolwe
considerellis describecby about400lines of C codeandis more

7 We thankJohnHavlicek for providing usthisimplementation.

depth | error? | Randomsearch Directedsearch
1 no - 69 runs(< 1 second)
2 yes - 664runs(2 seconds)

Figure 9. Resultsfor Needham-Schroed@rotocolwith a possi-
bilistic intrudermodel

depth | error? Iterations(runtime)
1 no 5runs(< 1 second)
2 no 85 runs(< 1 seconds)
3 no 6,260runs(22 seconds)
4 yes | 328,45%uns(18 minutes)

Figure10. Resultfor Needham-Schroedprotocolwith aDolev-
Yaointrudermodel

detailedthanthe protocoldescriptionanalyzedn [24]. The C pro-
gramsimulateshe behaior of boththeinitiator A andresponder
B accordingto the protocolrules. It canbe executedasa single
Unix processsimulatingthe interleaved behaior of both protocol
entities.It alsocontainsan assertiorthatis violatedwheneer an
attackto the protocoloccurs®. In the C program,agentidenti ers,
keys, addresseand nouncesare all representedby integers.The
programtakes as inputs tuples of integer valuesrepresentingn-
comingmessages.

Resultsof experimentsarepresentedh Figure9. Whenat most
one (depthis 1) messagds sentto the initiator or responder
thereis no programexecutionleadingto an assertionviolation.
Thetableindicateshow mary iterations(runs)of the programare
neededby DART's directedsearchto reachthis conclusion.This
numberthusrepresentsll possiblesxecutionpathsof this protocol
implementationwhen executedonce. When two input messages
are allowed, DART nds an assertiorviolation in 664 iterations
or abouttwo second®f searchln contrastarandomsearchs not
ableto nd ary assertiorviolationsaftermary hoursof search.

An examinationof the programexecutionleadingto this asser
tion violationrevealsthatDART only nds partof Lowe's attack:it
nds the projectionof the attackfrom B 's point of view, i.e., steps
2 and6 above. In otherwords, DART nds that, whenplacedin
its mostgeneanl ervironmentthereexists a sequencef two input
messagethat drivesthis codeto an assertionviolation. However,
the mostgeneralenvironment,which cangeneratery valid input
atary time, is too powerful to modelarealisticintruderl : for in-
stance given a conditionalstatemenof the form if (input ==
mysecret) then ::: , DART cansetthe valueof this inputto
mysecret to directits testing,which is aspowerful asbeingable
to guessencryptionkeys hard-codedn the program.(Sucha most
powerfulintrudermodelis sometimesalledapossibilisticattadker
modelin theliterature.)

To nd thecompleteLowe's attackit is necessaryo useamore
constrainednodelof the ervironmentthat modelsmore precisely
thecapabilitiesof theintruderl , namelyl 's ability to only decrypt
messagegncryptedwith its own key K;, to composemessages
with only noncest alreadyknows, andto forwardonly messages
haspreviously seen(Sucha modelis calleda Dolev-Yao attader
modelin the securityliterature.)We then augmentedhe original
codewith suchamodelof | . We quickly discoseredthatthereare
mary waysto modell andthateachvariantcanhave a signi cant
impacton the sizeof theresultingsearchspace.

FigurelOpresentsheresultsobtainedwvith oneof thesemodels,
which is at leastas unconstraineds the original intruder model
of [24] yetresultsin the smalleststatespacewe could get. In this

8 A C assertiorviolation (asde®nedn <assert.h> ) triggersanabort() .



version,theintrudermodelactsasaninput Iter for entitiesA and
B. As shavn in the Figure,the shortessequencef inputsleading
to an assertiorviolation is of length4 and DART takesabout18
minutesof searchto nd it. Thistime, thecorrespondingxecution
tracecorrespondso thefull Lowe's attack:

(After no speci ¢ input) A sendsts rst messagasin Stepl
(depthl).

B receivesaninputandsendsanoutputasin Step3 (depth2).
A recevesaninputandsendsanoutputasin Step5 (depth3).
B recevesaninputasin Step6, whichthentriggersanassertion
violation (depth4).

Notethat,sincetheinitiator | is modeledasaninput lter , Step2
and4 arenotrepresenteexplicitly by additionalmessages.

The original code we startedwith containsa ag which, if
turnedon, implementsLowe's x to the Needham-Schroedgro-
tocol[25]. By curiosity, we alsotestedhis versionwith DART and,
to oursurprise DART foundagainanassertiorviolationafterabout
22 minutesof search!After examiningthe errortraceproducedoy
DART, we discoveredthat the implementatiorof Lowe's x was
incomplete.We contactedthe authorof the original codeand he
con rmedthiswasabughewasnotawareof. After xing thecode,
DART wasnolongerableto nd ary assertiorviolation.

It is interestingto comparetheseresults with the onesre-
portedin [13] wherethe sameC implementatiorof the Needham-
Schroederprotocol was analyzedusing state-spacesxploration
techniguesSpeci cally, [13] studiedthe exploration of the (very
large) statespaceformed by the productof this C implementation
in conjunctionwith a nondeterministicC model of the intruder
The tool VeriSoft [12] was usedto explore the productof these
two interactingUnix processesSeveral searchtechniqueswere
experimentedvith. To summarizeheresultsof [13], neithera sys-
tematicseach nor a randomseach throughthat statespacewere
ableto detectthe attack(within 8 hoursof search) But a random
searchguidedusingapplication-independenheuristicgessentially
maximizing the numberof messagesxchangedetweenthe two
processesyasableto nd theattackafter50 minutesof searcton
average,on a comparablenachine.So far, we have not explored
theuseof heuristican the context of DART.

Becausethe intruder model in the implementationsof the
Needham-Schroedg@rotocolconsiderechereandin [13] aredif-
ferent, a direct comparisonbetweenour resultsand the results
of [13] is not possible.Yet, DART wasableto nd Lowe's attack
usinga systematicsearch(andto discover a previously-unknaevn
bug in the implementatiorof Lowe's x), while the experimental
setupof [13] wasnot. This performancalifferencecanperhapse
explainedintuitively as follows. A standardmodel checkingap-
proachastaken in [13] (at a protocolimplementationlevel) and
alsoin [24] (at a moreabstraciprotocolspeci cationlevel) repre-
sentsthe programs ervironment(heretheintruder)by a nondeter
ministic procesghatblindly guessepossiblesequencesf inputs
(attacks),and then checksthe effect of theseon the programby
performing state-spacexploration. In contrast,a directedsearch
asimplementedin DART doesnot treat the programunder test
as a black-box. Instead,the directedsearchattemptsto partition
iteratively the programs input spaceinto equivalenceclassesand
generataew inputsin orderto exhibit new programresponses in-
putsthattriggera previously consideregrogrambehaior arenot
generatedndre-testedverandoveragain.In thissenseadirected
searclcanbeviewedasamorewhite-boxapproactihantraditional
model checkingsincethe obseration of how the programreacts
to speci ¢ inputsis usedto generatehe next testinputs. Sincea
directedsearchexploits moreinformationaboutthe programbeing
testedjt is notsurprisingthatit can(andshould)be moreeffective.

4.3 A Larger Application: oSIP

In order to evaluate further the effectivenessand scalability of
DART, we appliedit to testa large applicationof industrialrele-
vance:oSIP an open-sourcémplementatiorof the Sessiorinitia-
tion Protocol SIPis atelephoy protocolfor call-establishmenf
multi-mediasessionsver IP networks (including Voice-over-I1P).
oSIPis aC library availableat

http://www.gnu.org/software/os ip/os ip.h tml.

The oSlIPlibrary (version2.0.9) consistsof about30,000lines of
C codedescribingabout600externallyvisible functionswhich can
beusedby higherlevel applicationsTwo typical suchapplications
are SIP clients(suchassoftphonego male calls over the internet
from a PC)andseners(to routeinternetcalls).

Ourexperimentaketupwasasfollows. Sincethereis very little
documentatioron the API provided by the oSIPlibrary otherthan
the codeitself, we considerecbne-by-oneeachof the about600
externally visible functions as the toplevel function that DART
calls. Thesefunction nameswere automatically extracted from
the library using scripts. For eachtoplevel function, the inputs
controlledby DART werethe agumentsof the function, andthe
searchwaslimited to amaximumof 1,000iterationg(runs).In other
words,if DART did not nd ary errorsafter 1,000runs,the script
would thenmove onto the next toplevel function,andsoon. Since
the oSIP codedoesnot containassertionsthe searchwas limited
to nding segmentatiorfaults(crashespndnon-terminatior?.

The resultsobtainedwith DART weresurprisingto us: DART

foundhundredof waysto crashexternallyvisible oSIPfunctions.
In fact, DART found a way to crash65% of the oSIP functions
within 1,000attemptsfor eachfunction. A closeranalysisof the
resultsrevealedthat most of thesecrashessharethe samebasic
pattern:an oSIP function takes as agumenta pointer to a data
structureandthende-referencekterthatpointerwithout checking
rst whetherthe pointeris non-NULL. It is worth noticing that
someoSIPfunctionsdo containcodeto testfor NULL pointers but
mostdo not performsuchtestsconsistently(i.e., for all execution
paths),andthe the documentatiordoesnot distinguishthe former
catgyory of functionsfrom thelatter Also notethatasimplevisual
codeinspectionwvould have revealedmostof theseproblems.

BecauseDART reportedso mary errors and becauseof the
lack of a speci cationfor the 0SIPAPI, it is hardto evaluatehow
severetheseproblemsreally are. Perhapghe implicit assumption
for higherlevel applicationsis that they must always passnon-
NULL pointersto the oSIP library, but thenit is troubling to see
thatsomeof theoSIPfunctionsdo checktheiragumentgor NULL
pointers.All we can concludewith good certaintyis that, from
the point of view of a higherlevel applicationdeveloper there
are mary waysto misusethe API, and that programmingerrors
in higherlevel code(suchasmistalenly passinga NULL pointer
to someunguardeaSIPfunction)couldresultin dramaticfailures
(crashes).

Overwhelmedby the large numberof potential problemsre-
portedby DART, we decidedto focuson the oSIPfunctionscalled
in a testdriver provided with the oSIP library, andto analyzein
detail the resultsobtainedfor thesefunctions.In the processwe
discoreredwhat appeardo be a signi cant securityvulnembility
in 0SIP:we foundanexternally controllableway to crashthe oSIP
parserSpeci cally, theattackis asfollows:

Build an (ASCII) SIP messageontainingno NULL (zero)or
“j” charactersand of morethan2.5 Megabyteg(for a cygwin

ernvironment—thesizemayvary on otherplatforms).

9 Non-terminationis reportedby DART after a timer expiration triggered
whentheprogramundertestdoesnotcall ary DART instrumentationvithin
aspeci®ctime delay



Passit to oSIPparsemsingthe oSIPfunction
“osip_messagaarse”.

Oneof the rst thingthisfunctiondoesis to copy this pacletin
stackspaceusingthe systemcall alloca(size) . This system
call returnsa pointerto size bytesof uninitializedlocal stack
spaceor NULL if the allocationfailed. Since2.5 Megabytes
is larger than the standardstack spaceavailable for cygwin
processesnerroris reportedandNULL is returned.

The oSIP code doesnot check success#ilure of the call to
alloca , andpassthe pointerblindly to anotheroSIPfunction,
which doesnot check this input algumentand then crashes
becaus®f theNULL pointervalue.

By modifying the testdriver that comeswith oSIP and generat-
ing aninput SIP messagé¢hat satis estheseconstraintswe were
ableto con rm this attack.This is a potentially very serious aw

in oSIP:it could be possibleto kill remotelyary SIP client or

senerrelyingontheoSIPlibrary for parsingSIPmessageby sim-

ply sendingit a messageaatisfyingthe simplepropertiesdescribed
abore! However, we do not know whetherexisting SIP clientsor

seners(i.e., higherlevel applications)uilt usingoSIParevulner

ableto this attack.Notethat,asof version2.2.0of the oSIPlibrary

(December2004),this codehasbeen x ed (seecommentsn the

ChangeLogle).

5. Other RelatedWork

Automaticallyclosinganopenreactve programwith its mostgen-
eral ervironmentto make it self-executableandto systematically
exploreall its possiblebehaiorswasalreadyproposedn [8]. How-
ever, the approachtaken thereis to use static analysisand code
transformationin orderto eliminatethe external interface of the
openprogramandto replacewith nondeterministicstatementsll
conditional statementsvhose outcomemay dependon an input
value.Theresultingclosedprogramis asimpli ed version(abstrac-
tion) of theoriginal openprogramthatis guaranteetb simulateall
its possiblebehaiors. In comparisonDART is morepreciseboth
becauset doesnot abstractthe programundertestand because
it doesnot suffer from the inherentimprecisionof staticanalysis.
The article [35] exploreshow to achieve the samegoal as[8] by
partitioningthe programs input domainusing staticanalysis.Be-
cause[35] doesnot rely on abstractionprogramsimpli cations),
it canbemoreprecisethan([8], butit still suffersfrom the costand
imprecisionof staticanalysiscomparedo DART.

Thereis arich literatureon test-\ector generatiorusing sym-
bolic execution(e.g.,see[21, 27, 10, 3, 36, 38, 9]). Symbolicex-
ecutionis limited in practiceby the imprecisionof staticanalysis
andof theorenprovers.Asillustratedby theexamplesn Section2,
DART is ableto alleviate someof the limitations of symbolicexe-
cutionby exploiting dynamicinformationobtainedrom aconcrete
executionmatchingthesymbolicconstraintsby usingdynamictest
generationandby instrumentinghe programto checkwhetherthe
input valuesgeneratechext have the expectedeffect on the pro-
gram. The ability of DART to handlecomple or unknavn code
segments(including library functions)as black-boxs by simply
executingthesemales it uniquecomparedo standardsymbolic-
executionbasedrameworks, which requiresomeknowledge(min-
imally regardingtermination)aboutall programpartsor areincon-
clusive otherwise SincemostC codeusuallycontainsa systemor
library call every 10linesor soon averagethis distinguishingfea-
tureof DART is asigni cant practicaladvantage.

Thedirectedsearchalgorithmintroducedn Section2 is closely
relatedto prior work on dynamictestgeneration(e.g.,[23, 15]).
The algorithmsdiscussedn thesepapersgeneratetestinputs to
exercisea speci ¢ programpathor branch(to determinef its exe-
cutionis feasible) startingwith some(possiblyrandom)execution

path.In contrast DART attemptsto cover all executableprogram
paths,in a style similar to systematicdestingand model checking
(e.0.,[12]). It thereforedoesnotusebranch/predicatelassi cation
techniquessin [23, 15]. Also, prior work on dynamictestgener
ation doesnot dealwith functionscalls, unknavn codesegments
(suchaslibrary functions),how to checkat run-timewhetherpre-
dictionsaboutnew testinputsarematchedn thenext run,anddoes
notdiscuscompletenesg:inally, to thebestof ourknowledge,dy-
namictestgeneratiorhasnever beenimplementecreviously for a
full- edged programmindanguagdike C nor appliedto large ex-
ampledik e the Needham-Schroederotocolandthe oSIPlibrary.
DART is also more loosely related to the following work.
QuickCheck7] is a tool for randomtestingof Haslell programs
which supportsa test speci cation languagewhere the usercan
assignprobabilitiesto inputs. Korat[5] is a tool that cananalyze
aJaramethods preconditiononits input andautomaticallygener
ateall possiblenon-isomorphidnputs up to a given (small) size.
Continuougesting[34] usesfree cycleson a developers machine
to continuouslyrun regressiontestsin the backgroundproviding
feedbackabouttestfailuresas sourcecodeis edited.Randomin-
terpretation14] is an approximateform of abstractinterpretation
wherecodefragmentsareinterpretedover a probabilisticabstract
domainandtheir abstracexecutionsampledvia randomtesting.

6. Conclusions

With DART, we have turnedthe cornventionalstanceon therole of
symbolicevaluationupside-davn: symbolicreasonings anadjunct
to real execution.Randomizatiorhelps us where automatedea-
soningis impossibleor dif cult. For example,whenwe encounter
‘'malloc's we userandomizatiorto guessthe resultof the alloca-
tion. Thussymbolicexecutiondegradeggracefullyin thesensehat
randomizationiakesover, by suggestingoncretevalues whenau-
tomatedreasoningdails to suggeshow to proceed.

DART's ability to executeandtestary programthatcompiles
without writing any test driver/harnesscode is a new powerful
paradigm,we believe. Runninga programfor the rst time usu-
ally bringsinterestingfeedback(detectsbugs),and DART males
this step almost effortless. We wrote “almost” becausan prac-
tice, the useris still responsibldor de ning what a suitableself-
containedunit is: it maleslittle sensdo testin isolationfunctions
thataretightly coupled;instead DART shouldbe appliedto pro-
gram/applicatiofnterfaceswhereprettymuchary inputcanbeex-
pectedandshouldbedealtwith. Theusercanalsorestrictthemost
generalernvironmentor testfor functional correctnessy adding
interfacecodeto the programin orderto lter inputs(i.e., enforce
pre-conditionsndanalyzeoutputs(i.e., testpost-conditions)We
planto explore how to effectively presento the userthe interface
identi ed by DART andlet him/herspecifyconstraintoninputsor
outputsin amodularway.
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