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Abstract
Wepresentanew tool,namedDART, for automaticallytestingsoft-
ware that combinesthreemain techniques:(1) automatedextrac-
tion of the interfaceof a programwith its external environment
usingstaticsource-codeparsing;(2) automaticgenerationof a test
driver for this interfacethat performsrandomtestingto simulate
themostgeneralenvironmenttheprogramcanoperatein; and(3)
dynamicanalysisof how theprogrambehavesunderrandomtest-
ing andautomaticgenerationof new testinputsto directsystemati-
cally theexecutionalongalternativeprogrampaths.Together, these
threetechniquesconstituteDirectedAutomatedRandomTesting, or
DARTfor short.Themainstrengthof DART is thusthattestingcan
beperformedcompletelyautomaticallyon any programthatcom-
piles– thereis noneedto write any testdriveror harnesscode.Dur-
ing testing,DART detectsstandarderrorssuchasprogramcrashes,
assertionviolations,andnon-termination.Preliminaryexperiments
to unit testseveralexamplesof C programsareveryencouraging.

Categoriesand SubjectDescriptors D.2.4 [Software Engineer-
ing]: Software/ProgramVeri�cation; D.2.5 [Software Engineer-
ing]: TestingandDebugging; F.3.1[LogicsandMeaningsof Pro-
grams]: SpecifyingandVerifying andReasoningaboutPrograms

GeneralTerms Veri�cation, Algorithms,Reliability

Keywords Software Testing, RandomTesting,AutomatedTest
Generation,Interfaces,ProgramVeri�cation

1. Intr oduction
Today, testingis theprimaryway to checkthecorrectnessof soft-
ware.Billions of dollarsarespenton testingin thesoftwareindus-
try, astestingusuallyaccountsfor about50%of thecostof software
development[27]. It wasrecentlyestimatedthat softwarefailures
currentlycosttheUS economyaloneabout$60billion every year,
andthatimprovementsin softwaretestinginfrastructuremightsave
one-thirdof thiscost[31].

Among the variouskinds of testingusuallyperformedduring
the software developmentcycle, unit testingappliesto the indi-
vidual componentsof a softwaresystem.In principle,unit testing
playsan importantrole in ensuringoverall softwarequality since
its role is preciselyto detecterrorsin thecomponent's logic, check
all cornercases,andprovide 100%codecoverage.Yet, in practice,
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unit testingis sohardandexpensive to performthatit is rarelydone
properly. Indeed,in orderto beableto executeandtestacomponent
in isolation,oneneedsto write testdriver/harnesscodeto simulate
the environmentof the component.More codeis neededto test
functionalcorrectness,for instanceusingassertionscheckingthe
component's outputs.Sincewriting all this testingcodemanually
is expensive, unit testingis often eitherperformedvery poorly or
skippedaltogether. Moreover, subsequentphasesof testing,suchas
feature,integrationandsystemtesting,aremeantto testtheoverall
correctnessof theentiresystemviewedasablack-box,notto check
thecornercaseswherebugscausingreliability issuesaretypically
hidden.As a consequence,many software bugs that shouldhave
beencaughtduring unit testingremainundetecteduntil �eld de-
ployment.

In this paper, we proposea new approachthat addressesthe
main limitation hamperingunit testing,namelythe needto write
testdriver andharnesscodeto simulatethe externalenvironment
of a softwareapplication.Wedescribeour tool DART, whichcom-
binesthreemain techniquesin order to automateunit testingof
software:

1. automatedextraction of the interface of a programwith its
externalenvironmentusingstaticsource-codeparsing;

2. automaticgenerationof a testdriver for this interfacethatper-
formsrandomtestingto simulatethemostgeneralenvironment
theprogramcanoperatein; and

3. dynamicanalysisof how the programbehaves underrandom
testingand automaticgenerationof new test inputs to direct
systematicallytheexecutionalongalternative programpaths.

Together, thesethree techniquesconstituteDirected Automated
RandomTesting, or DART for short. Thus, the main strengthof
DART is thattestingcanbeperformedcompletelyautomaticallyon
any programthatcompiles– thereis noneedto write any testdriver
or harnesscode.Duringtesting,DART detectsstandarderrorssuch
asprogramcrashes,assertionviolations,andnon-termination.

WehaveimplementedDART for programswrittenin theC pro-
gramminglanguage.Preliminaryexperimentsto unit test several
examplesof C programsareveryencouraging.For instance,DART
wasableto �nd automaticallyattacksin variousC implementations
of a well-known �a wedsecurityprotocol(Needham-Schroeder's).
Also,DART foundhundredsof waysto crash65%of theabout600
externallyvisible functionsprovided in theoSIPlibrary, anopen-
sourceimplementationof theSIPprotocol.Theseexperimentalre-
sultsarediscussedin detail in Section4.

Theideaof extractingautomaticallyinterfacesof softwarecom-
ponentsvia staticanalysishasbeendiscussedbefore,for model-
checkingpurposes(e.g.,[8]), reverseengineering(e.g.,[37]), and
compositionalveri�cation (e.g.,[1]). However, wearenotawareof
any tool likeDART whichcombinesautomaticinterfaceextraction
with randomtestinganddynamictestgeneration.DART is comple-
mentaryto test-managementtools that take advantageof interface



de�nitions aspart of programminglanguages,suchasJUnit [20]
for Java,but do notperformautomatictestgeneration.

Randomtestingisasimpleandwell-known technique(e.g.,[4]),
which canbe remarkablyeffective at �nding softwarebugs[11].
Yet, it is also well-known that randomtesting usually provides
low codecoverage(e.g., [32]). For instance,the then branchof
the conditionalstatement“ if (x==10) then : : : ” hasonly one
chanceto be exercisedout of 232 if x is a 32-bit integer program
input thatis randomlyinitialized.Thecontributionsof DART com-
paredto randomtestingaretwofold: DART makesrandomtesting
automaticby combiningit with automaticinterfaceextraction(in
contrastwith prior work which is API-speci�c, e.g.,[11]), andalso
makesit muchmoreeffective in �nding errorsthanksto theuseof
dynamictestgenerationto drivetheprogramalongalternativecon-
ditional branches.For instance,theprobabilityof takingthe then
branchof thestatement“ if (x==10) then : : : ” canbe viewed
as0.5 with DART. The novel dynamictest-generationtechniques
usedin DART arepresentedin Section2.

Besidestesting,theothermainwayto checkcorrectnessduring
the softwaredevelopmentcycle is codeinspection. Over the last
few years,therehasbeena renewed interestin staticsource-code
analysisfor building automaticcode-inspectiontoolsthataremore
practicalandusableby the averagesoftwaredeveloper. Examples
of suchtools arePre�x/Prefast[6], MC [16], Klocwork [22], and
Polyspace[33]. Earlierprogramstaticcheckerslike lint [19] usu-
ally generateanoverly largenumberof warningsandfalsealarms,
andare thereforerarely usedby programmerson a regular basis.
The main challengefacedby thenew generationof staticanalyz-
ers is thus to do a betterjob in dealingwith falsealarms(warn-
ingsthatdonotactuallycorrespondto programmingerrors),which
arisefrom theinherentimprecisionof staticanalysis.Therearees-
sentially two main approachesto this problem:eitherreportonly
high-con�dencewarnings(at therisk of missingsomeactualbugs),
or reportall of them(at therisk of overwhelmingtheuser).Despite
signi�cant recentprogresson techniquesto separatefalsealarms
from realerrors(for instance,by usingmorepreciseanalysistech-
niquestoeliminatefalsealarms,or byusingstatisticalclassi�cation
techniquesto rankwarningsby their severity moreaccurately),an-
alyzingtheresultsof staticanalysisto determinewhetherawarning
actuallycorrespondsto anerrorstill involvessigni�cant humanin-
tervention.

We believe DART provides an attractive alternative approach
to staticanalyzers,becauseit is basedon high-precisiondynamic
analysisinstead,while beingfully automatedasstaticanalysis.The
main advantageof DART over staticanalysisis thatevery execu-
tion leadingto anerror that is foundby DART is guaranteedto be
sound.Two areaswherewe expectDART to competeespecially
well againststatic analyzersare the detectionof interprocedural
bugs and of bugs that arise throughthe useof library functions
(which areusuallyhardto reasonaboutstatically),aswill bedis-
cussedlater in thepaper. Of course,DART is overall complemen-
tary to staticanalysissinceit hasits own limitations,namelythe
computationalexpenseof runningtestsandthesometimeslimited
effectivenessof dynamictestgenerationto improve over random
testing.In any case,DART offers a new trade-off amongexisting
staticanddynamicanalysistechniques.

The paper is organized as follows. Section 2 presentsan
overview of DART. Section 3 discussesimplementationissues
when dealingwith programswritten in the C programminglan-
guage.In Section4, experimentalresultsarediscussed.We com-
pareDART with otherrelatedwork in Section5 andconcludewith
Section6.

2. DART Overview
DART's integrationof randomtestinganddynamictestgeneration
usingsymbolicreasoningis bestintuitively explainedwith anex-
ample.

2.1 An Intr oduction to DART

Considerthefunctionh in the�le below:

int f(int x) f return 2 * x; g
int h(int x, int y) f

if (x != y)
if (f(x) == x + 10)

abort(); /* error */
return 0;

g

The function h is defective becauseit may leadto an abortstate-
mentfor somevalueof its inputvector, whichconsistsof theinput
parametersx andy. Runningthe programwith randomvaluesof
x andy is unlikely to discover thebug. Theproblemis typical of
randomtesting:it is dif�cult to generateinputvaluesthatwill drive
theprogramthroughall its differentexecutionpaths.

In contrast,DART is able to dynamically gatherknowledge
about the execution of the programin what we call a directed
search. Startingwith a randominput, a DART-instrumentedpro-
gramcalculatesduringeachexecutionan input vectorfor thenext
execution.Thisvectorcontainsvaluesthatarethesolutionof sym-
bolic constraintsgatheredfrompredicatesin branchstatementsdur-
ing thepreviousexecution.Thenew input vectorattemptsto force
theexecutionof theprogramthroughanew path.By repeatingthis
process,a directedsearchattemptsto force theprogramto sweep
throughall its feasibleexecutionpaths.

For the example above, the DART-instrumentedh initially
guessesthe value 269167349for x and 889801541for y. As a
result,h executesthethen-branchof the�rst if-statement,but fails
to executethe then-branchof the secondif-statement;thus, no
error is encountered.Intertwinedwith the normal execution,the
predicatesx0 6= y0 and2 � x0 6= x0 + 10 areformedon-the-�y
accordingto how theconditionalsevaluate;x0 andy0 aresymbolic
variablesthatrepresentthevaluesof thememorylocationsof vari-
ablesx andy. Note theexpression2 � x0 , representingf(x) : it is
de�ned throughan interprocedural,dynamictracing of symbolic
expressions.

The predicatesequencehx0 6= y0 ; 2 � x0 6= x0 + 10i , called
a pathconstraint, representsanequivalenceclassof input vectors,
namelyall theinputvectorsthatdrivetheprogramthroughthepath
that was just executed.To force the programthrougha different
equivalenceclass,the DART-instrumentedh calculatesa solution
to the pathconstrainthx0 6= y0 ; 2 � x0 = x0 + 10i obtainedby
negatingthelastpredicateof thecurrentpathconstraint.

A solutionto thispathconstraintis (x0 = 10; y0 = 889801541)
andit is recordedto a �le. Whentheinstrumentedh runsagain,it
readsthe valuesof the symbolic variablesthat have beensolved
from the�le. In this case,thesecondexecutionthenrevealstheer-
ror by driving theprograminto theabort() statementasexpected.

2.2 ExecutionModel

DART runs the programP undertest both concretely, executing
theactualprogramwith randominputs,andsymbolically, calculat-
ing constraintson valuesat memorylocationsexpressedin terms
of inputparameters.Theseside-by-sideexecutionsrequirethepro-
gramP to beinstrumentedat thelevel of aRAM (RandomAccess
Memory)machine.

The memoryM is a mappingfrom memoryaddressesm to,
say, 32-bit words.Thenotation+ for mappingsdenotesupdating;



for example,M 0 := M + [m 7! v] is thesamemapasM , ex-
cept that M 0(m) = v. We identify symbolicvariablesby their
addresses.Thusin an expression,m denoteseithera memoryad-
dressor thesymbolicvariableidenti�ed by addressm, depending
on thecontext. A symbolicexpression, or just expression,e canbe
of the form m, c (a constant),� (e0; e00) (a dyadic term denoting
multiplication),� (e0; e00) (a termdenotingcomparison),: (e0) (a
monadicterm denotingnegation), � e0 (a monadicterm denoting
pointer dereference),etc. Thus, the symbolic variablesof an ex-
pressione arethesetof addressesm thatoccurin it. Expressions
have no side-effects.

The programP manipulatesthe memory throughstatements
thatarespeciallytailoredabstractionsof themachineinstructions
actuallyexecuted.Thereis asetof numbersthatdenoteinstruction
addresses,thatis, statementlabels.If ` is theaddressof astatement
(otherthanabort or halt), then` + 1 is guaranteedto alsobe an
addressof astatement.Theinitial addressis `0 . A statementcanbe
a conditionalstatementc of the form if (e) then goto ` 0 (where
e is an expressionover symbolic variablesand `0 is a statement
label), an assignmentstatementa of the form m  e (wherem
is a memoryaddress),abort, correspondingto a programerror, or
halt, correspondingto normaltermination.

Theconcretesemanticsof theRAM machineinstructionsof P
is re�ectedin evaluate concrete(e;M ), whichevaluatesexpres-
sion e in context M and returnsa 32-bit value for e. Addition-
ally, the function statementat(` , M ) speci�es the next statement
to be executed.For an assignmentstatement,this function calcu-
lates,possiblyinvolving addressarithmetic,the addressm of the
left-handside,wheretheresultis to bestored;in particular, indirect
addressing,e.g.,stemmingfrom pointers,is resolvedat runtimeto
a correspondingabsoluteaddress.1

A programP de�nes a sequenceof input addresses ~M 0 , the
addressesof the input parametersof P . An input vector ~I , which
associatesa valueto eachinput parameter, de�nes theinitial value
of ~M 0 andhenceM .2

Let C be the set of conditional statementsand A the set of
assignmentstatementsin P . A program executionw is a �nite 3

sequencein Execs := (A [ C) � (abort j halt). We preferto view
w asbeingof theform � 1c1 � 2c2 : : : ck � k +1 s, where� i 2 A � (for
1 � i � k + 1), ci 2 C (for 1 � i � k), ands 2 f abort; haltg.

Theconcretesemanticsof P at theRAM machinelevel allows
ustode�ne for eachinputvector~I anexecutionsequence:theresult
of executingP on ~I (the detailsof this semanticsis not relevant
for our purposes).Let Execs(P ) be the set of such executions
generatedby all possible~I . By viewing eachstatementasa node,
Execs(P ) forms a tree,called the executiontree. Its assignment
nodeshave onesuccessor;its conditionalnodeshave oneor two
successors;andits leavesarelabeledabort or halt.

2.3 TestDri ver and Instrumented Program

The goal of DART is to explore all pathsin the execution tree
Execs(P ). To simplify the following discussion,we assumethat
we are given a theoremprover that decides,say, the theory of
integer linear constraints.This will allow us to explain how we
handlethe transitionfrom constraintswithin the theory to those
thatareoutside.

DART maintainsa symbolicmemoryS thatmapsmemoryad-
dressesto expressions.Initially, S is a mappingthat mapseach

1 We do this to simplify the exposition; left-hand sidescould be made
symbolicaswell.
2 To simplify the presentation,we assumethat ~M 0 is the samefor all
executionsof P .
3 Wethusassumethatall programexecutionsterminate;in practice,thiscan
beenforcedby limiting thenumberof executionsteps.

evaluatesymbolic(e, M , S) =
match e:

casem: //thesymbolicvariablenamedm
if m 2 domainS then return S(m)
elsereturn M (m)

case� (e0; e00): //multiplication
let f '= evaluatesymbolic(e0; M ; S);
let f ”= evaluatesymbolic(e00; M ; S);
if notoneof f 0 or f 00 is aconstantc then

all linear = 0
return evaluateconcrete(e, M )

if bothf 0 andf 00areconstantsthen
return evaluateconcrete(e, M )

if f 0 is a constantc then
return � (f 0; c)

elsereturn� (c; f 00)
case� e0: //pointerdereference

let f '= evaluatesymbolic(e0; M ; S);
if f 0 is a constantc then

if � c 2 domainS then return S(� c)
elsereturn M (� c)

elseall locs de�nite = 0
return evaluateconcrete(e, M )

etc.

Figure 1. Symbolicevaluation

m 2 ~M 0 to itself. Expressionsareevaluatedsymbolicallyasde-
scribedin Figure1. Whenanexpressionfallsoutsidethetheory, as
in the multiplication of two non-constantsub-expressions,DART
simplyfalls back on theconcretevalueof theexpression,which is
usedastheresult.In sucha case,we alsoseta �ag all linear to 0,
which we useto trackcompleteness.AnothercasewhereDART's
directedsearchis typically incompleteis whentheprogramderef-
erencesapointerwhosevaluedependsonsomeinputparameter;in
thiscase,the�ag all locs de�nite is setto 0 andtheevaluationfalls
backagainto theconcretevalueof theexpression.With this eval-
uationstrategy, symbolicvariablesof expressionsin S arealways
containedin ~M 0 .

To carry out a searchthrough the execution tree, our instru-
mentedprogramis run repeatedly. Eachrun (except the �rst) is
executedwith the help of a recordof the conditionalstatements
executedin the previous run. For eachconditional,we recorda
branch value, which is either 1 (the then branchis taken) or 0
(the else branchis taken), as well as a done value, which is 0
when only one branchof the conditional has executedin prior
runs(with the samehistory up to the branchpoint) and is 1 oth-
erwise.This information associatedwith eachconditionalstate-
ment of the last executionpath is storedin a list variablecalled
stack, kept in a �le betweenexecutions.For i , 0 � i < jstackj,
stack[i ] = (stack[i ]:branch; stack[i ]:done) is thustherecordcorre-
spondingto thei + 1th conditionalexecuted.

More precisely, our testdriver run DARTis shown in Figure2.
Thisdrivercombinesrandomtesting(therepeatloop)with directed
search(the while loop). If the instrumentedprogramthrows an
exception,thena bug hasbeenfound.Thetwo completeness�a gs,
namelyall linear andall locs de�nite, eachholdsunlessa “bad”
situationpossiblyleadingto incompletenesshasoccurred.Thus,if
thedirectedsearchterminates—thatis, if directedof theinnerloop
nolongerholds—thentheouterloopalsoterminatesprovidedall of
thecompleteness�ags still hold.In thiscase,DART terminatesand
safelyreportsthat all feasibleprogrampathshave beenexplored.
But if just oneof the completeness�ags have beenturnedoff at
somepoint,thentheouterloopcontinuesforever(moduloresource
constraintsnot shown here).



run DART() =
all linear, all locs de�nite, forcing ok = 1, 1, 1
repeat

stack = hi; ~I = [] ; directed= 1
while (directed) do

try (directed, stack, ~I ) =
instrumentedprogram(stack, ~I )

catchany exception!
if (forcing ok)

print “Bug found”
exit()

elseforcing ok = 1
until all linear ^ all locs de�nite

Figure2. Testdriver

instrumentedprogram(stack; ~I ) =
// Randominitializationof uninitializedinput parametersin ~M 0

for eachinputx with ~I [x] unde�neddo
~I [x] = random()

Initialize memoryM from ~M 0 and~I
// Setup symbolicmemoryandprepareexecution
S = [m 7! m j m 2 ~M 0 ].
` = `0 // Initial programcounterin P
k = 0 // Numberof conditionalsexecuted
// Now invoke P intertwinedwith symboliccalculations
s = statementat(` ,M )
while (s =2 f abort; haltg) do

match (s)
case(m  e):

S= S + [m 7! evaluatesymbolic(e;M ; S)]
v = evaluateconcrete(e;M )
M = M + [m 7! v]; ` = ` + 1

case(if (e) then goto `0):
b= evaluateconcrete(e;M )
c = evaluatesymbolic(e;M ; S)
if b then

path constraint = path constraint ^ hci
stack = compare and updatestack(1; k;stack)
` = `0

else
path constraint = path constraint ^ hneg(c)i
stack = compare and updatestack(0; k;stack)
` = ` + 1

k= k + 1
s =statementat(` ,M ) // Endof while loop

if (s==abort) then
raise anexception

else// s==halt
return solvepath constraint(k,path constraint,stack)

Figure3. Instrumentedprogram

Theinstrumentedprogramitself is describedin Figure3 (where
^ denoteslist concatenation).It executesas the original pro-
gram, but with interleaved gathering of symbolic constraints.
At each conditional statement,it also checksby calling com-
pare and updatestack, shown in Figure 4, whether the current
executionpath matchesthe one predictedat the end of the pre-
vious execution and representedin stack passedbetweenruns.
Speci�cally, our algorithm maintainsthe invariant that when in-
strumentedprogram is called,stack[jstackj � 1]:done = 0 holds.

compare and updatestack(branch,k,stack) =
if k < jstackj then

if stack[k]:branch 6= branch then
forcing ok = 0
raiseanexception

elseif k = jstackj � 1 then
stack[k].branch = branch
stack[k].done= 1

elsestack = stack ^ h(branch; 0)i
return stack

Figure4. Compareandupdatestack

solvepath constraint(ktry,path constraint,stack) =
let j bethesmallestnumbersuchthat

for all h with � 1 � j < h < ktry, stack[h]:done= 1
if j = � 1 then

return (0; ; ) // Thisdirectedsearchis over
else

path constr aint [j ] = neg(path constr aint [j ])
stack[j ].branch= : stack[j ]:branch
if (path constr aint [0; : : : ; j ] hasa solution~I 0) then

return (1; stack[0::j ]; ~I + ~I 0)
else

solvepath constraint(j ,path constraint,stack)

Figure5. Solve path constraint

This valueis changedto 1 if the executionproceedsaccordingto
all thebranchesin stack ascheckedby compare and updatestack.
If it ever happensthata predictionof theoutcomeof a conditional
is not ful�lled, thenthe�ag forcing ok is setto 0 andanexception
is raisedto restartrun DART with a fresh randominput vector.
Note that setting forcing ok to 0 can only be due to a previous
incompletenessin DART's directedsearch,which wasthen(con-
servatively) detectedand resultedin setting(at least)one of the
completeness�ags to 0. In other words, the following invariant
alwaysholds:all linear ^ all locs de�nite ) forcing ok.

Whentheoriginalprogramhalts,new inputvaluesaregenerated
in solvepath constraint, shown in Figure5, to attemptto forcethe
next run to executethe last4 unexplored branchof a conditional
alongthe stack.If sucha branchexists andif the pathconstraint
thatmayleadto its executionhasasolution~I 0, thissolutionis used
to updatethemapping~I to beusedfor thenext run; valuescorre-
spondingto inputparametersnot involvedin thepathconstraintare
preserved(thisupdateis denoted~I + ~I 0).

Themainpropertyof DART is statedin thefollowing theorem,
which formulates(a) soundness(of errorfounds)and(b) a form of
completeness.

THEOREM 1. Considera programP asde�nedin Section2.2.(a)
If run DARTprintsout“Bug found” for P , thenthereis someinput
to P that leadsto an abort. (b) If run DART terminateswithout
printing “Bug found,” thenthere is no input that leadsto an abort
statementin P , andall pathsin Execs(P ) havebeenexercised.(c)
Otherwise, run DARTwill run forever.

Proofsof (a) and(c) areimmediate.The proof of (b) restson the
assumptionthat any potentialincompletenessin DART's directed
searchis (conservatively) detectedandrecordedby settingat least
oneof thetwo �ags all linear andall locs de�nite to 0.

4 A depth-®rstsearchis usedfor exposition,but thenext branchto beforced
couldbeselectedusinga differentstrategy, e.g.,randomlyor in a breadth-
®rst manner.



SinceDART performs(typically partial) symbolic executions
only asgeneralizationsof concreteexecutions,akey differencebe-
tweenDART andstatic-analysis-basedapproachesto softwarever-
i�cation is thatany errorfoundby DART is guaranteedto besound
(case(a)above)evenwhenusinganincompleteor wrongtheory. In
orderto maximizethechancesof terminationin case(b) above,set-
ting off completeness�ags asdescribedin evaluatesymboliccould
bedonelessconservatively (i.e.,moreaccurately)usingvariousop-
timization techniques,for instanceby distinguishingincomplete-
nessin expressionsusedin assignmentsfrom thoseusedin condi-
tional statements,by re�ning after eachconditionalstatementthe
constraintsstoredin S thatareassociatedwith symbolicvariables
involvedin theconditional,by dealingwith pointerdereferencesin
a moresophisticatedway, etc.

2.4 Example

ConsidertheC program:

int f(int x, int y) f
int z;
z = y;
if (x == z)

if (y == x + 10)
abort();

return 0;
g

The input addressvector is ~M 0 = hmx ; my i (wheremx 6= my

aresomememoryaddresses)for f 's input parametershx; yi . Let
us assumethat the �rst value for x is 123456and that of y is
654321,that is, ~I = h123456; 654321i . Then,the initial concrete
memorybecomesM = [mx 7! 123456; my 7! 654321], and
the initial symbolicmemorybecomesS = [mx 7! mx ; my 7!
my ]. During executionfrom this con�guration, the else branch
of theouterif statementis takenand,at the time halt is encoun-
tered,the path constraintis h: (mx = my )i . We have k = 1,
stack = h(0; 0)i , S = [mx 7! mx ; my 7! my ; mz 7! my ],
M = [mx 7! 123456; my 7! 654321; mz 7! 654321]. Thesub-
sequentcall to solvepath constraint resultsin anattemptto solve
hmx = my i , which leadsto a solution hmx 7! 0; my 7! 0i .
The updatedinput vector ~I + ~I 0 is then h0; 0i , the branchbit in
stack hasbeen�ipped, andtheassignment(directed, stack, ~I )=(1,
h(1; 0)i , h0; 0i ) is executedin run DART. Duringthesecondcall of
instrumentedprogram, the compare and updatestack will check
that theactuallyexecutedbranchof theouterif statementis now
thethen branch(which it is!). Next, theelse branchof theinner
if statementis executed.Consequently, thepathconstraintthat is
now to besolvedis hmx = my ; my = mx + 10i . Therun DART
driver then calls solvepath constraint with (ktry,path constraint,
stack)=(2,hmx = my ; my = mx + 10i , h(1; 1); (0; 0)i ). Sincethis
pathconstrainthasno solution,andsincethe �rst conditionalhas
alreadybeencovered(stack[0]:done = 1), solvepath constraint
returns(0; ; ). In turn, run DART terminatessinceall complete-
ness�ags arestill set.

2.5 Advantagesof the DART approach

Despitethe limited completenessof DART whenbasedon linear
integer constraints,dynamicanalysisoften hasan advantageover
staticanalysiswhenreasoningaboutdynamicdata.For example,
to determineif two pointerspoint to the samememorylocation,
DART simply checkswhethertheir valuesareequalanddoesnot
requirealiasanalysis.ConsidertheC program:

struct foo f int i; char c; g
bar (struct foo *a) f

if (a->c == 0) f
*((char *)a + sizeof(int)) = 1;
if (a->c != 0)

abort();
g

g

DART heretreatsthepointerinput parameterby randomlyinitial-
izing it to NULL or to a singleheap-allocatedcell of theappropri-
atetype (seeSection3.2). For this example,a staticanalysiswill
typically not beableto reportwith high certaintythatabort() is
reachable.Soundstaticanalysistoolswill report“the abortmight
bereachable”,andunsoundones(like BLAST [18] or SLAM [2])
will simply report“no bug found”, becausestandardaliasanalysis
is notableto guaranteethata->c hasbeenoverwritten.In contrast,
DART �nds a preciseexecutionleadingto the abort very easily
by simplygeneratinganinput satisfyingthelinearconstrainta->c
== 0. This kind of codeis oftenfoundin implementationsof net-
work protocols,whereabuffer of typechar * (e.g.,representinga
message)is occasionallycastinto a struct (e.g.,representingthe
different �elds of the protocolencodedin the message)andvice
versa.

TheDART approachof intertwinedconcreteandsymbolicex-
ecutionhastwo importantadvantages.First, any executionlead-
ing to anerrordetectedby DART is trivially sound. Second,it al-
lows usto alleviatethelimitationsof theconstraintsolver/theorem
prover. In particular, whenever we generatea symboliccondition
at a branchingstatementwhile executingthe programundertest,
andthe theoremprover cannotdecidewhetherthatsymboliccon-
dition is true or false,we simply replacethis symboliccondition
by its concretevalue, i.e., either true or false.This allows us to
continueboth the concreteandsymbolicexecutionin spiteof the
limitation of thetheoremprover. Notethatstaticanalysistoolsus-
ing predicateabstraction[2, 18] will simplyconsiderbothbranches
from thatbranchingpoint,whichmayresultin unsoundbehaviors.
A test-generationtool usingsymbolicexecution[36], on theother
hand,will stopits symbolicexecutionat that point andmay miss
bugsappearingdown thebranch.To illustratethis point, consider
thefollowing C program:

1 foobar(int x, int y) f
2 if (x*x*x > 0) f
3 if (x>0 && y==10)
4 abort();
5 g else f
6 if (x>0 && y==20)
7 abort();
8 g
9 g

Givena theoremprover that cannotreasonaboutnon-lineararith-
metic constraints,a static analysistool using predicateabstrac-
tion [2, 18] will report thatboth abortsin the above codemay be
reachable,henceone falsealarm sincethe abort in line 7 is un-
reachable.This would be true aswell if the test (x*x*x > 0) is
replacedby a library call or if it wasdependenton a con�guration
parameterreadfrom a�le. Ontheotherhand,atest-generationtool
basedonsymbolicexecution[36] will notbeableto generateanin-
put vectorto detectany abortbecauseits symbolicexecutionwill
be stuck at the branchingpoint in line 2. In contrast,DART can
generaterandomlyan input vectorwherex>0 andy!=10 with al-
most0:5 probability;afterthe�rst executionwith suchaninput,the
directedsearchof DART will generateanotherinputwith thesame
positive valueof x but with y==10, whichwill leadtheprogramin
its secondrun to theabortat line 4. Note that, if DART randomly



generatesa negative value for x in the �rst run, thenDART will
generatein thenext run inputswherex>0 andy==20to satisfythe
otherbranchat line 7 (it will do so becauseno constraintis gen-
eratedfor thebranchingstatementin line 2 sinceit is non-linear);
however, dueto the concreteexecution,DART will thennot take
the else branchat line 6 in sucha secondrun. In summary, our
mixedstrategy of randomanddirectedsearchalongwith simulta-
neousconcreteandsymbolicexecutionof the programwill allow
usto �nd theonly reachableabortstatementin theabove example
with highprobability.

3. DART for C
We now discusshow to implementthealgorithmspresentedin the
previoussectionfor testingprogramswrittenin theC programming
language.

3.1 Interface Extraction

Given a programto test,DART �rst identi�es the external inter-
facesthroughwhichtheprogramcanobtaininputsvia uninitialized
memorylocations ~M 0 . In thecontext of C, we de�ne theexternal
interfacesof a C programas

� its externalvariablesandexternal functions(reportedas “un-
de�ned reference”at the time of compilationof theprogram),
and

� the argumentsof a user-speci�ed toplevel function, which is a
functionof theprogramcalledto startits execution.

Themainadvantageof thisde�nition is thattheexternalinterfaces
of a C programcan be easily determinedand instrumentedby a
light-weightstaticparsingof theprogram's sourcecode. Inputsto
a C programarede�ned asmemorylocationswhich aredynami-
cally initializedatruntimethroughthestaticexternalinterface.This
allows us to handleinputs which are dynamicin nature,suchas
listsandtrees,in auniformway. Consideringinputsasuninitialized
runtimememorylocations,insteadof syntacticobjectsexclusively
suchasprogramvariables,alsoallowsusto avoid expensive or im-
precisealiasanalyses,which form thebasisof many staticanalysis
tools.

Notethatthe(simpli�ed) formalizationof Section2.2assumed
that the input addresses~M 0 are the samefor all executionsof
programP. However, our implementationof DART supportsa
more generalmodel wheremultiple inputs can be mappedto a
sameaddressm whentheseareobtainedby successively reading
m during different successive calls to the toplevel function, as
will be discussedlater, aswell as the possibility of a sameinput
being mappedto different addressesin different executions,for
instancewhentheinputis providedthroughanaddressdynamically
allocatedwith malloc() .

For eachexternalinterface,we determinethe typeof the input
that canbe passedto the programvia that interface.In C, a type
is de�ned recursively aseithera basictype(int, �oat, char, enum,
etc.),a struct typecomposedof oneor more�elds of othertypes,
anarray of anothertype,or a pointerto anothertype.

Figure6 shows a simple exampleof C programsimulatinga
controllerfor anair-conditioning(AC) system.Thetoplevel func-
tion is ac controller , andtheexternalinterfaceis simply its ar-
gumentmessage, of basictypeint .

It is worth emphasizingthat we distinguishthreekinds of C
functionsin thiswork.

� Programfunctionsarefunctionsde�ned in theprogram.
� Externalfunctionsarefunctionscontrolledby theenvironment

andhencepartof theexternalinterfaceof theprogram;they can
nondeterministicallyreturnany valueof their speci�ed return
type.

/* initially, */
int is_room_hot=0; /* room is not hot */
int is_door_closed=0; /* and door is open */
int ac=0; /* so, ac is off */

void ac_controller(int message) f
if (message == 0) is_room_hot=1;
if (message == 1) is_room_hot=0;
if (message == 2) f

is_door_closed=0;
ac=0;

g
if (message == 3) f

is_door_closed=1;
if (is_room_hot) ac=1;

g
if (is_room_hot && is_door_closed && !ac)

abort(); /* check correctness */
g

Figure6. AC-controllerexample(C code)

� Library functionsarefunctionsnot de�ned in theprogrambut
controlledby the program,andhenceconsideredaspart of it.
Examplesof suchfunctionsareoperating-systemfunctionsand
functionsde�ned in thestandardC library. Thesefunctionsare
treatedasunknown but deterministic“black-boxes” which we
cannotinstrumentor analyze.

The ability of DART to handledeterministicbut unknown (and
arbitrarily complex) library functionsby simply executing these
makes it uniquecomparedto standardsymbolic-executionbased
frameworks,asdiscussedin Section2.4. In practice,the usercan
adjusttheboundarybetweenlibrary andexternalfunctionsto sim-
ulatedesiredeffects.For instance,errorsin systemcallscaneasily
besimulatedby consideringthecorrespondingsystemfunctionsas
externalfunctionsinsteadof library functions.

3.2 Generationof RandomTestDri ver

Oncethe external interfacesof the C programare identi�ed, we
generateanondeterministic/randomtestdriversimulatingthemost
generalenvironmentvisible to the programat its interfaces.This
testdriver is itself aC program,whichperformstherandominitial-
izationabstractlydescribedat thebeginningof thefunctioninstru-
mentedprogram() in Section2, andwhich is de�ned asfollows:

� Thetestdriver consistsof a functionmain which initializesall
external variablesand all argumentsof the toplevel function
with randomvaluesby calling the function random init de-
�ned below, andthencalls the application's toplevel function.
The userof DART speci�es (using the parameterdepth) the
numberof timesthetoplevel functionis to becallediteratively
in asinglerun.

� The test driver also containscode simulating each external
function in sucha way that, whenever an external function is
called during the programexecution,a randomvalue of the
function's returntypeis returnedby thesimulatedfunction.

For example,Figure7 shows the testdriver generatedfor the
AC-controllerexampleof Figure6.

The initialization of memorylocationscontrolledby theexter-
nalinterfaceisperformedusingtheprocedurerandom init shown
in Figure8. This proceduretakesasargumentsa memorylocation
mandthe type of the valueto be storedat m, andinitializes ran-
domly the locationmdependingon its type. If mstoresa valueof



void main() f
for (i=0; i < depth ; i++) f

int tmp;
random_init(&tmp,int);
ac_controller(tmp);

g
g

Figure 7. Testdriver generatedfor theAC-controllerexample(C
code)

random_init(m,type) f
if (type == pointer to type2) f

if (fair coin toss == head) f
*m = NULL;

g else f
*m = malloc(sizeof(type));
random_init(*m,type2);

g
g else if (type == struct) f

for all fields f in struct
random_init(&(m->f),typeof(f)) ;

g else if (type == array[n] of type3) f
for (int i=0;i<n;i++)

random_init((m+i),type3);
g else if (type == basic type) f

*m = random_bits(sizeof(type));
g

g

Figure 8. Procedurefor randomlyinitializing C variablesof any
type(in pseudo-C)

basictype,its value*m5 is initialized with theauxiliary procedure
randombits whichreturnsn randombitswheren is its argument.
If its type is a pointer, thevalueof locationmis randomlyinitial-
ized with either the valueNULL (with a 0.5 probability) or with
theaddressof newly allocatedmemorylocation,whosevalueis in
turn initialized accordingto its type following the samerecursive
rules.If type is a structor an array, every sub-elementis initial-
ized recursively in the sameway. Note that,wheninputsaredata
structuresde�ned with a recursive type(suchaslists), this general
procedurecanthusgeneratedatastructuresof unboundedsizes.

For eachexternalvariableor argumentto thetoplevel function,
sayv, DART generatesa call to randominit(&v,typeof(v))
in the function main of the testdriver beforecalling the toplevel
function. For instance, in the case of the AC-controller pro-
gram, the variable message forming the external interface is
of type int , and thereforethe correspondinginitialization code
random init(&tmp,int) 6 is generated(seeFigure7).

Similarly, if the C programbeing testedcan call an external
function,sayreturn type somefun() , thenthetestdriver gen-
eratedby DART will includeade�nition for this function,which is
asfollows:

return_type somefun() f
return_type tmp;
random init(&tmp,return type);
return tmp;

g

5 In C, *mdenotesthevaluestoredat m.
6 In C, &v givesthememorylocationof thevariablev.

Oncethetestdriverhasbeengenerated,it canbecombinedwith the
C programbeingtestedto form a self-executableprogram,which
canbecompiledandexecutedautomatically.

3.3 Implementation of Dir ectedSearch

A directedsearchcanbeimplementedusinga dynamicinstrumen-
tation asexplainedin Section2. The main challengewhendeal-
ing with C is to handleall the possibletypes that C allows, as
well as generateandmanipulatesymbolic constraints,especially
acrossfunction boundaries(i.e., tracking inputs throughfunction
callswhenavariablewhosevaluedependsonaninput is passedas
argumentto anotherprogramfunction).This is tedious(becauseof
thecomplexity of C) but conceptuallynot very hard.

In our implementationof DART for C, thecodeinstrumentation
neededto intertwine the concreteexecution of the program P
with the symboliccalculationsperformedby DART asdescribed
in function instrumentedprogram() (seeSection2) is performed
usingCIL [28], anOCAML applicationfor parsingandanalyzing
Ccode.Theconstraintsolverusedbydefault in ourimplementation
is lp solve [26], which cansolve ef�ciently any linear constraint
usingrealandintegerprogrammingtechniques.

3.4 Additional Remarks

For thesakeof modeling“realistic” externalenvironments,wehave
assumedin this work that the executionof external functionsdo
not have any sideeffectson (i.e., do not changethe valueof) any
previously-de�ned stackor heapallocatedprogramvariable, in-
cluding thosepassedas argumentsto the function. For instance,
anexternalfunction returninga pointerto an int canonly return
NULL or apointerto anewly allocatedint , notapointerto apre-
viously allocatedint . Note that this assumptiondoesnot restrict
generality:external functionswith sideeffectsor returningprevi-
ously de�ned heap-allocatedobjectscan be simulatedby adding
interfacecodebetweentheprogramandits environment.

Anotherassumptionwemadeis thatall programvariables(i.e.,
all thosenotcontrolledby theenvironment)areproperlyinitialized.
Detectinguninitializedprogramvariablescanbedoneusingother
analyzesandtools, eitherstatically (e.g.,with lint [19]) or dy-
namically(e.g.,with Purify [17]) or both(e.g.,with CCured[29]).

Insteadof usinga staticde�nition of interfacefor C programs
asdoneabove in this section,we couldhave useda dynamicde�-
nition, suchasconsideringany uninitializedvariable(memorylo-
cation)readby the programasan input. In general,detectingin-
puts with sucha loosede�nition can only be donedynamically,
using a dynamicprograminstrumentationsimilar to one for de-
tectinguninitializedvariables.Suchinstrumentationsrequireapre-
cise,henceexpensive, trackingof memoryaccesses.Discovering
andsimulatingexternalfunctionson-the-�y is alsochallenging.It
would beworth exploring furtherhow to dealwith dynamicinter-
facede�nitions.

4. Experimental Evaluation
In this section,we presentthe resultsof several experimentsper-
formed with DART. We �rst comparethe ef�ciency of a purely
randomsearchwith adirectedsearchusingtwo programexamples.
We thendiscussthe applicationof DART on a larger application.
All experimentswereperformedon a PentiumIII 800Mhzproces-
sorrunningLinux. Runtimeis user+systemtimeasreportedby the
Unix time commandandis alwaysroughlyequalto elapsedtime.

4.1 AC-controller Example

Our �rst benchmarkis the AC-controllerprogramof Figure6. If
we set the depthto 1, the programdoesnot have any execution
leadingtoanassertionviolation.For thisexample,adirectedsearch



exploresall executionpathsuptothatdepthin 6 iterationsandless
thanasecond.In contrast,arandomsearchwouldthusrunsforever
without detectingany errors.If we set the depthto 2, thereis an
assertionviolation if the�rst input valueis 3 andthesecondinput
valueis 0. This scenariois foundby thedirectedsearchin DART
in 7 iterationsandlessthana second.In contrast,a randomsearch
doesnot �nd theassertionviolation afterhoursof search.Indeed,
if messageis a 32-bit integer, theprobabilityfor a randomsearch
to �nd thespeci�c combinationof inputsleadingto this assertion
violation is one out of 232 � 232 = 264 , i.e., virtually zero in
practice!

This explains why a directedsearchusually provides much
bettercodecoveragethan a simple randomsearch.Indeed,most
applicationscontaininput-�ltering codethatperformsbasicsanity
checkson the inputsanddiscardsthebador irrelevantones.Only
inputs that satisfy these�ltering testsare thenpassedto the core
applicationand can in�uence its behavior. For instance,in the
AC-controllerprogram,only values0 to 3 aremeaningfulinputs
while all othersareignored;thedirectedmodeis crucialto identify
(iteratively) thosemeaningfulinputvalues.

It is worth observinghow a directedsearchcanlearn through
trial and error how to generateinputs that satisfy such �ltering
tests.Eachwayto passthesetestscorrespondsto anexecutionpath
throughthe input-�ltering codethat leadsto the coreapplication
code.Everysuchpathwill eventuallybediscoveredby thedirected
searchprovided it can reasonaboutall the constraintsalong the
path.Whenthis happens,the directedsearchwill reachandstart
exercizing (in the samesmartway) the coreapplicationcode.In
contrast,a purelyrandomsearchwill typically bestuckforever in
theinput-�ltering codeandwill never exercizethecodeof thecore
application.

4.2 Needham-SchroederProtocol

Our secondbenchmarkexample is a C implementationof the
Needham-Schroederpublic key authenticationprotocol[30]. This
protocolaimsat providing mutualauthentication,so that two par-
ties canverify eachother's identity beforeengagingin a transac-
tion. The protocol involvesa sequenceof messageexchangesbe-
tweenaninitiator, a responder, anda mutually-trustedkey server.
The exact details of the protocol are not necessaryfor the dis-
cussionthat follows and are omitted here.An attackagainstthe
originalprotocolinvolving six messageexchangeswasreportedby
Lowe in [24]: an intruder I is able to impersonatean initiator A
to setup a falsesessionwith responderB , while B thinks he is
talking to A. Thestepsof Lowe's attackareasfollows:

1. A ! I : f Na ; AgK i (A startsa normalsessionwith I by
sendingit a nonceNa andits nameA, bothencryptedwith I 's
publickey K i )

2. I (A) ! B : f Na ; AgK b (the intruderI impersonatesA to
try to establisha falsesessionwith B )

3. B ! I (A) : f Na ; NbgK a (B respondsby selectinga new
nonceNb andtrying to returnit with Na to A)

4. I ! A : f Na ; NbgK a (I simply forwardsB 's lastmessage
to A; notethatI doesnotknow how to decryptB 'smessageto
A sinceit is encryptedwith A'skey K a )

5. A ! I : f NbgK i (A decryptsthe lastmessageto obtainNb

andreturnsit to I )
6. I (A) ! B : f NbgK b (I canthendecryptthis messageto

obtainNb andreturnsit to B ; after receiving this message,B
believesthatA hascorrectlyestablisheda sessionwith it)

TheC implementationof theNeedham-Schroederprotocolwe
considered7 is describedby about400linesof C codeandis more

7 WethankJohnHavlicek for providing usthis implementation.

depth error? Randomsearch Directedsearch
1 no - 69 runs(< 1 second)
2 yes - 664runs(2 seconds)

Figure 9. Resultsfor Needham-Schroederprotocolwith a possi-
bilistic intrudermodel

depth error? Iterations(runtime)
1 no 5 runs(< 1 second)
2 no 85 runs(< 1 seconds)
3 no 6,260runs(22seconds)
4 yes 328,459runs(18 minutes)

Figure10. Resultsfor Needham-Schroederprotocolwith aDolev-
Yaointrudermodel

detailedthantheprotocoldescriptionanalyzedin [24]. TheC pro-
gramsimulatesthebehavior of both the initiator A andresponder
B accordingto the protocol rules.It canbe executedasa single
Unix processsimulatingthe interleavedbehavior of bothprotocol
entities.It alsocontainsan assertionthat is violatedwhenever an
attackto theprotocoloccurs.8. In theC program,agentidenti�ers,
keys, addressesandnouncesare all representedby integers.The
programtakes as inputs tuplesof integer valuesrepresentingin-
comingmessages.

Resultsof experimentsarepresentedin Figure9. Whenatmost
one (depth is 1) messageis sent to the initiator or responder,
there is no programexecution leading to an assertionviolation.
Thetableindicateshow many iterations(runs)of theprogramare
neededby DART's directedsearchto reachthis conclusion.This
numberthusrepresentsall possibleexecutionpathsof thisprotocol
implementationwhen executedonce.When two input messages
are allowed, DART �nds an assertionviolation in 664 iterations
or abouttwo secondsof search.In contrast,a randomsearchis not
ableto �nd any assertionviolationsaftermany hoursof search.

An examinationof theprogramexecutionleadingto this asser-
tion violationrevealsthatDART only �nds part of Lowe'sattack:it
�nds theprojectionof theattackfrom B 's point of view, i.e.,steps
2 and6 above. In otherwords,DART �nds that, whenplacedin
its mostgeneral environment, thereexistsa sequenceof two input
messagesthatdrivesthis codeto an assertionviolation. However,
themostgeneralenvironment,which cangenerateany valid input
at any time, is too powerful to modela realisticintruderI : for in-
stance,given a conditionalstatementof the form if (input ==
mysecret) then : : : , DART cansetthevalueof this input to
mysecret to direct its testing,which is aspowerful asbeingable
to guessencryptionkeys hard-codedin theprogram.(Sucha most
powerful intrudermodelis sometimescalledapossibilisticattacker
modelin theliterature.)

To �nd thecompleteLowe'sattack,it is necessaryto useamore
constrainedmodelof theenvironmentthatmodelsmoreprecisely
thecapabilitiesof theintruderI , namelyI 'sability to only decrypt
messagesencryptedwith its own key K i , to composemessages
with only noncesit alreadyknows,andto forwardonly messagesit
haspreviously seen.(Sucha modelis calleda Dolev-Yao attacker
modelin the securityliterature.)We thenaugmentedthe original
codewith sucha modelof I . We quickly discoveredthatthereare
many waysto modelI andthateachvariantcanhave a signi�cant
impacton thesizeof theresultingsearchspace.

Figure10presentstheresultsobtainedwith oneof thesemodels,
which is at leastas unconstrainedas the original intruder model
of [24] yet resultsin thesmalleststatespacewe couldget. In this

8 A C assertionviolation(asde®nedin <assert.h> ) triggersanabort() .



version,theintrudermodelactsasaninput �lter for entitiesA and
B . As shown in theFigure,theshortestsequenceof inputsleading
to an assertionviolation is of length4 andDART takesabout18
minutesof searchto �nd it. This time,thecorrespondingexecution
tracecorrespondsto thefull Lowe's attack:

� (After no speci�c input) A sendsits �rst messageasin Step1
(depth1).

� B receivesaninputandsendsanoutputasin Step3 (depth2).
� A receivesaninputandsendsanoutputasin Step5 (depth3).
� B receivesaninputasin Step6,whichthentriggersanassertion

violation (depth4).

Notethat,sincetheinitiator I is modeledasaninput �lter , Steps2
and4 arenot representedexplicitly by additionalmessages.

The original code we startedwith containsa �ag which, if
turnedon, implementsLowe's �x to theNeedham-Schroederpro-
tocol[25]. By curiosity, wealsotestedthisversionwith DART and,
tooursurprise,DART foundagainanassertionviolationafterabout
22 minutesof search!After examiningtheerrortraceproducedby
DART, we discoveredthat the implementationof Lowe's �x was
incomplete.We contactedthe authorof the original codeandhe
con�rmedthiswasabughewasnotawareof. After �xing thecode,
DART wasno longerableto �nd any assertionviolation.

It is interestingto comparetheseresults with the ones re-
portedin [13] wherethesameC implementationof theNeedham-
Schroederprotocol was analyzedusing state-spaceexploration
techniques.Speci�cally, [13] studiedthe explorationof the (very
large)statespaceformedby theproductof this C implementation
in conjunctionwith a nondeterministicC model of the intruder.
The tool VeriSoft [12] was usedto explore the productof these
two interactingUnix processes.Several searchtechniqueswere
experimentedwith. To summarizetheresultsof [13], neithera sys-
tematicsearch nor a randomsearch throughthatstatespacewere
ableto detecttheattack(within 8 hoursof search).But a random
searchguidedusingapplication-independentheuristics(essentially
maximizingthe numberof messagesexchangedbetweenthe two
processes)wasableto �nd theattackafter50minutesof searchon
average,on a comparablemachine.So far, we have not explored
theuseof heuristicsin thecontext of DART.

Becausethe intruder model in the implementationsof the
Needham-Schroederprotocolconsideredhereandin [13] aredif-
ferent, a direct comparisonbetweenour resultsand the results
of [13] is not possible.Yet, DART wasableto �nd Lowe's attack
usinga systematicsearch(andto discover a previously-unknown
bug in the implementationof Lowe's �x), while the experimental
setupof [13] wasnot.This performancedifferencecanperhapsbe
explained intuitively as follows. A standardmodel checkingap-
proachas taken in [13] (at a protocol implementationlevel) and
alsoin [24] (at a moreabstractprotocolspeci�cationlevel) repre-
sentstheprogram's environment(heretheintruder)by a nondeter-
ministic processthatblindly guessespossiblesequencesof inputs
(attacks),and then checksthe effect of theseon the programby
performingstate-spaceexploration. In contrast,a directedsearch
as implementedin DART doesnot treat the programunder test
as a black-box.Instead,the directedsearchattemptsto partition
iteratively theprogram's input spaceinto equivalenceclasses,and
generatenew inputsin orderto exhibit new programresponses– in-
putsthat triggera previously consideredprogrambehavior arenot
generatedandre-testedoverandoveragain.In thissense,adirected
searchcanbeviewedasamorewhite-boxapproachthantraditional
modelcheckingsincethe observation of how the programreacts
to speci�c inputs is usedto generatethe next test inputs.Sincea
directedsearchexploitsmoreinformationabouttheprogrambeing
tested,it is notsurprisingthatit can(andshould)bemoreeffective.

4.3 A Lar ger Application: oSIP

In order to evaluate further the effectivenessand scalability of
DART, we appliedit to testa large applicationof industrial rele-
vance:oSIP, anopen-sourceimplementationof theSessionInitia-
tion Protocol. SIPis a telephony protocolfor call-establishmentof
multi-mediasessionsover IP networks (including Voice-over-IP).
oSIPis a C library availableat

http://www.gnu.org/software/os ip/os ip.h tml .

The oSIPlibrary (version2.0.9)consistsof about30,000lines of
C codedescribingabout600externallyvisible functionswhichcan
beusedby higher-level applications.Two typicalsuchapplications
areSIPclients(suchassoftphonesto make callsover the internet
from a PC)andservers(to routeinternetcalls).

Ourexperimentalsetupwasasfollows.Sincethereis very little
documentationon theAPI providedby theoSIPlibrary otherthan
the codeitself, we consideredone-by-oneeachof the about600
externally visible functions as the toplevel function that DART
calls. Thesefunction nameswere automaticallyextracted from
the library using scripts. For eachtoplevel function, the inputs
controlledby DART werethe argumentsof the function,andthe
searchwaslimited to amaximumof 1,000iterations(runs).In other
words,if DART did not �nd any errorsafter1,000runs,thescript
would thenmove on to thenext toplevel function,andsoon.Since
the oSIPcodedoesnot containassertions,the searchwaslimited
to �nding segmentationfaults(crashes)andnon-termination.9

The resultsobtainedwith DART weresurprisingto us:DART
foundhundredsof waysto crashexternallyvisible oSIPfunctions.
In fact, DART found a way to crash65% of the oSIP functions
within 1,000attemptsfor eachfunction. A closeranalysisof the
resultsrevealedthat most of thesecrashessharethe samebasic
pattern:an oSIP function takes as argumenta pointer to a data
structureandthende-referenceslaterthatpointerwithoutchecking
�rst whetherthe pointer is non-NULL. It is worth noticing that
someoSIPfunctionsdocontaincodeto testfor NULL pointers,but
mostdo not performsuchtestsconsistently(i.e., for all execution
paths),andthe thedocumentationdoesnot distinguishthe former
categoryof functionsfrom thelatter. Also notethatasimplevisual
codeinspectionwould have revealedmostof theseproblems.

BecauseDART reportedso many errors and becauseof the
lack of a speci�cationfor theoSIPAPI, it is hardto evaluatehow
severetheseproblemsreally are.Perhapsthe implicit assumption
for higher-level applicationsis that they must always passnon-
NULL pointersto the oSIP library, but then it is troubling to see
thatsomeof theoSIPfunctionsdochecktheirargumentsfor NULL
pointers.All we can concludewith good certainty is that, from
the point of view of a higher-level applicationdeveloper, there
are many ways to misusethe API, and that programmingerrors
in higher-level code(suchasmistakenly passinga NULL pointer
to someunguardedoSIPfunction)couldresultin dramaticfailures
(crashes).

Overwhelmedby the large numberof potentialproblemsre-
portedby DART, we decidedto focuson theoSIPfunctionscalled
in a test driver provided with the oSIP library, and to analyzein
detail the resultsobtainedfor thesefunctions.In the process,we
discoveredwhat appearsto be a signi�cant securityvulnerability
in oSIP:we foundanexternallycontrollableway to crashtheoSIP
parser. Speci�cally, theattackis asfollows:

� Build an (ASCII) SIP messagecontainingno NULL (zero)or
“ j” characters,andof morethan2.5 Megabytes(for a cygwin
environment– thesizemayvary onotherplatforms).

9 Non-terminationis reportedby DART after a timer expiration triggered
whentheprogramundertestdoesnotcall any DART instrumentationwithin
aspeci®ctime delay.



� Passit to oSIPparserusingtheoSIPfunction
“osip messageparse”.

� Oneof the�rst thing this functiondoesis to copy thispacket in
stackspaceusingthesystemcall alloca(size) . This system
call returnsa pointer to sizebytesof uninitialized local stack
space,or NULL if the allocationfailed. Since2.5 Megabytes
is larger than the standardstack spaceavailable for cygwin
processes,anerroris reportedandNULL is returned.

� The oSIP codedoesnot check success/failure of the call to
alloca , andpassthepointerblindly to anotheroSIPfunction,
which doesnot check this input argumentand then crashes
becauseof theNULL pointervalue.

By modifying the test driver that comeswith oSIP and generat-
ing an input SIP messagethat satis�es theseconstraints,we were
ableto con�rm this attack.This is a potentiallyvery serious�a w
in oSIP: it could be possibleto kill remotelyany SIP client or
server relyingontheoSIPlibrary for parsingSIPmessagesby sim-
ply sendingit a messagesatisfyingthesimplepropertiesdescribed
above! However, we do not know whetherexisting SIP clientsor
servers(i.e.,higher-level applications)built usingoSIParevulner-
ableto thisattack.Notethat,asof version2.2.0of theoSIPlibrary
(December2004),this codehasbeen�x ed (seecommentsin the
ChangeLog�le).

5. Other RelatedWork
Automaticallyclosinganopenreactiveprogramwith its mostgen-
eral environmentto make it self-executableandto systematically
exploreall its possiblebehaviorswasalreadyproposedin [8]. How-
ever, the approachtaken there is to usestatic analysisand code
transformationin order to eliminatethe external interfaceof the
openprogramandto replacewith nondeterministicstatementsall
conditionalstatementswhoseoutcomemay dependon an input
value.Theresultingclosedprogramisasimpli�ed version(abstrac-
tion) of theoriginalopenprogramthatis guaranteedto simulateall
its possiblebehaviors. In comparison,DART is morepreciseboth
becauseit doesnot abstractthe programundertest and because
it doesnot suffer from the inherentimprecisionof staticanalysis.
The article [35] exploreshow to achieve the samegoal as[8] by
partitioningtheprogram's input domainusingstaticanalysis.Be-
cause[35] doesnot rely on abstraction(programsimpli�cations),
it canbemoreprecisethan[8], but it still suffersfrom thecostand
imprecisionof staticanalysiscomparedto DART.

Thereis a rich literatureon test-vectorgenerationusingsym-
bolic execution(e.g.,see[21, 27, 10, 3, 36, 38, 9]). Symbolicex-
ecutionis limited in practiceby the imprecisionof staticanalysis
andof theoremprovers.As illustratedby theexamplesin Section2,
DART is ableto alleviatesomeof thelimitationsof symbolicexe-
cutionby exploiting dynamicinformationobtainedfrom aconcrete
executionmatchingthesymbolicconstraints,byusingdynamictest
generation,andby instrumentingtheprogramto checkwhetherthe
input valuesgeneratednext have the expectedeffect on the pro-
gram.The ability of DART to handlecomplex or unknown code
segments(including library functions)as black-boxes by simply
executingthesemakes it uniquecomparedto standardsymbolic-
executionbasedframeworks,whichrequiresomeknowledge(min-
imally regardingtermination)aboutall programpartsor areincon-
clusive otherwise.SincemostC codeusuallycontainsa systemor
library call every 10 linesor soon average,this distinguishingfea-
tureof DART is a signi�cant practicaladvantage.

Thedirectedsearchalgorithmintroducedin Section2 is closely
relatedto prior work on dynamictest generation(e.g., [23, 15]).
The algorithmsdiscussedin thesepapersgeneratetest inputs to
exercisea speci�c programpathor branch(to determineif its exe-
cutionis feasible),startingwith some(possiblyrandom)execution

path.In contrast,DART attemptsto cover all executableprogram
paths,in a style similar to systematictestingandmodelchecking
(e.g.,[12]). It thereforedoesnotusebranch/predicateclassi�cation
techniquesasin [23, 15]. Also, prior work on dynamictestgener-
ation doesnot dealwith functionscalls, unknown codesegments
(suchaslibrary functions),how to checkat run-timewhetherpre-
dictionsaboutnew testinputsarematchedin thenext run,anddoes
notdiscusscompleteness.Finally, to thebestof ourknowledge,dy-
namictestgenerationhasnever beenimplementedpreviously for a
full-�edged programminglanguagelike C nor appliedto largeex-
ampleslike theNeedham-SchroederprotocolandtheoSIPlibrary.

DART is also more loosely related to the following work.
QuickCheck[7] is a tool for randomtestingof Haskell programs
which supportsa test speci�cation languagewhere the usercan
assignprobabilitiesto inputs.Korat [5] is a tool that cananalyze
a Java method's preconditionon its input andautomaticallygener-
ateall possiblenon-isomorphicinputsup to a given (small) size.
Continuoustesting[34] usesfreecycleson a developer's machine
to continuouslyrun regressiontestsin the background,providing
feedbackabouttest failuresassourcecodeis edited.Randomin-
terpretation[14] is an approximateform of abstractinterpretation
wherecodefragmentsareinterpretedover a probabilisticabstract
domainandtheir abstractexecutionsampledvia randomtesting.

6. Conclusions
With DART, we have turnedtheconventionalstanceon therole of
symbolicevaluationupside-down: symbolicreasoningisanadjunct
to real execution.Randomizationhelpsus whereautomatedrea-
soningis impossibleor dif�cult. For example,whenwe encounter
'malloc's we userandomizationto guessthe resultof the alloca-
tion. Thussymbolicexecutiondegradesgracefullyin thesensethat
randomizationtakesover, by suggestingconcretevalues,whenau-
tomatedreasoningfails to suggesthow to proceed.

DART's ability to executeandtestany programthat compiles
without writing any test driver/harnesscode is a new powerful
paradigm,we believe. Runninga programfor the �rst time usu-
ally bringsinterestingfeedback(detectsbugs),andDART makes
this step almost effortless.We wrote “almost” becausein prac-
tice, the useris still responsiblefor de�ning what a suitableself-
containedunit is: it makeslittle senseto testin isolationfunctions
that aretightly coupled;instead,DART shouldbe appliedto pro-
gram/applicationinterfaceswhereprettymuchany inputcanbeex-
pectedandshouldbedealtwith. Theusercanalsorestrictthemost
generalenvironmentor test for functional correctnessby adding
interfacecodeto theprogramin orderto �lter inputs(i.e., enforce
pre-conditions)andanalyzeoutputs(i.e., testpost-conditions).We
planto explorehow to effectively presentto theuserthe interface
identi�ed by DART andlet him/herspecifyconstraintsoninputsor
outputsin a modularway.
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