g - et o —

k.

6.4 Proof of Correctness of Data
Representations

By C. A. R, Hoare

Ster completion of a compiler for ALGOL 60, my next job in Industry was the design and implementation

of an operaling system to go with it The project was a failure, and when I moved to University I started

on a course of research lo try to understand the subject better. At the same time, I was studying the
Jundamental class concept of SIMULA 67, the world's first Object-Oriented language. My research method was
{o try lo identify the relevant concepi of correctness, and then formalise the proofs that would be needed to
establish it. As a case study, I chose the design of a simple paging system (virtual memory).

Quite suddenly, these three themes of my research led to a solution. an abstraction Junction which relates
the concrete detail of an efficient implementation (partly on main store and partly on disc) with the simpler
absiract concepis (of a contiguously addressed memory), which more directly correspond to the user's view of
the data I realised at once that this single idea was crucial to the verification of computer programs of
significant size. The value of the idea has been subsequently confirmed by its application in the specification
nolations Z and VDM, and in programming the notations of Modula, Ada, and other object-oriented languages

I am now more enthusiastic about the idea than ever. It is the same idea that appears as a coordinate
change in the calculus, or a homomorphism in algebra, its fundamental role in Computing Science is quite
similar. Like all scientists, our main concern is explanation of phenomena at many different levels of
granularity and abstraction In physics, these range from quarks and particles through atoms and maolecules, fo
cannonballs and planetary systems. In computing they range from electronic circuits and assemblies through
machine architeciures and high level languages to windows, databases and safety-critical real-time control
systems In all cases it is the abstraction function (generalised sometimes to a relation) that makes explicit the
necessary conceptual link between the conceptual levels, and enables the professionally motivated engineer to
ensure that each level provides a simple interface and a reliable implementation for the levels above it

C A R Hoare
October 1994

SUMMARY

A powerful method of simplifying the proofs of pragram correctness is suggested; and some new light
is shed on the problem of functions with side-effects.

1. INTRODUCTION

In the development of programs by stepwise refinement [1-4], the programmer is encouraged to
postpone the decision on the representation of his data until after he has designed his algorithm, and
has expressed it as an "abstract' program operating on "abstract" data. He then chooses for the
abstract data some convenient and efficient concrete representation in the store of a computer; and
finally programs the primitive operations required by his abstract program in terms of this concrete
representation. This paper suggests an automatic method of accomplishing the fransition between an
abstract and a concrete program, and also a method of proving its correctness; that is, of proving that
the concrete representation exhibits all the properties expected of it by the "abstract" program. A
similar suggestion was made more formally in algebraic terms in {5], which gives a géneral definition
of simulation. However, a more restricted definition may prove to be more useful in practical program

proofs.
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If the data representation is proved correct, the correctness of the final concrete program depends
only on the correctness of the original abstract program. Since abstract programs are usually very
much shorter and easier to prove correct, the total task of proof has been considerably lightened by
factorising it in this way. Furthermore, the two parts of the proof correspond to the successive stages
in program development, thereby contributing to a constructive approach to the correctness of
programs [6]. Finally, it must be recalled that in the case of larger and more complex programs the
description given above in terms of two stages readily generalises to multiple stages.

2. CONCEPTS AND NOTATIONS

Suppose in an abstract program there is some abstract variable f which is regarded as being of type T
(say a small set of integers). A concrete representation of £ will usually consist of several variables Cy,
Gy ..., G, Whose types are directly (or more directly) represented in the computer store. The primitive
operations on the variable f are represented by procedures Py: Py, ..., P, Whose bodies carry out on
the variables Gy, €3 ..., C, & series of operations directly (or more directly) performed by cornputer
hardware, and which correspond to meaningful operations on the abstract variable ¢ The entire
representation of the type 7 can be expressed by declarations of these variables and procedures. For
this we adopt the notation of the SimMuLa 67 [7] class declaration, which specifies the association
between an abstract type T and its concrete representation:
class T;
begin ... declarations of ¢, ¢,, ..., ¢, ...
procedure p, (formal parameter part); Qy;
procedure p, {formal parameter part); Qy;
(1)
procedure p, (formal parameter part); Qpyr
Q
end;
where Q is a piece of program which assigns initial values (if desired) to the variables €, Gy, ..., €. AS
in ALGOL 80, any of the p's may be functions: this is signified by preceding the procedure declaration
by the type of the procedure.
Having declared a representation for a type T, it will be required to use this in the abstract program
to declare all variables which are to be represented in that way. For this purpose we use the notation:
var (T) t;
or for multiple declarations:
var (T} i, t,, ...
The same notation may be used for specifying the types of arrays, functions, and parameters. Within
the block in which these declarations are made, it will be required to operate upon the variables ¢, £,
-, In the manner defined by the bodies of the procedures Pss Par -y Py, This is accomplished by
introducing a compound notation for a procedure call:
f;- py(actual parameter part);
where f; names the variable to be operated upon and p; names the operation to be performed.
¥ p, is a function, the notation displayed above is a function designator; otherwise it is a procedure
statement. The form ¢, - p, is known as a compound identifier.
These concepls and notations have been closely modeled on those of SIMULA 67. The only
difference is the use of var (T} instead of ref (7). This reflects the fact that in the current treatment,
objects of declared classes are not expected to be addressed by reference; usually they will occupy




Saftware Methodology and Engineering 425

storage space contiguously in the local workspace of the black in which they are declared, and will be
addressed by offset in the same way as normal integer and real variables of the block.

3. EXAMPLE
As an example of the use of these concepts, consider an abstract program which operates on several
small sets of integers. It is known that none of these sets ever has more than a hundred members.
Furthermore, the only operations actually used in the abstract program are the initial clearing of the
set, and the insertion and removal of individual members of the set. These are denoted by procedure
stalements
s - insert {i)
and
5 - remove (i}.
There is also a function "s - has (§)", which tests whether i is a member of s.
It is decided to represent each set as an array A of 100 integer elements, together with a pointer m
to the last member of the set; mis zero when the set is empty. This representation can be declared:
class smallintset;
begin integer m; integer array A [1:100];
procedure insert (i); integer /,
begin integer j;
for j = 1 step 1 until m do
if A i = ithen go to end insert;
m=m+1;
Almi=1,
end insert: end insert;
procedure remove (i}; integer /;
begin integer j, k;
for j= 1 step 1 until m do
if A [jJ=ithen
begin for k.= j+1 step 1 until mdo A [k - 1]:= Afk]J;
comment close the gap over the
removed member,;
m=m-1;
go to end remove
end;
end remove: end remove,
Boolean procedure has (i}; integer /;
begin integer J:

has : = false;
for j= 1 step 1 until mdo
if A il = i then

begin has : = true; go to end contains end;

end contains: end contains;
m.= 0; comment initialise set to empty;

end smalliniset;
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Note: as in SiMuLA 67, simple variable parameters are presumed to be called by value.
4. SEMANTICS AND IMPLEMENTATION

The meaning of class declarations and calls on their constituent procedures may be readily explained
by textual substitution: this also gives a useful clue to a practical and efficient method of
implementation. A declaration:
var (T)f;
Is regarded as equivalent to the unbracketed body of the class deciaration with begin ... end brackets
removed, afier every occurrence of an identifier ¢, or p,declared in it has been prefixed by “t". If there
are any initialising statements in the class declaration, these are removed and inserted just in front of
the compound tail of the block in which the declaration is made. Thus if T has the form displayed in
(1), var (T)t is equivalent to:
- declarations for t- ¢, t - ¢,, .., f- Coe-s
procedure f- p, (...); 0
proceduret.p, (...}, 2
Proceduret.-p._(.); .
where Q1',Qé,¢,\,Q,!n,Q’ are obtained from Qu @, ..., Q@ Q by prefixing every occurrence of ¢y, ¢,
s Cpe Pya Py, -y Py, by "t" Furthermore, the initialising statement ' will have been inserted just
ahead of the statements of the block body.
If there are several variables of class 7 declared in the same block, the method described above
can be applied to each of them. But in a practical implementation, only one copy of the procedure
bodies will be transiated. This would contain as an extra parameter an address to the block of ¢

1+ G
~+1 G, on which a particular call is to operate.
5. CRITERION OF CORRECTNESS
in an abstract program, an operation of the form
L P (@, a, ..., anj) {2}

will be expected to carry out some transformation on the variable f, in such a way that its resulting
value is 5 a, e, ., a,), where f;1s some primitive operation required by the abstract program. In
other words, the procedure statement is expected to be equivalent to the assignment

o= fJ, . a, 8y, ..., a,,,);
When this equivalence holds, we say that p; models /- A similar concept of medeling applies to
funclions. 1t is desired that the proof of the abstract program may be based on the equivalence, using

the rule of assignment [8], so that for any propositional formula S, the abstract programmer may
assume:

lJ
S{;(!Jla$|32r wanj) {t, Apj(a-],az,«..‘,anj)}s,‘]

In addition, the abstract programmer will wish to assume that all declared variables are initialised to
some designated value ty of the abstract space.

ts f,‘ stands for the result of reptacing all free ocourences of x in § by y. if any free variables of ¥ wouid become bound In § by

this substitution, this is avoided by preliminary systematic afteration of bound variables In 8§
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The criterion of correctness of a data representation is that every p; modeis the intended f;and that
the initialisation statement "models” the desired initial value, and consequently, a program operating
on abstract variables may validly be replaced by one carrying out equivalent operations on the
concrete representation.

Thus in the case of smallintset, we require to prove that:

var (i)f initialises { 1o {} (the empty set)

t-insert ()= t=tw {i}

t-remove (i) =t= = {i}

f-hasfij=iet (3)

6. PROOY METHOD

The first requirement for the proof is to define the relationship between the abstract space in which the
abstract prograrn is written, and the space of the concrete representation. This can be accomplished
by giving a function ca(e,, ¢,, ..., ¢,) which maps the concrete variables into the abstract object which

they represent. For example, in the case of smallintset, the representation function can be defined as

Alm, A) = {i: integer | 3k(1 <k < m& A K] = i)} “)

or in words, “(m, A) represents the set of values of the first m elements of A". Note that in this and in
many other cases .4 will be a many-one function. Thus there is no unique concrete value representing
any abstract one.

Let ¢ stand for the value of .a(cy, ¢, -.., ¢,) before execution of the body Q, of procedure p, Then
what we must prove is that after execution of Q, the following relation hoids:

AlC, Gy - C) = frll vy, Vo, an)
where vy, v,, ..., v; are the formal parameters of p,
Using the notations of [8], the requirement for proof may be expressed:
t=a(cy, 6y ..., C) {Q} Aley, 65, -, c)= 5 (t vy Vo o V)

where f is a variable which does not occurin Qj On the basis of this we may say: ¢ - ¢ (@, a, ..,8)=
f= f}{t, &, a,, ..., 8,) with respect to .a. This deduction depends on the fact that no Qj alters or
accesses any variables other than ¢,, ¢,, ..., ¢,; we shall in future assume that this constraint has
been observed.

In fact, for practical proofs we need a slightly stronger rule, which enables the programmer to give
an invariant condition i(c,, ¢,, ..., ¢}, defining some relationship belween the constituent concrete
variables, and thus placing a constraint on the possible combinations of values which they may take.
Each operation (except initialisation) may assume that / is true when it is first entered; and each
operation must in return ensure that it is true on completion.

In the case of smallintset, the correctness of all operations depends on the fact that m remains
within the bounds of A, and the correctness of the remove operation is dependent on the fact that the
values of A [1], A[2], ..., A {m)] are all different; a simple expression of this invariant is:

size (a (m, A)) = m<100. 0
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One additiona! complexity will often be required; in general, a procedure body is not prepared to
accept arbitrary combinations of values for its parameters, and its correctness therefore depends on
satisfaction of some precondition P(t, a,, &,. ..., a,) before the procedure is entered. For example, the
correciness of the insert procedure depends on the fact that the size of the resulting set is not greater
than 100, that is

size {t v {i}) <100
This precondition (with ¢ replaced by a) may be assumed in the proof of the body of the procedure;
but it must accordingly be proved to hold before every call of the procedure.

It is interesting to note that any of the p's that are functions may be permitted to change the values

of the ¢'s, on condition that it preserves the truth of the invariant, and also that it preserves unchanged
the value of the abstract object . For example, the function "has" could reorder the elements of A,

this might be an advantage if it is expected that membership of some of the members of the set will
be fested much more frequently than others. The existence of such a concrete side-effect is wholly
invisible to the abstract program. This seems to be a convincing explanation of the phenomenon of
"benevolent side-effects”, whose existence | was not prepared to admit in 8]

7. PROOF OF SMALLINTSET

The proof may be split into four parts, corresponding to the four parts of the class dectaration:

7.1. INITIALISATION
What we must prove is that after initialisation the abstract set is empty and that the invariant / is true:
true {m:=0}{{3 (1 <ksm & A = =0
& size (A (m, a))=m <100
Using the rule of assignment, this depends on the obvious truth of the lemina
liBk (1sks08 Ak =)} ={} & size({ })=0<100

7.2. Has
What we must prove is _
Alm, A) =k&1{Q }Aam A)=k&l&has=ie Alm, A)
where @, is the bedy of has. Since @, does nol change the value of m or A, the truth of the first
two assertions on the right hand side follows directly from their truth beforehand. The invariant of the
loop inside Q. is:
jmg_m&hasm'ieon(j,A)

as may be verified by a proof of the lemma:

j<m&jém&has=ie,q(i,A)

~if A[j+ 1] = ithen (true = i e a(m, A))

elsehas=ie A+ 1, A).

Since the final value of j is m, the truth of the desired result follows directly from the invariant; and

since the "initial" value of j is zero, we only need the cbvious lermma
faise =i e A0, A)

7.3. INSERT

What we must prove is:
P& (M, A) = k & H{Queernd AM, A) = (KU (D) &1,
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where P =  size (a(m, A)w {(i}) < 100
The invariant of the loop Is:

P& Afm A)=k&I&]E ,,q(i,A)&Bijém )

as may be verified by the proof of the lemma
AlM A)=k&IE A(A)RO<j<M&j<m>
ifAf+ 1] = ithen afm, A) = (kw {ip
else O<j+i<m&ie Aa(f+1, A

{The invariance of P & .a(m, A) = k & I follows from the fact that the loop does not change the values
of m or A). That (6) is true before the loop follows from i & (0, A).

We must now prove that the truth of (6), together with j = m at the end of the loop, is adequate to
ensure the required final condition. This depends on proof of the lemma

jEFm& By am+ 1, A= el &size{am+ 1,AY=m+1 < 100

where &' = (A, m + 1. i) is the new value of A after assignment of ifo A {m + 1].

7.4. REMOVE
What we must prove is
AlM, A) = k & 1{Q 00 AMM, A) = (k= {i}) & L.
The details of the proof are complex. Since they add nothing more to the purpose of this paper, they
will be omitted.

8. FORMALITIES
Let T be a class declared as shown in Section 2, and let o, J, Pf, 1 be formulae as explained in
Section 6 (free variable lists are omitted where convenient). Suppose also that the following m + 1

theorems have been provided:
true {Q}/ & 2= d, ' (7)

A=L&I& P (H{Q} & A= f()
for procedure bodies Q; (8)

A=&IE&P () {Q]}!&aqwt&pjzfj(t)
for function bodies th {9)

In this section we show that the proof of these theorems is a sufficient condition for the correctness of

the data representation, in the sense expiained in Section 5.
Let X be a program beginning with a declaration of a variable f of an abstract type, and initialising
it to d,,. The subsequent operations on this variable are of the form

(1) t= 1 {t, a5, @ ... a8, if Q is a procedure
@ £t a8, ... &, if Q;is a function.

Suppose also that Pj t a, a, ... a) has been proved true before each such operation.
Let X' be a program formed from X by replacements described in Section 4, as well as the

following (see Section 5):
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(1) initialisation { . = d, replaced by Q'
(2) b= 5 {t a, a, .., ay) replaced by ¢ - o/ (f, a,, &y, ..., an})
(3) fJ, (t, a, @y, ..., an}) byt- Py (t a,a, .., an})‘

Theorem. Under conditions described above, if X and X' both terminate, the value of £ on
termination of X will be cafcy, ¢,, ..., ¢,), where ¢,, ¢,, ..., ¢, are the values of these variables on

termination of X'

Corollary. If R{f) has been proved true on termination of X, R{a) will be irue on termination of X".

Froof. Consider the sequence S of operations on ¢ executed during the computation of X, and let
§' be the sequence of subcomputations of X' arising from execution of the procedure calls which have
replaced the corresponding operations on f in X. We will prove that there is a close elementwise
correspondence between the two sequences, and that

(a) each item of &' is the very procedure statement which replaced the corresponding operation in
S.

(b} the values of all variables (and hence also the actual parameters) which are common to both
"programs” are the same after each operation.(c) the invariant / is true between successive
items of S'.

(¢} if the operations are function calls, their results in both sequences are the same.

(d) and if they are procedure calls (or the initialisation) the value of t immediaiely after the
operation in S is given by ., as applied to the values of ¢,, ¢,, ..., ¢, after the corresponding
operation in S

it is this last fact, applied to the last item of the two sequences, that establishes the truth of the
theoremn.

The proof is by induction on the position of an item in S.

(1) Basis. Consider its first item of 8, {: = d,. Since X and X' are identical up to this point, the first
itern of S' must be the subcomputation of the procedure Q which replaced it, proving (a). By (7), / is
true after Q in &', and also a = dj, proving {(c) and (e). (d) is not relevant. Q is not aliowed to change
any non-local variable, proving (b).

(2) Induction step. We may assume that conditions (a) to (€) hold immediately after the (n — 1)-th
item of S and S', and we establish that they are true after the n-th. Since the value of all other
variables (and the result, if a function) were the same after the previous operation in both sequences,
the subsequent course of the computation must also be the same until the very next point at which X
differs from X. This establishes (a) and (b) Since the only permitted changes to the values of ¢ - ¢, t -
€y, ..., t- ¢, occur in the subcomputations of §', and / contains no other variables, the truth of / after
the previous subcomputation proves that it is true before the next. Since S contains alf operations on
t, the value of { is the same before the n-th as it was after the (n ~ 1)-th operation, and it is still equai
to ca. Itis given as proved that the appropriate P(t) is true before each call of £, in S. Thus we have
established that .3 = £ & / & P(f) is true before the operation in S'. From (8) or (9) the truth of (c), (d),
(e) follows immediately. (b) follows from the fact that ihe assignment in S changes the value of no
other variable besides {; and similarly, Q is not permitted to change the value of any variable other
thant-c, t-c, ..., t-C,




Software Mathadalogy and Engineering 434

This proof has been an informal demonstration of a fairly obvious theorem. Its main interest has
been to show the necessity for certain restrictive conditions placed on class declarations. Fortunately
these restrictions are formulated as scope rules, which can be rigorously checked at compile tirme,

9. EXTENSIONS

The exposition of the previous sections deals only with the simplest cases of the SiMuLa 67 class
concept, nevertheless, it would seem adequate to cover a wide range of practical datg
representations. In this section we consider the possibility of further extensions, roughly in order of
sophistication.

9.1. CLAsS PARAMETERS

It is often useful to permit a class to have formal parameters which can be replaced by different actual
parameters whenever the class is used in a declaration. These parameters may influence the method
of representation, or the identity of the initial value, or both. In the case of smallintset, the usefulness
of the definition could be enhanced if the maximum size of the set is a parameter, rather than being
fixed at 100.

9.2. DYNAMIC OBJECT GENERATION

In SmuLA 67, the value of a variable ¢ of class C may be reinitialised by an assignment:
¢ .= new C (actual parameter part),
This presents no extra difficulty for proofs.

9.3. REMOTE IDENTIFICATION

In many cases, a local concrete variable of a class has a meaningful interpretation in the abstract
space. For example, the variable m of smallintset always stands for the size of the set. If the main
program needs to test the size of the set, it would be possible to make this accessible by writing a
function
integer procedure size; size: = m;
But it would be simpler and more convenient to make the variable more directly accessible by a
compound identifier, perhaps by declaring it
public integer m;
The proof technique would specify that
m = size {a(m, A))
is part of the invariant of the class.
9.4. CLASS CONCATENATION

The basic mechanism for representing sets by arrays can be applied to sets with members of type or
class other than just integers. It would therefore be useful to have a method of defining a class
"smallset”, which can then be used to construct other classes such as "smallrealset” or "smallcarset”,
where "car" is another class. In SIMULA 67, this effect can be achieved by the class/subclass and
virtual mechanisms.

9.5, RECURSIVE CLASS DECLARATION

In SiMULA 67, the parameters of a class, or of a local procedure of the class, and even the local
variables of a class, may be declared as belonging to that very same class. This permits the
construction of lists and trees, and their processing by recursive procedure activation. In proving the
correctness of such a class, it will be necessary to assume the correctness of all "recursive"
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operations in the proofs of the bodies of the procedures. In the implementation of recursive classes, it
will be necessary to represent variables by a null pointer (none) or by the address of their value,
rather than by direct inclusion of space for their values in block workspace of the block to which they
are local. The reason for this is that the amount of space occupied by a value of recursively defined
type cannot be determined at compile fime.

it is worthy of note that the proof-technique recommended above is valid only if the data structure
is "well-grounded" in the sense that it is a pure free, without cycles and without convergence of
branches. The restrictions suggested in this paper make it impossible for local variables of a class to
be updated except by the body of a procedure local to that very same activation of the ciass; and |
believe that this will effectively prevent the construction of structures which are not well-grounded,
provided that assignment is implemented by copying the complete value, not just the address.

ACKNOWLEDGEMENTS

| am deeply indebted to Doug Ross and to all authors of referenced works. Indeed, the material of
this paper represents little more than my belated understanding and formaiisation of their original
work,

REFERENCES

1 Wirth, N.: The development of programs by stepwise refinement Comm. ACM. 14, 221.227 (1871)

2 Dijkstra, E W : Notes on structured programming In Structured Programming Academic Press (1972)

3 Hoare, C A R: Notes on data structuring Ibid

4 Dahi, O -J: Hierachial program structures fbid

§ Milner, R : An algebraic definition of simulation between programs. CB 205 Stanford University, Februaty
1971

6 Dijkstra, E W : A constructive approach to the problem of program correctness BIT, B, 174-186 (1968}

7 Dahl, O -J, Myhrhaug, B, Nygaard, K: The Swuta 67 common base language Norwegian Computing
Center, Oslo, Publication No. $-22, 1970
B. Hoare, ¢ A R:An axiomatic approach to computer programming Comm. ACM. 12, 576-580, 583 (1969).




