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1 Interactive and Zero Knowledge Proofs

1.1 Denition of Interactive Proof (IP)

Language L ∈ IP if ∃(P, V ) protocol with V ∈ PPT , s.t.

∀x ∈ L Pr{V’s coin-ips} (P ↔ V (x) makes V accept) >
2

3

∀x ∈ L, ∀P ∗ Pr{V’s coin-ips} (P
∗ ↔ V (x) makes V accept) <

1

3

1.2 Arthur-Merlin Games

Due to [Babai and Moran].

An interactive proof protocol in which Arthur (polynomial time verier)’s coin ips are
known to the Merlin (exponential time prover). For implementation, the verier is only
allowed to send the result of coin tosses, which both the verier and the prover can use it
to generate the question.

1.3 Collision Resistant Hash Function

Hash function f : 0, 1m → 0, 1n, where n < m collapes length.

Example. SHA256, SHA128, MD5 (collision found for SHA128 and MD5).

Hn : 0, 12n → 0, 1n is a family of Collision Resistant Hash Function if ∀c, ∀A, ∃Nc

s.t.

Pr{A’s coin-ips}

Pick n > Nc, h ← Hn, x ← 0, 12n, A(h(x), x) = y, s.t. h(x) = h(y)


<

1

nc
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Challenger Communication Adversary

h randomly selected from Hn
h−→
x,y←−− Find x, y s.t. h(x) = h(y)

1.4 Fiat–Shamir Heuristic

A technique for using a interactive proof to construct a signature scheme.
(Back to Arthur-Merlin) Pick collision-resistant hash function h; Replace Arthur with h on
prex of the conversation so far.

Due to Shamir: IP = PSPACE

1.5 Denition of Zero Knowledge (ZK)

Language L has ZK proof if L ∈ IP & ∀x ∈ L, ∀V ∗, ∃SimV ∗ ∈ PPT s.t.

[P ↔ V ∗(x)] ≃ SimV ∗(x)

Dierent interpretations of ≃ leads to three variants of ZK:

• Perfect ZK: The distributions are equal.

• Statistical ZK: The distributions are statistically close.

Note: 2 distributions Xn, Yn are statistically close i

∀c ∃N st ∀n > N



a∈{0,1}n
Pr{Xn}[Xn = α]− Pr{Yn}[Yn = α] ≤ 1

nc

• Computational ZK: The distributions are computationally indistinguishable to poly-
time machine.

Note: 2 distributions Xn, Yn are poly-time distinguishable i

∀c ∀A ∈ PPT ∃N st ∀n > N

Pr{{Xn},A’s coin}[A(Xn) = 1]− Pr{{Yn},A’s coin}[A(Yn) = 1] ≤ 1

nc
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1.6 ZK Protocols

Graph Isomorphism

The following in a protocol of an interactive proof for G0 ∼ G1.

P Communication V

Hi = Π(Gxi) where
xi is a private coin ip

H1,H2,··· ,Hn−−−−−−−−→
b1,b2,··· ,bn←−−−−−− Generate public coin ips bi

Show isomorphism between
Gbi and Hi

Π1(H1∼Gb1
),··· ,Πn(Hn∼Gbn )−−−−−−−−−−−−−−−−−−−→ Accept or reject

One issue with this protocol is that it is not perfect zero knowledge. The simulator cannot
foresee the query bits b′is from the verier by rewinding. Thus, the simulator would take
exponential time to generate an acceptable conversation. This issue can be addressed in the
following protocol, where the query bits are commited before the prover sends the permuted
graphs.

5-round ZK for GI

Due to [Bellare, Micali, Ostrovsky, BMO90].

P Communication V

Generate A0, A1 by
randomly permuting G0 twice

A0∼A1−−−−−−−−−−−−−−−−−−−−−−−−−→
0=(C0−A0,C1−A1),(C0−A1,C1−A0)=1

Commit(b1,b2,··· ,bn)←−−−−−−−−−−−−−
by sending Πi(Abi

)

Generate bi and permuted with
random permutation Πi

Hi = Π(Gxi) where
xi is a private coin ip

H1,H2,··· ,Hn−−−−−−−−→
Open (b1,b2,··· ,bn)←−−−−−−−−−−−

ProveA0 ∼ A1 ∼ G0

and Hi ∼ Gbi

ShowA0∼A1∼G0−−−−−−−−−−→
All answers

In this case, the simulator can generate a matching set of graph permutations after the
verier de-commits b′is by rewinding to the stage which the verier already sent the com-
mited bits. Furthermore, additional changes are made to prevent the prover, with innite
computational power, form cheating by simply de-commiting the verier’s query bits. Since
this protocol also the prover is asked to prove A0 ∼ A1, then the verier can tell the prover
does not know the query bits in advance if A0 ∼ A1 can be proved.
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Graph 3-Colorability

Due to [Goldreich, Micali and Wigderson, GMW87].

The following in a protocol to prove the statement ”This graph G is 3-colorable”.

P Communication V

Has 3-coloring of G
Commit Π(color) for each vertex−−−−−−−−−−−−−−−−−−−−→

Pick a single edge←−−−−−−−−−−−
Open−−−→ Check colors are dierent

Repeated n3 times, 1
n2 probability the verier caught the prover cheating & reject.

Now run the simulator:

Sim Communication V ∗

Guess the edge V picks & color, set rest 0
Commit−−−−−→

1.7 Commitment

Commitment based on hardness assumptions.

• Binding property: info-theoretic

• Hiding property: computational

PRG Based communication

A pair of 1-way permutations f0, f1 is called claw-free if no poly time A and nd a ”claw”,
i.e., x0, x1, s.t. f0(x0) = f1(x1) = y
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