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Abstract—For remote deployment of sensors in potentially hostile
environments it is crucial to both ensure that the data is private and

trust that the data originated from the sensor in question, at the alleged
time and location of sensing, and without tampering. However, another
critical requirement is to minimize energy consumption in computation
and communication. We satisfy these often contradictory requirements

by employing one set of matched public physical unclonable functions
(PPUFs) to establish privacy and trust in data, time, and location and
another to create a shared hardware random number generator (HRNG)
for random challenge generation.

I. INTRODUCTION

Security has been widely recognized as one of the most important

metrics of many state-of-the-art and pending systems and applica-

tions. Traditional, algorithm-based cryptography has produced a spec-

trum of elegant and effective security approaches. However, the rapid

change of modern applications, mainly due to extensive networking

and more recently networked sensing, imposed a new generation

of security desiderata and requirements. Specifically, remote trusted

sensing where guarantees that particular collected data by a specific

sensor is indeed collected by the sensor at the claimed time and

claimed location are essential for almost all applications that include

computational sensing components.

It has been proven that classical cryptography is not able to solve

the remote sensing problem. Recently, hardware based cryptography

produced two conceptually similar solutions: one using standard

CMOS circuitry [1] and one using nanotechnologies such as III-

V semiconductor trees [2]. Both of these solutions integrate public

physical unclonable functions (PPUFs) compounded with real-time

challenges to authenticate data from remote sensing systems. There

are two main limitations of such systems. The first is that two way

communication is continuously required between the sensing system

and the remote consumer of the collected sensing data. The second

equally important ramification is that the high and frequent level of

communication induces high energy consumption. In addition, it is

important to note that lossy links used by wireless communication

equipment are more pronounced in low energy systems and that lossy

links can be used by the attacker to mask several classes of security

attacks.

Hardware-based security has emerged in the last decade as power-

ful and effective security mechanisms. A physical unclonable function

(PUF) is a physical system with a complex relationship between

its inputs and its outputs. Furthermore, due to technological and/or

scientific reasons it is not possible to produce two identical PUFs.

Hardware-based security has attracted a great deal of attention once

it was realized that process variation in standard CMOS technology

naturally creates integrated circuits with unique timing, power, and

other metrics. Numerous structures, technologies, and PUF data

processing techniques have been proposed and analyzed.

However, a PUF can be used only within the framework of secret

key cryptography. The public PUF (PPUF) removes this restriction

and enables the creation of a broad spectrum of public key cryp-

tography. PPUFs preserve all advantages of PUF-based techniques

over classical cryptography, including resiliency against physical and

side channel attacks and much faster and lower energy execution of

security protocols.

There are currently two main mechanisms for the creation of

PPUFs. The first uses a large, preferably exponential, gap between

execution on a unique integrated circuit and simulation. The key

idea is that many questions related to the properties of the integrated

circuit such as delay between an input and an output can be easily

answered by the owner of the integrated circuit but require excessive

time when these questions are answered using simulation. Essentially,

the properties of each gate or transistor serve as a public key and

the availability of the integrated circuit corresponds to a secret key.

Numerous questions about PPUFs, including their operational and

environmental stability, have been studied [3][4][5][6][7].

The second mechanism is device aging. For example, all tran-

sistors and in particular PMOS transistors are subject to increase

of their threshold voltage if they are under stress, i.e. if they act

as open switches. The increased threshold voltage has a number of

consequences including reduced speed (increased delay) and reduced

leakage energy. Therefore, now it is possible to match characteristics

of a subset of gates on two different integrated circuits. The actual

speed of aging follows exponential decay rules. The speed of device

aging depends on the local temperature. Usually an hour or less of

device aging is required to increase the threshold voltage by several

millivolts and induce linearly proportional time delay.

Hardware random number generators have much longer history.

However, all of the currently proposed hardware random generators

have certain important limitations. Among them is the main obstacle

for their use in security protocols: it was not possible to create

two or more identical random number generators. We overcome this

limitation by employing the device aging-based PPUF as the main

component for the creation of hardware random number generators.

A simple by powerful observation is that the PPUF can be used as

the core for production of random number generators because there

are no correlations between input and output bits.

In order to prevent replacement of PPUFs and hardware random

number generators, their gates are shared with the regular logic of

the sensor and control systems. Note that the new technique is not

restricted to use in sensing systems and can be also used in other

systems such as computation and communication in such a way that

trusted network processing is enabled.

A. Organization

The rest of the manuscript is organized in the following way. In

the next section we summarize the most relevant related work in

hardware-based security, in particular that which is related to the

security of remote sensing systems. In Section III we introduce our
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Fig. 1: (a) Basic architecture for the new HRNG and (b) challenge-based system architecture for trusted remote sensing [1].

key technical novelty, the PPUF-based hardware random number

generator that is used in Section IV to create a new low energy

approach for remote trusted sensing. We conclude in Section V.

II. RELATED WORK

We now briefly survey the most relevant related previous research.

The focus is on two broad topics: (i) embedded sensor networks and

collection and processing of collected data; and (ii) trust and trust-

related security techniques. In addition, we survey work on PUFs,

PPUFs, and hardware random number generators.

Rapid development of low-energy sensor and wireless commu-

nication technologies resulted in a broad spectrum of research

and development projects in the creation of a new type of dis-

tributed embedded system called the sensor network. Networked

embedded sensing is a relatively new research area that studies

the collection of sensor data. Embedded sensor networking ad-

dresses a wide spectrum of tasks such as deployment, coverage,

energy efficient operation, data integrity, compression, and calibration

[8][9][10][11][12][13][14][15][16][17][18].

There is a number of privacy preserving techniques

[19][20][21][22][23][24] as well a variety of reputation preserving

and transitive reputation schemes [25][26][27][28][29]. There are

two previously proposed techniques from trusted remote sensing

[1][3] that depend on the notion of random challenges that have been

widely used in many cryptography and system security scenarios

[19][30][31][32].

Since its introduction in 2009, the PPUF has been compre-

hensively studied [3][4][6][5][33][2][34][35][36]. Device aging and

related gate level characterization techniques have been also used

for other applications such as hardware Trojan horse detection

[37][38][39][40][41][42][43][44][34].

Various types of hardware random number generators have been

developed, based on clocking of random pulse generators, quantum

mechanical properties, or other physical sources of variation such

as temperature fluctuations, with multiple silicon implementations

[45][46][47][48][49]. Due to general instability and high overheads

in implementing hardware random number generators, a common

practice is to use the hardware random number generator to generate

a seed for a pseudorandom number generator. To the best of our

knowledge, our work is the first to create a seeded hardware random

number generator whose randomness is derived from process vari-

ation while maintaining difficulty to predict the generated random

number even if the seed is known.

III. HARDWARE RANDOM NUMBER GENERATOR

We introduce a new type of hardware random number generator

(HRNG). The new HRNG has two new noble properties that enable

its usage for remote trusted sensing and many other security tasks.

The first property is that it can be easily integrated with standard

CMOS logic. The second is that it is possible to create exactly k

identical HRNGs in such a way that the creation of a (k + 1)th
HRNG is not possible due to process variation.

Figure 1a shows the basic architecture that is used for the new

HRNG. The key basic component of new HRNG is a PPUF that is

placed in the feedback loop. The feedback loop also includes a certain

amount of processing logic that is used for further improvement of the

randomness of the HRNG. The use of a PPUF as the basic building

block has several advantages. First, we can use device aging-based

techniques for the matching of two PPUFs: one at the sensor device

and one at the system that communicates with the sensing system.

Several such techniques are presented in [3]. Even more importantly,

it is well known that PPUFs produce very difficult to predict output

for any given input.

Given a random seed si, the PPUF computes the response R(si)
and generates the next seed si+1. One simple value for si+1 is R(si)
itself. However, it is crucial to note that one of the inherent properties

of our architecture is that responses to two challenges are more likely

to differ if the challenges themselves differ greatly. In other words,

the Hamming distance of two responses is likely to increase as the

Hamming distance of their challenges increases.

Therefore, one powerful method that is still simple in terms of

hardware overhead is to use either R(si) or R(si), depending on

which one results in a higher Hamming distance between si+1 and

si. Additionally, standard unbiasing techniques first proposed by Von

Neumann in 1951 can be applied to essentially increase the entropy

(i.e. decrease the compressibility) of the generated numbers in terms

of passing all statistical tests [50].

The crucial observation is that because PPUFs are difficult to

predict and simulate and impossible to clone, no attacker can generate

the same sequence of random numbers given the same seed. However,

because a pair of PPUFs can be matched, two parties can match their

PPUF-HRNGs. As a result, by sharing an initial seed (which does

not have to be kept secret), the two parties can generate the same

sequence of random numbers that they can then securely consider to

be shared secrets.

There are several important observations about the new approach.

The first is that it requires exactly one clock cycle for all processing



Fig. 2: The new approach for trusted remote sensing.

required for generation and one clock cycle for its verification.

Therefore, in a sense this is the ultimate efficiency. The integration of

the hardware random number generator with processing logic of the

sensing and controlling system is done exactly in the same way that

it was done in the integration of the PPUF with combinational logic

presented in [1]. The overall system is symmetric in a sense that not

only can the control system authenticate data from the sensing system

but the authentication can be also conducted in the other direction,

where the sensing system authenticates data from the control system.

This can be very important in secure real-time control applications.

IV. TRUSTED REMOTE SENSING

In this section we introduce a new HRNG-based approach for

trusted remote sensing with reduced communication cost. We start

by summarizing previously introduced techniques for trusted remote

sensing that utilize randomly and remotely generated challenges to

ensure security. After that we introduce a new system architecture

that eliminates the need for remote generation of challenges through

the usage of synchronized HRNGs. Finally, we analyze and compare

the new approach with the two previous techniques.

A. Traditional Trusted Remote Sensing

Figure 1b shows a challenge-based system architecture for trusted

remote sensing [1]. The key idea is to communicate from a remote

location to the sensor a challenge that consists of 32 or 64 or some

other number of bits. The challenge is XOR-ed with the input to the

sensor. Since the challenge is not known in advance to the potential

attacker and since the simulation of the PPUF takes prohibitively long

time, the integrity of the reported sensed information is ensured. In

addition to checking the sensing information, one can also check

if the reported sensing data was indeed sensed by the claimed

sensing system. For that purpose, one can either independently use

the challenge for verification that the claimed system indeed is what

was deployed or use it simultaneously to verify a particular reported

sample. Signals from a global positioning system (GPS) are used for

the establishment and authentication of the time when a particular

sample is collected. Our final remark is that for secure generation of

authentication data and its secure flow it is mandatory that the PPUF

is merged with the actual logic of the sensor system.

B. Synchronized HRNG-based Trusted Remote Sensing

Figure 2 presents a graphical illustration of the new approach for

trusted remote sensing. At a very high level of abstraction it is similar

to the system presented in the previous subsection. The key difference

is that all requirements for external communication to the sensing

system is eliminated through the use of the synchronized random

number generators. In principle, the three PPUFs at the bottom of

the figure can be eliminated. However, that may greatly facilitate

statistical security attacks. When the PPUFs are employed, security

of communicated data is ensured.

It is interesting and important to analyze the new system architec-

ture for remote trusted sensing. It uses a total of four PPUFs. It has

been shown that less than a thousand gates are more than sufficient

for the creation of high quality unclonable devices. Also note that

one can exploit trade-offs between the width and height of a PPUF

to balance its randomness and its correlation.

Finally, we conclude this subsection by explaining the matching

of delays of corresponding gates in two different integrated circuits.

The idea is simple. We first conduct gate-level characterization, where

we measure the delay of each gate. The next step is that the faster

gate is intentionally made subject to device aging so that its delay is

matched to the delay of the slow gate. The key observation is that by

using this technique only of a subset of gates can be matched, due to

the limited impact of NBTI-based device aging. In the final phase all

gates that are not matched are isolated from the PPUFs using either

hardware or software techniques.

C. Comparison of the New PPUF HRNG-based Approach with

Previous Techniques for Remote Trusted Sensing

There are only two major differences from the two previous

architectures for remote trusted sensing. The new approach uses

synchronized PPUF-based hardware random number generators for

simultaneous issuing of random challenges both at the sensing and

remote controlling systems. This technique implies that after initial

synchronization of the two hardware number generators there is no

need for further communication of the challenges. Therefore, there

is no more communication overhead, i.e. the communication require-

ments are exactly equal to ones in regular unsecured approaches for

remote data collection. Finally, the PPUF-based hardware number

generators can be used in conjunction with synchronized system

clocks at the control and the sensor system for time authentication

without employment of GPS signals that additionally significantly

reduces energy consumption and the overall cost of secure remote

sensing while increasing the scope of deployment to locations that

are not exposed to GPS signals.

The second difference is that the use of synchronized PPUFs

completely eliminates the need for simulation. In other words, there

is no more need for simulation and essentially the security latency is

eliminated. This property is of high importance in many distributed



systems such as ones where real-time control is required and used.

V. CONCLUSION

Trusted remote sensing, which provides guarantees that a particular

sample collected by an unsecured remote sensing system was indeed

collected by that hardware placed at a specific location at a claimed

time, is of fundamental importance for essentially any embedded

sensing application. We have developed a new approach for trusted

remote sensing that does not only guarantee security requirements but

also drastically reduces communication requirements and minimizes

energy consumption. The essential enabling new concept is a pair

of matched PPUF-based hardware random number generators. The

matching of delay-based PPUFs is accomplished through NBTI-

based device aging of transistors. The PPUF-based hardware random

number generator is designed in such a way that it does not allow

reading or injection of its inputs and outputs. The main next step

includes experimental demonstration of the approach for trusted

remote sensing.
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