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Pand Statement. 
Technology has made it simple and economical to reproduce, 
distribute, and publish digital information. While enabling 
increased legitimate uses of digital media, the potential for 
misuse is multiplied many fold. Increasing Interact piracy is 
already producing a billion dollar loss in revenues per year to 
the music industry. As Internet bandwidth increases, the 
movie industry is expected to follow the same path. The 
dynamics of the process is disturbing; for example, Napster's 
music download web site has experienced 
a nearly six-fold traffic increase in the second quarter of 2000. 

It appears that the content publishers have only few options 
to fight this agonizing problem: (i) seek for legal ways to 
enforce their copyright, (ii) change their business model e.g., 
by collecting revenues, through advertisement rather than 
music sales, and/or (iii) research new technologies that will 
raise effective barriers for illegitimate use of digital content. 
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While technology is progressing fast, the judiciary system is 
slowly adjusting to new situations. In the case of content "hard- 
copying", the legal recipe is to seek for damages from the 
recording (e.g., CD) plant. However, this model does not 
translate well to content "soft-copying". Although, Napster and 
Scour, as main enablers of free multimedia content distribution 
on the Internet, are facing a number of lawsuits, it is not clear 
how the current laws apply to these eases. 
* Which party is liable in the process of up/downloading 
p i r a t e d  c o n t e n t  t o / f r o m  a s e r v e r ?  
* What are the legal issues with transferring pirated content 
using different Internet technologies such as email and push? 
* Where are the boundaries between legal and illegal copying? 
* How to address the copyright enforcement problem 
worldwide? 

Many content publishers are already investigating ways to 
change their business models and adjust better to the Internet 
era. The most commonly mentioned business model is free 
content distribution and collection of revenues through 
advertisement. The total spending on advertisement in the US 
economy in 1999 totaled $218B. Advertising on the Internet 
accounted for a small part of that sum, however, it 
is the most rapidly growing sector: currently $1.gB per quarter 
with approximately 50% quarter-to-quarter increase. 
* Is this a viable source of revenues for content publishers? 

The music industry collected $15B in 1999 in the US 
a l o n e .  T h e  I F P I  
and RIAA claim revenues in excess of $38B annually for 
t h e  m u s i c  i n d u s t r y  
worldwide. 
* What is the right business execution of this model? 
* How is this going to affect the relations of mists with the 
content publishers? Will artists be able to publish their 
work into the Internet space without the Hollywood 
management? 
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Some believe that digital rights management (DRM) 
technologies are the only road for multimedia content 
publishers. The industry has already created an initiative, the 
S D M I  ( S e c u r e  D i g i t a l  M u s i c  
Initiative), to address the problem for screening digital 
content from illegal use. However, this problem is complex 
from a technical point of view. Multimedia watermarking has 
a crucial role in such systems as the only known protection 
t e c h n i q u e  t h a t  c a n  s u r v i v e  
D/A and A/D conversion of  the signal. For example, by 
enerypting or scrambling a signal, a DRM system can only 
enforee copyright protection while the signal is in the 
p ro t ec t ed  form; once it is dec ryp ted  or 
unscrambled, it can be recorded or copied (in its digital or 
analog form) and freely distributed. 

A number of  techniques have been proposed for 
watermarking text, audio, images, and video to enable the 
enforcement of  copyrights. Although each of  the 
corresponding media industries desperately calls for a 
consensus on standards, the associated technical 
standards initiatives, such as the SDMI, have had little 
success due to a variety of reasons: legal and business model 
issues, DRM system design, inability to provide adequate 
testing, and lack of  reliable watermarking technologies. 
* Is it possible to guarantee prevention of  illegitimate 
c o p y i n g  us ing  an in fo rma t ion  t echno logy7  
* What are the bounds of watermarking? Why watermarking 
is hard? What are realistic scenarios for watermark use? 

* How (or is it possible) to build an effective DRM system? 

Multimedia copyright enforcement on the Internet is a 
complex issue involving aspects of technology, the law, 
economics, sociology and public policy. The breadth of this 
p a n e l  r e f l e c t s  t he  m u l t i d i s c i p l i n a r y  
nature of the problem. Each panel member is an expert with 
a different perspective and a strong point of view. 
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