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Abstract

Measuementshave shownevidencesof inter-domain
padketforwardingloopsin thelnternet,but theexactcause
of theseloops remainsunclear As one of the efforts in
identifyingthe causesthis paper examineshow transient
loops can be createdat the inter-domainlevel via BGR
andwhatare the major factors that contributeto duration
of the routing loops. As a path-vectorrouting protocol,
BGP messgeslist the entire AS pathto eact destination
andthe pathinformationenablessad nodeto detectthus
break,arbitrarily long routingloopsinvolvingitself. How-
ever, delaysdueto physicalconstainsandprotocolmeda-
nismsslowdownroutingupdategpropagationandtherout-
ing information inconsistencieamongthe nodeslead to
loop formationduring corvergence We showthat the du-
ration of transienBGPloopsmatd closelyto BGP'srout-
ing corvergencetime and the looping duration is linearly
proportionalto BGP's Minimum RouteAdvertisemenin-
terval Timer (MRAI) value We also examinefour BGP
routing convergenceenhancementand showthat two en-
hancement&ffectivein speedingup routing cornvergence
are alsoeffectivein reducingroutingloops.

1 Intr oduction

Measurement§ll, 6, 17] have shavn that paclet for-
warding loops exist in the Internet. However due to the
scaleand compleity of the global routing infrastructure,
the exactcausedehindroutingloopsremainunclear The
Internetis composedf thousandof interconnectediu-
tonomousSystemgASes),alsocalleddomains Eachdo-
main deplgys an intra-domainrouting protocol, such as
OSPF[10Q, IS-IS [7], or RIP[9], to computethe internal
routes,and BGP senesasthe inter-domainrouting proto-
col which exchangeseachabilityinformation amongthe
ASes. Routingloopscould potentiallyform dueto beha-
iors in ary of theseprotocolsunderdynamictopological
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andpolicy changestheinteractionsdbetweertheintra-and
inter-domainrouting protocols,or even dueto subtleim-
plementatiordetailssuchasthe delaybetweertherouting
tablechangeandthe updateto the forwardingtablewhich
is usedto forward paclets. A completeunderstandingf
pacletloopingin the Internetrequiresanunderstandingf
all the above componentandtheir interactions.As a rst
stepin identifying the causeof paclket loopingin the In-
ternet,this papersolely focuseson understandingouting
loopsin path vector routing protocolsin general,andin
BGPin particular

Path-wvector routing algorithms were designedas an
improvementover previous distancevector routing algo-
rithms. Oneof BGP's primaryreasongor adoptinga path-
vectorapproachs to eliminaterouting loops. BGP rout-
ing messagemcludetheentireAS pathto eachdestination
and,accordingo theBGPspeci cation,“This (entirepath)
informationis sufcient to construciagraphof AS connec-
tivity from which routing loops may be pruned”[15, 16].
However, prior to the developmentof BGP therewas no
in-depthstudy on the performanceof path-\ectorrouting
duringtopologicalchangesOurrecentnetwork simulation
studiesshaw thattransientroutingloopsexist in a network
usingBGPastheonly routingprotocol[12], andthatin the
absencef traf ¢ congestionpaclet looping during rout-
ing convergenceis the primary causeof paclet losses.In
this paper we examinehow routing loops are createdin
a path-wectorrouting protocolsuchasBGR, andwhat are
the dominantfactorsthat contribute to the durationof the
routingloops.

In recentyears therehave beenseveralresearclefforts
on improving BGP performance. Most of thesestudies
focusedon improving BGP cornvergencetime andreduc-
ing messag®verhead.While theseenhancementdo not
directly addresgpaclet looping, we are interestedin un-
derstandingthe impact thesecornvergenceenhancements
may have on paclet looping. Thusin additionto study-
ing the standardBGR, we alsoanalyzedandsimulatedthe
following four proposedBGP enhancementechanisms:
SenderSideloop detection[8, 5], Withdraval RateLim-
iting(WRATE) [8, 5], Assertionapproact13], andGhost
Flushing[1]. As anadditionalbene t, this studyprovides
the rst side by side comparisonof theseproposedBGP
corvergencemprovements.

Our analysisand simulationshaw that a topology (or



policy) changecanleadto inconsistentoutingstateamong
network nodes,andthe durationof suchinconsistenstate
is determinedy bothphysicalconstraintsuchasmessage
processingime and propagationdelay aswell as proto-
col mechanismsuchasBGP's Minimum RouteAdvertise-
mentInterval (MRAI) timer. During the routing corver-
genceperiod, transientforwardingloops may occur Our
simulationresultsshav that,in a network runningstandard
BGR paclet looping may persistthroughoutthe routing
corvergenceperiod, and the majority of the paclets sent
during this period may encountefdoops. For example,in
a 110-nodelnternet-denvedtopology BGP experienceda
cornvergencetime of 527 secondsand 86% of the paclets
sentduring this time encounteredransienioops. Our re-
sults also shav that both the Assertionand GhostFlush-
ing approachesre effective in speedingup routing con-
vergenceand reducingtransientloops, however WRATE
enhancemennaysigni cantly lengthentransienioop du-
rationcomparedo the standardBGP without WRATE.

Theremaindeof thepapetis organizedasfollows. Sec-
tion 2 reviews the previous studieson routing loops. Sec-
tion 3 illustratestheloop formationandanalyzegshe dom-
inant factorsthat contribute to the durationof looping in
pathvectoralgorithms. Section4 presentsimulationre-
sults. Section5 examinesthe impactof four BGP corver-
genceenhancememnechanismsn routingloops. Finally,
Section6 concludeghepaper

2 Previous Studieson Routing Loops

Paxson[11] analyzedthe end-to-endtrace-routemea-
surementgollectedin 1994and1995,anddetecteda few
transienfoops. The authorconjecturedhatthesetransient
loopswerecausedy link failures,without pinning down
more preciselywhich componentn the global routing in-
frastructuremight have contritutedto the loop formation
afterthelink failure.

Transientlooping is known to occurin both link state
anddistancevectorrouting protocols.Hengartneetal [6]
illustratedthat transientloops canform in link statepro-
tocols, and usedoff-line analysisof paclet tracesto de-
tectloopson a backbondSP who runsIS-IS, a link state
routing protocol, internally. They obsened that forward-
ing loops wererare, that paclets which encounterecnd
escaped loop weredelayedby an additional25 to 1300
msec,andthat30% of loopson a subsebf thelinks lasted
longer than 10 seconds. In addition, more than half of
the loops involved only two nodes. Sridharanet al[17]
used measurementlatafrom the samebackbonelSP to
correlatepaclet loopswith 1S-1S and BGP events. They
obsened that IS-IS updateswere seldomcorrelatedwith
paclet loops, but therewas a strongtempogl correlation
betweerpacletloopsandBGP updatedor the destination
pre x esof theloopedpaclets.

In distancevector routing protocolssuchas RIP, link
failuresmay leadto counting-to-in nity [7] which results

in transientlooping. Several mechanism$ave beenpro-
posedto improve distancevector routing by using path
nding technigues.Theath nding algorithms[2, 4] at-
tachthe second-to-lashop informationto routing update
messagesyhich allows a nodeto reconstructhefull path
to adestinatiorthroughiterative queries.While path nd-
ing algorithmscan provide signi cant improvementover
puredistancevector protocolsin termsof loop detection,
they do not eliminatetransientioops[4]. True loop free-
dom canbe achieved throughinter-nodal coordinational-
gorithm suchasthe DUAL algorithm|[3] usedby EIGRP
[7]. In this approachbackuppathsarepre-calculatedAf-
teralink failure,necessargheckingis conductedo make
surethatthebackuppathsdo notdependon thefailedlink
beforethey canbe usedfor dataforwarding. Thesealgo-
rithmspayanoverheadanddelaycostfor the coordination
neededo achiesetheloop-freedompaclet o w is stopped
while backuppathsare beingveri ed. This delay canbe
non-ngyligible andmay leadto paclet drops. [12] argues
thatoverall pacletdelivery canbeimprovedby quickly se-
lecting (evennon-optimal)paths.

BGPis the only pathvectorrouting protocolin useto-
day. Unlike link stateand distancevectorrouting proto-
cols, potentiallooping behavior of path vector protocols
hasnot beeninvestigated.In BGP eachnodeannounces
to its neighborsthe full path to eachdestination. How-
ever previous simulationwork in [12] shavs that BGP's
full path information doesnot eliminate transientloops.
This paperfocuseson the understandingf routing loops
in pathvectorrouting protocolsin generalandin BGPin
particular

3 Loop Formation, Resolutionand Duration
in BGP

BGP usesTCP for reliableupdatedelivery. EachBGP
nodeannounce$o its neighbordts bestpathto eachdesti-
nationandkeepsa copy of the mostrecentpathsreceved
from ead of its neighbors.The routeto eachdestination
is adwertisedonly once;subsequentipdatesare sentonly
uponroutechangesBGP alsousesa Minimum RouteAd-
vertisementinterval (MRAI) timer to spaceout consecu-
tive updatedfor the samedestinationby  secondgde-
fault value 30) with a smalljitter interval. Whena router
noticesits currentpathto a destination, , is no longer
available,it rst attemptsto nd analternatve pathto
by looking throughall the saved pathsit learnedfrom its
otherneighborgreviously. If no alternatve pathis found,
it sendsan explicit pathwithdraval messageo its neigh-
bors. Following the BGP speci cationin RFC 1771[15],
in this studythe MRAI timer is not appliedto withdrawal
messagegxceptwhenwe simulatethe Withdrawval Rate
limiting (WRATE) enhancemenhechanismWe notethat
the latestBGP speci cation updatedraft [16] hasadopted
WRATE asthe standardehaior.

For clarity of description,all the examplesandsimula-
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Figure 1. Formation of Transient Loops in BGP

tions in this paperassumea shortest-pathiouting policy,
andthe smallernodelD is usedfor tie-breakingbetween
equal length paths. Figure 1(a) shavs the BGP routes
known by nodes4, 5 and6 to reacha destinatiorconnected
to nodeO; the bestpathto the destinationis marked with
astar andthe pacletforwardingdirections(next hops)be-
tweennodesare shavn in dashedines. The pathinfor-
mationis usedto detectpotentialloops. Whennode re-
ceives the path adwertisementof from neighbor
node , the pathis discardedbecauseét containsnode .
Similarly, node alsodiscardsroutes or
whenthey arerecevedfrom node . More generally node
discardsary paththatincludesitself. We call this feature
path-basedPoisonReverse The poisonreverseschemen
distancevectorprotocols,suchasRIP [9], canonly detect
2-noderouting loops. The path-basedPoison Reverseal-
lows anodeto detectarbitrarily longloopsinvolving itself.

3.1 Loop Formation in BGP

Figures1(a), 1(b), and 1(c) illustrate how a transient
loop canoccurin BGR. Assumethat all pacletsare des-
tinedto thedestinatiorconnectedo node0. In Figurel(a),
nodes and forward pacletsto node andnode for-
wards the paclets directly to node . When link
fails,node sendwithdraval messagew bothnode and
node . Node consultsts routingtable, nds anew path

, andstartsforwardingdatapacletsto node . It
will alsoadwertiseits new pathto its neighbors.Similarly,
node6 choosesa new path , startsforwarding
pacletstonode andwill alsoadwertisethenew pathto its
neighbors.As aresult,datapacletsstartlooping between
nodes and immediatelyasshavnin Figurel(b). Mean-
while, the new routeadvertisementérom bothnode and
node areundegoing messaggrocessinglelay propa-
gationdelay andthe MRAI timer delay Thesedelaysin
routing updateexchangedeadsto inconsistentouting in-
formation betweennodes and : doesnot know 's
next hop haschangedo , and doesnotknow 's next
hophaschangedo . Assoonasnode recevesnode 's
new path , it will switchto path , thus

breakingthe loop, asshawn in Figure 1(c). This example
illustrateshow the transientrouting stateinconsisteng re-
sultedin a simple 2-nodeloop. In a network aslarge as
thelnternet,morecomplicatednconsisteng scenariogan
ariseandcreateroutingloopsof varioussizes.

Althoughtemporarypathinconsisteng is inevitablein
adistributedrouting protocoldueto inherentphysicalcon-
strains such as processingtime and propagationdelay
BGP's MRAI timer's impacton delayingroutinginforma-
tion exchangds far moresigni cant thanall the otherfac-
tors. [1] shawvs thatthe MRAI delayis at leastan orderof
magnitudelarger than the normal nodal delay of a rout-
ing message. However [5] shows that the MRAI timer
is necessaryn orderto suppresdarge amountof update
messageduring BGP corvergence A largenetwork using
BGP asthe routing protocolinevitably facesrouteincon-
sisteny andthustransientoops. Note alsothat while the
termMRAI timeris speci ¢ to BGR routingprotocolstyp-
ically have somedampingtimer similarto the MRAI timer
to assurecertainminimumdelaybetweerupdates.

3.2 Loop Resolutionand Duration

We have illustratedhow delayscanresultin inconsis-
tentpathinformation. Furthermoreafterlosingits current
pathto a destinationa nodemay explore several pathsin
sequenceandeachof the new pathsmay be subjectto the
MRAI timer delay As a result,aftera singlefailure mul-
tiple routing loopsmay form. Furthermorea pathupdate
which may help breaka loop canbe delayedby up to
secondst a node,andsuchscenariohave beenobsened
in simulations(e.g. [12]). In this section,we useananal-
ysisexamplesimilar to the oneusedin [4] to shawv theim-
pactof theMRAI timerontheresolutionof asinglerouting
loop.

In Figure 2, attime node changests path from

to with a new next hop

andan -nodeloop consistingof node is
formed.Oncethisloopforms,wewill have

, and . We

de ne as the next hop of  at time
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Figure 2. Loop Formation at time
chooses as the new next hop, and the loop
consisting of is formed.

t, and as the previous next hop of |,
andcorrespondingathsarede ned as ,and
. We now considerhow this loop canbe re-

solved.
We say that there must exist a such
that takesthe format of
, where" ” is the concatenatiomperatorfor
paths.After somedelay  sends toall its
neighborsjncluding . If is not the best

pathavailableto , changeds path,switchedo anext
hop differentfrom , andtheloop is resohed. The loop
will alsoberesohedif

happengoinclude (i.e. in-
cludes ) sincethen  will discardthis pathandchoose
anothemext hop,or declarethe destinatiorunreachable.

If the loop is not resohed at 's nev best
path becomes and will propa-
gate this new path to , and so on. In the worst
casenodes all use ,and 's
new path will be

Eventu-

ally whenthis new pathis propagatedo node , theloop
is resohed. During this processa routing messagéasto
travel hopsandcanbe delayedat eachhop by
upto  secondslueto theMRAI timer. In theworstcase,
andtheresolutionof an -nodeloop cantake upto
seconds.

Note that in the worst case,the loop will not be re-
solved until haspropagatedctounterclock-
wise throughthe loop shovn in Figure 2. However, the
loop canalsoberesolhedsoonebecaus®f messagesig-
geredby othernodes.For example,before
is propagatedo , might senda new pathto node

,causing tochangeo anew next hopotherthannode

, andtheloop is resolhed. Neverthelessat leastone
messagenustbesentoutby oneof thenodesn theloopin
orderto resohetheloop,andeachmessageanbedelayed

by the MRAI timer.
Also note that resolution of the loop consisting of
shavn in Figure 2 could resultin another
(but different)loop. This new loop might consistof some
of thenodesn , andtheseoverlappingnodes
might be involved in looping for longer durationsthan
thatof a singleloop. In ary case,we emphasizahat the
MRAI timer delaysthe propagatiorof informationneeded
for loop resolution,andin theworstcasea single -node
loop'sdurationcanbeaslong as seconds.

3.3 Remarkson Loop Detectionand Prevention

We have shavn thatthe path-basedPoisonReverseen-
abledby BGP allows node to discardary of ar-
bitrarylengthfrom neighbor if contains . How-
ever, BGP's full pathinformationdoesnot preventpaclet
loopsfrom occurring Figure2 hasshovn thata node
canpick a backuppathwhich doesnotincludeitself, such
as , evenwhenthe validity of
thatpathhasbeenobsoletedy thelatesttopologychange.
Selectingsuchan obsoletepath canthusleadto transient
loopsasshown in Figure2. Furthermoreafterafailureit
takestime for anodeto receive neighbors'new pathinfor-
mationanddetectwhetheraloop hasbeencreated Mean-
while, pacletsmayalreadybein theforwardingloops. For
example,in Figure2,when detectgheloop afterrecev-
ing ( , this loop
may have lastedfor up to secondsinda
large numberof pacletsmay have beenforwardedaround
theloop duringthistime.

Existingloop preventionalgorithms suchasthe DUAL
algorithm [3], avoid using ary previously obtainedin-
formation after a failure until the informationis veri ed.
However, theveri cation stepdelaystheuseof arny backup
path, causingall incoming packet being droppedin the
meanwhile.We areexploring new directionsfor solutions
thatminimize bothloopingandpacletlosses.

4 Simulation ResultsFor Standard BGP

In this section,we use simulation to further explore
BGP'stransienioopingbehavior.

4.1 Simulator Topologiesand Settings

We usethe SSFNET[18] simulatorto measureboth
BGP looping and data delivery. In eachtopology we
chooseone AS to containa destinationhost, and every
otherAS hasonehostthat sendsa constantate|P paclet
streanto thedestinationWe theninjectatopologychange
eventto triggerBGProutingadaptationin a event,
the destinationAS becomeaunreachabldrom the rest of
the network. Although the destinationis unreachable,
pacletssentandtrappedn thetransienfoopscancontinue
to consumenetwork resourcesiuring corvergence
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Figure 3. CLIQUE, and B-CLIQUE Topologies

period.In a event,alink in the network fails, which
doesnot disconnecthe destinationAS but forcedthe rest
of the network to uselesspreferredpathsto reachthe des-
tination. Loopingduring corvergencecanintroduce
lossesandlong delaysto paclets. In all our simulations,
the timer is implementedon a per (destination,
neighbor)pair base,andits valueis con gured to be
secondsvith arandomjitter, unlessspeci ed otherwise.

Clique, B-Clique and Internet-denved network topolo-
gies were usedin our simulations. Clique (full-mesh)
topologies,shavn in Figure 3(a), are frequently usedin
literature[8, 5, 1] asa simplebasisfor analysisandcom-
parisonfor convergence. A B-Clique topology of
size , showvnin Figure3(b),consistsof  nodes.Nodes

constituteachaintopologyof size , andnodes
constitutea Cliquetopologyof size . Node
is connectedo node , andnode is connectedo
node . Thistopologyis usedto modelanedgenet-
work (node ) thathasadirectlink andalongbackuppath
(the chain) to the well-connectednternetcore (a Clique
topology). In our simulation,AS is chosenasthe desti-
nationAS andthelink betweerAS and is failedduring
simulationto inducea event. To represenan Inter-
net topology we used29-nodeand 110-nodetopologies
which were derived from actuallnternetrouting tablesas
describedn [14]. Following the samealgorithmin [14],
we alsogeneratedwo more Internet-like topologieswith
75nodesand48nodesrespectiely. In thelnternettopolo-
gies,the destinationAS wasrandomlychosenamongthe
nodeswith the lowestdegreesandin oneof its link
is randomlychosento fail. The simulationwererepeated
for a numberof timeswith differentdestinationASesand
failedlinks.

1Dueto memoryrequirementsSSFNETcansupportrelatively small
topologiesandtopologieggeneratedy power-law generatorarenotsuit-
ablefor smalltopologieq19].

4.2 Simulation Metrics

We useTTL exhaustion(i.e. a paclket's TTL is decre-
mentingto zero) as a simple indication of routing loops.
TheTTL is setsuchthatif apacletis droppeddueto TTL
exhaustion theremustexist a routing loop in the network
aroundthe time whenthis paclet is dropped. However if
the network corvergencetime is very short, a paclet in-
volved in a loop might escaperom the loop beforeit is
droppeddueto TTL exhaustionhenceve mayseeno TTL
exhaustioneventhoughloopsexist. To help counterthis,
we setthefollowing parameterso insurethatsomepaclets
involvedin aloopwill becaughtby TTL exhaustion.

We setthelink delayto 2 millisecondsandthe routing
messag@rocessinglelay (uniformly distributed between
0.1 secondand 0.5 second)to be two ordersof magni-
tude larger thanthe link propagationdelay With anini-
tial TTL valueof 128, a datapaclet will have a lifetime
of beforeTTL exhaustion.In some
sensetheimpactof messaggrocessinglelayon routing
loopsis emphasizedh our studyandthe impactof propa-
gationdelayon routingloopsis negligible. We intention-
ally seta slow datapacletrateof 10 pacletspersecondo
avoid congestiorandmale paclet queueingdelaynegligi-
ble. The 100msinter-paclettime alsoassureshatat least
somepaclkets are sentduring the transientloops that last
longerthan256ms.

Note thatthe simulatedTTL is decrementedby oneat
eachnode whichrepresentanAS in oursimulation.In the
Internet,a single AS normally containmary routersanda
paclettraversingan AS mayhaveits TTL decrementebtly
alargevalue(or anintra-ASloop couldevendecrementhe
TTL to zero).Howeverbecaus@®ur mainpurposds to use
TTL exhaustionasan indication of the existenceof BGP
routing loops at the inter-domainlevel, this inaccurag in
TTL decremenshouldnot affect our simulationresults.

We measurethe BGP routing loops by the following
metrics. First, Overll LoopingDuration startswhenthe

rst TTL exhaustionoccursandendswhenthe last TTL

exhaustionoccurs.Thisis arathercoarseestimateon loop

duration,andit only re ects the length of the perioddur-

ing which loopsexisted. Second CorvemgenceTime starts
whenthelink failurehappensandendswhenthelastBGP
updatemessagés sent. Third, we counttheNumberof TTL

Exhaustionswhichre ectstheaggreyatedeffectof thefre-

gueny anddurationof individual loops. Finally, to bet-
ter comparethe network with differentnumbersof source
hostsandMRAI timer settings,we alsomeasurd_ooping
Ratio, theratio of “Numberof TTL exhaustions'to “Num-

ber of pacletssentduring corvergencetime”. This metric
canbe consideredasthe the probability thata paclet sent
duringrouting corvergencesncountersooping.

4.3 Simulation Results

Figure 4 shows the comparisorof overall looping du-
ration andcorvergencetime with variousnetwork topolo-
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gies. Figure 5 shows this comparisorwith variousMRAI
values.In Figure4(a)and4(c), 'soverallloopingdu-
rationis only a few secondsshorterthanthe corvergence
time, shaving thatloopinghappenshroughthe con-
vergence.Figure4(b) shavs thatthe overall looping dura-
tionin is typically 30 to 45 secondshorterthanthe
convergencetime?.

Theseresultsdemonstratéhat looping indeedhappens
during BGP corvergence,and evenworse, it happensal-
mostthroughouthe corvergenceperiod.

Observation 1 The overall looping duration is closely
coupledwith the corvemgencetime andthe overall looping
durationis linearly proportionalto the MRAI value

As we discussedn Section3, MRAI timer is the major
theoreticalfactorcontrituting to the loop duration,andan
-nodeloop canlast for seconds.Figure

2The nal updatesentin is awithdrawal, whichis notdelayed
by MRAI timer. In , ontheotherhand,evenafteraloopis resohed,
anodemaynotbeableto sendoutits bestpathimmediatelydueto MRAI
timer, which delaystheconvergencetime(asmeasuredby thetimethelast
messagés sent).However in eithercasethis nal updatedoesnottrigger
ary further routing changesjndicating that the routing stateat all the
nodesarealreadyconsistentj.e. loop free, at thetime of this lastupdate
messageThis explainswhy gapbetweencorvergenceandlooping time
is differentfor and

5(a) shaws that cornvergencetime in Cliqueiis lin-
early proportionalto the MRAI value,con rming the re-
sultsfrom [5]3. Furthermore,our resultsin Figure 5(b)
shaws that the corvergencetime of B-Clique is alsolin-
early proportionalto the MRAI value. Giventhatthe con-
vergencetime andthe overall looping durationareclosely
coupledi,it is not surprisingthat the overall looping dura-
tion, alsoshaowvn in Figures5(a) and5(b), is alsolinearly
proportionalto the MRAI timer value.

Figure 6 shavsthenumberof TTL exhaustiongleft Y-
axis)andloopingratio (right Y-axis)usingvariousnetwork
sizes.Figure 7 shavstheresultsusingvariousMRAI val-
ues.

Obselrvation 2 In with Cliquetopologiesand

with B-Cliquetopolagies, the numberof TTL exhaustions
is linearly proportionalto the MRAI timer valug while the
padketloopingratio staysalmostconstant.

In Section3, wearguedthattheMRAI timeris themajor
contributing factorof the durationof eachindividual loop.
Sincepaclet generatiorrateis constanin our simulation,
thenumberof TTL exhaustiongausedy onespeci cloop
is determinedy thedurationof theloop, which, in turn, is
linearly proportionalto the MRAI value. Therefore,it is
not surprisingthatthe aggreyationof TTL exhaustiondor
all the individual loops during the corvergence asshovn
in Figure7,is alsolinearly proportionato theMRAI value.

Theloopingratiois morethan65%for in Clique
of size 15 or larger and more than 35% for in B-
Clique of size15 or larger* Theseratios are lower than
ratio of “overall looping duration”to "convergencetime”
shawvn in Figures4 and5. This shavs thatnot every node
is involved in a loop at a given time andthereis not al-
waysa loop duringthe “overall looping duration”. On the

3[5] shaws thatthis propertyholdsonly whenthe MRAI valueis larger
thanatopology-speci coptimalvalue,which is a valuelarge enoughfor
anodeto procesghe messageseceved from all the neighbors.

“Note thatin corvergencenot every nodein the network will
beaffected.For example,in B-Cliquetopology nodes arenot
affectedby link failure , thereforethe pacletssentby themwill not
encounterloop.
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otherhand,theloopingratio doesre ect the probability of
looping (e.g. 65%in in Cliquetopologies)whena
pacletis sentto network duringthe corvergence.

We obsenred almostconstaniooping ratio whenvary-
ing MRAI valuesin Clique and B-Clique topologiesand
this obsenationwarrantsmoredetaileddiscussion As we
discussedefore,the MRAI timer is the dominantfactor
contributing to the durationof eachindividual loop. How-
ever, varying MRAI timer itself introducedlittle random-
nessanddoesnot changehe patternsaandfrequengy of the
loops formed during corvergence. The major impact of
varying MRAI timer valueis simply a changen the dura-
tion of eachindividual loop. On the otherhand,we have
shawvn that the corvergencetime is linearly proportional
to the MRAI timer value. Giventhe constantpaclet rate,
anddurationof theeachindividual loopis linearly propor
tional to the MRAI timer value,the loopingratio (de ned
asthe numberof TTL exhaustiondivided by the number
of paclets sentduring corvergence)remainsconstant.In
otherwords, the constantlooping ratio is a result of the
dominanceof the MRAI timer on durationof individual
loops.

5 ConvergenceEnhancementMechanisms

In Section4, we obsened that the overall looping du-
rationin BGPis closely coupledwith the routing corver
gencetime. To further understandhe relation between
routing loops and corvergenceimprovement, we simu-
latedthe following four BGP corvergenceenhancements:
SendeSideloopdetection(SSLD)[8, 5], Withdrawal Rate
Limiting (WRATE) [8, 5], Assertionapproach[13], and
GhostFlushing[]. SSLD andWRATE arebuilt-in in the
SSFNET simulator and we implementedAssertion ap-
proachand GhostFlushingin SSFNETaccordingto the
descriptionin [13] and[1], respectiely. To the bestof our
knowledge, our work providesthe rst studyon the im-
pactof theseenhancementechanism®n transientrout-
ing loops. This work is alsothe rst comparatie simula-
tion study of thesecornvergenceenhancementskFigure 8
shavstheresultsfor events,andFigure9 shavsthe
resultsfor events.

Observation 3 BothAssertionand GhostFlushingare ef-
fective in speedingup route corvergence and reducing
transientioops,while SSLDand WRATE are not.

Assertion approad consistentlyimproves corver-
gencetime and reduceslooping, but the magnitude
of the improvementdependson the details of topol-
ogy. In Clique and B-Clique topolagies, Assertion
appmoad is mosteffectiveamongthe four enhance-
mentmedhanismsn reducingbothpadetloopingand
the corvergencetime, howerer the improvementsare
mud lesspronouncedn Internet-derivedopolagies.

GhostFlushing consistentlyreducesboth BGP con-
vemgencetime and looping (by 80% in large topolo-
gies), and givesthe bestresultsamongthe four en-
hancemenmmedanismsfor Internet-derivedtopolo-
gies. However its improvementis reducedin large
sizeCligue and B-Clique Topolagiesdueto the high
overheadof ushing withdrawal messgesafter eath
failure,



SSLDcan also reduceBGP corvergencedelay and
loopinglosseshut only by a modestmount.

WRATE reduces padet looping in Clique and
B-Clique topolagies, however for Internet-derived
topolagies, it increasepadketloopingby at least20%
in and by an order of magnitudein Ot
also slightly increaseghe corvergencetimein
B-Cliquetopolagies.

The Assertionapproachproposedn [13] removesin-
consistentroutesby fully utilizing locally availableinfor-
mation. For examplein Figure1(b), whennode receves
awithdraval messagérom node , it will alsoremovethe
backuppath sincethe pathgoesthroughnode .
More generallywhennode recevvesapath
fromneighbor , remaovesary backuppathsthatinclude

andcontaina sub-pathdifferentfrom . In
the Clique topologies,all other nodesare directly con-
nectedto node , andthuscanachieve immediatecorver-
genceafter receving the withdrawal from node . How-
ever, in the Internet-denedtopologies,it is unlikely that
all theothernodesaredirectly connectedo theorigin AS,
thus the assertioncheckingis lesslikely to detectobso-
lete pathsthanin the caseof Cliquetopologies(similarin

cornvergence) Overall, Assertionprovideseachnode
increasedbility to detectobsoletepaths,hencereducing
the chanceof pacletlooping,with aneffectivenessiggree
dependingon topologicalpropertiessuchasthe degreeof
origin AS or the AS closestto thefailure.

Ghost Flushind1] requiresthat a node immediately
send a withdrawal when the node changesto a longer
pathwhenthe newv pathannouncemeris delayedby the
MRAI timer. “Withdrawal ushing” can quickly ush
out obsoletepath information, such as or

in Figure2. A quick ush of

reduceghe chancethatnode would use ,
and ushing immediatelyresohesthe loop.
Only messag@rocessingandpropagatiordelayaffect the
resolutionanddurationof theloops. In our simulationthe
messag@rocessingime is setrelatively large (0.1to 0.5
seconds)thereforein the caseof Clique andB-Clique of
size 26 and higherthe messageontainingthe latestpath
informationis delayedby the processingf a large num-
berof withdrawal ushes’. GhostFlushingreducesorver-
gencetime andlooping durationfor in both Clique
and Internet-denved topologies. It alsoreduceshe con-
vergenceand looping durationfor in B-Clique and
Internet-denvedtopologiesalthoughthecorvergencedime
reductionin thelatter casels lessdramatic(sincestandard
BGP's corvergencetime is alreadybelonv 65 seconds).
Overall, GhostFlushingreducespacletlooping by atleast
80% in Clique topologiesand Internet-denedtopologies
for both and

5Theexactturningpointdependsnthemessagerocessingime. Our
large processindime settinghelpsshaving the trendof GhostFlushings
performancesthe nodedegreeincreases.
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Although GhostFlushingis effective in reducingboth
routing corvergencedelayandpaclet looping, it provides
fast propagationof failure information without propagat-
ing the new reachabilityinformation at the samespeed.
Thus nodesthat lost their currentpathto the destination
dueto the failure endup droppingpaclets,as opposedo
continuingforwarding packetsbasedon the old reachabil-
ity information. Had thesepacletsnot beendroppedthey
may have beendeliveredto the destinatiorby following a
longerpathor escapingtransientoop. Futureresearclef-
forts areneededo developa full understandingf routing
cornvergencealgorithmsthat cansimultaneouslyminimize
bothpacletloopingandpaclketdropscausedy thelack of
reachability

The SenderSideLoop Detection(SSLDJ8] appliesthe
pathloop detectionrule at the sender Before sendinga
path,a nodecheckswhetherthe recever is presentn the
path;if so,the sendeknowsthe pathwill be discardedoy
the recever. For example,with SSLD, node in Figure
1(b) knows thatnode will discardpath . In-
steadof sendingthis path(whichis subjectto MRAI timer
delay),node will senda withdrawal messageo node
(which is not limited by the MRAI timer). Had the path

beensentto node , it would only sene as
a path-baseoisonreverse messageinsteadby sending
a withdrawal SSLD allows this path-basecoisonreverse
informationto arrive faster With SSLD, the loop dura-
tion in Figure 1(b) is determinedonly by the processing
time and propagationdelay However, whena loop con-
sistsof morethantwo nodessuchasthe onein Figure2,
SSLD appliesonly when includes , or
includes , andsoon. The chanceof
suchloop resolutionis low. Our simulationresultsshov
that SSLD reducegacletlooping by lessthan20% when
thetopologyis largerthan15 nodesandimprovescorver-
gencetime only modestly which con rms the resultsby
[5]. SSLD consistentlyreducesBGP cornvergencedelay
and paclet looping, albeit with a rathermodesteffective-
ness.

Withdrawal rate limiting (WRATE) requiresthat the
MRAI timer be appliedto withdraval messageaswell. It
hasbeenimplementedy atleastoneroutervendor[8, 5],
and the latest BGP speci cation draft [16] has adopted
WRATE asthe standardbehavior. A withdraval message
can sometimedead to inconsistentrouting state(e.g. a
router losesits currentroute to a destinationand picks
anobsoletealternatve route),andWRATE “hopes”to re-
duceloopsby propagatingvithdraval andnew reachabil-
ity messagesit the samespeed. However, WRATE can
delay a withdrawal that could have resoled a loop, thus
lengtheningthe looping durationas a result. There has
beenno quantitatve analysisto shav how muchWRATE
canhelpreduceroutingloopsin generallt hasbeenshovn
in [5] that WRATE improvesthe convergencetime
in Cliquetopologies , andmakes cornvergence
time longerin othertopologies. Our resultsfurther shov
that WRATE slightly increaseshe convergencede-



lay in bothB-CliquetopologyandInternet-denedtopolo-
gies. WRATE also reducespaclet looping in for

Cliqueand in B-Clique by lessthan20-30%. In the
Internet-denvedtopologies WRATE consistentlyworsens
boththe corvergencetime andpaclet looping; in particu-
lar, WRATE makes paclet loopingin one order of

magnitudeworsethanthe standardGP. Furtherexamina-
tion on pacletforwardingperformances neededo under

standthe overallimpactof a changein BGP speci cation
suchasWRATE.

6 Summary

In ary distributedrouting protocol,topology(or policy)
changeganleadto inconsistentouting stateamongnet-
work nodes Whethetrthis inconsisteng resultsin transient
forwarding loops dependon the ability of eachnodeto
avoid potentialloops while selectingan alternatie path.
Link stateprotocolstypically propagataipdatesastto re-
ducethe durationof inconsistenyg, but transienoopscan
still form sincedelaysareinevitable. For distancevector
protocols,poison-reersecan be usedto detecttwo-node
loopshut fails to detectiongerloops.

A pathvectorrouting protocolextendsthe effectiveness
of poison-reerseto the entirepathby enablingeachof the
nodedn thepathimmediatelydetectoopsinvolving itself.
In otherwords,whennode haslostits currentrouteto a
destination, canavoid thosealternatepathsthatinclude
itself. However as we demonstrated,thiform of path-
basedpoisonreverse doesnot eliminaterouting loops; in
theworstcasealoop maynotbedetectedintil all the path
updategriggeredby a topology changehave reachedev-
ery nodein theloop. Consequentlya routingloop canlast
aslong astherouting corvergencetime period,andBGP's
MRAI timeris the majorcontributing factorto the looping
duration. Our simulationresultsshowv that overall loop-
ing durationare linearly proportionalto the MRAI timer
value. For a network usingan Internet-denved 110-node
topology BGP may experiencea corvergencetime of 523
seconds$n event;duringthistime pacletsin thenet-
work mayencounteftoopingwith a probabilityup to 86%.

Furthermorewe shav throughanalysisandsimulation
thatboththe AssertionandGhostFlushingapproacheare
effective in both speedingup routing corvergenceandre-
ducing transientloops. Our resultsalso shav that the
WRATE enhancementiecentlyadoptedby BGP speci -
cation,may signi cantly lengthenthe durationof transient
loopscomparedo the standar/BGP without WRATE.

To the bestof our knowledge,this paperis the rst ef-
fort to systematicallyexaminethe creationanddurationof
transientroutingloopsundera path-vectorroutingprotocol
suchasBGP As a rst stepour investigationstartedwith
a few simple simulationcasesandusedaggrejatemetrics
suchasoveralllooping durationandlooping ratio to mea-
surethe severity of transientioops. As our next stepswe
planto examineroutechangetracesto measurehe statis-
tics of individualloopssuchastheloop sizeandduration.
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