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ABSTRACT

We consider the problem of designing a cyber-physical sys-
tem where several control loops share the same architectural
resources. Typically, the design of such systems proceeds in
two steps. In the platform independent step, for each control
loop in the system, the control designer calculates a con-
trol law and a sampling time that together ensure that the
control loop has certain desired performance. Then, in the
platform dependent step, these control tasks are scheduled
on the platform, and a schedulability analysis determines if
(and how) the control laws can be implemented and sched-
uled without missing the sampling deadlines.

In this paper, we explore an alternative controller-
scheduler co-design approach that aims to achieve optimal
performance for all the individual control loops maintain-
ing fairness. We first analyze the control systems to find
out the rates at which control signals should be dropped to
maintain schedulability and the optimal performance. We
then use the rates to compute a schedule statically. We
show a control theoretic approach to compute the effect of
the rate of drops on the performance of the control systems
and provide an SMT-based scheduling algorithm that takes
as input control tasks, their periods, worst-case execution
times, and their rate of drops, and outputs a static schedule
that optimizes the performance of the control systems. We
demonstrate our results through a case study on a family
of inverted pendulums sharing the same processor for their
control computations.

Categories and Subject Descriptors

D.4.8 [Software Engineering]: Organization and De-
sign— Real-time systems and embedded systems
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1. INTRODUCTION

Cyber-physical systems, where computers interact with
and control physical phenomena, form the basis of many
critical applications. In a typical cyber-physical application,
such as automotive control, there are many control loops, re-
sponsible for various aspects of the system, that run simulta-
neously and share the same architectural resources (such as
CPUs or buses). The traditional design of such systems pro-
ceeds in two steps. In the first, platform independent step,
control engineers separately construct mathematical mod-
els and control laws for each independent subsystem that
ensure each controlled system has stability and desired per-
formance. The end product of this step is a set of software
tasks computing the control laws and sampling periods for
each task, ignoring any architectural constraints. In the
second, platform dependent step, software engineers imple-
ment the control tasks on the platform, taking into account
worst-case execution times of the tasks as well as scheduling
constraints arising out of the use of shared resources. For
example, if two control loops are implemented on the same
CPU, then the scheduler must ensure that both tasks can
run while meeting the deadlines imposed by their periods.
If the scheduling constraints cannot be met, then the de-
signer typically changes the architectural constraints until
the constraints can be met (or sends the problem back to
the control engineers for a different solution).

While the two-phase design provides separation of con-
cerns between control law design and software design, it of-
ten has the drawback that the cost of the implementation be-
comes higher in order to meet the often overly-strict require-
ments imposed by the control designers. On the other hand,
a global control-software co-optimization problem does not
usually scale. In this paper, we explore the co-design of
control and software systems, while maintaining the sepa-
ration of concerns. We exploit the observation that control
systems do not always achieve optimal performance when
a control signal is transmitted to the plant in every cycle;
rather, the relationship between the performance of the con-
trol system with the number of times control signals are sent
to the plant in a fixed period is quite irregular. We provide
a precise analysis of the relationship between the fraction



of times when control tasks are “dropped” by the scheduler
and the performance of the system. In a second step, we
use this information to derive a scheduler that occasionally
drops a control signal but ensures that the rate of dropped
control signals corresponds to the rate for optimal perfor-
mance. Thus, in our methodology, we achieve end-to-end
performance but keep a separation of concerns: a purely
modular, control theoretic approach provides the relation-
ship between the performance of the control systems and
the rate of drops, and a purely software-related scheduler
synthesis exploits the slack.

Technically, we make two contributions. First, we give a
control theoretic calculation that provides a relationship be-
tween the long run average of the dropped packets with the
performance of a control system. We model control systems
in which a scheduler can discard control computations in
certain cycles as networked control systems. The action of
the scheduler is modeled as a switch that determines if the
control signal reaches the plant (the task is scheduled) or
gets dropped (the task is discarded). In the latter case, the
actuator values are kept fixed to their values in the previous
cycle. Using results from networked control systems [6], we
give bounds on the fraction of drops that still guarantees
the stability of the plant, as well as derive a relationship be-
tween the upper bound of the L to RMS gain of the plant
(a standard measure of control systems performance) and
the fraction of packet drops, as well as an optimization prob-
lem in terms of linear matrix inequalities that can be used
to constructively determine this relationship. We note that
the relationship between packet-drop rate and performance
is not monotonic, as might be expected. In particular, if a
system is not schedulable, simply adding more resources to
make it schedulable (as done in current practice) may not
necessarily yield a better performance.

Second, we provide an automatic technique that takes
control tasks, their periods, worst-case execution times and
deadlines, as well as the rates at which control signals should
be dropped, and outputs a static schedule (if possible) that
guarantees that in a given period of time, the number of
control signals are dropped in such a way that the optimal
performance is achieved for each control loop. Our algorithm
sets up the scheduler synthesis problem as a constraint satis-
faction question, where the variables encode which task gets
run in which time slot, and uses off-the-shelf SM'T solvers to
find models of the constraints.

We have implemented our methodology in a tool that de-
termines schedulability of multiple control tasks sharing the
same computation platform. We expect that a separate tool
computes worst case execution times, but use off-the-shelf
linear matrix inequality solvers (based on semi-definite pro-
gramming) as well as SMT solvers to synthesize performance
bounds and static schedulers. We have applied our imple-
mentation on a standard benchmark of multiple inverted
pendulums sharing the same processor [28], and show how
we can completely automatically derive schedulers ensuring
optimal performance levels, even when the original system
is unschedulable.

Related Work. The marriage of control-theoretic calcu-
lations and software verification has been studied in sev-
eral recent papers [23, 24, 1, 2]. The co-design problem
of feedback controllers and schedulers has been studied in
the past [19, 18, 3, 17, 28], focusing on the choice of sam-
pling times such that the system is schedulable and each

system attains optimal performance. An extensive review
of this field can be found in [26]. Cervin introduced the idea
of feedback scheduling [7] to perform online schedule de-
sign to cope with varying or unknown workloads. Recently
Zhang et al. [28] present theoretical results on scheduling of
a number of single-input single-output (SISOs) control sys-
tems to achieve balances among robustness, schedulability,
and power consumption. However, the global optimization
problems that arise in these works can be hard to solve effi-
ciently. Branicky et al. [6] proposed a technique to co-design
feedback controllers and schedulers for networked control
systems [29] with packet dropouts. They studied the ef-
fect of packet dropout on the stability of control systems
and applied the rate monotonic scheduling algorithm [14]
to schedule controllers in such a way that the controllers
maintain stability when the rates of packet dropouts are
bounded above. However, they did not consider the tradeoff
of performance and packet dropout in their work. In this
work we show that it is possible to achieve better perfor-
mance than just achieving stability by suitably choosing the
rate of packet dropout for a controller. The rates of packet
dropout are chosen in such a way that all the control tasks
are schedulable and individual control systems achieve opti-
mal performance. Our objective is to synthesize a scheduler
statically that will provide a schedule following which all the
control systems will achieve the best possible performance
maintaining fairness.

We automatically synthesize a scheduler considering
dropout of packets. We formulate the scheduling problem
as a constraint solving problem, and use the SMT solver
Yices [8] to synthesize a scheduler automatically. Very re-
cently, the merits of using SMT solver for scheduler synthesis
have been championed in [21] and [12]. Steiner [21] presents
an evaluation of scheduler synthesis with Yices for time-
triggered multi-hop networks. Legriel and Maler [12] present
a framework to solve the task graph scheduling problem on a
multiprocessor, while achieving the cheapest configuration.
Our results fall in the general class of program synthesis, and
we exploit domain knowledge (e.g., control theoretic perfor-
mance requirements) to synthesize task schedulers.

2. CONTROL SYSTEMS PERFORMANCE
WITH LIMITED COMPUTATION

We now describe a control theoretic formulation of the
behavior of a linear time invariant control system in which
the control law may not be computed at every step.

2.1 Preliminaries

We recall some preliminaries from control theory; see [4]
for more details. We consider linear time-invariant (LTT)
control systems in discrete time, given by the following dif-
ference equation:

z(k+1) = Ax(k)+ Biw(k) + Bau(k), (1)
y(k) = Cux(k),

where x(k) € R"™ denotes the state of the system at the k**
time step, w(k) € R' denotes a disturbance signal at the
k*" time step, u(k) € R™ denotes a control input at the k"
time step, y(k) € R? denotes the outputs (the measurement
of the states by the sensors) at the k" time step, and A,
Bi, Bz, and C are real-valued matrices of the appropriate
dimensions. Figure 1 shows a discrete time LTI system with
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Figure 1: Linear control system with dropout

disturbance input w, control input u, and output y (ignore
the switch for the moment). Such a discrete time system can
be obtained from a continuous time system using a sampling
time in the standard way [4]. The time steps k = 0,1,...
are multiples of the given sampling time.

We consider state feedback controllers of the form u(k) =
—Kux(k), where the matrix K is called the gain of the con-
troller. The aim of the controller is to ensure that the
closed-loop system has certain properties, such as asymp-
totic stability, and a certain performance. Standard control-
theoretic computations allow us to obtain state feedback
controllers with the desired properties (see [4]).

2.2 Scheduled Linear Control Systems

The intuition behind our model is as follows. In each
discrete time step k = 1,2,..., the current state z(k) is
observed, and the scheduler tries to schedule the control
computation task if possible. If the control task is scheduled,
the signal u(k) = —Kxz(k) is computed and applied to the
actuators. However, in the presence of shared resources,
the control task may not be computed at every round. In
time steps k£ at which the control signal is not computed
(i.e., in which the scheduler does not schedule the control
task), we expect the controller to retain its previous value:
u(k) = u(k —1).

We model the scheduled control system as a networked
control system with a loss of “data packets” between the con-
troller and the plant, that is, we model the link between the
controller and the plant as a channel with a switch (see Fig-
ure 1). In each time step, if the switch is closed (indicating
that the scheduler ran the control task), the control signal
is the updated control law, but if the switch is open (indi-
cating that the scheduler could not run the control task),
the control signal is unchanged from the previous control
signal. Cycles in which the switch is open are said to incur
dropouts of the control signal. Our main result is the effect
of dropouts on the performance of the control system.

In Figure 1, when the switch is closed (position Si), the
output of the controller is transmitted to the plant, and
when the switch is open (position S2), the output of the
switch is held at the previous value. Similar to [6], the dy-
namics of the switch can be modeled formally as follows:

When switch is in position S1 u(k) = —Kz(k), (2)

When switch is in position Sz u(k) =u(k —1). (3)

Define the signal s(k) = 1 if the switch is in position S; at

the k" time step, and s(k) = 2 if the switch is in position
Sy at the k' time step. These correspond to the control
input being computed or not.

By choosing X = [z7,u”]7 as the new state vector, the
closed loop system with dropout, depicted in figure 1, is

given by:
X(k+1) = AgmX(k)+ Biogw(k) (4)

y(k) = CpX(k),
where, using the dynamics of the switch in (2) and (3), we
obtain

~ A B ~ B ~
A= |: “KA _K232 :| , B = { —KlB1 ],C1Z[C Opxm];

and
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where 0,,xn denotes the zero matrix in R™*"™ and Ixm
denotes the identity matrix in R™*™,

Note that the successful transmission rate in this paper is
the rate at which the switch in Figure 1 is in position Si.
Following [10], the successful transmission rate r is given by

1
r = lim Z;(Q—s(k)).

L—oo

The dropout rate means the rate at which the switch in
Figure 1 is in S5. If the successful transmission rate for
a control system is 7, its dropout rate is 1 — r. Clearly,
in the former case, the scheduler runs the control task and
updates the actuator, and in the latter case, it does not.
The following theorem provides a sufficient condition on the
successful transmission rate that guarantees the stability of
the closed loop system.

THEOREM 1  ([6]). Consider the LTI control system
in (4). Assume that r is the successful transmission rate and
the closed loop system with no dropout and no disturbance is
stable (i.e., max;|Ai(A— B:K)| < 1, where A\j(A— B:K) is
the i-th eigenvalue of the matriz A — B2 K).

o If matriz A is marginally stable (max; |\;(A4)| < 1),
the LTI control system with dropout in (4), with no
disturbance, is exponentially stable for all 0 < r < 1;

e If matriz A is unstable (max; |\i(A)| > 1), then the
LTI control system with dropout in (4), with no dis-
turbance, is exponentially stable for all

71min<"’§ 17

m; 71 = log [max; |Ai(A — B2 K],
and v2 = log [max; |\ (A4)[].

2.3 Bound on 2. to RMS gain

We now consider the Lo, to RMS gain as a performance
criterion for LTI control systems and consider the effect of
dropouts.

For the discrete-time LTI control system in (4), the Lo
to RMS induced gain from w to ¥y is defined as follows:

where rmin =

1
(timsup, e 4 3250 0" Ghy())
sup , (5)
[l oo #0,X (0)=0 [[wlleo




where [|w|loo = sup{[lw(k)|2,

wT (k)w(k).

The Lo, to RMS induced gain is a performance criterion
showing the effect of the disturbance on the output of the
plants [10]. Having smaller £, to RMS induced gain implies
better performance in the sense that the effect of disturbance
on the output of the plant is smaller.

The following theorem provides a relationship between the
successful transmission rate and the upper bound of the £,
to RMS gain for the control system in (4).

k > 0}, and |lw(k)|]2 =

THEOREM 2. Consider the discrete time LTI control sys-
tem in (4) with the successful transmission rate . The Lo
to RMS gain is less than positive constant ~y if there exists a
piecewise continuous function V : R™™™ — Rsq, such that
V(0) =0, and y1,v2 € R such that

i+ (=) <97 (6)
and
| (;LX + Eliw) —V(X) <~AiwTw—y"y, fori=1,2. (7)

PROOF. We proceed as in [10], adapting the argument to
discrete time control systems. Using inequality (7), we have:

V(X(k+1) = V(X(K)) viw(k) w(k) —y(k) y(k)
Yillwlze —y(k)y(k),  (8)

where either ¢ = 1 or ¢ = 2 because at time instant k, the
switch in Figure 1 is either closed or open. By summing up
inequalities (8) for k =0,1,--- 1, we obtain:

<
<

total times the
switch is closed | ||wl]|
between 0 and [

2
e}

V(X(1+1) = V(X(0) <7
total times the
+3 switch is open [lw]|Z
between 0 and [

Zk oy( ) y(k).

In the limit, when | — +o0, the total times that the switch
is closed is equal to rl and the total times that the switch is
open is equal to (1 — r)l. Therefore, since X(0) = 0 in (5),
we have:

V(X (1 +1)) < AirtflwlZe +93 (1 = r)flwll% — kf:ly(k)Ty(k)
k=0
Using (6) and V(X (I + 1)) > 0, we obtain:
1¥=0v GWW6) Zﬁ-_”(f;j)y(j) <t A (L) <A (9)
Therefore, we get:
limsup, ., 1350 y" (1)y(j) < 10)

[[wll3
which completes the proof. [
In the next lemma, we show that by choosing

V(X) = XTPX, the inequality (7) becomes a Linear Ma-
trix Inequality (LMI) for the control system in (4).

LEMMA 1. Consider the control system in (4).
V(X) =
lows:

Using
XTPX, the inequality (7) becomes an LMI as fol-

AT PBy;
BL,PBy; —

Z?Pgi—P-F@T@

i o <0. 11
BL.PA; - (11)

PRrROOF. In the proof, we drop the arguments of X and w
for simplicity.
—XTPX = XTATPA X + w"BLPAX + XT AT PByw
+wT BLPBw— XTPX < ~v2ww— XTCFCi X.

By arranging the terms we obtain:
xT [&TP&- —-P+ @-T@] X +wBLPAX  (12)
+XT AT PBiw + w [B PBy; — ] w < 0.

The inequality (12) can be rewritten as:

{ X } { ATPA P+CFC; AT PBy; ] { X

I <o0.
w TPA; BLPBy; — w } -

Since [z w”] is an arbitrary vector, the previous inequality
is equivalent to the following LMI:

ATPBM

ATPA, — P+ CTC;
BLPBy,; —

<0 13
BLPA,; ]_ ’ (13)

which completes the proof. []

Note that by choosing V(X) = XTPX and for a given suc-
cessful transmission rate r, we can minimize -y, the upper
bound of the Lo to RMS induced gain, by solving the fol-
lowing optimization problem:

minimize vy (14)
subject to i 4+ (1 —7)7 <42,
7,72 €R,
P >0,
ATPA,—P+CICi ATPBu <0
BLPA; BLPBy — 2 | =7
fori=1,2.

2.4 Scheduled Nonlinear Control Systems

We now provide an extension of the preceding results to
nonlinear control systems in discrete time. We consider non-
linear control systems in discrete time given by the following
difference equations:

wk+1) = f(@(k),ulk),wk)), (15)

y(k) = h(z(k)),
where f and h are smooth maps and z(k), u(k), w(k), and
y(k) belong to the same spaces as in (1). Here, we consider
state feedback controllers of the form u(k) = k(z(k)), where

k is a smooth map. As in the linear case, the dynamics of
the switch can be modeled formally as the following:

u(k) =k (z(k)) , (16)
u(k) = u(k —1).(17)

By following the same strategies as we did for linear systems

When switch is in position S;

When switch is in position So

and choosing X = [z7,u”]" as the new state vector, the
closed loop system with dropout is given by:
X(k+1) = fuw (X(K),wk), (18)

y(k) = hauw (X(K)),



where, using the dynamics of the switch in (16) and (17),
we obtain:

and

ha (X (k) h(z(k)).

The following theorem provides a sufficient condition on the
successful transmission rate that guarantees the stability of
the closed loop system.

THEOREM 3 ([10]). Consider the nonlinear control sys-
tem with dropout in (18) with the successful transmission
rate r. The system with no disturbance is exponentially sta-
ble with decay rate greater than -y if there exists a piecewise
continuous function V : R™™ — Rsq, and v1, 72, B1, B2
€ Rso, such that

BilIXIE < VI(X) < Bl X3, (21)

YT >y > 1, (22)
and

1% (ﬁ (X, 0)) —V(X) < (v 2= 1) V(X), fori=1,2. (23)

As in the linear case, we can prove a similar relationship
between the successful transmission rate and the Lo, to RMS
gain for the nonlinear control system in (18). The proof of
the following theorem is the same as the proof of Theorem
2.

THEOREM 4. Consider the nonlinear control system with
dropout in (18) with the successful transmission rate r. The
Loo to RMS gain is less than positive constant v if there
exists a piecewise continuous function V : R™™ — Rsq,
such that V(0) =0, and y1,7v2 € R such that

mMi+ (1 =) <4 (24)
and

v (F (X,0)) = V(X) <2wTw—yTy, fori=1,2. (25)

Note that if functions f and h in (15) and the state feed-
back controller k are polynomial with respect to their ar-
guments, by using SOS programming [16] we can search for
functions V', decay rates and upper bounds of Lo to RMS
gain satisfying the inequalities in Theorems 3 and 4 for given
values of r.

3. OPTIMAL PERFORMANCE SCHED-
ULER SYNTHESIS

Suppose we have N control systems that are all sharing
the same computational resources. Each controller is im-
plemented as a software task C; that computes the control
law (u(k) in (1)). Each task C; has two parameters (h;, ¢;),
where h; denotes the sampling time and ¢; the worst-case
execution time of the task. A task will be active immediately
after the beginning of a sampling period and, following [13],

70
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Figure 2: The upper bound of the £, to RMS gain
vs successful transmission rate for an inverted pen-
dulum

we assume that the deadline for the control task is the end
of the sampling period. Suppose we have chosen success-
ful transmission rates r; for each control task. The system
{(Ci,ri) i e{1,...,N}} is schedulable with dropout if it is
possible to schedule the tasks so that each scheduled task
finishes before its deadline, but the scheduler can drop r;
fraction of the task C;. The following proposition follows
using an argument similar to Theorem 7 in [13].

PROPOSITION 1. The system {(Ci,r;) |i € {1,...,N}} is
schedulable with dropout iff Zivzl rici/h; < 1.

Notice that if a system is schedulable with dropout, then it
remains schedulable with dropout if the rates are decreased.
There are two issues in designing a scheduler. First, how
should we choose the rates r; so that the system is schedu-
lable with dropout? Second, having chosen the rates such
that the system is schedulable with dropout, how can we
assign a static schedule that schedules all control tasks and
ensures the rates chosen?

We now consider the problem of choosing the successful
transmission rates. A lower bound on the rate for each sys-
tem is given by Theorem 1: this is the rate rmin required
to ensure stability. Figure 2 shows how the upper bound on
the Lo to RMS gain varies with the successful transmission
rate for an inverted pendulum. The figure is obtained by
quantizing the successful transmission rates between their
minimum value rmin that ensures stability (see Theorem 1)
and 1, and then solving the optimization problem in (14) for
each choice of the successful transmission rate. As can be
seen from Figure 2, the upper bound on the £, to RMS gain
does not change monotonically with respect to the successful
transmission rate. Ideally, for each system, we should choose
the successful transmission rate for which the bound on the
Lo to RMS gain attains the minimum. However, when
there are multiple control systems, the controllers compete
for scheduling resources. Thus it may not be possible to ac-
commodate the best successful transmission rates for all the
control systems. For scheduler synthesis, we rather consider



a set of successful transmission rates that we call eligible
rates for scheduler synthesis.

Fix a control system with dropout. For 0 < r < 1, let (r)
denote the upper bound on the Lo, to RMS gain obtained
by solving the optimization problem (14) for this choice of r.
A successful transmission rate r is called eligible if it satisfies
the following two conditions:

® 7 > ryin, where ryiy is as in Theorem 1,
e for each 7’ € [Fmin, 7), we have v(r') > ().

The eligible rates provide “undominated” solutions: one can-
not simultaneously reduce r and get better performance. We
would like to find points on the Pareto curve of eligible rates
for the N systems.

For each system C;, we calculate the lower bound rmin,;-
We discretize the range [rmin,i, 1] with a chosen discretiza-
tion factor and find the subset F; of the discrete points that
are eligible. We order the points in E; by the total ordering
=<: for r1i,72 € E;, if 1 =< ro then v(r2) < v(r1), that is,
“higher” values in < give better performance. Let r!* € F;
denote the maximal (in the <-ordering) successful transmis-
sion rate in F;.

We now have a multi-objective optimization problem:
choose points in F1 X...x En that optimize the performance
of each system. Though the performance of each control sys-
tem is independently specified, the controllers compete for
scheduling resources, and we may not be able to choose 7**
for each control system. Instead, we look for undominated
solutions.

One way to deal with this problem is to use a ranking
method [27]. In this method, the objectives in the multi-
objective optimization problem are ranked based on their
importance. Of the N objectives, the rank 1 is assigned
to the most important objective, rank IV is assigned to the
least important one, and the ranks of the other elements
are assigned inversely proportional to their importance. If
a number of elements have the same importance, then the
average rank is used for all of them. Assume that the control
system designer can provide such a ranking for the control
systems. These ranks can be used to assign a weight to each
objective in the multi-criterion optimization problem. There
are several ways to assign the weights based on the ranks,
we use the following two formulas [22]:

1
a o (N=gqa+1)

I [ w; =
Z;'v=1 q% Zjv:1(N —q¢ +1)

where ¢; and w; denote the rank and the weight of the i-th
element respectively. The weights obtained by these formu-
las are called rank reciprocal weights and rank sum weights
respectively.

Once the weights have been chosen, we define the optimal
performance scheduler synthesis problem as choosing rates
r; € F; such that the system is schedulable and the weighted
sum w;7y(r;) is minimized. Formally, we require

w; =

minimize S, wiy(r;)
such that r; € E;
SN eri/hi <1
It is straightforward to show that the multiple-choice knap-

sack problem [20, 11] can be reduced to the above opti-
mization problem. This establishes that the decision version

for each i € {1,...,N}

of the optimal-performance scheduler synthesis problem is
NP-hard. (In the decision version, we ask if there exists
ri € E; such that the system is schedulable with dropout
and Zf;l w;y(r;) < K for an input parameter K.)

THEOREM 5. The optimal performance scheduler synthe-
sts decision problem is NP-hard.

For the upper bound on the complexity of the problem,
we need to be careful because in general the optimiza-
tion problem (14) can only be approximated to a given
accuracy €. However, given an ¢, the LMI can be solved
in time polynomial in the size of the input matrices and
log % Thus, the approximate version of the optimal perfor-
mance scheduler synthesis decision problem, where we ask
if | "N wiy(r;) — K| < e for input parameters K and e can
be solved in NP.

4. SCHEDULER DESIGN

As the optimal-performance scheduler synthesis problem
is computationally hard, we instead heuristically solve the
following simplified version. First, for each system, we find
out the minimum successful transmission rates Tmin,; using
Theorem 1. Second, we find out an upper bound 7rmax,:
on the successful transmission rates for all the control sys-
tems, such that the system {(Cj, rmax,i) | ¢ € {1,...,N}}is
schedulable with dropout. If for some i we have rmax,: <
Tmin,i, clearly the system is unschedulable. Otherwise, for
each control system individually, we choose the best eligible
successful transmission rate ryest,; in the range [rmin,i, rmax,i]
(i.e., for which y(r) is minimized for r € [Fmin,i, Tmax,i]). We
then synthesize a static scheduler, ensuring the chosen rates
of successful transmission rates for all the control systems.
While the algorithm is not guaranteed to produce an opti-
mal schedule, it heuristically attempts to jointly maximize
the performance of all the systems.

We present our overall algorithm in two steps. In Sec-
tion 4.1, we assume that we are given a successful transmis-
sion rate for each controller and present a set of constraints
that must be satisfied by any static scheduler that schedules
the system with dropout. In Section 4.2, we show how these
set of constraints can be modified to find an upper bound on
the successful transmission rates in such a way that the sys-
tem is schedulable with dropout when these rates are chosen.
Section 4.3 summarizes the algorithm.

4.1 Synthesis through Constraint Solving

To synthesize a static scheduler, we consider a duration
T, called the basic cycle, for which we synthesize a schedule.
The schedule for any duration 7/ > T is obtained by repeat-
ing the synthesized schedule. Let us assume that each rate
r; is a fraction Iké , for integers k; and K;. We also assume,
by scaling, that the sampling times h; of the control systems
take integer values. The duration of the basic cycle T is cho-
sen such that the cycle of duration T can accommodate an
integer number of tasks after considering dropouts. We set
T =lem(K1, Ka,...,Kn) X lem(h1, h2, ..., hn), where lem
stands for the least common multiple.

Let m; = h% denote the number of task instances of C;
that are generated in the duration 7. We introduce m;
variables s;1, Si2, ...Sim,; for i € {1,..., N}. Each variable
si; takes values in {0, 1}. If the variable s;; = 1, this denotes
that the jth instance of task C; (running in the time interval




[( —1)hs, jhi) was scheduled and if the variable s;; = 0, this
denotes that the jth instance of task C; was dropped by the
scheduler. Additionally, we introduce m; variables t;1, ti2,
cootim, for i € {1,...,N}. If 555 = 1, i.e., the instance of
C; in the slot [(j — 1)h, jh;) is scheduled, then ¢;; denotes
the time in the interval [(j — 1)hs, jhi) when the execution
of the task begins. Otherwise, if s;; = 0, then ¢;; is set to
—1.

Below we present the constraints on the scheduling prob-
lem.

1. For each controller i, for each of the m,; tasks in the ba-
sic cycle, the instance of the task C} is either scheduled
or dropped:

/\ /\ (sij=1) V (si5 =0). (26)

ie{l,--,N} je{l,---,m;}

2. For each controller ¢, the number of instances of C;
that are scheduled in the basic cycle is equal to m; X r;
(which is an integer, by choice of T'):

/\ Zisij =my; X 7;. (27)

i€{1l,--,N} j=1

3. For all tasks C;, if the instance of C; is scheduled in
a slot, the start time of the task should be scheduled
after the beginning of the slot and the end time of the
task should be before the end of the slot.

A A

’ie{l,"‘,N} j€{1,-~,mi}
(tij > (G —1) xhi) A (tij +ciy < xhi).  (28)

(sij=1) =

If the instance of the task is dropped, the start time of
the task is set to —1.

A A

i€{l,--,N}  je{l,---,m;}

(855 =0) = (ti;j = —1) (29)

4. The time slot assigned for two tasks should not inter-

AA A

i,ke{l,--,N} je{l,--,m;} l€{l,---,my}
ik

(tij > 0) A (tix > 0)

= (tij + ¢ <tw) V (e + e < ti5)
(30)

If the constraints are not satisfiable, there does not ex-
ist a scheduler for the given successful transmission rates.
However, if the constraints are satisfiable we obtain a valid
schedule. Further, the schedule obtained by repeating the
static schedule every T units of time shows that the system
{(Cs,7i) | i €{1,...,N}} is schedulable with dropout.

4.2 Maximal Scheduler Synthesis

‘We now present how to find the maximal successful trans-
mission rates for all the controllers that preserve schedula-
bility. To solve this problem, we introduce variables z; that
denote the number of instances of task C; that are sched-
uled in one basic cycle, and formulate a vector maximiza-
tion problem [15] where the objective vector v is given by
v; = x;. (The variables x; are proportional to the rates.)

As in Section 3, we simplify the multi-objective optimiza-
tion problem to a single-objective optimization problem by

choosing weights and taking the weighted sum of the vec-
tor. We assume the control designer additionally provides
a priority for each control system. The weight of a control
system is derived from its priority using the weight finding
formulas introduced in Section 3. The single objective func-
tion is vazl w;x;. We formulate this optimization problem
as a constraint solving problem, and find the optimal values
for x; by solving a series of feasibility problems.

First, we modify the set of constraints presented in Sec-
tion 4.1 in the following way. The set of constraints in (27)
are replaced by the following set of constraints:

/\ leij Z xT; (31)

ie{l,---,N} j=1

Moreover, we add the following constraint to the set of con-
straints:

N
Zwi X x; > )\, (32)
=1

where ) is a constant. If the constraints are infeasible then
) is certainly an upper bound for the objective function. We
iteratively update A and solve the set of constraints till we
find the maximum A for which the constraints are satisfi-
able. The satisfying assignment of those constraints gives
the maximal rates x; /T for which the system is schedulable
with dropout.

4.3 Opverall Algorithm

In this section we present the overall algorithm to syn-
thesize a static schedule with dropout. The inputs of the
algorithm are the systems C; with their sampling times h;,
worst case execution times ¢;, and priority m; € {1,...,N}.
The output of the algorithm is a static schedule, if possible.
The algorithm has the following steps.

In the first step, using Theorem 1, we find out the mini-
mum successful transmission rates for all the controllers to
achieve exponential stability. In the second step, we find out
the maximal successful transmission rates by solving the op-
timization problem described in Section 4.2. If the minimum
rate is greater than the maximal rate for some system, we
stop and say unschedulable.

Now, for each system C;, we have a range [rmin,i, "max,i]
for the successful transmission rates, and any choice of r;
in this range ensures that the system is schedulable with
dropout. For each controller, we find out the best eligible
successful transmission rate in that range by discretizing the
range [Fmin,i, Tmax,i|, solving the optimization problem (14)
for rates chosen from this discretized space, and choosing
the rate with minimum ~(r).

Now, by solving the constraints in Section 4.1, we find a
static schedule using the chosen rates.

S. EXPERIMENTS

5.1 Implementation

Figure 3 shows the toolbus that we have developed to
synthesize static schedulers automatically for linear time in-
variant control systems with dropout. The inputs to our
tool are (1) the mathematical description of the plants, (2)
the linear controllers, (3) the sampling times, (4) the com-
putation times for the control tasks, and (5) the ranking or
priority of the control systems. We assume that the feedback



controllers and the sampling periods have been designed us-
ing standard control theoretic methods [4], and the execu-
tion times of the control tasks have been calculated using
standard techniques [25]. We use a Matlab script to com-
pute the lower bound on the successful transmission rates
following Theorem 1. We automatically compute the upper
bounds on the rates using Yices [8] from the sampling time,
computation time, and the ranking of the control systems.
Note that while the lower bounds on the rates are indepen-
dent from each other, the upper bounds need to satisfy the
scheduling constraints. It may be the case that the lower
bound of the successful transmission rate is bigger than the
upper bound for a control system. In this case, we cannot
generate a schedule. The feasibility of a schedule is checked
using a Matlab script. If there exists a feasible schedule, we
find out the rates for which the performance of the control
system becomes optimal. We choose a number of equally
spaced points in the feasible range of the rates, and for each
of them we find out the upper bound on the Lo, to RMS
gain by solving optimization problem (14) using CVX [9]. The
optimal rates are then used to form the constraints that are
solved using Yices to get the optimal schedule.

To find out the upper bounds of the successful transmis-
sion rates, we solve a vector optimization problem using the
weights calculated from the ranking of the control systems.
The individual objective functions are the number of suc-
cessfully transmitted packets (denoted by n;) in a basic cycle
with duration T, where n; = m; X r;, and m; is the number
of generated packets for the i-th controller in a basic cycle
and 7; is the successful transmission rate of controller . We
solve this optimization problem by solving a number of fea-
sibility problems and using the bisection method [5]. Let
f denote the value of the objective function. As we want
to find the maximum of successful transmission rates main-
taining schedulability, we need to maximize the scalarized
objective function. We add the constraint f > C' in the set
of constraints, where C' is a constant. We start with C' = 1.
As the sum of the weights is 1, and the values of n;’s are
greater than equal to 1, the constraints are satisfiable. We
then iteratively find out the maximum value C such that the
set of constraints are satisfiable. This is done as follows. At
each step, if the constraints are satisfiable, then to choose
the next C' we multiply the current C by 2. If in any step,
the constraints are unsatisfiable, then we choose the next C'
to be the average of the current value of C' and the value of
C for which the constraints were satisfiable for the last time.
We stop in a step when the constraints are satisfiable and
the difference between the previous and the current values
of C is below a certain threshold (in our implementation, we
choose 0.5). The values of r;(= %)’s in the last step provide
the upper bounds on the successful transmission rates.

In the last step of our algorithm we need to find out the
schedule corresponding to the chosen values of the successful
transmission rates for different control systems. The con-
straints (27) in Subsection 4.1 are the corresponding set of
constraints. As these constraints are equality constraints,
they limit the feasible space of the constraints, and it is
hard for the SMT solver to find a feasible solution. To al-
leviate this problem, for a control system, we choose a few
different rates instead of just one rate, for which the per-
formance of the control system is reasonably good. Now we
replace a constraint set (27) in Subsection 4.1 by the dis-
junction of the constraints corresponding to different rates.

This increases the feasible search space, and Yices can find
out a schedule relatively easily.

5.2 Example

We illustrate our technique by implementing controllers
for multiple inverted pendulums sharing one processor. The
example has been borrowed from [28]. The state-space rep-
resentation of an inverted pendulum is given by:

= Az + Biw + Bou;

= Cu,
where
0 1 0
A:{QL},Bgz{i}, (33)
l ml2 ml
Bi = { O(')l } . C =[0.001, 0].
In this model, = [z1,x2]” is the state of the system,

with z; the angular position and z2 the angular velocity
of the point mass, m is the mass, [ is the length of the
rod, g = 9.8m/s2 is acceleration due to gravity, p is the ro-
tational friction coefficient, u is the applied force (control
input), and w is the disturbance input. We show the re-
sult of our technique on three inverted pendulums. As in
[28], we assume that all pendulums have mass m = 0.5,
and rotational friction coefficient p = 0.6. The pendu-
lums differ from each other in their lengths, chosen as
[l1,12,13] = [0.20,0.35,0.50], their sampling times, chosen as
[h1, ha2, hs] = [0.010s,0.015s,0.020s], and their controllers,
designed as K; = [5.10,—2.50], K2 = [5.25,—1.1893], and
K3 = [5.40,—0.45]. We assume that the computation time
for all the controllers is the same and equal to 0.005s. All
constants and variables are expressed in SI units. The pa-
rameters of the control systems are summarized in Table 1.

Using Theorem 1, we obtain rmin,1 = 0.7651, rmin,2 =
0.6375, and 7rmin,3 = 0.6589, which guarantee that by choos-
ing successful transmission rates bigger than these rates,
the inverted pendulums, with no disturbances, are exponen-
tially stable. The obtained maximal successful transmission
rates are rmax,1 = 1.00, Tmax,2 = 0.90, and rmax,3 = 0.70,
when the ranks of the control systems are chosen to be 1,
2, 3, respectively, and we use rank reciprocal weights. Since
Tmin,i < Tmax,i for ¢ = 1,2, 3, feasible ranges of the successful
transmission rates exist for all the pendulums. We now find
out the successful transmission rates for the three controllers
corresponding to the best possible upper bound on the Lo
to RMS gain in the feasible ranges of the rates. The optimal
rates for which we can find schedules are 0.85, 0.85 and 0.70
respectively for controllers @ = 1,2,3. The optimal rates
have been chosen as multiples of 0.05. We synthesize the
schedule for these rates which can be roughly the schedule
corresponding to the optimal performance. The experimen-
tal results are summarized in Table 2.

To check the scalability of our tool, we conduct the follow-
ing experiments. We execute our tool to synthesize optimal
schedule for eight different scenarios, where we gradually in-
crease the number of pendulums from 3 to 10. In all cases,
the computation time for the controllers is 0.005s. In each
scenario, the sampling time for all the pendulums are the
same. However, the sampling times are chosen in such a way
that all the controllers are not schedulable together. More
precisely, if the computation time is denoted by C, and if N



Computing upper Upper bounds of
bounds of successful successful
transmission rates transmission rates
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systems bounds of successful successful
parameters transmission rates transmission rates
Finding optimum
rates
Optimum rates
Finding optimum Optimum
scheduler scheduler
Figure 3: Scheduler synthesis toolbus
Systems Mass (kg) Length(m) Priority Controller Sampling Computation
gain time (s) time (s)
System 1 0.50 0.20 1 [5.1, -2.5] 0.010 0.005
System 2 0.50 0.35 2 [5.25, -1.1893] 0.015 0.005
System 3 0.50 0.50 3 [5.4, -0.45] 0.020 0.005

Table 1: Control systems parameters

denotes the number of pendulums, then the sampling times
of all the controllers are chosen to be (N — 1) x C. Table 3
summarizes the experimental results. t,, denotes the time
required to find the maximal successful transmission rates
for all control systems guaranteeing schedulability (using the
method described in Section 4.2). ¢, denotes the time re-
quired to synthesize a scheduler statically based on the cho-
sen successful transmission rates between the minimum and
maximum successful transmission rates for all control sys-
tems (solving the set of constraints described in Section 4.1).
tm is considerably larger than ¢, since computing the max-
imal successful transmission rates requires solving a number
of feasibility problems.

6. CONCLUSION

In this paper, we develop theoretical results as well as a
tool for controller-scheduler co-design. Co-design lets us re-
lax constraints on the hard real-time scheduling problem,
while potentially getting better performance from the sys-
tem. There are several possible generalizations. While we
focus on the effect of schedulability, our techniques can be
generalized with other sources of error, such as quantization
errors [2] or additional network effects [24, 1]. Second, we
only consider static schedules. It is worth exploring how dy-
namic scheduling policies interact with our control-theoretic
analysis. Third, it will be interesting to extend our results to
more complex hybrid systems with several discrete modes.
Fourth, we have considered a very simple architecture, where
the computation is shared. We leave the extension to more
complex architectural constraints to future work.
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