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Abstract— Wir elessmesh networks hold promisesto provide
robust and high-thr oughput data delivery to wir elessusers.In a
mesh network, high-speedAccessPoints (HAPs), equipped with
advanced antennas,communicate with each other over wir eless
channelsand form an indoor/outdoor broadband backhaul. This
backbone ef�ciently forwards user traf�c to a few gateway
APs (GAPs), which additionally have high-speed connections
to the wir ed Inter net. In this paper, we describe ROMER, a
resilient and opportunistic routing solution for mesh networks.
ROMER balancesbetween long-term route stability and short-
term opportunistic performance. It builds a runtime, forwarding
meshon a per-packet basis that offers a set of candidate routes.
The actual forwarding path by each packet opportunistically
adaptsto the dynamic channelcondition and exploits the highest-
rate wir elesschannelsat the time. To impr ove resilienceagainst
lossy links, HAP failur es or HAPs under DoS attacks, ROMER
delivers redundant data copies in a controlled and randomized
manner over the candidate forwarding mesh. We evaluate the
effectivenessof ROMER thr ough both simulations and analysis.

I . INTRODUCTION

Wirelessmeshnetworks seekto build a resilientandhigh-
performanceinfrastructureto provide userspervasive Internet
access.In a meshnetwork, eachclient accessesa local high-
speedaccesspoint (HAP), andmultiple stationaryHAPscom-
municatewith oneanotherover thewirelesschannelandform
amultihop,wirelessbackbonefor datadelivery. Thisbackbone
eventuallyforwardsusertraf�c to a few gateway APs (GAPs)
thatadditionallyconnectto thewired Internet.Comparedwith
the current-generationsingle-hopwirelesscellular infrastruc-
ture, meshnetworks build a wirelessbroadbandbackhaulto
provide users“anytime, anywhere” Internet services.Some
perceived bene�ts [4], [8], [9] include enhancedresilience
againstnode failures, channel errors and transient channel
outages,higher data rates delivered to the users,and cost
savings in tetherlessdeployment.

In this paper, we study the problemof resilient and high-
throughput routing in a wireless mesh network. The two
concretegoalsfor our routingdesignare:(1) resilienceagainst
lossywirelesslinks, transient/permanentchanneloutages,and
occasionalHAP node failures; (2) high data rate along the
route that exploits receiver diversity (in terms of current
perceived SNR) and the available multi-rate capability at the
physical layer (e.g., all 802.11a/b/g/ndevices possessthis

feature).
There are two fundamental challengesin routing over

wirelessmeshnetworks. First, routing designhas to address
issuesin both short- and long-time scales.Similar to wired
routing, coarse-grainedrouting maintainsstableroutesin the
long term (e.g., tens of secondsor more). In the meantime,
the �ne-grained operationhas to adapt to the instantaneous
wirelesschannelvariations(e.g., the channelcoherencetime
is typically at the scaleof a few milliseconds[3]) in order
to achieve high throughput.A good wireless mesh routing
algorithm has to both ensurelong-term route stability and
achieve short-termopportunisticperformance.Second,wire-
lessrouting hasto ensurerobustnessagainsta wide spectrum
of soft and hard failures, ranging from transient channel
outages,links with intermediateloss rates[16], to persistent
channeldisconnections,nodesunderdenial-of-service(DoS)
attacks,and failing nodes.The state-of-the-artsolutions do
not addressboth issues.Moreover, they do not scaleto large
nodepopulationin scenariossuchascity or metropolitanmesh
networks.

In this paper, we describeROMER, a resilient and op-
portunistic routing protocol for the emerging wirelessmesh
network. ROMER exploits the relatively densedeployment
of HAP nodesand builds a randomizedand opportunistic
forwarding mesh to enhancerobustnessand throughput.In
ROMER, eachdata packet carriesa cost credit beyond the
minimum required. The packet uses the carried credit to
expandits traversedroutesaroundthe minimum-costpath to
form a forwardingmeshon the �y . Within the runtimemesh,
eachintermediatenodeopportunisticallyselectsthe instanta-
neous,higher-quality wirelesslinks to maximizethe delivery
throughput.The instantaneousroutesare also randomizedto
minimize the forwarding overhead.This way, the per-packet
forwarding mesh offers a set of candidateroutesat coarse
time scalesto re�ect long-term route stability. The actual
forwardingpathby eachpacket opportunisticallyadaptsto the
dynamicchannelcondition (in termsof current transmission
rate) of each forwarding node, and the route adaptationis
enabledat �ne timescales(up to a few millisecondsof channel
coherencetime).

In summary, ROMER usesthe credit mechanismto build
a runtime forwarding mesh, centeredaround the long-term



minimum-costpath betweenthe sourceand the destination
GAP, on a per-packet basis.The meshprovides inter-leaved
forwardingpathsto ensurehigh degreeof robustnessagainst
variousfailures.It alsoenablesintermediatenodesto adaptto
theshort-term,wirelesschanneldynamicsby opportunistically
delivering the packet along the highest-ratelinks. It avoids
the performancepenalty of repetitive retransmissionsover
persistentlypoor channelconditionsalong a single path, the
schemeusedby currentrouting protocols[5], [7], [12], [13],
[14], [17] and802.11devices.This is achieved via exploiting
pathdiversity of multiple routes.

Our simulationsandanalysishave con�rmed the effective-
nessof ROMER. The simulationsshow that ROMER can
achieve about 68-195%higher throughputgain over single-
path routing. Its robustnessis also better than the single and
multipath routing protocols.With a randomizedforwarding
probability set as 0.2, the successfulpacket delivery ratio of
ROMER is about 92% in a 17-hop delivery path over 5%
channel loss over each hop, whereasit is only 67% using
2-disjoint-pathrouting and a merely 42% using single-path
routing. ROMER still delivers20% more packets than the 2-
pathrouting with a randomizedforwardingprobability of 0.2,
when the node outagerate reaches10%. ROMER also has
provableperformanceagainstfailuresandchannelvariations.

The rest of the paper is organizedas follows. Section II
discussesrouting issuesin wirelessmeshnetworks. Section
III describesthe ROMER design.SectionIV providessimple
performanceanalysis of ROMER. Section V evaluates its
resilienceand opportunisticthroughputgain via simulations.
Section VI comparesROMER with the related work, and
SectionVII concludesthe paper.

I I . ISSUES FOR ROUTING IN WIRELESS MESH NETWORKS

In a mesh network, multiple stationary HAPs form the
wirelessbackboneand communicatewith one anotherover
multihopwirelesschannels[4], [8], [2]. EachHAP is typically
equippedwith several radios, and has accessedto in�nite
power supply (i.e., HAP is not batterypowered,and energy
ef�ciency is not a seriousissue).The radio typically offers
multi-rate options via adaptive modulationsat the physical
layer[1]. Whenthesignal-to-interferenceratiovaries,theradio
selectsthehighestpossibletransmissionratesubjectto a given
BER. Among the radios con�gured at the HAP, one serves
as the local AP for the client hostsin its cell. Each pair of
neighboringHAPs communicatesvia anotherradio over an
independentwirelesschannelto maximizesystemthroughput.
To improve spectrumef�ciency, recentstudieshave motivated
the use of sector antennasbetweentwo neighboringHAPs
[4]; this con�guration caneffectively improve radiofrequency
reuse.In fact,it hasbeenwidely usedin thewide-areacellular
networks.

The above seemingly simple architectureoffers several
appealingfeatures,asdocumentedin the recentliterature[8],
[4]. First, it incurs low infrastructurecost. It not only gets
rid of the wiring cost that hindersthe fastdeploymentof the
public hot-spots[4], but alsoallows for the useof unlicensed

bandsandincrementaldeployment.Meshrouterscancombine
low-cost radioswith smartmeshsoftware.Second,it ensures
robust coverage.As calculatedin [8], a 50-device meshcan
offer about 40dB link gain advantageover the conventional
point-to-multipoint(PMP)radiocommunication.Thealternate
pathsofferedby therich meshtopologyensurerobustnessand
reducethe needfor high link margins.Third, meshnetworks
can offer broadbandservices.Multiple meshhops typically
increasethe effective subscribercapacity, and 802.16amesh
mode schedulingalso guaranteesper-hop latency. Finally, a
mesh network possessesappealing scaling property in its
capacity. It providesinherentlyfavorablesignal-to-interference
characteristics,and increasing subscriberdensity increases
overall network capacity, asarticulatedby Dave Beyer in [8].

Within such a network infrastructure,routing over mesh
networks needsto addresstwo new issues:

� Ensuring resilience. Comparedwith the wired Internet,
wirelessrouting has to cope with various types of ex-
pectedand unexpectedfaults. The wireless channel is
inherently error prone, and the loss rate can be quite
high in a short period of time. Recent measurements
[16] have shown that the loss is more or lessuniformly
distributed and links with intermediateloss rates are
common.Moreover, nodesmay fail unexpectedlyor are
underdenial-of-service(DoS) attacks.In both scenarios,
the routing protocolhasto routearoundthe problematic
area.The conventionalsingle-pathrouting is vulnerable
to nodeor link failures.Themultipathroutingapproachis
betterin termsof robustness,but it maynot beresponsive
enough to cope with such channeland node failures.
The reasonis that moststate-of-the-artmultipathrouting
algorithms,in both wired and wirelesssettings,operate
at the scaleof 10s of secondsor longer. They tend to
selectthe beststableroutesin the long term.
The popular approach to improving link reliability
is through link-layer retransmissions(e.g., the typical
802.11 MAC offers up to seven retransmissionsfor
lost packets). However, such an approachincurs high
throughputpenalty. Both analysisandmeasurements[3]
have shown that the channelcoherencetime is at the
millisecond granularity in typical settings. Therefore,
lossy channel conditions typically persist for multiple
packets.Retransmittingpacketsover the persistent,poor
channelswill only reducethe effective throughput.This
hasbeenobserved in recentmeasurements[23].

� Exploiting path diversity. A key architecturalbene�t
of mesh networks is to skip around obstacles,rather
thanblastover andthroughobstaclesin the conventional
PMP approach.Speci�cally, in an indoor meshnetwork,
the path loss is typically driven by obstaclesratherthan
distance.This leadsto the Log-Normal path loss model
[8], speci�ed by

�������	��

����������������������� �

, where
� �
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networks,large ! is bad,sincethedesignmustaccommo-
datefor the worst case,e.g., leadsto
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models.
In mesh networks, large ! , which indicateslarge path



diversity, is good. The best-caselinks are automatically
selectedand used.Even in the simplistic case,[8] has
arguedthatmeshroutingoffershigherthroughput.Using
the802.11aradiosandassumingfree-spacepathlossand
commonnoiseenvironment,[8] hasshown that a direct
pathdelivers6Mpbs,while 9Mbpscanbe obtainedover
a two-hop path becauseshorter links will use 18Mbps
dueto 6dB lesspath loss.The multihop routing bene�ts
even greaterin non-free-spaceenvironmentand/orwhen
routingaroundobstacles.Therefore,how to opportunisti-
cally leveragetheshort-termpathvariationsanddiversity
to maximize the end-to-endthroughputbecomesa key
challenge.This requirementstipulatesrouting in wireless
meshnetworkshasto adaptto transientchanneldynamics
at the millisecondtime scale,in orderto exploit the path
diversity andachieve high-throughputdelivery.

In this paper, we focus on routing data from a client
machine,via a local HAP, to a destinationhost on the wired
Internet.The main goal is to route from the local HAP to a
destinationGAP, in thepresenceof dynamicchannelvariations
and variousfailuresmentionedabove. The solution can also
beadaptedto thecasewhena wired Internethostdeliversdata
to a wirelessclient,usingstandardmobility supporttechnique.

I I I . ROMER DESIGN

ROMER usesopportunistic,forwarding meshadjustedon
a packet basis to ensure robustnessand high throughput.
The meshis centeredaroundthe long-termstable,minimum-
costpath(e.g.,the shortestpathor long-termminimum-delay
path),but opportunisticallyexpandsor shrinksat the runtime
to exploit the highest-quality, best-ratelinks enabledby the
physical-layermultirateoptions.The actualforwardingroutes
selectthehigh-ratelinks out of thecandidateroutesofferedby
themesh.Theactualforwardingroutesarealsorandomizedto
deliver redundantdatacopiesin a controlledmannerto ensure
resiliency againstlossy links and transientnode outages.In
short,ROMER takesa two-tier routingapproachandbalances
betweenlong-termoptimality (e.g., in termsof hop count or
averagelatency) andshort-termopportunisticgain(in termsof
paththroughput).It hastwo componentsthat work in concert
for ef�cient performancetradeoff:

� runtime candidate mesh: a credit-basedapproachthat
allows eachpacket to build its forwarding meshon the
�y . The packet may follow a subsetof the candidate
interleaved pathsoffered by the mesh to resist against
channelandnodeoutages.

� opportunisticand randomizedforwarding on the mesh:
to maximize the end-to-endthroughput,ROMER uses
greedy forwarding to opportunisticallydeliver the data
packet along the instantaneouslyhighest-ratelink with
probabilityoneandotherhigh-ratedownstreamlinks with
high probability.

Comparedwith the popular single-pathrouting protocol
in mesh networks, ROMER enhancesboth resilience and
performance.Currentprotocolsrely on link-layer retransmis-
sionsto recover from link loss.It thussuffers from repetitive

retransmissionsover persistent,poor links. Instead,ROMER
exploits path diversity by transmittingto multiple receivers,
at least one of which is more likely to be in good channel
condition. This way, ROMER may signi�cantly reducethe
throughputoverheaddue to retransmissions.Leveragingpath
diversity also enablesROMER to opportunisticallyselectthe
highest-ratelink at the moment.In contrast,currentprotocols
cannotadaptat the millisecond time scalesince its routing
metrics are updatedevery 10s of seconds.This also incurs
throughputpenaltyby hinderingthe adaptivity of the routing
protocol.

We next describeeachcomponentof ROMER in details.

A. Building CandidateForwarding Meshon the Fly

Given a source HAP (that connectsto the client) and
a destination/sinkGAP, insteadof single-pathor multiple-
disjoint-pathrouting, ROMER builds a forwarding meshon
the �y . It is well known that single-pathdelivery is proneto
randomnodefailuresandchannellosses.Retransmissionshelp
but incur throughputpenalty. Instead,themeshis built around
theminimumcost(in termsof long-termaveragedelayor hop
count),which re�ects the long-termoptimality. Moreover, the
meshprovidesenough�e xibility of rich, interleaved pathsto
accommodatethe short-termchanneldynamicsand transient
outages.It allows for optimizing short-term, opportunistic
performanceregardingchannelvariations,while boundingthe
maximumdeviation from the long-termoptimal path.

In the following, we describea novel credit-basedapproach
to constructinga runtime forwarding mesh,which achieves
�e xible tradeoff betweenrobustness,opportunisticgain and
costby controlling the credit carriedby the datapackets.We
assumethat eachHAP recordsits minimum cost to eachof
thefew GAPs.This minimumcostcanbeobtainedvia simple
�ooding or other available protocols,e.g., the one described
in [22].

1) Overview: Intuitively, if a datapacket carriesan“extra”
amountof credit costbeyond

���

��� "���� , the minimum required
cost from the sourceto the destination,the packet canafford
to travel more pathsduring the delivery process.Thesepaths
interleaveandform acandidateforwardingmesh,asillustrated
in Figure1). Upon receiving a packet, a nodecheckswhether
the packet hasenoughcredit for the nodeto further forward
downstream.If so,thenodeusesopportunisticandrandomized
forwarding (to be describedin Section III.B) to deliver the
packet. Otherwise,it stopsforwarding the packet. Obviously,
themoreextra credita packet has,thewider themeshcanbe.
Therefore,we can easily adjust the width of the forwarding
mesh on a per-packet basis,by controlling the extra credit
grantedto the packet.

In orderfor theabove seeminglysimpledesignto work, we
needto addresstwo critical issues:(1) How to distribute the
credit along multiple, intermediatehops?(2) How to control
theoverheaddueto delivery of redundantcopiesof thepacket
on the mesh?

In order to addressthe issueof credit distribution, we �rst
notethat,not all pathssatisfyingthe total budgetrequirement



Adjustable

Mesh

Forwarding

Source Packet carries credit

Sink
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(i.e.,
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��� "���� plus the total credit) shouldbe usedin forward-
ing. For example,given a credit of
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andthe minimum cost
at thesourceof

�����

, thepacket maygo alonga particularpath
with cost

�

�

�

. However, thereis little chancesucha delivery
could succeed,in the presenceof channelerrors and node
failures.Becausetheremaybea largenumberof intermediate
nodesbetweenthe sourceand the destinationGAP, channel
error over any hop could ruin the delivery. Similarly, a path
with cost
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mightbeabadchoiceaswell. Packet forwarding
along suchpathsmakes marginal contributions to successful
delivery. Fundamentally, thesepaths do not have suf�cient
remaining credits to successfullydeliver the packet to the
destinationGAP.

Therefore,we shouldcon�ne themeshto the“good” paths,
which have enough remaining credits to ensuresuccessful
delivery to thedestination.This is relatedto how to distribute
the overall credit over eachhop from the sourceto the sink.
Without any control over credit distribution, the �rst several
hopscanconsumemostcredit,andeventuallyall downstream
hops end up with single-pathforwarding due to insuf�cient
amount of credit line. Therefore,each hop should not use
excessive amountof credit to avoid stressdownstream-hops'
credit.

Theremaybedifferentdesignchoicesfor creditdistribution
over eachhopfrom thesourceto thedestination.For example,
one may chose to give more credit to hops in areas of
strongerinterference.Onemay alsogive slightly morecredits
to upstreamnodes.In this work, Given the densedeployment
of meshnodes,we explore a policy that allocatesmorecredit
for the beginning hopsin order to quickly expandthe mesh,
and lessat later hopsafter the meshis alreadywide enough.

Speci�cally, we want the credit received by a hop to be
in proportionto how “f ar” it is to the destination.This policy
canachieve goodrobustnessif channelerrorandnodeoutages
follow similar statisticaldistributionsacrossdifferentHAPsin
a long run.

Note that the constructionof the forwardingmeshis com-
pletely data driven. Each data packet can specify its own
credit line (at the source)to satisfy its customizedrobustness
requirement.This alsoprovidesa nice mechanismto provide
prioritized/differentiatedrobustnessfor differentcategoriesof
datapackets.

To addressthe secondissue of con�ning the forwarding
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Fig. 2. Mesh-basedforwardingexample

overhead,we use the randomizationtechniqueto prune the
runtime mesh.Each intermediatenode probabilistically for-
wardsthepacket to eligible downstreamnodesthat satisfythe
local credit requirement.

2) Algorithm: We now presentthe algorithm that realizes
theabove policy. At thesource,thecredit is setas ���

�
�

��� " ��� ,
where � is a constant,and

�
�

� � "���� is the minimum cost from
the sourceto the destinationGAP. A packet carriesthe total
budget

��� �

�

�

�

� �

� � "���� , and its current cost expenditure,
denotedby �	� , along its way to the destinationGAP.

We usethe exampleof Figure 2 to explain the algorithm.
When the source(in the upper-left corner)sendsout a mes-
sage,it speci�esa credit limit of 100unitsbeyondits cost100
( ��


�
� �

). Thus the packet may consume200 units of cost
(say, energy) asit traversesfrom thesourceto thesinkGAP. At
an intermediatenode

�

, assumethat thepacket hasconsumed
cost

�������

�

units from the sourceto
�

. Now
�

broadcaststhe
packet consuming2 units of cost,reachingboth � and � . �

performsthe following calculations:
� If � wereto forwardthis packet alongits singlepath,the

total amountof costneededwould be
�������
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�
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is the amountthat hasbeen
used,and
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is � 's cost.
� The amount of credit neededis
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,
where

� ���

is the source's cost.Given a credit budgetof
� ���

carriedby the packet initially, the remainingcredit
available for E and downstreamnodesis
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The ratio of remainingcredit to initial credit line is
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.
� Now we comparethe above remainingcredit ratio
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to an thresholdvalue, which is
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,
where

�

�

is � 's cost,and
� ���

is thecostof thesource.�

decidesto silently discardthepacket sincetheremaining
credit ratio

���!���

�

is lessthan the threshold
���!�� � �

.

Similar calculations are carried out by node B, which
leadsto a remainingcredit ratio of

���!�

�
�

and a thresholdof
���!�

�

(refer to Figure 2 for detailedcalculations).Since the
remaining credit ratio is greater than the threshold,B will
forward the messagewith probability " .

Now we explain how the above comparisonagainst the



threshold leads to approximately linear credit distribution
from the sourceHAP to the destinationGAP. That is, the
credit received by a hop is proportional to its cost to the
GAP. At the source(with cost

� �

� � "���� ), credit � �

� �

��� "����

is carried by the packet. The packet has consumedcost
� � when it reachesnode

�

that has cost
���

. At node
�

, maximum credit is consumed when the remaining
credit ratio �

�

is equal to the speci�ed threshold �
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.
It is easy to see that �

�
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derivative, we arrive at .
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Then,
the allowed costconsumptionat a hop is:
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In the above expression,the �rst term denotesthe minimum
required cost to go to the next hop. The secondterm is
the amountof credit that can be usedlocally (without over-
spending the credit for later hops); it is proportional to

�,�

, the cost from this node to the GAP. Therefore,as a
packet traversesfrom the sourceto the GAP, it is allowed to
consumemorecredit nearthe sourceand lesscredit nearthe
destination.This way, the forwardingmeshwill be expanded
moreaggressively initially, andlessaggressively downstream.

In addition to the randomizedforwarding to control ex-
cessively redundantpacket deliveries,we may also suppress
duplicate copies to further reduce the overheadwhen the
wireless channel quality is good. Note that a node may
receive multiple copies of the samepacket, each of which
passesthe thresholdcomparison(i.e., thepacket hassuf�cient
remainingcredit). To save forwardingcost,eachintermediate
HAP maintainsa cachethat storesthe sequencenumbersof
its recentlyforwardedpackets.Whena nodereceivesa packet,
it comparesthe sequencenumberagainstthosein the cache.
Thepacket canbediscardedif it is a duplicate;otherwise,the
cacheis updatedwith the new packet. Therefore,eachnode
canforward the packet onceonly oncein the extremecase.

In summary, the credit-basedapproachallows eachpacket
to carrydynamiccreditstateto usedifferentmesheson the�y
andmeetits robustnessrequirement.This is achievedwithout
modifying theoperationsat eachHAP node,in sharpcontrast
to early multipath routing that requiresinfrastructuremainte-
nance.Thereis no needto maintainextra stateinformationon
themeshat eachHAP. A HAP nodeknowswhetherit belongs
to the meshonly after it receivesthe packet. Moreover, mesh
providesricherconnectivity thanmultiple,explicit, forwarding
paths.In thepresenceof channelandnodeoutages,noeffort is
neededto actively repairthebrokenpathsasin multipathrout-
ing. In addition,carryingstatein eachpacket helpsthedesign
to scaleto large meshnetwork sizedeployed in metropolitan
or large corporatesettings.The algorithmalsoinvolvesa few
simple operations,and the computationcomplexity makes it

scale to high-speedforwarding at each HAP. Furthermore,
no routing loops can form in the forwarding process.When
receiving apacket,thereceivercomparesits costto its sender's
cost to ensureit is in the decreasingdirection on cost. The
packet is alwaysdelivereddownstream.

B. RandomizedOpportunisticForwarding

The goal of opportunistic forwarding is to leverage the
short-termchanneldiversity to selectthe highest-throughput
link for packetdeliveryon theruntimemesh.Wirelesschannel
quality may vary greatly in the short term due to multipath
fading, obstacles,mobile objects,interferencesand environ-
mental noise.Therefore,the perceived signal-to-interference
ratio (SNIR) will changeover time. The multirate option
offeredby adaptive modulationsdynamicallyadjustsa node's
transmissionspeedto matchthecurrentSNIR. In practice,the
transmissionrateof an 802.11a/gradio canvary from 6Mbps
up to 54Mbpsin an indoor environment.

The opportunisticforwarding in ROMER takes a simple,
greedy approach.It exploits the densenode deployment in
terms of downstreamneighbors.Considereachnode has at
least 132 neighbors.Oncethe meshis constructedfor a data
packet using the credit mechanism,each intermediatenode
selectswith probability

�

the best downstreamlink, which
offershighestinstantaneousrate,to maximizethe opportunis-
tic throughputgain. For other eligible downstreamlinks that
�t within the local credit bound,ROMER also favors better-
quality links over low-quality links by selectinghigherrandom
forwardingprobability " . In thecurrentdesign,theforwarding
probability " is set to be in proportionto eachlink' s current
transmissionrate, normalizedwith the bestdownstreamlink
speed.Therefore,given the current rate of link 4 as 576 , the
forwarding probability over this link is set as "�6 
 8�9

8;:=<�>

,
where 5@?BA#C is the highest-ratelink amongall downstream
links. To further control the overhead,we bound the total
numberof forwardedcopiesfor a packet, say 1 . Then,each
link' s forwarding probability is set as "	6 
 8�9

DFE

8

E

�'1 . The
number of forwarded copies is a function of the link loss
probability. Section4 providesa heuristiccalculation.

The opportunistic forwarding in ROMER leveragesthe
availableMAC-layermechanismsto estimatethetransmission
rate to eachdownstreamnode.ROMER can work with any
rate adaptationmechanism,e.g., Auto Rate Fallback (ARF)
or RBAF [10] in the MAC. Similar to RBAF, it can usethe
RTS/CTS handshake to let the receiver choosethe best rate
for datatransmissions.Theforwardingprobabilitycanalsobe
negotiatedandadjustedvia RTS/CTSaccordingto thecurrent
channelcondition. Fortunately, the rate estimationdoesnot
needto be done on a per-packet basis,which consequently
incurs high overhead.This is becausethe channelcoherence
time is typically a few millisecondsor longer.

IV. PERFORMANCE ANALYSIS

In this section,we provide simple analysisof the oppor-
tunistic throughputgain androbustnessof ROMER.



A. OpportunisticThroughputGain

In the following analysis,we show that the simple greedy
forwarding policy, in which an intermediateHAP forwards
the packet along the highest-data-ratelink, can deliver near-
optimal end-to-endthroughputundercertainconditions.

We assumethat the ratesof different links vary indepen-
dently, following a generaldiscreteprobability distribution.
Speci�cally, there exist � possibledata rates, �
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 , thatis
determinedby thegreedyforwardingalgorithm.Let ��� be the
numberof neighborsthatnode 
�� has.Themetricof interestis
thecompetitiveratio, de�ned astheratio betweentheexpected
link-layer throughputof the greedyalgorithm and that of a
globally optimal algorithm. We have the following theorem
that characterizesthe lower boundfor suchcompetitive ratio:

Theorem4.1: Thecompetitiveratioof thegreedyalgorithm
is lower boundedby
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PROOF: Theend-to-endthroughput' is theminimumof the
per-link throughputalong the forwarding path, that is, ' 
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Theproof of theabove theoremusesthe following Lemma:
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In order to solve the above equation,we divide the � -
dimensionalspaceinto � sub-regions. In sub-region
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, +
� is

the �rst maximum in the array. That is, +
� is strictly larger
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$ . Thus, we
canrewrite the above equationas:

# of neighbors Competitive Ratio
2 0.6554
4 0.8213
6 0.8953
8 0.9339
10 0.9561

TABLE I

COMPETITIVE RATIOS OF GREEDY FORWARDING
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respectto
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, we can see that ' 
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. The lower boundof the competitive
ratio canbe easilyseenbecausethe end-to-endthroughputof
a global optimal algorithmis at most ��� . &

As a special case, when the date rates are uniformly
distributed,i.e., "

�



�

�

, we canderive the following corollary
from Theorem4.1:

Corollary 4.1: With uniform distribution of datarates,the
Thecompetitiveratioof thegreedyalgorithmis lowerbounded
by:
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In fact, the above competitive ratio is approaching
�

in the
realistic scenarios.In other words, the greedy algorithm in
ROMER candeliver near-optimal end-to-endthroughput.For
example,in the 802.11a/gnetworks, thereare A possibledata
rates:6, 9, 12, 18, 24, 36, 48, and 54 Mbps. We plug these
parametersinto Equation3, andvary theminimumnumberof
neighbors,� , from

�

to
� �

. The competitive ratiosareshown
in Table I. When the network is reasonablydense,say each
nodehas

 

neighborson average,the throughputachieved by
greedyforwardingalgorithmis ACB

�

�CDFE

of that yieldedby the
global optimal algorithm.

While our analysisis basedon the link-layer throughput,
it can be easily extendedfor the effective throughputwith
lossy channels.In particular, with independentchannelloss,
the greedyalgorithm can also deliver near-optimal effective
throughput in the network layer (the proof is similar to
Theorem4.1).

B. Robustness

Anotherimportantmetricof routingperformanceis theend-
to-end delivery ratio, de�ned as the percentageof packets
that successfullyreachthe destination.Next we show that the
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Fig. 3. Simulationstopology

per-hop 1 -redundantforwarding in ROMER can achieve a
constantend-to-enddelivery ratio.

We considera simpli�ed scenarioin which eachlink has
an independentlossrateof � 6 , andthe end-to-endpathhas 	

hops.Therequiredend-to-enddelivery ratio is a constant� . It
is easyto seethat thedelivery ratio over a singlepathis �
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 . BecauseROMERdeliversthepacketsalongmultiple
disjoint paths,thenumberof which is denotedas � , theend-
to-end delivery ratio is improved to � 
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yields
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That is, to achieve a constantend-to-enddelivery ratio, the
numberof disjoint pathsshould increaseexponentially with
respectto thepathlength.This is why eachHAP forwardsthe
packet to 1 differentneighbors.In fact,basedon Equation

�

we know that 1 shouldbe set to
�

�

�	�

9

.

V. SIMULATION

In this section,we evaluate the performanceof ROMER
by simulations. We �rst quantify the throughput gain of
ROMER at different forwarding probabilities.We also study
the successfulpacket delivery ratio at the destinationGAP, at
differentlink andnodefailurepercentages.Theseresultsshow
that ROMER can achieve about68-195%higher throughput
gain over single-pathrouting. The successfulpacket delivery
ratio of ROMER is about92% in a 17-hopdelivery pathover
5% channellossover eachhop,whereasit is only 67% using
2-disjoint-pathrouting and a merely 42% using single-path
routing.

We usens-2 to carry out our simulations.A representative
simulationtopologyis shown in Figure3. In this topology, the
sourceHAP and the destinationGAP are 17 hopsaway, and
thesourcegeneratesconstant-bit-ratetraf�c to thedestination.
WeassumeeachTAP nodecancommunicatewith all its neigh-
borsby sectorantennasusing802.11g/aradios.The datarate
variesbetween6Mbpsand54Mbps,dependingon thechannel
fading condition.The RiceanFading model implementedby
RiceUniversityis usedto simulatechannelfading.Thesingle-
pathdistance-vectorroutingalgorithmandits simplemodi�ed
2-disjoint-pathroutingareusedfor comparisons.Ideally, we'd
like to usemoresophisticatedmultipathroutingalgorithmsfor
thoroughperformancecomparisonin the simulations,but no
sucha simulatoris availableat this time.

A. ThroughputGain

In this simulation,we evaluatethe throughputperformance
of ROMER. Figure 4 shows the throughputgain of ROMER
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Fig. 4. Throughputgain of ROMER comparedwith singlepath routing

over that of single-pathrouting, for variouslink losspercent-
agesanddifferentforwardingprobability " by eachHAP. We
observe that, the end-to-endthroughputof ROMER increase
by 68-195%,when the forwarding probability is 0.1-0.2 at
eachHAP node,and the channelerror rate is 0.1-5%.More-
over, thethroughputgaingrowsasthechannellosspercentage
increases.

Thereare two reasonswhy ROMER achieves higher end-
to-end throughput.First, it is becauseof the opportunistic
forwardingmechanismbuilt in ROMER. ROMER opportunis-
tically favors thepathswith higherdatarates.As thedatarate
of thechannelvariesover time dueto short-termfadingor ob-
stacles,most single path routing algorithmsremainoblivious
andwill suffer becauseonelink over the multihop routemay
happento be at low datarate. In ROMER, however, routing
always forwards the data packet to the downstreamnode
with highestdatarate.Second,ROMER providesmorerobust
transmissions(to be shown in SectionV-B). Both factorsof
opportunisticforwardingandrobust delivery contribute to the
throughputgain in the presenceof time-varying transmission
ratesandchannellosses.

B. ResilienceAgainstLossyLinks and NodeOutages

In this section,we studythe robustnessof ROMER against
channellossandnodeoutage.We let channelerror andnode
failures vary following uniform random distributions in all
simulations.The successfuldelivery ratio is de�ned as the
percentageof packetsthathave arrivedat thedestinationGAP,
out of all client packetssentout by the sourceHAP.

Figure 5 plots the successfuldelivery ratio of ROMER at
different channelerror percentages.From the �gure, we see
thatROMER canachieve about90%or higherpacket delivery
ratio with a forwardingprobability0.2,whenthechannelerror
rate varies from 0.1% to 5%. In contrast,the delivery ratio
by the single-pathrouting dropsfrom 98% to 42% when the
channellossreaches5%. Even for the 2-disjoint-pathrouting,
the delivery ratio is only 67% at 5% channel loss. In all
cases,ROMER clearly outperformsthe conventional single
andmultipathrouting protocols.

Figure 6 plots the successfuldelivery ratio of ROMER,
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single-pathroutingand2-pathroutingat differentnodefailure
rates.The�gure shows that,ROMER still achievesabout80%
delivery ratio at a randomizedforwarding probability of 0.2
when the node failure rate is 5%, whereasthe ratio is 70%
for 2-path routing, and 42% for single-pathrouting. Even
when the node outagerate increasesto 10%, ROMER still
delivers20% morepacketsthanthe 2-pathrouting,at a small
randomizedforwardingprobability of 0.2.

In multihop routing over wireless mesh networks, if the
numberof hopson theend-to-endpathis large(e.g.,morethan
15 hops),thesuccessfulpacket delivery ratio will be low even
with small channel/nodefailure rate.As a result, single-path
routing andmultipathrouting will not offer maximumdegree
of robustness.Onethe otherhand,in ROMER, in addition to
forward the packet to the highest-ratedownstreamnode,each
nodealso forwardspackets to other downstreamnodeswith
a small forwardingprobability. Theseextra copiesof packets
(say, 1.3copiesonaverage)cangreatlyenhancetheend-to-end
successfuldelivery ratio, in thepresenceof transient/persistent
channelloss and node outagedue to failures or under DoS
attacks.

VI . RELATED WORK

Routinghasbeena very active researchareain the context
of ad hoc networks,andmany proposalshave appearedin the
literature(see[12], [13], [14] for a few samples).However, the
scaleof ad hoc networks is typically muchsmallercompared
with meshnetworks, and theseproposalstypically assumea
muchsmallernetwork size(e.g.,DSRassumesa network size
of 6-8hops[12]). Moreover, they mainly focusonthemobility,
whereasour focus is on resilienceand high datathroughput.
In general,theserouting protocolsfunction at the coarsetime
scale(several secondsor more),whereasROMER operatesat
both coarsetime scale(i.e., the credit is updatedevery a few
seconds)and�ne time scale(i.e., actualpathis selectedat the
per-packet level) to exploit the opportunisticchannelgain.

In recentyears,there have beenan increasingnumberof
studieson wirelessmeshnetworks [2], [4], [5], [8], [9], [15],
[16], [17], [18]. However, ROMER addressesthe different
problem of resilient and high-throughputrouting compared
with thework on meshnetworks in the literature.[4], [8], [9],
[18] articulatedthe architecturalbene�ts of mesh networks
comparedwith the conventional cellular or mobile ad-hoc
networks. [2] seeksto de�ne the MAC standard,and [15]
discusseslink-layer schedulingandend-to-endfairnessissue.
[16] provides a detailedlink-level measurementstudy on an
802.11bmesh network. [5] addressesthe problem of high-
throughput routing. It design of Multi-Radio Link-Quality
SourceRouting(MR-LQSR) is a source-routingprotocol,but
with a new path metric called weightedcumulative expected
transmissiontime (WCETT) that re�ects the lossrateandlink
bandwidth. The metric update is done at time scale much
slower than the packet level. ROMER addressesa general
routingproblemof resiliency andhigh rate.Its two techniques
of building a runtime meshand exploiting opportunisticand
randomizedforwarding on the mesh are also signi�cantly
different from [5].

The designof ROMER – runtime forwarding mesh,ran-
domized and opportunistic delivery on the mesh – bears
conceptualsimilarity with the related work but has funda-
mental differences.Forwarding mesheswere used in [19],
[20], [21] to enhancerobust multicastdelivery in wirelessad
hoc networks. However, theseproposalsrequireintermediate
nodesto maintain explicit statesabout whether they are in
a mesh.Control messagesare exchangedin the network to
maintainmeshes.In ROMER, the meshis formed on the �y
for eachpacket. Besides,we can readily adjust the width of
the meshby changingthe credit line at the source.[11] also
constructsa forwarding mesh on the �y but in a different
context of large sensornetworks. The goals are to improve
protocol scalingand robustness.It did not make any efforts
to optimizethe transientthroughputasin ROMER. Moreover,
the overheadin [11] is more signi�cant sinceit did not have
the notion of the randomizedforwarding. In anotherwork,
[7], [17] also appliesthe conceptof opportunisticrouting to
multihopwirelessrouting.However, they seekto decreasethe
total numberof transmissions.The designexploits the feature



of probabilisticallyindependentreceptionof transmissionsat
differentnodes,includinghigh-losslong-distancelinks. It does
not explicitly leveragesthe multirate option at the physical
layer. In ROMER, we leverage the transient transmission
rate variationsenabledby the multirate capability and select
the highest throughputpath, insteadof the closestreceiver
to the destinationas in [7]. We also addressthe issue of
resilience while [7] does not. The notion of randomized
forwarding has also beenexplored in a different context of
resilient application-layerwired multicast [6]. However, this
conceptis usedtogetherwith the opportunisticforwarding in
ROMER. We tune the forwarding probability to eachlink' s
instantaneousthroughput.Moreover, we have dual goals of
improving resiliency and maximizing throughput,where [6]
focuseson resiliency on wired multicastonly.

VI I . CONCLUSION

In this paper, we describeROMER, a resilient and high-
throughput routing protocol for wireless mesh networks.
ROMER takes a two-tier routing approach and balances
betweenlong-term stablepathsand short-termopportunistic
detours.It both ensuresrobustnessagainsttransient/persistent
link loss and node outages,and exploits path diversity to
maximizethe end-to-endthroughput.

ROMER hasexploited two novel techniquesin its design.
It constructsa runtimeforwardingmeshon a perpacket basis
with negligible effort by theinfrastructure,usinga new credit-
basedmechanism.Each packet can specify its own credit
basedon its individual resiliencerequirement.The mesh is
formedon the �y asthe packet movestoward the destination.
ROMER alsoexploresopportunisticforwardingto deliver the
packet along the highest-transmission-ratepaths. A simple
greedyalgorithmcandeliver near-optimalthroughput.To con-
trol the overhead,ROMER also usesrandomizedforwarding
at eachintermediatenode.Our simulationsandanalysishave
shown thatROMER is ableto achieve up to 195%throughput
gain comparedwith the conventionalsingle-pathrouting. Its
packet delivery ratio can be 40% more comparedwith the
single-pathand two-disjoint-pathrouting protocols,when the
channelloss is about5% and the nodefailure is about10%.
This performanceis achieved with a randomizedforwarding
probability of 0.2 in the simulations.

Ongoingwork onROMERseeksto re�ne theanalysis,work
out thesecurityaspectto enhanceresilienceagainstmalicious
routingattacks,andaddmobility supportcomponentto handle
client mobility.
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