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Abstract— Wir elessmesh networks hold promisesto provide
robust and high-thr oughput data delivery to wirelessusers.In a
mesh network, high-speedAccessPoints (HAPs), equipped with
advanced antennas,communicate with each other over wir eless
channelsand form an indoor/outdoor broadband backhaul. This
backbone ef ciently forwards user trafc to a few gateway
APs (GAPs), which additionally have high-speed connections
to the wired Internet. In this paper, we describe ROMER, a
resilient and opportunistic routing solution for mesh networks.
ROMER balancesbetweenlong-term route stability and short-
term opportunistic performance. It builds a runtime, forwarding
meshon a per-packet basisthat offers a set of candidate routes.
The actual forwarding path by each packet opportunistically
adaptsto the dynamic channelcondition and exploits the highest-
rate wirelesschannelsat the time. To impr ove resilienceagainst
lossy links, HAP failur esor HAPs under DoS attacks, ROMER
delivers redundant data copiesin a controlled and randomized
manner over the candidate forwarding mesh. We evaluate the
effectivenessof ROMER through both simulations and analysis.

I. INTRODUCTION

Wirelessmeshnetworks seekto build a resilientand high-
performancenfrastructureto provide userspenasive Internet
accessln a meshnetwork, eachclient accesses local high-
speedaccesgpoint (HAP), andmultiple stationaryHAPs com-
municatewith oneanotherover the wirelesschannelandform
amultihop,wirelessbackbondor datadelivery. This backbone
eventuallyforwardsusertrafc to afew gatavay APs (GAPS)
thatadditionallyconnecto the wired Internet. Comparedwith
the current-generatiosingle-hopwirelesscellular infrastruc-
ture, meshnetworks build a wirelessbroadbandbackhaulto
provide users*“anytime, arywhere” Internet services.Some
perceved bene ts [4], [8], [9] include enhancedresilience
againstnode failures, channel errors and transientchannel
outages,higher data rates delivered to the users,and cost
savingsin tetherlessdeployment.

In this paper we study the problem of resilient and high-
throughput routing in a wireless mesh network. The two
concretegoalsfor our routingdesignare: (1) resilienceagainst
lossywirelesslinks, transient/permanemhanneloutagesand
occasionalHAP node failures; (2) high datarate along the
route that exploits recever diversity (in terms of current
perceved SNR) and the available multi-rate capability at the
physical layer (e.g., all 802.11a/b/g/ndevices possessthis
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feature).

There are two fundamental challengesin routing over
wirelessmeshnetworks. First, routing designhasto address
issuesin both short- and long-time scales.Similar to wired
routing, coarse-grainedouting maintainsstableroutesin the
long term (e.g., tens of secondsor more). In the meantime,
the ne-grained operationhasto adaptto the instantaneous
wirelesschannelvariations(e.g., the channelcoherencdime
is typically at the scaleof a few milliseconds[3]) in order
to achieve high throughput.A good wireless mesh routing
algorithm has to both ensurelong-term route stability and
achieve short-termopportunisticperformance Second,wire-
lessrouting hasto ensurerobustnessagainsta wide spectrum
of soft and hard failures, ranging from transient channel
outageslinks with intermediateloss rates[16], to persistent
channeldisconnectionsnodesunder denial-of-service(DoS)
attacks,and failing nodes.The state-of-the-artsolutions do
not addresshoth issues.Moreover, they do not scaleto large
nodepopulationin scenariosuchascity or metropolitanmesh
networks.

In this paper we describeROMER, a resilient and op-
portunistic routing protocol for the emeging wirelessmesh
network. ROMER exploits the relatively densedeployment
of HAP nodesand builds a randomizedand opportunistic
forwarding meshto enhancerobustnessand throughput.In
ROMER, eachdata paclet carriesa cost credit beyond the
minimum required. The paclet usesthe carried credit to
expandits traversedroutesaroundthe minimum-costpathto
form a forwardingmeshon the y . Within the runtime mesh,
eachintermediatenode opportunisticallyselectsthe instanta-
neous,higherquality wirelesslinks to maximizethe delivery
throughput.The instantaneousoutesare also randomizedto
minimize the forwarding overhead.This way, the perpaclet
forwarding mesh offers a set of candidateroutesat coarse
time scalesto re ect long-term route stability. The actual
forwardingpathby eachpaclet opportunisticallyadaptso the
dynamic channelcondition (in termsof currenttransmission
rate) of eachforwarding node, and the route adaptationis
enabledat ne time scalequpto afew millisecondsof channel
coherencdime).

In summary ROMER usesthe credit mechanismto build
a runtime forwarding mesh, centeredaround the long-term



minimum-costpath betweenthe sourceand the destination
GAP, on a perpaclet basis. The meshprovides inter-leaved
forwarding pathsto ensurehigh degreeof robustnessagainst
variousfailures.It alsoenablesntermediatenodesto adaptto

the short-termwirelesschanneldynamicsby opportunistically
delivering the paclet along the highest-ratelinks. It avoids
the performancepenalty of repetitve retransmissionsover
persistentlypoor channelconditionsalong a single path, the
schemeusedby currentrouting protocols[5], [7], [12], [13],

[14], [17] and802.11devices.This is achiesed via exploiting

pathdiversity of multiple routes.

Our simulationsand analysishave con rmed the effective-
nessof ROMER. The simulationsshav that ROMER can
achieve about 68-195% higher throughputgain over single-
path routing. Its robustnesss also betterthan the single and
multipath routing protocols. With a randomizedforwarding
probability setas 0.2, the successfupaclet delivery ratio of
ROMER is about92% in a 17-hop delivery path over 5%
channelloss over each hop, whereasit is only 67% using
2-disjoint-pathrouting and a merely 42% using single-path
routing. ROMER still delivers 20% more paclketsthanthe 2-
pathrouting with a randomizedorwardingprobability of 0.2,
when the node outagerate reaches10%. ROMER also has
provable performanceagainstfailuresand channelvariations.

The rest of the paperis organizedas follows. Sectionl|
discussegouting issuesin wireless meshnetworks. Section
lll describeshe ROMER design.SectionlV providessimple
performanceanalysis of ROMER. Section V evaluatesits
resilienceand opportunisticthroughputgain via simulations.
Section VI comparesROMER with the related work, and
SectionVIl concludeshe paper

Il. ISSUES FOR ROUTING IN WIRELESS MESH NETWORKS

In a mesh network, multiple stationary HAPs form the
wireless backboneand communicatewith one anotherover
multihopwirelesschanneld4], [8], [2]. EachHAP is typically
equippedwith several radios, and has accessedo in nite
power supply (i.e., HAP is not battery powered,and enegy
efciency is not a seriousissue). The radio typically offers
multi-rate options via adaptve modulationsat the physical
layer[1]. Whenthesignal-to-interferenceatio varies theradio
selectghe highestpossibletransmissiomatesubjectto a given
BER. Among the radios con gured at the HAP, one senes
as the local AP for the client hostsin its cell. Each pair of
neighboringHAPs communicatesvia anotherradio over an
independentvirelesschannelto maximizesystemthroughput.
To improve spectrumef ciency, recentstudieshave motivated
the use of sector antennashetweentwo neighboringHAPS
[4]; this con guration caneffectively improve radiofrequeng
reuseln fact,it hasbeenwidely usedin thewide-areacellular
networks.

The above seemingly simple architecture offers several
appealingfeatures,as documentedn the recentliterature[8],
[4]. First, it incurs low infrastructurecost. It not only gets
rid of the wiring costthat hindersthe fastdeploymentof the
public hot-spotg[4], but alsoallows for the useof unlicensed

bandsandincrementaldeployment.Meshrouterscancombine
low-costradioswith smartmeshsoftware. Second,t ensures
robust coverage.As calculatedin [8], a 50-device meshcan
offer about40dB link gain adwantageover the corventional
point-to-multipoint(PMP) radiocommunicationThe alternate
pathsofferedby the rich meshtopologyensurerobustnessand
reducethe needfor high link mamins. Third, meshnetworks
can offer broadbandservices.Multiple meshhops typically
increasethe effective subscribercapacity and 802.16amesh
mode schedulingalso guaranteegerhop lateng. Finally, a
mesh network possessesppealing scaling property in its
capacity It providesinherentlyfavorablesignal-to-interference
characteristics,and increasing subscriberdensity increases
overall network capacity asarticulatedby Dave Beyer in [8].
Within such a network infrastructure,routing over mesh
networks needsto addresswo new issues:
Ensuring resilience Comparedwith the wired Internet,
wirelessrouting hasto cope with various types of ex-
pectedand unexpectedfaults. The wireless channelis
inherently error prone, and the loss rate can be quite
high in a short period of time. Recentmeasurements
[16] have shavn that the lossis more or lessuniformly
distributed and links with intermediateloss rates are
common.Moreover, nodesmay fail unexpectedlyor are
underdenial-of-servicdDoS) attacks.In both scenarios,
the routing protocol hasto route aroundthe problematic
area.The corventionalsingle-pathrouting is vulnerable
to nodeor link failures.Themultipathroutingapproachs
betterin termsof robustnessbut it maynot beresponsie
enoughto cope with such channeland node failures.
The reasonis that moststate-of-the-artnultipath routing
algorithms,in both wired and wirelesssettings,operate
at the scaleof 10s of secondsor longer They tend to
selectthe beststableroutesin the long term.
The popular approachto improving link reliability
is through link-layer retransmissionge.g., the typical
802.11 MAC offers up to seven retransmissionsfor
lost paclets). However, such an approachincurs high
throughputpenalty Both analysisand measurementf3]
have shavn that the channelcoherencetime is at the
millisecond granularity in typical settings. Therefore,
lossy channel conditions typically persistfor multiple
paclets. Retransmittingoackets over the persistentpoor
channelswill only reducethe effective throughput.This
hasbeenobsened in recentmeasurementf23].
Exploiting path diversity. A key architecturalbene t
of mesh networks is to skip around obstacles,rather
thanblastover andthroughobstaclesn the corventional
PMP approachSpeci cally, in anindoor meshnetwork,
the pathlossis typically driven by obstaclegatherthan
distance.This leadsto the Log-Normal path loss model
[8], speci ed by , Where
is a randomvariablewith standarddeviation . In PMP
networks,large is bad,sincethedesignmustaccommo-
datefor the worst case,e.g.,leadsto — or — models.
In meshnetworks, large , which indicateslarge path



diversity, is good. The best-casdinks are automatically
selectedand used.Even in the simplistic case,[8] has
arguedthat meshrouting offers higherthroughputUsing

the 802.11aradiosandassumingree-spaceathlossand
commonnoise environment,[8] hasshowvn that a direct
pathdelivers 6Mpbs, while 9Mbps can be obtainedover
a two-hop path becauseshorterlinks will use 18Mbps
dueto 6dB lesspathloss. The multihop routing bene ts
even greaterin non-free-spacervironmentand/orwhen
routing aroundobstaclesTherefore how to opportunisti-
cally leveragethe short-termpathvariationsanddiversity
to maximize the end-to-endthroughputbecomesa key

challenge This requiremenstipulatesroutingin wireless
meshnetworks hasto adaptto transientthanneldynamics
at the millisecondtime scale,in orderto exploit the path
diversity and achieve high-throughputdelivery.

In this paper we focus on routing data from a client
machine,via a local HAP, to a destinationhost on the wired
Internet. The main goal is to route from the local HAP to a
destinatiolGAP, in the presenc®f dynamicchannelariations
and various failures mentionedabove. The solution can also
be adaptedo the casewhenawired Internethostdeliversdata
to awirelessclient, usingstandardnobility supporttechnique.

I1l. ROMER DESIGN

ROMER usesopportunistic,forwarding meshadjustedon
a paclet basisto ensurerobustnessand high throughput.
The meshis centeredaroundthe long-termstable,minimum-
costpath(e.g.,the shortestpath or long-termminimum-delay
path), but opportunisticallyexpandsor shrinksat the runtime
to exploit the highest-quality best-ratelinks enabledby the
physical-layemultirate options.The actualforwardingroutes
selectthe high-ratelinks out of the candidateoutesofferedby
the mesh.The actualforwardingroutesarealsorandomizedo
deliver redundantatacopiesin a controlledmannerto ensure
resilieny againstlossy links and transientnode outages.In
short, ROMER takesa two-tier routing approachandbalances
betweenlong-termoptimality (e.g.,in termsof hop countor
averagelateng) andshort-termopportunisticgain (in termsof
paththroughput).lt hastwo componentghatwork in concert
for efcient performanceradeof:

runtime candidate mesh a credit-basedapproachthat
allows eachpaclet to build its forwarding meshon the
y . The paclet may follow a subsetof the candidate
interleaved paths offered by the meshto resist against
channeland nodeoutages.

opportunisticand randomizedforwarding on the mesh

to maximize the end-to-endthroughput, ROMER uses
greedy forwarding to opportunisticallydeliver the data
paclet along the instantaneoushhighest-ratelink with

probabilityoneandotherhigh-ratedownstreaminks with

high probability.

Comparedwith the popular single-pathrouting protocol
in mesh networks, ROMER enhanceshoth resilience and
performanceCurrentprotocolsrely on link-layer retransmis-
sionsto recover from link loss. It thus suffers from repetitive

retransmissionsver persistentpoor links. Instead, ROMER
exploits path diversity by transmittingto multiple recevers,
at leastone of which is more likely to be in good channel
condition. This way, ROMER may signi cantly reducethe
throughputoverheaddue to retransmissiond.everagingpath
diversity also enablesROMER to opportunisticallyselectthe
highest-ratdink atthe moment.In contrast,currentprotocols
cannotadaptat the millisecond time scale since its routing
metrics are updatedevery 10s of seconds.This also incurs
throughputpenalty by hinderingthe adaptvity of the routing
protocol.
We next describeeachcomponeniof ROMER in details.

A. Building CandidateForwarding Meshon the Fly

Given a source HAP (that connectsto the client) and
a destination/sinkGAPR, instead of single-pathor multiple-
disjoint-pathrouting, ROMER builds a forwarding meshon
the y. It is well known that single-pathdelivery is proneto
randomnodefailuresandchannelossesRetransmissionkelp
but incur throughputpenalty Instead the meshis built around
the minimum cost(in termsof long-termaveragedelayor hop
count),which re ects the long-termoptimality. Moreover, the
meshprovides enough e xibility of rich, interleaved pathsto
accommodatehe short-termchanneldynamicsand transient
outages.It allows for optimizing short-term, opportunistic
performanceegardingchannelvariations,while boundingthe
maximumdeviation from the long-termoptimal path.

In the following, we describea novel credit-basedpproach
to constructinga runtime forwarding mesh, which achieves
exible tradeof betweenrobustnessoopportunisticgain and
costby controlling the credit carriedby the datapaclets. We
assumethat eachHAP recordsits minimum costto eachof
thefew GAPs.This minimum costcanbe obtainedvia simple
ooding or other available protocols,e.g., the one described
in [22].

1) Overviaw: Intuitively, if a datapaclet carriesan“extra”
amountof credit costbeyond , the minimum required
costfrom the sourceto the destination the paclet can afford
to travel more pathsduring the delivery processThesepaths
interleave andform a candidatdorwardingmesh asillustrated
in Figure 1). Uponreceving a paclet, a nodecheckswhether
the paclet hasenoughcredit for the nodeto further forward
downstreamlf so,the nodeusesopportunisticandrandomized
forwarding (to be describedin Sectionlll.B) to deliver the
paclet. Otherwise,it stopsforwardingthe paclet. Obviously,
the more extra credita paclet has,the wider the meshcanbe.
Therefore,we can easily adjustthe width of the forwarding
meshon a perpaclet basis, by controlling the extra credit
grantedto the paclet.

In orderfor the above seeminglysimpledesignto work, we
needto addresswo critical issues:(1) How to distribute the
credit along multiple, intermediatehops?(2) How to control
the overheaddueto delivery of redundantopiesof the paclet
on the mesh?

In orderto addresghe issueof credit distribution, we rst
notethat, not all pathssatisfyingthe total budgetrequirement
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Fig. 1. Credit-baseduntime mesh

(i.e., plus the total credit) shouldbe usedin forward-
ing. For example,givena creditof ~ andthe minimum cost
atthesourceof , thepacket maygo alonga particularpath
with cost . However, thereis little chancesucha delivery
could succeed,in the presenceof channelerrors and node
failures.Becausdheremay be a large numberof intermediate
nodesbetweenthe sourceand the destinationGAP, channel
error over ary hop could ruin the delivery. Similarly, a path
withcost  mightbeabadchoiceaswell. Packetforwarding
along such pathsmakes maminal contributionsto successful
delivery. Fundamentally these paths do not have sufcient
remaining credits to successfullydeliver the paclet to the
destinationGAP.

Therefore we shouldcon ne the meshto the “good” paths,
which have enoughremaining credits to ensuresuccessful
delivery to the destinationThis is relatedto how to distribute
the overall credit over eachhop from the sourceto the sink.
Without ary control over credit distribution, the rst several
hopscanconsumemostcredit,and eventuallyall downstream
hops end up with single-pathforwarding due to insufcient
amountof credit line. Therefore,each hop should not use

excessie amountof credit to avoid stressdownstream-hops'

credit.

Theremay be differentdesignchoicesfor creditdistribution
over eachhopfrom the sourceto the destinationFor example,
one may choseto give more credit to hops in areas of
strongerinterferenceOne may also give slightly more credits
to upstrearmodes.In this work, Given the densedeployment
of meshnodes,we explore a policy that allocatesmore credit
for the beginning hopsin orderto quickly expandthe mesh,
andlessat later hopsafter the meshis alreadywide enough.

Speci cally, we want the credit receved by a hop to be
in proportionto how “far” it is to the destination.This policy
canachiese goodrobustnessf channelerrorandnodeoutages
follow similar statisticaldistributionsacrosdifferentHAPsin
along run.

Note that the constructionof the forwarding meshis com-
pletely data driven Each data packet can specify its own

creditline (at the source)to satisfyits customizedrobustness

requirementThis also providesa nice mechanisnto provide
prioritized/differentiatedrobustnesdor different categoriesof
datapaclets.

To addressthe secondissue of con ning the forwarding
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Fig. 2. Mesh-basedorwarding example

overhead,we use the randomizationtechniqueto prunethe
runtime mesh. Each intermediatenode probabilistically for-
wardsthe paclet to eligible downstrearmodesthat satisfythe
local credit requirement.

2) Algorithm: We now presentthe algorithm that realizes
the above policy. At the sourcethe creditis setas
where is a constantand is the minimum costfrom
the sourceto the destinationGAP. A paclet carriesthe total
budget , and its current cost expenditure,
denotedby , alongits way to the destinationGAP.

We usethe example of Figure 2 to explain the algorithm.
When the source(in the upperleft corner) sendsout a mes-
sageijt speci esacreditlimit of 100unitsbeyondits cost100
( ). Thus the packet may consume200 units of cost
(say enepy) asit traversedrom the sourceto thesink GAP. At
anintermediatenode , assumehatthe paclet hasconsumed
cost units from the sourceto . Now  broadcastshe
packet consuming2 units of cost,reachingboth and
performsthe following calculations:

If  wereto forwardthis packet alongits singlepath,the
total amountof costneededwould be

, of which is the amountthat hasbeen
used,and is 'scost.
The amountof credit neededis
where is the sources cost. Given a credit budgetof

carried by the paclet initially, the remainingcredit

available for E and downstreamnodesis

The ratio of remainingcreditto initial creditline is

Now we comparethe above remainingcredit ratio

to an thresholdvalue, which is ,
where is 'scost,and is the costof the source.
decidedo silently discardthe paclet sincethe remaining
credit ratio is lessthanthe threshold

Similar calculationsare carried out by node B, which
leadsto a remainingcredit ratio of and a thresholdof
(refer to Figure 2 for detailed calculations).Since the
remaining credit ratio is greaterthan the threshold,B will
forward the messagevith probability .
Now we explain how the abore comparisonagainstthe



threshold leads to approximately linear credit distribution
from the sourceHAP to the destinationGAP. That is, the
credit receved by a hop is proportionalto its cost to the
GAP. At the source(with cost ), credit
is carried by the paclet. The paclet has consumedcost
when it reachesnode that has cost . At node
, maximum credit is consumed when the remaining
credit ratio is equal to the speci ed threshold
It is easyto see that ,

and _ Therefore, we have:

Then it follows
that e Taking the
derivative, we arrive at — ——  Then,

the allowed costconsumptiornat a hop is:

In the abore expressionthe rst term denotesthe minimum
required cost to go to the next hop. The secondterm is
the amountof credit that can be usedlocally (without over-
spending the credit for later hops); it is proportional to
, the cost from this node to the GAP. Therefore,as a
paclet traversesfrom the sourceto the GAR it is allowed to
consumemore credit nearthe sourceand lesscredit nearthe
destination.This way, the forwarding meshwill be expanded
more aggressiely initially, andlessaggressiely downstream.
In addition to the randomizedforwarding to control ex-
cessiely redundantpaclet deliveries,we may also suppress
duplicate copies to further reduce the overheadwhen the
wireless channel quality is good. Note that a node may
receve multiple copiesof the samepaclet, each of which
passeghe thresholdcomparisor(i.e., the packet hassufcient
remainingcredit). To save forwarding cost, eachintermediate
HAP maintainsa cachethat storesthe sequencenumbersof
its recentlyforwardedpaclets.Whenanoderecevesa paclet,
it compareghe sequencenumberagainstthosein the cache.
The paclet canbe discardedf it is a duplicate;otherwise the
cacheis updatedwith the new paclet. Therefore,eachnode
canforward the packet onceonly oncein the extremecase.
In summary the credit-basedapproachallows eachpaclet
to carrydynamiccredit stateto usedifferentmesheonthe y
and meetits robustnesgequirementThis is achieved without
modifying the operationsat eachHAP node,in sharpcontrast
to early multipath routing that requiresinfrastructuremainte-
nance.Thereis no needto maintainextra stateinformationon
the meshateachHAP. A HAP nodeknows whetherit belongs
to the meshonly after it recevesthe paclet. Moreover, mesh
providesricherconnectvity thanmultiple, explicit, forwarding
paths.In the presencef channelandnodeoutagesno effort is
neededo actively repairthe brokenpathsasin multipathrout-
ing. In addition,carryingstatein eachpaclet helpsthe design
to scaleto large meshnetwork size deployed in metropolitan
or large corporatesettings.The algorithmalsoinvolvesa few
simple operations,and the computationcompleity makes it

scaleto high-speedforwarding at each HAP. Furthermore,
no routing loops can form in the forwarding process.When
receving apaclet,therecever comparests costto its senders
costto ensureit is in the decreasingdirection on cost. The
paclet is always delivereddownstream.

B. RandomizedpportunisticForwarding

The goal of opportunistic forwarding is to leveragethe
short-termchanneldiversity to selectthe highest-throughput
link for pacletdelivery on the runtimemesh Wirelesschannel
quality may vary greatly in the shortterm due to multipath
fading, obstaclesmobile objects,interferencesand erviron-
mental noise. Therefore,the perceved signal-to-interference
ratio (SNIR) will changeover time. The multirate option
offered by adaptve modulationsdynamicallyadjustsa nodes
transmissiorspeedo matchthe currentSNIR. In practice the
transmissiorrate of an 802.11a/gradio canvary from 6Mbps
up to 54Mbpsin anindoor ervironment.

The opportunisticforwarding in ROMER takes a simple,
greedy approach.It exploits the densenode deployment in
terms of downstreamneighbors.Considereachnode has at
least neighbors.Oncethe meshis constructedor a data
paclet using the credit mechanism.each intermediatenode
selectswith probability the best downstreamlink, which
offers highestinstantaneousate,to maximizethe opportunis-
tic throughputgain. For other eligible downstreamlinks that
t within the local credit bound,ROMER also favors better
quality links overlow-quality links by selectinghigherrandom
forwardingprobability . In the currentdesign the forwarding
probability is setto bein proportionto eachlink's current
transmissiorrate, normalizedwith the bestdownstreamlink
speed.Therefore,given the currentrate of link as , the
forwarding probability over this link is set as _
where is the highest-ratelink amongall downstream
links. To further control the overhead,we bound the total
numberof forwardedcopiesfor a paclet, say . Then,each
link's forwarding probability is set as . The
number of forwarded copiesis a function of the link loss
probability. Section4 providesa heuristiccalculation.

The opportunistic forwarding in ROMER leveragesthe
available MA C-layermechanismso estimatethe transmission
rate to eachdownstreamnode. ROMER can work with arny
rate adaptationmechanismge.g., Auto Rate Fallback (ARF)
or RBAF [10] in the MAC. Similar to RBAF, it canusethe
RTS/CTS handshak to let the recever choosethe bestrate
for datatransmissionsThe forwarding probability canalsobe
negotiatedandadjustedvia RTS/CTSaccordingto the current
channelcondition. Fortunately the rate estimationdoes not
needto be done on a perpaclet basis,which consequently
incurs high overhead.This is becausehe channelcoherence
time is typically a few millisecondsor longer

IV. PERFORMANCE ANALYSIS

In this section,we provide simple analysisof the oppor
tunistic throughputgain and robustnesof ROMER.



A. OpportunisticThroughputGain

In the following analysis,we shawv that the simple greedy
forwarding policy, in which an intermediateHAP forwards
the paclet along the highest-data-ratéink, can deliver near
optimal end-to-endhroughputundercertainconditions.

We assumethat the ratesof differentlinks vary indepen-
dently, following a generaldiscrete probability distribution.
Speci cally, there exist  possible data rates,

, Which are usedwith a probability of ,
respectiely. We considerthe end-to-endthroughputof a -
hopforwardingpath,denotecby , thatis
determinedby the greedyforwardingalgorithm.Let  bethe
numberof neighborghatnode has.Themetricof interestis
thecompetitiveratio, de ned astheratio betweerthe expected
link-layer throughputof the greedyalgorithm and that of a
globally optimal algorithm. We have the following theorem
that characterizeghe lower boundfor suchcompetitve ratio:

Theoem4.1: Thecompetitve ratio of thegreedyalgorithm
is lower boundedby

1)

where , and

PROOF: The end-to-endhroughput is the minimum of the
perlink throughputalong the forwarding path, that is,

, in which is the throughputof the
link betweennode andnode . Basedon Lemma4.1
that is describednext, we know that the expectedperlink
throughputis:

The proof of the above theoremusesthe following Lemma:

Lemma4.1: Let be independentrandom
variablesthat follow the samedistribution(i.i.d.) as below

in which are differentvalues.We have

)

where
PROOF: By de nition, we have:

In order to solve the above equation,we divide the -
dimensionalspaceinto  sub-regyions. In sub-rgjion , is
the rst maximumin the array Thatis, s strictly larger
than , and no lessthan . Thus,we
canrewrite the above equationas:

# of neighbors| Competitve Ratio
2 0.6554
4 0.8213
6 0.8953
8 0.9339
10 0.9561
TABLE |

COMPETITIVE RATIOS OF GREEDY FORWARDING

Giventhatthefunction increasesnonotonicallywith
respectto , we can seethat , Where
. The lower boundof the competitve
ratio can be easily seenbecauseahe end-to-endhroughputof
a global optimal algorithmis at most

As a special case, when the date rates are uniformly
distributed,i.e., -, we canderive the following corollary
from Theorem4.1:

Corollary 4.1: With uniform distribution of datarates,the
Thecompetitveratio of thegreedyalgorithmis lower bounded
by:

©))
where

In fact, the above competitive ratio is approaching in the
realistic scenarios.In other words, the greedy algorithm in
ROMER can deliver nearoptimal end-to-endhroughput.For
example,in the 802.11a/gnetworks, thereare possibledata
rates:6, 9, 12, 18, 24, 36, 48, and 54 Mbps. We plug these
parameterinto Equation3, andvary the minimum numberof
neighbors, , from to . Thecompetitve ratiosare shavn
in Tablel. When the network is reasonablydense,say each
nodehas neighborson average the throughputachieved by
greedyforwardingalgorithmis of thatyieldedby the
global optimal algorithm.

While our analysisis basedon the link-layer throughput,
it can be easily extendedfor the effective throughputwith
lossy channels.In particular with independenthannelloss,
the greedyalgorithm can also deliver nearoptimal effective
throughputin the network layer (the proof is similar to
Theorem4.1).

B. Rolustness

Anotherimportantmetric of routing performances theend-
to-end delivery ratio, de ned as the percentageof paclets
that successfullyreachthe destinationNext we show thatthe
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Fig. 3. Simulationstopology

perhop -redundantforwardingin ROMER can achieve a
constantend-to-enddelivery ratio.

We considera simpli ed scenarioin which eachlink has
anindependentossrateof , andthe end-to-endpathhas
hops.Therequiredend-to-enddelivery ratio is a constant . It
is easyto seethatthe delivery ratio over a singlepathis

. BecausdROMER deliversthe paclketsalongmultiple
disjoint paths,the numberof which is denotedas , the end-
to-end delivery ratio is improved to
Therefore we have
yields

. Solving this equation

4)
That is, to achieve a constantend-to-enddelivery ratio, the
numberof disjoint pathsshould increaseexponentially with
respecto the pathlength.This is why eachHAP forwardsthe
pacletto  differentneighborsin fact, basedon Equation
we know that  shouldbe setto ——.

V. SIMULATION

In this section,we evaluatethe performanceof ROMER
by simulations. We rst quantify the throughput gain of
ROMER at different forwarding probabilities.We also study
the successfupaclet delivery ratio at the destinationGAP, at
differentlink andnodefailure percentageslheseresultsshov
that ROMER can achiesze about 68-195% higher throughput
gain over single-pathrouting. The successfupaclet delivery
ratio of ROMER is about92%in a 17-hopdelivery pathover
5% channelloss over eachhop, whereast is only 67% using
2-disjoint-pathrouting and a merely 42% using single-path
routing.

We usens-2to carry out our simulations.A representatie
simulationtopologyis shavn in Figure3. In this topology, the
sourceHAP and the destinationGAP are 17 hopsaway, and
the sourcegenerategsonstant-bit-ratéraf ¢ to the destination.
We assumeachTAP nodecancommunicatevith all its neigh-
borsby sectorantennasising802.11g/aradios.The datarate
variesbetweenbMbpsand54Mbps,dependingon the channel
fading condition. The RiceanFading model implementedby
Rice Universityis usedto simulatechannefading.Thesingle-
pathdistance-ectorrouting algorithmandits simplemodi ed
2-disjoint-pathrouting areusedfor comparisonsldeally, we'd
like to usemoresophisticatednultipathrouting algorithmsfor
thoroughperformancecomparisonin the simulations,but no
sucha simulatoris available at this time.

A. ThroughputGain

In this simulation,we evaluatethe throughputperformance
of ROMER. Figure 4 shows the throughputgain of ROMER

Romer (forward probability = 0.2) -+
Romer (forward probability = 0.1) —<—

Throughput Gain percentage
\

L T
Joe = %

0 0.005 0.01 0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05
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Fig. 4. Throughputgain of ROMER comparedwith single pathrouting

over that of single-pathrouting, for variouslink loss percent-
agesanddifferentforwarding probability by eachHAP. We
obsene that, the end-to-endthroughputof ROMER increase
by 68-195%, when the forwarding probability is 0.1-0.2 at
eachHAP node,andthe channelerror rateis 0.1-5%.More-
over, thethroughputgaingrows asthe channelosspercentage
increases.

There are two reasonswvhy ROMER achieves higher end-
to-end throughput. First, it is becauseof the opportunistic
forwardingmechanisnbuilt in ROMER. ROMER opportunis-
tically favorsthe pathswith higherdatarates.As the datarate
of the channelvariesover time dueto short-termfadingor ob-
stacles,most single path routing algorithmsremain oblivious
andwill suffer becausenelink over the multihop route may
happento be at low datarate.In ROMER, however, routing
always forwards the data paclet to the downstreamnode
with highestdatarate. Second ROMER providesmorerobust
transmissiongto be shovn in SectionV-B). Both factorsof
opportunisticforwardingandrobust delivery contribute to the
throughputgain in the presenceof time-varying transmission
ratesand channellosses.

B. ResilienceAgainstLossyLinks and Node Outages

In this section,we studythe robustnesof ROMER against
channelloss and nodeoutage.We let channelerror and node
failures vary following uniform random distributions in all
simulations. The successfuldelivery ratio is de ned as the
percentag®f pacletsthathave arrivedat the destinationGAP,
out of all client paclets sentout by the sourceHAP.

Figure 5 plots the successfuldelivery ratio of ROMER at
different channelerror percentageskrom the gure, we see
thatROMER canachieve about90% or higherpaclket delivery
ratio with aforwardingprobability 0.2, whenthe channelerror
rate varies from 0.1% to 5%. In contrast,the delivery ratio
by the single-pathrouting dropsfrom 98% to 42% whenthe
channellossreache$%. Evenfor the 2-disjoint-pathrouting,
the delivery ratio is only 67% at 5% channelloss. In all
cases,ROMER clearly outperformsthe corventional single
and multipath routing protocols.

Figure 6 plots the successfuldelivery ratio of ROMER,
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single-pathrouting and 2-pathrouting at differentnodefailure
rates.The gure shavsthat, ROMER still achievesabout80%
delivery ratio at a randomizedforwarding probability of 0.2
when the node failure rate is 5%, whereasthe ratio is 70%
for 2-path routing, and 42% for single-pathrouting. Even
when the node outagerate increaseso 10%, ROMER still
delivers20% more pacletsthanthe 2-pathrouting, at a small
randomizedorwarding probability of 0.2.

In multihop routing over wireless mesh networks, if the
numberof hopsonthe end-to-engathis large (e.g.,morethan
15 hops),the successfupaclet delivery ratio will below even
with small channel/noddailure rate. As a result, single-path
routing and multipath routing will not offer maximumdegree
of robustnessOnethe otherhand,in ROMER, in additionto
forward the paclet to the highest-ratedownstreannode,each
node also forwards paclets to other downstreamnodeswith
a small forwarding probability. Theseextra copiesof paclets
(say 1.3copieson averagexangreatlyenhanceheend-to-end

VI. RELATED WORK

Routinghasbeena very active researchareain the context
of ad hoc networks, and mary proposalshave appearedn the
literature(see[12], [13], [14] for afew samples)However, the
scaleof ad hoc networks is typically much smallercompared
with meshnetworks, and theseproposalstypically assumea
muchsmallernetwork size(e.g.,DSR assumes network size
of 6-8hops[12]). Moreover, they mainly focusonthe mobility,
whereasour focusis on resilienceand high datathroughput.
In generaltheserouting protocolsfunction at the coarsetime
scale(several secondor more),whereasROMER operatesat
both coarsetime scale(i.e., the creditis updatedevery a few
secondspnd ne time scale(i.e., actualpathis selectedat the
perpaclet level) to exploit the opportunisticchannelgain.

In recentyears,there have beenan increasingnumber of
studieson wirelessmeshnetworks [2], [4], [5], [8], [9], [15],
[16], [17], [18]. However, ROMER addresseghe different
problem of resilient and high-throughputrouting compared
with thework on meshnetworksin the literature.[4], [8], [9],
[18] articulatedthe architecturalbene ts of mesh networks
comparedwith the corventional cellular or mobile ad-hoc
networks. [2] seeksto de ne the MAC standard,and [15]
discussedink-layer schedulingand end-to-endfairnessissue.
[16] provides a detailedlink-level measuremenstudy on an
802.11bmesh network. [5] addresseghe problem of high-
throughputrouting. It design of Multi-Radio Link-Quality
SourceRouting (MR-LQSR) is a source-routingorotocol, but
with a new path metric called weightedcumulatve expected
transmissioniime (WCETT) thatre ects the lossrateandlink
bandwidth. The metric updateis done at time scale much
slower than the paclet level. ROMER addresses general
routing problemof resiliengy andhigh rate.lts two techniques
of building a runtime meshand exploiting opportunisticand
randomizedforwarding on the mesh are also signi cantly
differentfrom [5].

The designof ROMER - runtime forwarding mesh, ran-
domized and opportunistic delivery on the mesh — bears
conceptualsimilarity with the related work but has funda-
mental differences.Forwarding mesheswere usedin [19],
[20], [21] to enhancerobust multicastdelivery in wirelessad
hoc networks. However, theseproposalsrequireintermediate
nodesto maintain explicit statesaboutwhetherthey are in
a mesh.Control messagesre exchangedin the network to
maintainmeshesin ROMER, the meshis formedon the y
for eachpaclet. Besides,we canreadily adjustthe width of
the meshby changingthe credit line at the source.[11] also
constructsa forwarding meshon the y but in a different
contt of large sensornetworks. The goals are to improve
protocol scaling and robustnessit did not make ary efforts
to optimizethe transientthroughputasin ROMER. Moreover,
the overheadin [11] is more signi cant sinceit did not have
the notion of the randomizedforwarding. In anotherwork,

successfutielivery ratio, in the presencef transient/persistent [7], [17] also appliesthe conceptof opportunisticrouting to

channelloss and node outagedue to failures or under DoS
attacks.

multihop wirelessrouting. However, they seekto decreasehe
total numberof transmissionsThe designexploits the feature



of probabilisticallyindependenteceptionof transmissionst
differentnodesjncludinghigh-losslong-distanceinks. It does
not explicitly leveragesthe multirate option at the physical
layer In ROMER, we leverage the transient transmission
rate variationsenabledby the multirate capability and select
the highestthroughputpath, insteadof the closestrecever
to the destinationas in [7]. We also addressthe issue of
resilience while [7] does not. The notion of randomized
forwarding has also beenexplored in a different context of
resilient application-layerwired multicast [6]. However, this
conceptis usedtogetherwith the opportunisticforwardingin
ROMER. We tune the forwarding probability to eachlink's
instantaneoushroughput. Moreover, we have dual goals of
improving resilienyy and maximizing throughput,where [6]
focuseson resilieny on wired multicastonly.

VIlI. CONCLUSION

In this paper we describeROMER, a resilient and high-
throughput routing protocol for wireless mesh networks.
ROMER takes a two-tier routing approachand balances
betweenlong-term stable pathsand short-termopportunistic

[6] SumanBanerjee,SeungjoonLee, Bobby BhattacharjeeAravind Srini-

vasan,ResilientMulticast using Overlays,ACM SIGMETRICS2003.

[7] Sanijit Biswas,RoberiMorris,Opportunisticrouting in multi-hop wireless
networks, ACM SIGCOMM ComputerCommunicationReview, 2004

[8] Dave Beyer, Wireless Mesh Networks for ResidentialBroadband,Na-
tional wirelessEngineeringconference2002.

9] WirelessMesh Network Projectsat Intel. online document.

[10] G. Holland, N. Vaidya,andP. Bahl. A rate-adaptie MAC protocolfor
multi-hop wirelessnetworks. In MOBICOM 2001.

[11] Fan Ye, Gary Zhong, SongwulLu, Lixia Zhang, GRAdient Broadcast:
A Rolust Data Delivery Protocolfor Large Scale SensorNetworks, to
appeatin ACM WirelessNetworks (WINET), Vol. 11,No.2,March2005.

[12] D. B. JohnsonandD. A. Maltz, "Dynamic SourceRoutingin Ad-hoc
Wireless Networks, Mobile Computing Kluwer Academic Publishers,
1996.

[13] C. Perkins et al., "Ad-Hoc On Demand Distance Vector Routing
(AODV),” Internet-Draft,1997.

[14] J.Broch,D. A. Maltz, D. Johnsony. Hu, J. Jetchea, “A Performance
Comparisorof Multi-Hop WirelessAd Hoc Network RoutingProtocols,
MOBICOM'98

[15] V. Gambiroza,B. Sadghi, and E. Knightly, “End-to-End Performance
and Fairnessin Multihop WirelessBackhaulNetworks;, in ACM Mobi-
Com 2004.

[16] Daniel Aguayo,JohnBicket, SanjitBiswas,GlennJudd,RobertMorris,
"Link-level Measurementfrom an802.11bMeshNetwork,” SIGCOMM

[17] S. éiswas, R. Morris, ExOR: Opportunistic Multihop Routing for
WirelessNetworks, SIGCOMM 2005.

detours.lt both ensuregomstnesﬁgainsttransient/persistent [18] J.Bicket, D. Aguayo,S. Biswas,R. Morris, Architectureand Evaluation

link loss and node outages,and exploits path diversity to
maximizethe end-to-endhroughput.

ROMER hasexploited two novel techniquesn its design.
It constructsa runtime forwardingmeshon a per paclet basis
with neggligible effort by theinfrastructureusinga new credit-
basedmechanism.Each paclet can specify its own credit
basedon its individual resiliencerequirement.The meshis
formedonthe y asthe paclet movestoward the destination.
ROMER alsoexploresopportunisticforwardingto deliver the
paclet along the highest-transmission-ratpaths. A simple
greedyalgorithmcandeliver nearoptimalthroughput.To con-
trol the overhead ROMER also usesrandomizedforwarding
at eachintermediatenode.Our simulationsand analysishave
shavn that ROMER is ableto achiese up to 195%throughput
gain comparedwith the corventionalsingle-pathrouting. Its
paclet delivery ratio can be 40% more comparedwith the
single-pathand two-disjoint-pathrouting protocols,whenthe
channellossis about5% and the node failure is about10%.
This performances achiezed with a randomizedforwarding
probability of 0.2 in the simulations.

Ongoingwork on ROMER seekgo re ne theanalysiswork
out the securityaspecto enhanceesilienceagainstmalicious
routingattacks andaddmobility supportcomponento handle
client mobility.
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