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Abstract

Falsedatainjectionis a severe attadk that compomised
sensornodes(“moles”’?) can launch. Thesemolesinject
large amountof bogustraf c that canlead to application
failuresand exhaustechetworkresouces. Existing sensor
networksecurityproposalsonly passivelymitigatethedam-
age by ltering injected padkets; they do not provide ac-
tive meandor ght bad. Thispaperstudieshowto locate
sud moleswithin the framevork of padet marking when
forwarding molescolludewith souice molesto manipulate
the marks. ExistingInternettraceba& medanismsdo not
assumeomppomisedforwarding nodesand are easily de-
featedby manipulatedmarks. WWe proposea Probabilistic
NestedViarking (PNM) schemethat is secue againstsud
colluding attadks. No matterhow colluding molesmanipu-
latethemarks,PNM canalwayslocatethemonebyone We
prove that nestedmarkingis both sufcient and necessary
to resistcolluding attadks. PNM also has fast-tracebak:
within about50 padkets,it cantrack downa moleupto 20
hopsawayfromthe sink. Thisvirtually preventsany effec-
tive datainjectionattad: moleswill be caughtbefore they
haveinjectedany meaningfulamountof bogustraf c.

Keywords: Traceback,SensorNetworks, Colluding At-
tacks,Packet Marking

1 Intr oduction

Many wirelesssensometworks are expectedto work in
a possibly adwerseor even hostile ervironment. Due to
their unattendecdperationsijt is easyfor an adwersaryto
physicallypick upandcompromisesensomnodespbtaining
their storeddataincluding secrekeys. Thesecompromised
“moles” canlaunchvarioustypesof attacks,animportant
one of which is false data injection [12, 14]. Onesingle
mole caninject large amountsof bogustrafc to ood the

1“Moles” arespieswhooperatérom within anorganizationgspecially
agentperatingagainstheir own governmentsWe useit to referto com-
promisedsensomodes.

sink, leadingto applicationfailuresandwastingenegy and
bandwidthresourceslongtheforwardingpath. Recentre-
search[12, 14, 11] hasproposeda numberof schemego
detectand drop suchbogusmessagegn-route. However,
they areall passivan thatthey only mitigatethedamageof
attacks.They do not provide active meandor ght-back.

In this paperwe studya crucialproblemtowardsuchac-
tive ght-back, thatis, how to locatemolesin sensomet-
works. Knowing their locations,we canisolateor remove
themfrom the network, thus eradicatingthe root causeof
the attack. Locating moles presentsgreatresearchchal-
lenges.First, differentfrom the Internetwhereroutersare
better protectedand relatively trustedthan end hosts, all
sensomodesare equally accessibleny the adwersaryand
uniformly un-protectedAny forwardingnodemaybecom-
promised;thereis no relatively trustedrouting infrastruc-
ture thatwe canleverage. Secondthe molescancollude.
They cannotonly sharetheir secretkeys, but alsomanipu-
latepacletsin acoordinatednanneto coveruptheirtraces.
Suchmanipulationattacksare far more sophisticated¢han
simply increasingthe amountof bogustrafc. Existing IP
tracebackschemedor the Internet[9, 8, 10, 4] do not con-
sidersuchcompromisedorwardingnodesandbecomen-
effective undersuchcolludingattacks.

We proposea Probabilistic Nested Marking (PNM)
schemeo locatecolluding molesin falsedatainjection at-
tacks. We usepacket marking[8] to discover the true ori-
gin of paclets: A nodemarksits identity in the pacletsit
forwards. By collectingsuchmarks,the sink caninfer the
route thustheoriginlocationof thetraf c. Althoughpaclet
markinghasbeenwell exploredin thelnternet[8, 10, 4], its
applicability againstcolluding sensomoles,however, has
never beenstudied.Existingmarkingschemegor IP trace-
backcanbe easilydefeatedy anintermediatdforwarding
mole,which tamperghe marksto hidethetruelocationsof
the sourceanditself, or evenleadthe sink to trackto inno-
centnodes.

PNM achievessecureandef cient tracebaclagainstol-
luding molesusingtwo techniquesnamelynestedmarking
andprobabilisticmarking Nestedmarkingsupportssingle-



paclet traceback.Eachforwardingnodemarkspacletsin

anestedashionsuchthatits mark protectsthe marksfrom

all previous forwarding nodes. This ensureghat no mat-
ter how a colluding mole manipulateghe marks, it either
revealsthe source'location,or that of its own. Probabilis-
tic markingreducegheperpacketmarkingoverheado suit
theresource-constrainesensorsEachnodeleavesa mark
with certainprobability, thus a paclet carriesonly a few

marks. Differentfrom Internetmarking schemesvherea
new markmayreplaceanexisting one,in PNM new marks
aresimply appendedo the paclet.

Using formal security analysis,we prove that nested
markingis notonly sufcient but alsonecessarfor tracing
to a mole's one-hopneighborhood.Moreover, we demon-
stratethe effectivenessandef ciency of PNM throughana-
lytical andempiricalevaluations.PNM providesfasttrace-
back:within about50 paclets,thesink canlocateamoleup
to 20 hopsaway. It virtually preventsmolesfrom launching
effectivedatainjectionattacksasthey will becaughtbefore
they caninjectameaningfulamountof attacktraf c. Tothe
bestof ourknowledge oursis the rst work thatthoroughly
investigatehe applicabilityof markingin sensometworks,
andthe rst thatdefeatghe cover-up of colludingmoles.

We malke several contributionsin this paper First, we
point out the needfor proactive securityagainstmolesin
sensonetworks. We alsoexamine within the pacletmark-
ing framework, variouscolludingattacksthatthe molescan
launch.Secondwe thoroughlyinvestigatehe designspace
of pacletmarkingandshaw thatnestednarkingis bothsuf-
cient andnecessaryif ary portionsof the previousnodes'
marksarenot protected(asin mary seeminglynaturalde-
signs) thereexist attackswherea colludingmolecaneither
hide the locationsof the sourceanditself, or trick the sink
to traceto innocentnodes. Third, we show that a straight-
forwardprobabilisticextensionto nestednarkingis subject
to onecolludingattackof selectve dropping.To defeatthis
attack we proposeaneffective probabilisticnestednarking
schemawvherethe IDs of markingnodesareanorymized.

The restof the paperis organizedasfollows. Section2
presentghe network andthreatmodels. Section3 demon-
strategheinsecurityof existing IP tracebaclschemesinder
colludingattacks.Sectiord presentshebasicnestednark-
ing and probabilisticmarking designsin PNM. Section5
analyzeghe securityof PNM andproveswhy nestednark-
ing is bothsufcient andnecessarySection6 evaluateshe
performanceof PNM and Section7 discusses: numberof
practicalissues.Section8 compare$?NM with the related
work andSection9 concludeghe paper

2 Modelsand Assumptions

We considera staticsensometwork wheresensomodes
do not move oncedeployed. Thesenodessensehe nearby

ervironmentand producereportsaboutinterestedevents,
which containthetime, locationanddescription(e.g.,sen-
sor readings)of the events. The reportsare forwardedto
a sink by intermediatenodesthrough multi-hop wireless
channels. The sink is a powerful machinewith sufcient

computingandenepgy resources.

Thesensonodesareresource-constrainexhdhave lim-
ited computationapower, storagecapacityandenegy sup-
ply. For example,the Mica2 motes[1] arebatterypowered
andequippedwith only a4MHz processoand256K mem-
ory. While public-key cryptographycan be implemented
in suchlow-enddevices, it is too expensve in enegy con-
sumption.Thuswe only considetef cient symmetriccryp-
tography(e.g.,securenashfunctions)in our design.

We assumeheroutingis relatively stable.Routesdonot
changefrequentlyin shorttime periods. Whenroutesare
stable ,eachnodehasonly onenext hopneighborin its for-
warding path andforwardsall pacletsto the sink through
this neighbor This is consistenin tree-basedouting pro-
tocols[6] or geographicaforwarding[5].

We alsoassumehat eachsensomodehasa uniquelD
andsharesa uniquesecretkey with the sink. TheID and
key canbepre-loadednto anodebeforeit is deployed. The
sink canmaintaina lookuptablefor all nodelDs andkeys.
While nodesmay establishotherkeys for purposesuchas
neighborauthenticationPNM doesnotrequiresuchkeysto
work.

The adwersarymay compromisesensornodesthrough
physical captureor software bugs, thus gaining full con-
trol of them. He hasaccesdo all the storedinformation,
including secretkeys, and canre-programthemto behae
in a maliciousmanner We call suchcompromisechodes
“moles”. Moles may coordinateto maximizethe damage.
The sink is usuallywell protected.Although possible we
do notconsideredompromisedinksin this paper

Thecontet for tracebacks thethreatof falsedatainjec-
tion. As illustratedin Figurel, onemole actsasasource
andinjectslarge amountof bogussensingreportsinto the
network. Suchreportsnotonly disruptthe userapplication
but alsowastenetwork resourcege.g.,enegy, bandwidth)
spentin forwardingthem[12]. Tracebackis the rst step
towardactive defenselt allowsthe sinkto identify thetrue
origins of reports. The sink canthendispatchtaskforces
to suchlocationsremove molesphysically or notify their
neighborsnot to forward trafc from them. We leave the
exactmechanisnasfuture work andfocuson tracebackn
this paper

The challengeor an effective markingschemas, a col-
luding mole  alongthe forwarding pathmay tamperthe
marksarbitrarily (seeFigurel). It canhidebothits location
andthe sourcemole’s location,or eventrick the sink trace
to innocentnodes. Hiding their locationsallows continu-
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Figure 1. Moles and work togetherto cover their
tracesfor injecting attacktraf®c.  injectsbogusreports.

recevesapacletwith nodes 'smarks. mayma-
nipulatethe marksin variousways, suchasalteringthese
marksto , or remove the mark of node . The
moles' goalis to hidetheir locations,or leadthe sink trace
to innocentnodes.

ousinjection without being punished. This is neededfor
the injection to causesigni cant damage.Leakingary of
theirlocationswill leadto punishmensuchasnetwork iso-
lation or physicalremoval. Tricking the sink traceto inno-
centnodess extrabonus:thesink maypunishthesenodes,
thusderying legitimateresourceandserviceto itself.

We presenta taxonomy of colluding attacks against
marking-basetracebaclby two colludingmoles, thatin-
jectsbogusreportsand ontheforwardingpath.

1) No-MarkAttacks A mole may not markthereportat
all. 2) Mark InsertionAttacks Boththesourcemoleandthe
forwardingmole may insertoneor mary faked marksinto
thereports.3) Mark Remeal Attadks A forwardingmole
may remove existing marksleft by upstreannodesin the
reports. 4) Mark Re-odering Attadks A forwardingmole
mayre-orderexisting marksin thereports.5) Mark Altering
Attaks A forwardingmole mayalterexisting marksin the
reportsand make theminvalid. 6) SelectiveDropping At-
tacks A forwardingmolemay selectvely dropthosepack-
etsthat,if recevedby the sink, would leadthe tracebacko

then?. 7) Identity SwappingAttackks and  may know
eachother's key andimpersonateachothet
For example, Figure 1 shows a chainof forwarding
nodedetweerasourcemole andthesink. Node isthe
colluding mole. It receves 's messagewhich contains
valid marks , left by nodes . It mayalter
themto , makingtheminvalid, thusthe sink rejects

thesemarks.lt mayremovzemark andleaveonly
thetracebaclstopsatinnocentnode

,thus

To aid the presentationwe usethe following notations.
A sourcemole injectsbogusreportsthat conformto the

2\We do not consideithe casewherea forwardingmole dropsall bogus
traf®c. In thatcasethesink cannotreceve ary suchreportsor marks,thus
markingschemesirenotapplicable.

legitimate format. Eachreport  containsan event
location andtimestamp (i.e., , Where
“ " denotesconcatenation)Bogusreportscannotall con-
tain exactly the samecontent,otherwisethey are consid-
ered redundantand be droppedby legitimate forwarding

nodes. isforwardedoverachainof intermediatenodes
to thesink.
Eachnode hasauniquelD andsharesuniquekey

with the sink. It canuseits key to generatea Message
AuthenticationCode(MAC) for the pacletsit generatesr
forwards,usinganef cient andsecurekeyedhashfunction
, Where isthekey. Specically, addsamark

to the messagét recevesfrom previous hop to con-
structits own message mayinclude 'sID and
MAC thensends tothenext hop
Forwardingnode  ( ) is a colluding mole
andwedenotdt canmanipulatehe messages recevves
from in arbitrarymanneythenpassit to . It can

useary oneor a combinationof the attacksin Section2.2
to disruptthetraceback.

3 Internet Marking SchemedNot Applicable

A numberof markingschemeg3, 8, 10, 4] have been
proposedfor IP traceback. They assumethat the at-
tacker compromisesmary end hosts, but usually not In-
ternetrouters. Routerssimply mark the pacletswith their
IP addressefn plain text without arny securityprotection.
Clearly, they cannotbedirectly appliedin sensometworks
wherea forwardingmole canarbitrarily forge suchmarks.
Neverthelessthe AuthenticatedMarking Scheme(AMS)
[10] hasconsidereaompromisedoutersandcryptographi-
cally protectshe marks.However, even AMS cannotwith-
standmary colluding attacksfrom only two moles. Our
purposes notto criticize, but rather illustratewhy we need
somethingdifferentin sensometwork context.

AMS protectsthe marksusing a securehashfunction.
Eachnodesharesa uniquesecretkey with the sink. Upon
receving a paclet, a forwardingnode probabilistically
marksit with , Where aresource
anddestinatioriP addresses In theoriginal AMS, apaclet
carriesatmostonemark (dueto the limits of availablebits
in the IP header) We extendit suchthata packetcancarry
multiple marks,onefrom eachforwardingnodeas
(DestinationID is removed as the sink is well-known in
sensometwork context). Considerthe exampleshown in
Figurel,where and aretwo colludingmoles.Thisex-
tendedAMS fails undermarkremoval, markre-order mark
alteringandselectve drop attacks.For example,if mole
removesall marksfrom andnode , the sink will trace
backto innocentnode .

ExtendedAMS fails becauséhe mark addedby a node
doesnot protectmarksleft by previous nodes.Eachmark

3This is onemarkingmethodassuggestedtby the authorsin [10].



canbeindividually manipulatedvithout affectingthevalid-

ity of othermarks.In thefollowing, our basicnestedmark-
ing establishes binding betweeneachmark andall previ-

ousmarks. We will alsoshaw thata probabilisticmarking
requiresan additionalfeature,anorymity of 1Ds, to defeat
selectve droppingattacks.

4 PNM Design

PNM canlocatecolludingmoles,in the context of false
datainjection attacks,within the precisionof a singlesus-
pectedneighborhood This includesone nodeandits one-
hop neighborsandtheremustbe at leastone mole among
thesenodes PNM consistof two novel techniquesnamely
nestedmarking and probabilistic nestedmarking Nested
markingis the basicmechanism.It ensureghat the sink
cantracebackto onemoleatatime, usingonly onepaclet.
However, it hasadravbackof largemessageverheadsince
eachforwardingnodeneedgo placea mark on the paclet.
In large sensometworksthisis not ef cient.

Subsequentlywe useprobabilisticmarkingto spreadhe
messag®verheadover multiple paclets. Eachforwarding
nodeplacesa markwith certainprobability Thusa paclet
carriesonly afew marksandperpacletoverheads greatly
reduced. This tradesoff detectionpower for lessmessage
overhead.The sink may needmultiple pacletsto identify
themoles whichisreasonablaslongasthemolesareiden-
ti ed beforethey causesigni cant damage.

Packet Marking: Eachforwardingnode appendsto
thepacletitsID andasecureMAC usingthesecrekey

it shareawith the sink. The MAC protectsthe entire mes-
sagdt recevesfrom . Thatis, .
As anexample(seeFigure 1), the messagesentby neigh-
boringnodesare:

At eachhop, theID indicatesnode 's presenceon the
route,theMAC provesto thesinkit is indeed
node thatsendsmessage , andwhatthe nodereceves
was . We canseethatthe MAC addedby  protects
notonlyits own ID buttheentiremessagéromtheprevious
hop. Thisis wherethe nameof nestednarkingcomesrom.
Dueto the nestedmarking,ary tamperingwith the pre-
vious IDs, or MACs, or their order, will make the MAC
invalid. In Section5, we will useformal securityanaly-
sisto shav thatnestedmarkingis sufcient and necessary
for securdracebackThatis, it canwithstandall colluding
attacks,but any simplerdesigncannot. In extendedAMS
only theoriginalmessage and 'sID areprotectedput

not the mark's bindingto previous marksin . Thatis
why it failswhenmarksareindividually manipulated.

Traceback: After receving paclet , thesinkveri es
the nestedmarksbackwards. It rst retrievesthe ID of the

lasthop andusesthe correspondinkey  to verify the
lastMAC f is correct,it retrievesthe D
of the previoushop andveri es . Thesink

continuesthis procesauntil eitherit hasveri ed all MACs
ascorrect,or it nds anincorrect . A mole (either
sourceor forwarding)is locatedwithin the one-hopneigh-
borhoodof the nodewith thelastveri ed MAC (including
this nodeitself).

In the exampleshavn in Figurel1, node isamole. If

altersthe mark of nodel, marksfrom nodesl, 2 and3
will all becomeinvalid. When  doesnot leave a markor
leavesaninvalid mark, the tracebackstopsat node5 anda
mole () is amongthe one-hopneighborsof this stopping
node;when leavesa valid mark, the tracebackstopsat
node , in which casethe stoppingnodeitselfis amole.

The basicideaof ProbabilisticNestedMarking is to let
eachforwardingnodemark the paclet with a small proba-
bility . Thusonaforwardingpathof nodesonaverage
amessagearries marks.Theprobability canbetuned
suchthattheoverheadbf  marksis acceptable.

An Incorr ect Extension: Extendingto a probabilistic
markingmaylook straightforvardat rst glance.However,
it turnsoutto benon-trivial. Simply letting eachnodemark
with probability (seethefollowing)is vulnerableto selec-
tive droppingattacksthatcanleadthetracebacko innocent
nodes.

Considerthe examplein Figurel. SincetheID list is in

plaintext, thecolludingmole canseewhich of

have markedthe paclet. It candropall packetscontaining

marksof , and forward just thosebearingmarksfrom
. Whenthesink tracesback,it will stopat , whose

one-homeighborhoodioesnotcontainany mole. Actually,

canleadthetracebacko arny innocentnodebetweernit-

selfandthesourcemole.

This attackworksbecausén probabilisticmarking,each
paclet carriesonly partial “samples”of nodeson the for-
warding path. Due to the plain text ID, the mole canse-
lectively passcertain“samples”sothatthe sink seesonly a
partial pathendingat oneof 'supstreannodes. It does
notwork in the basicnestedmarking,becausevery paclet



carriesmarksconstitutingthe completepath. Thereexists
no partial“samples”for selectve dropping.

We facea dilemmahere. We do not want ary nodebe
ableto tell who have markedthe paclet. This way the col-
luding mole cannotknow which pacletsto drop. However,
the sink still needsto nd out who have left marksto ver-
ify them.In thefollowing, we exploit theasymmetryof the
sink, extra knowledgeaboutall secretkeys and sufcient
computingresourcesto solve the problem.

Probabilistic NestedMarking:  Insteadof usingits real
ID , alegitimatenode usesananorymousID in the
paclet. The mappingfrom realID to anorymousID
dependon the secret , known by only  andthe sink.
Thecolludingmoledoesnot possestheknowledgeof keys
from uncompromisedhodes thusit cannotdeducethereal
ID from theanorymousone.

In theabove, is anothersecureone-way functionthat
computesheanorymouslD. TheanorymouslD  isbound
to  suchthatit changedor eachdistinctmessage for-
wardg. This avoids a static mappingthat canbe accumu-
lated over time by the attacler. Comparedo the extended
AMS, it hashothnestednarkingandanorymousiD.

Mark Veri cation  With theanorymousID, theveri ca-
tion at the sink becomedifferent. It rst needsto know
thereal ID to decidewhich secretkey to useto verify the
MAC. We exploit theabundantcomputingpower atthe sink
to searctfor thereallD.

After receving from node , the sink rst com-
putesall theanorymouslIDs for every nodein the network.
Knowing , it canbuild atableto mapall IDs to . By
lookingup , it knowstherealID . Thenit canusethe
correspondinkey  to verify the MAC. This way, it can
verify all MACsoneby one.

This searchs feasiblegiventhesink's computingpower
andthe low dataratein sensometworks. For eachdistinct
message , it needso computea differenttableto do the
lookup. Given that hashcomputationcan be done at mi-
crosecondevel (e.g.,anAthlon 1.6GCPUcando 2.5 mil-
lion hashpersecond), building suchatablefor evenarea-
sonablylarge network (a few thousandhodes)shouldtake

4Remembetthat to avoid being consideredas redundantcopiesand
droppedfeportsforgedby the sourcemole have differentcontent.

5These numbers are based on the measurementshawvn in
http://Iwwwazillionmonleys.com/egdhash.hinl

ontheorderof afew milliseconds.Thusthesink canverify

several hundredor more paclkets per second. Becausehe
sink recevesfrom onesensorat a time, theincomingdata
rateis limited by theradiorateof sensorsSeveralhundred
pacletsis alreadymuchhigherthanthe currentactualdata
rate on typical sensorhardware (e.g., kbpsfor Mica2

motesaround packetspersecond).

Traceback Locatingmolesbecomesa two-stepprocess.
First the sink needsto reconstructhe route by collecting
marksfrom a sufcient numberof paclets(the exacthum-

berwill beanalyzedn Section6). Thenit identi es which

nodeshave molesin their one-hopneighborhood.Due to

spacelimit, We brie y explain the main idea of the algo-

rithm thatthe sink usesto locatemoles(pseudacodeomit-

ted).

Theroutecanbereconstructetty nding therelative or-
derof nodeqwhichis upstreanto which)in theforwarding
path. We usea matrix ~ to maintainthe relative orders.
The matrix is initially empty Whena correctMAC for a
new node is veri ed, onemorerow andone more col-
umncorrespondingo  is addedto the matrix. Whenever
two consecutie MACs within one paclet
areveried ascorrect, shouldbe upstreamto , and

recordsthisrelation(e.g.,besetto ) in the matrix.
As morepacletsarereceved, the sink keepsupdatingthis
matrix. Givensufcient paclets,thesinkwill beableto nd
outtheupstreanrelationamongall forwardingnodesthus
thecompleteroute.

The sink mayreconstructwo typesof routes:thosethat
do not have loops,or thosehave loops. The rst type hap-
penswhenmolesuseattacksotherthanidentity swapping,
the latter whenmolesswap their identitiesto leave marks.
In the rst caseJocatingmolesis equialentto nding the
mostupstreammode.Becausasourcemoleproducepack-
etsby itself, it doesnot receve pacletsfrom othersandit
canbe the mostupstreamnode. A forwarding mole may
“appear”to be the mostupstreamif it removesmarksleft
by its upstreammodes.In eithercase,a sourceor forward-
ing mole, is within the one-hopneighborhoof the most
upstreammode.

The molesmay use identity swappingto createloops
(seeFigure?), thustheredoesnot exist a “most” upstream
node.A sourcemole andaforwardingmole mayleave
valid marksusingthe key of eachotherfor somepaclets,
and usetheir own keys for someother paclets. The sink
will nd that appearsefore for somepaclets, and
after for otherpaclets.It will also nd thatall nodesbe-
tween and (includingthem)form aloop. For any two
nodes in suchaloop, appeardoth upstreamand
downstreanto

Shttp://mail.millennium.bdewley.edu/ppermailtinyos-hép/2003
June/001496.html
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identity swapping

Figure 2. Inthisexample, and useeachothers key
to leave valid marksfor somepaclets. Whenthe sink re-
constructgheroute,thereis aloop containingall nodesbe-
tween and (includingthem). The sink canstill trace
back to wherethe loop intersectsthe line and identify a
molewithin thatneighborhood.

However, this anomalycanbe easilyidenti ed: the sink
can nd the restof the nodesform a line from the loop to
itself. A moleis locatedwithin the one-hopneighborhood
of the mostupstreanmnodein thisline (i.e., wheretheloop
intersectswith theline). We will presentdetailedanalysis
in Section5.3.

5 Security Analysis

We analyzethe securitystrengthof PNM and compare
it to alternatve markingschemesOur analysisshows that
nestedmarkingis both preciseandnecessaryit cantrack
down moleswithin one-homeighborhoodreadespitecol-
luding attacks,but arny simpler designfails undercertain
attacks. The probabilisticnestedmarking cantrack down
moleswithin one-hopneighborhoodireaasymptoticallyas
thesink recevessufcient numberof pacletsovertime.

We rst de ne two propertiedor ary markingschemes,
namelyone-hopprecisionandconsecutivéraceability, and
thenprove thatthey areequialent. Next we prove thatour
basicnestednarkingschemes one-hoppreciseby shaving
its consecutie traceability

De nition 5.1 (One-hop precision} A marking scheme
has one-hopprecisionin tracebag if it can alwaystrace
to either the souice nodes or a colluding mole's one-hop
neighborhood.

De nition 5.2 (Consecutive Traceability): Considertwo
consecutivéegitimatenodes and onaforwarding path
(i.e., receivesnessgesfrom andthenforwardsthem).
With a consecutivaraceablemarking scheme if the sink
hastracedto , it canalwaysfurthertraceto

Theorem1 A marking schemeis one-hoppreciseif and
onlyif it is consecutivéraceable

Proof: We rst prove the sufciency. Supposethat the
tracebackstopsatanode , whichis thelastnode(in the
reverseorderof forwarding)thathasavalid MAC. can-
not be a legitimatenodethatis not on the forwardingpath,

becausesuchnodeswill not generateMACs for messages
they do not forward,while the attacler doesnot know their
secretkeys. Thus, isaeitheramole,or alegitimatenode
ontheforwardingpath.If isamole,thesufciency holds.
Next we considerthecasewhere is alegitimatenode.

Let betheprevioushopof ,i.e., recevesmes-
sagedrom . Thereareonly two possibilities: either
is a mole (sourceor colluding) or is a legitimate node.
In the rst case,the sufciency holdsbecause is in the
neighborhooafamole . Ontheotherhand,by de nition
of consecutie traceability the tracebackwill proceedo
andwill notstopat . Thusthesecondtasecannothappen.
This concludeghe proof of sufciency.

Next we prove the necessitySuppose markingscheme
is notconsecutietraceableThatis, thereexistscasesvhen
thesink hastracedto alegitimatenode , butit cannotpro-
ceedto thepreviouslegitimatenode . Thusthetraceback
stopsat , not necessarilythe neighborhooaf the source
or acolludingmole. By de nition, sucha markingscheme
is notone-hopprecise.

Theintuition behindTheoreml is asfollows. Thereare
only two categyoriesof nodesonaforwardingpath:a) moles
andtheirimmediatenext hop, andb) legitimate nodesthat
have legitimate previous-hopneighbor One-hopprecision
meansthe tracebackstopsat a nodewithin the rst cate-
gory; consecutie traceabilitymeansthe tracebackcannot
stopwithin the secondcategory — thusit hasto stopwithin
the rst cateory.

Theorem2 The nested marking scheme is consecutive
traceable

Proof: Considertwo consecutie legitimate forwarding
nodes and . Let be the messagehat sendsto

,and sends to thenext hop.

Supposethe sink hastracedto . This meansthat it
shouldhave veri ed in a message ,
andfoundthatthe recomputedvAC ( ), is the
sameastheincluded . Becauseheattacler doesnot
know mustbethe generatethy . Thus

and mustbe the same;otherwise the recomputed

MA C would not matchthat producedoy

Because issentbyalegitimatenode ,thelastmark
in mustcarryavalid MAC from . Thereforepy veri-
fying this MAC, thesink canfurthertraceto

Corollary 5.1 Thenestedmarkingscdhemeis one-hoppre-

cise

Theorem3 Any markingschemethat protectsfewer elds
thannestednarkingis not consecutivéraceable



Proof: In the nestedmarking,a nodes MAC protectsboth
its own ID andthe entiremessagd recevesfrom the pre-
vioushop. Now consideranalternatve markingscheme

in which the MAC protectsless elds. Theremustexist a
node , whoselD or MAC is not completelyprotectedby

all nodesafter it; otherwise, would becomethe nested
markingscheme.

Let bethe last nodethat protects 's ID and MAC
completely and  be the next hop of  (SeeFigure 3).
Thatis, thereare somebits in  's mark not protectedby

's MAC. Let us considerone mole downstreamafter
Themoleproperlymarksthereport,andit altersthe bits in

‘smarknotprotectedy 'sMAC.InthiscasetheMACs
of all nodesafter (including ) arecorrectthusthesink
cantraceto . However, because 's markis tamperedy
themole, 'sMAC wouldappeainvalid,thusthesinkcan-
notfurthertraceto . In otherwords, is notconsecutie
traceable.

Corollary 5.2 Anymarkingschemethat protectsless elds
thanthe nestedmarkingis notone-hopprecise

Theorem4 Theprobabilisticnestedmarkingis asymptoti-
cally one-hoppreciseif theroutesare stable

Proof Sketch: Dueto spacdimits, weonly provideasketch
of theproofhere.Thefull proofis availablein [13]. Based
on Theoreml, it sufces to prove the asymptoticconsecu-
tive traceabilityof PNM. Therearetwo possiblecasesin
PNM: either the reconstructegath is loop-freeor it has
loops.

Whenthereis no loop in the path,the proofis similarto
thatof Theoreni2, aslongaswe canensurehatfor ary two
consecutre legitimateforwardingnodes the sink receves
atleastonepacletthatis markedby bothnodes.This holds
asymptoticallypecauseachnodeindependentlynarksthe
paclets,andthemolescannotselectvely dropsuchconsec-
utively marked pacletsdueto the useof anorymousIDs.

Whenthe pathhasloops, we prove thatthe nodeat the
intersectiorof aloop andaline musthave moleswithin its
one-hopneighborhoodincluding this nodeitself) by con-
tradiction. In the illustrative exampleshawvn in Figure 2,
node joins the loop andthe line, and nodes( ,

, ) existsin its one-hopneighborhood.Supposeall of
themarelegitimate. Clearly, is 's next-hop neighbor
becaussomepacletsowfrom to .Moreover, must
have alsoforwardedpacletsto atleastoneneighboron the
loop (either or ). Assuch, hasatleasttwo next-hop
neighborsnits forwardingpath. However, whenroutesare
stable,ary legitimate nodeshouldhave only onenext-hop
neighborfor a givensink. Thusthese nodescannotall be
legitimatenodesandoneof themmustbeamole.

U: last node whose mark
protects all bits in A's mark

V: first node whose mark
protects only a portion of A's mark

u v
S A X -
Figure 3. altersthebitsin 'smarkthatarenot pro-

tectedby . Thus ‘'smarkis still correct,but 'sis not.
Thesinktracesbackto , but cannotfurthertraceto
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Figure 7. The averagenumberof pacletsneededo un-
equivocally identify the source,asa function of total path
length.800pacletsarereceived atthesinkin eachrun.

6 PerformanceEvaluation

We rst analyze ,thenumberof pacletsneededor the
sinkto collectatleastonemarkfrom eachof theforwarding
nodes . We cancomputethe probability that this
is achieredwithin  pacletsis (detailsin [13]):

Suchaprobabilityis illustratedin Figure4, wherethe aver
agenumberof marksa paclet carries(thatis, )is x ed
at . For a pathcontaining nodes,after receving
paclets,the sink hasabout probability of having col-
lectedall marks. It takes and paclketsto achieve the
con dencefor pathsof , hopsrespectiely. The
resultsshav thatafterarelatively smallnumberof paclets,
which have notwastedsigni cant enegy andbandwidthre-
sourcesthesinkwill have collectedmarksfrom all nodes.

We usesimulationgto evaluatethe performancef PNM
from variousaspectsin the simulationswe vary the num-
ber of forwardingnodeson a path, , as , andset
the markingprobability suchthata packetalwayscarries

markson average.For eachparametesetting,theresults
reportedarethe averageover runs.

We rst evaluatehow fastthe sink cancollectthe marks.
Figure 5 shaws the percentagef nodeswhosemarksare
collectedby the sink usingthe rst  paclets. Witha -
hop path, on averagethe sink can collect marks from
nodesusingonly paclets.For -hopor -hoppathsiit
takesabout or pacletsto collectmarksfrom of
the nodesrespectiely. In otherwords,within afew dozen
paclets,thesink knawswhich areontheforwardingnodes.
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Figure 4. The probability that the
sinkcollectsmarksfromall  forward-

ing nodeswith  paclets. sinkin the®rst

However, the sink needsmuchmorepacletsto unequv-
ocally reducethe candidatesourcesetto molesonly. To
evaluatehow mary paclketsareneededor this purposewe
changehenumberof pacletsthe sink receivesas200,400,
600and800. For eachtraf c amount,we alsotry different
pathlengthsrangingfrom 5 to 50. We recordthe numberof
timesthatthesink cannotunequvocallyidentify thesource.
Figure6 illustratesthe numberof failed runsasa function
of pathlength,for the 4 differenttraf c amount.

We canseethat 200 pacletsare sufcient for up to 20-
hopspaths,asour algorithmcanunequvocally identify the
sourcan almostall runs.Moreover, 400packetsareenough
for upto 30-hopgaths.Only for verylong paths(e.g.,with
50 nodes),a relatively large number(e.g.,800) of paclets
areneededo reducethefailurefrequeng to lessthan5%.

Finally, we take a closerlook at the average numberof
pacletsthe sink needgo unequvocallyidentify the source,
overall casesvherethesink cansuccessfullydo so. Figure
7 shaws the resultsasa function of pathlength,wherethe
traf c amountis x edat 800 paclets. We canseethat for
pathswith lessthan20 nodes,on averageit takesabout55
pacletsto unequvocally identify the source. This roughly
matchthe analyticalresultsshovn in Figure4, wherewith
55 paclets,thesink hasover 99%probabilityof having col-
lectedmarksfrom all the 20 forwarding nodes. Even for
long pathssuchas 40 nodes,the sink can unequvocally
identify the sourceafter about220 paclets. The results
demonstratehat PNM can prevent molesfrom launching
effective falsedatainjection attacks,becausehey will be
locatedbeforein icting sufcient damageso the network.

7 Discussions

In this sectionwe discussseveraldesignissuesn PNM.

TracebackPrecision PNM cantracebackto one-hop
neighborhoof a mole, but not ary speci ¢ nodes. This
is because mole canclaim differentidentitiesin commu-
nicatingwith its neighbors.We canimprove the traceback
precisionof PNM to a pair of neighboringnodeswith addi-
tionalneighborauthenticatiorschemesg.g.,usingpairwise

Number of Packets Received (x)

Figure 5. Theaverageprecentagef
nodesvhosemarksarecollectedby the
paclets.

// e
0 S

25 30 35 40 0 10 20 30 40 50
Number of Nodes on the Path(x)

Figure 6. Thenumberof runs,outof
100simulationsjn whichthesinkfails
to unequvocally identify thesourceas
afunctionof total pathlength.

keys. Suchextensionsarebeyondthe scopeof this paper

Mole Isolation PNM alonedoesnoteliminatetheroot
cause®f falsedatainjectionattacks It is expectedo work
togethemwith somemoleisolationmechanismssothatonce
amoleis identi ed, it is eithereradicatedbr quarantinedn
its local neighborhood We will investigatethe moleisola-
tion mechanism#n thefuture.

Background Traf ¢ For effective tracebackthe sink
mustknow which pacletsweregeneratedby moles. How-
ever, legitimatetraf c may co-exist with the attacktraf c.
Thesink canidentify suspiciougpacletsin mary ways,e.g.,
by verifying whetherthereportedeventsdo exist, or check-
ing traf c characteristisuchasvolumeandroutediversity.
A thoroughinvestigatioronthisissueis left for futurework.

Impact of Routing Dynamics PNM assumeshatthe
routesarestableduringthetracebaclperiod. Giventhefast
tracebacKeatureof PNM (e.g.,about10 secondgo locate
amole40-hopsaway from thesink, using300paclets),this
assumptioroldsin mostpracticalsettings Moreover, even
if routing dynamicsdo occur during the tracebackperiod,
PNM canstill locatethe molesaslong asthe relative up-
streanrelationamongnodesremainghe same.

Replay Attacks A sourcemolemayseekto evadethe
PNM tracebaclby replayingpastlegitimatereports,which
alreadycontaina setof marks. Suchreplayattackscanbe
partially thwartedby duplicatemessagsuppressioateach
forwardingnode. A more effective solution canleverage
paclet sequenceaumbersthat can be usedone-timeonly;
however, we do not elaboratehe detailsheredueto space
limit.

AnonymousID Mapping In PNM, thesink needso
mapan anorymouslID to the nodesreal ID, whichis cur
rently doneusingan exhaustve search.This may not scale
well for large networks or high radio rates.We notethat if
the sink knows the network topology’, for eachanorymous
ID, it canlimit the searchwithin the one-hopneighborsof
the previously veri ed node.As such,the searchcomplex-

7In practice pneway to collectthenetwork topologyis to let eachnode
reportits neighborgo the sink afterit is deplg/ed.



ity is reducedo

8 RelatedWork

Falsedatainjectionattackis animportantsecurityprob-
lemin sensometworks. Severalen-route Itering schemes
[12, 14, 11] have beenproposedo drop the falsedataen-
route beforethey reachthe sink. However, theseschemes
only mitigatethe threats. First, noneof themcanachiere
perfect ltering. Second, Iltering doesnot prevent moles
from continuingto inject bogusreports.Eventhesereports
aredroppedafterafew hops,they still wastetheenegy re-
sourceof legitimatenodes.Our tracebackschemecomple-
mentsthe Itering onesby locatingthe moles. This makes
it possibleto physicallyremove or isolatesuchmolesfrom
thenetwork, thuseradicatingheroot causeof the attacks.

A rich body of packet markingschemeg8, 10, 4] have
beenproposedor IP tracebackn thelnternet. They usually
donotassumeompromisedorwardingnodeqi.e.,routers)
andarenot designedo handlecolludingmoleson forward-
ing paths.As shavnin Section3, suchmolescantamperthe
marksandtrick the sink to traceto wrong nodes.Eventhe
authenticatedP markingschemg10] that considerscom-
promisedrouterscannotwithstandall colluding attacks.In
contrast,our work is speci cally designedo handlesuch
colludingattacksfrom compromisedorwardingnodes.

Besidepaclet marking,therearetwo moreapproaches
for tracebacknamelylogging andnoti cation. In logging
scheme$9], eachnodestoresherecentlyforwardedpack-
ets(or hashcopies),andthesink canconstructhe paththat
apaclettraversedy queryingwhich nodeshave forwarded
it. In noti cation schemeg2], a forwardingnode proba-
bilistically noti es the sink of the pacletsthey areforward-
ing (e.g.,usinglICMP messagesPNM differsfrom themin
two aspectsFirst, it requiresno control messagesuchas
query/replyor noti cation. Securingthesesignalingmech-
anismsand preventingmolesfrom abusingthemis a chal-
lengingtask.Secondijt doesnotrequireanodeto storeary
previously forwardedpaclets. Thisis particularlydesirable
for low-endsensorghathave very limited storagecapacity

Techniquesimilarin spirit to nestednarkinghave been
usedin othercontexts, e.g.,anorymousrouting [7]. They
addressa problemoppositeto ours,thatis, how to prevent
anattaclerfrom tracingbackto thesendewor therecever of
amessageT hey alsotypically usepublic-key cryptography
to constructthe routing“onions” We studythe problemof
tracingbackto therealsourceof messagesgndwe do not
requireary public-key cryptography

9 Conclusionsand Future Work

Falsedatainjectionattackhasrecentlyattractednuchat-
tention[12, 14, 11], andall existing solutionsarepassiein
thatthey only mitigatethe damageof attacks.Probabilistic
NestedMarking is the rst work that canlocatemolesde-
spitecolludingattacks.Combinedwith physicalremoval or

, where isthedegreeof anode.

network isolation,PNM canbe usedto actively ght back
moles.We have formally provedits securityagainstollud-
ing molesanddemonstrateds ef ciency with analysisand
simulation.PNM cantrackdown amole20hopsaway from
thesinkusingonly 50 paclets. This essentiallypreventsef-
fectivedatainjectionattacksasmoleswill becaughtbefore
they canin ict any meaningfuldamageso the network.

We planto continueour investigationalong several di-
rections.First,wewill thoroughlyevaluatetheperformance
of PNM usingreal implementatioron currentsensorplat-
forms. Secondwe will studyhow to improvethetraceback
precisionto speci ¢ nodesandhow to isolatetheidenti ed
molesin thenetwork. It is ourconjecturgéhatmarkingalone
isinsufcient andmechanismsuchasneighborauthentica-
tion or collaborative monitoringmaybeneededFinally, we
will revisit thepathreconstructioralgorithmin thepresence
of multiple sourcemoles.
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