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Abstract

Falsedatainjectionis a severe attack that compromised
sensornodes(“moles” 1) can launch. Thesemolesinject
large amountof bogustraf�c that can lead to application
failuresandexhaustednetworkresources. Existingsensor
networksecurityproposalsonlypassivelymitigatethedam-
age by �ltering injectedpackets; they do not provide ac-
tive meansfor �ght back. Thispaperstudieshowto locate
such moleswithin the framework of packet marking, when
forwarding molescolludewith sourcemolesto manipulate
themarks. ExistingInternettraceback mechanismsdo not
assumecompromisedforwarding nodesand are easilyde-
featedby manipulatedmarks. We proposea Probabilistic
NestedMarking (PNM) schemethat is secure againstsuch
colludingattacks. No matterhowcolludingmolesmanipu-
latethemarks,PNMcanalwayslocatethemonebyone. We
prove that nestedmarkingis both suf�cient and necessary
to resistcolluding attacks. PNM also has fast-traceback:
within about50 packets,it cantrack downa moleup to 20
hopsawayfromthesink. Thisvirtually preventsanyeffec-
tive data injectionattack: moleswill becaughtbefore they
haveinjectedanymeaningfulamountof bogustraf�c.

Keywords: Traceback,SensorNetworks, Colluding At-
tacks,PacketMarking

1 Intr oduction

Many wirelesssensornetworksareexpectedto work in
a possibly adverseor even hostile environment. Due to
their unattendedoperations,it is easyfor an adversaryto
physicallypick upandcompromisesensornodes,obtaining
theirstoreddataincludingsecretkeys. Thesecompromised
“moles” canlaunchvarioustypesof attacks,an important
oneof which is falsedata injection [12, 14]. One single
molecaninject large amountsof bogustraf�c to �ood the

1“Moles” arespieswhooperatefrom within anorganization,especially
agentsoperatingagainsttheirown governments.Weuseit to referto com-
promisedsensornodes.

sink, leadingto applicationfailuresandwastingenergy and
bandwidthresourcesalongtheforwardingpath.Recentre-
search[12, 14, 11] hasproposeda numberof schemesto
detectanddrop suchbogusmessagesen-route. However,
they areall passivein thatthey only mitigatethedamageof
attacks.They donotprovideactivemeansfor �ght-back.

In thispaperwestudyacrucialproblemtowardsuchac-
tive �ght-back, that is, how to locatemolesin sensornet-
works. Knowing their locations,we canisolateor remove
themfrom the network, thuseradicatingthe root causeof
the attack. Locating molespresentsgreat researchchal-
lenges.First, differentfrom the Internetwhereroutersare
betterprotectedand relatively trustedthan end hosts,all
sensornodesare equally accessibleby the adversaryand
uniformly un-protected.Any forwardingnodemaybecom-
promised;thereis no relatively trustedrouting infrastruc-
ture that we canleverage.Second,the molescancollude.
They cannot only sharetheir secretkeys,but alsomanipu-
latepacketsin acoordinatedmannertocoveruptheirtraces.
Suchmanipulationattacksarefar moresophisticatedthan
simply increasingtheamountof bogustraf�c. Existing IP
tracebackschemesfor theInternet[9, 8, 10, 4] do not con-
sidersuchcompromisedforwardingnodesandbecomein-
effectiveundersuchcolludingattacks.

We proposea Probabilistic Nested Marking (PNM)
schemeto locatecolludingmolesin falsedatainjectionat-
tacks. We usepacket marking[8] to discover the true ori-
gin of packets: A nodemarksits identity in the packetsit
forwards. By collectingsuchmarks,thesink caninfer the
route,thustheorigin locationof thetraf�c. Althoughpacket
markinghasbeenwell exploredin theInternet[8, 10, 4], its
applicability againstcolluding sensormoles,however, has
neverbeenstudied.Existingmarkingschemesfor IP trace-
backcanbeeasilydefeatedby an intermediateforwarding
mole,which tampersthemarksto hidethetruelocationsof
thesourceanditself, or evenleadthesink to trackto inno-
centnodes.

PNM achievessecureandef�cient tracebackagainstcol-
ludingmolesusingtwo techniques,namelynestedmarking
andprobabilisticmarking. Nestedmarkingsupportssingle-



packet traceback.Eachforwardingnodemarkspacketsin
a nestedfashionsuchthat its markprotectsthemarksfrom
all previous forwardingnodes. This ensuresthat no mat-
ter how a colluding mole manipulatesthe marks,it either
revealsthesource'location,or thatof its own. Probabilis-
tic markingreducestheper-packetmarkingoverheadto suit
theresource-constrainedsensors.Eachnodeleavesa mark
with certainprobability, thus a packet carriesonly a few
marks. Different from Internetmarkingschemeswherea
new markmayreplaceanexistingone,in PNM new marks
aresimplyappendedto thepacket.

Using formal security analysis,we prove that nested
markingis notonly suf�cient but alsonecessaryfor tracing
to a mole's one-hopneighborhood.Moreover, we demon-
stratetheeffectivenessandef�ciency of PNM throughana-
lytical andempiricalevaluations.PNM providesfasttrace-
back:within about50packets,thesinkcanlocateamoleup
to 20hopsaway. It virtually preventsmolesfrom launching
effectivedatainjectionattacks,asthey will becaughtbefore
they caninjectameaningfulamountof attacktraf�c. To the
bestof ourknowledge,oursis the�rst work thatthoroughly
investigatetheapplicabilityof markingin sensornetworks,
andthe�rst thatdefeatsthecover-upof colludingmoles.

We make several contributions in this paper. First, we
point out the needfor proactivesecurityagainstmolesin
sensornetworks.Wealsoexamine,within thepacketmark-
ing framework, variouscolludingattacksthatthemolescan
launch.Second,wethoroughlyinvestigatethedesignspace
of packetmarkingandshow thatnestedmarkingis bothsuf-
�cient andnecessary:if any portionsof thepreviousnodes'
marksarenot protected(asin many seeminglynaturalde-
signs),thereexist attackswhereacolludingmolecaneither
hide the locationsof thesourceanditself, or trick thesink
to traceto innocentnodes.Third, we show thata straight-
forwardprobabilisticextensionto nestedmarkingis subject
to onecolludingattackof selectivedropping.To defeatthis
attack,weproposeaneffectiveprobabilisticnestedmarking
schemewheretheIDs of markingnodesareanonymized.

Therestof thepaperis organizedasfollows. Section2
presentsthenetwork andthreatmodels.Section3 demon-
stratestheinsecurityof existingIP tracebackschemesunder
colludingattacks.Section4 presentsthebasicnestedmark-
ing and probabilisticmarkingdesignsin PNM. Section5
analyzesthesecurityof PNM andproveswhy nestedmark-
ing is bothsuf�cient andnecessary. Section6 evaluatesthe
performanceof PNM andSection7 discussesa numberof
practicalissues.Section8 comparesPNM with therelated
work andSection9 concludesthepaper.

2 Modelsand Assumptions
����� ���	��
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We considera staticsensornetwork wheresensornodes
do not move oncedeployed. Thesenodessensethenearby

environmentand producereportsabout interestedevents,
which containthetime, locationanddescription(e.g.,sen-
sor readings)of the events. The reportsare forwardedto
a sink by intermediatenodesthroughmulti-hop wireless
channels.The sink is a powerful machinewith suf�cient
computingandenergy resources.

Thesensornodesareresource-constrainedandhavelim-
itedcomputationalpower, storagecapacityandenergy sup-
ply. For example,theMica2 motes[1] arebatterypowered
andequippedwith only a4MHz processorand256Kmem-
ory. While public-key cryptographycan be implemented
in suchlow-enddevices,it is too expensive in energy con-
sumption.Thusweonly consideref�cient symmetriccryp-
tography(e.g.,securehashfunctions)in ourdesign.

Weassumetheroutingis relatively stable.Routesdonot
changefrequentlyin short time periods. Whenroutesare
stable,eachnodehasonly onenext hopneighborin its for-
wardingpathandforwardsall packetsto the sink through
this neighbor. This is consistentin tree-basedroutingpro-
tocols[6] or geographicalforwarding[5].

We alsoassumethat eachsensornodehasa uniqueID
andsharesa uniquesecretkey with the sink. The ID and
key canbepre-loadedinto anodebeforeit is deployed.The
sink canmaintaina lookuptablefor all nodeIDs andkeys.
While nodesmayestablishotherkeys for purposessuchas
neighborauthentication,PNM doesnotrequiresuchkeysto
work.

����� ��������� 
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The adversarymay compromisesensornodesthrough
physicalcaptureor software bugs, thus gaining full con-
trol of them. He hasaccessto all the storedinformation,
including secretkeys, andcanre-programthemto behave
in a maliciousmanner. We call suchcompromisednodes
“moles”. Moles may coordinateto maximizethe damage.
The sink is usuallywell protected.Although possible,we
donotconsideredcompromisedsinksin this paper.

Thecontext for tracebackis thethreatof falsedatainjec-
tion. As illustratedin Figure1, onemole 0 actsasa source
andinjects large amountof bogussensingreportsinto the
network. Suchreportsnot only disrupttheuserapplication
but alsowastenetwork resources(e.g.,energy, bandwidth)
spentin forwardingthem[12]. Tracebackis the �rst step
towardactivedefense.It allows thesink to identify thetrue
origins of reports. The sink canthendispatchtask forces
to suchlocationsremove molesphysically, or notify their
neighborsnot to forward traf�c from them. We leave the
exactmechanismasfuturework andfocuson tracebackin
this paper.

Thechallengefor aneffectivemarkingschemeis, a col-
luding mole 1 alongthe forwardingpathmay tamperthe
marksarbitrarily (seeFigure1). It canhidebothits location
andthesourcemole's location,or eventrick thesink trace
to innocentnodes. Hiding their locationsallows continu-
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Figure 1. Moles � and � work togetherto cover their
tracesfor injecting attacktraf®c. � injectsbogusreports.

� receivesapacket with nodes��������� 'smarks. � mayma-
nipulatethe marksin variousways,suchasalteringthese
marks to �
	�����	��
��	 , or remove the mark of node � . The
moles' goal is to hidetheir locations,or leadthesink trace
to innocentnodes.

ous injection without being punished. This is neededfor
the injection to causesigni�cant damage.Leakingany of
their locationswill leadto punishmentsuchasnetwork iso-
lation or physicalremoval. Tricking thesink traceto inno-
centnodesis extrabonus:thesinkmaypunishthesenodes,
thusdenying legitimateresourceandserviceto itself.

We presenta taxonomy of colluding attacksagainst
marking-basedtracebackby two colludingmoles,0 thatin-
jectsbogusreports,and 1 on theforwardingpath.

1) No-MarkAttacks: A molemaynot markthereportat
all. 2) Mark InsertionAttacks: Boththesourcemoleandthe
forwardingmolemay insertoneor many fakedmarksinto
thereports.3) Mark Removal Attacks: A forwardingmole
may remove existing marksleft by upstreamnodesin the
reports.4) Mark Re-orderingAttacks: A forwardingmole
mayre-orderexistingmarksin thereports.5) MarkAltering
Attacks: A forwardingmolemayalterexistingmarksin the
reportsandmake theminvalid. 6) SelectiveDroppingAt-
tacks: A forwardingmolemayselectively dropthosepack-
etsthat,if receivedby thesink,would leadthetracebackto
them2. 7) IdentitySwappingAttacks: 0 and 1 may know
eachother'skey andimpersonateeachother.

For example,Figure 1 shows a chain of � forwarding
nodesbetweenasourcemole 0 andthesink. Node 1 is the
colluding mole. It receives ��� 's message,which contains

�

valid marks �������

�

, left by nodes�����
��������� . It mayalter
themto �����
� �!�

�

� , makingtheminvalid, thusthesink rejects
thesemarks.It mayremovemark � andleaveonly ���

�

, thus
thetracebackstopsat innocentnode �

� .
���#" $ �$
�� 
�% � #��

To aid thepresentation,we usethe following notations.
A sourcemole & injectsbogusreportsthat conformto the

2Wedonotconsiderthecasewherea forwardingmoledropsall bogus
traf®c. In thatcasethesink cannotreceive any suchreportsor marks,thus
markingschemesarenotapplicable.

legitimate format. Each report ' containsan event ( ,
location ) and timestamp* (i.e., + ,-(/. )0. * , where
“ . ” denotesconcatenation).Bogusreportscannotall con-
tain exactly the samecontent,otherwisethey are consid-
ered redundantand be droppedby legitimate forwarding
nodes.+ is forwardedoverachainof 1 intermediatenodes

2�35476�8#9

,:����;<;=;<��1?> to thesink.
Eachnode ��@ hasa uniqueID

9

andsharesa uniquekey
A

4

with the sink. It canuseits key to generatea Message
AuthenticationCode(MAC) for thepacketsit generatesor
forwards,usinganef�cient andsecurekeyedhashfunction

BDC

8
E

> , where F is thekey. Speci�cally, �G@ addsa mark H

4

to the messageit receivesfrom previoushop � @�I�� to con-
structits own message'

4

. J @ may include � @ 's ID
9

and
MAC +LKNM @ . � @ thensends+ @ to thenext hop � @=OP� .

Forwardingnode ��Q ( �SRUTVRW1 ) is a colluding mole
andwedenoteit X canmanipulatethemessagesit receives
from ��QYI�� in arbitrarymanner, thenpassit to ��Q�OZ� . It can
useany oneor a combinationof theattacksin Section2.2
to disruptthetraceback.

3 Inter net Marking SchemesNot Applicable
A numberof markingschemes[3, 8, 10, 4] have been

proposedfor IP traceback. They assumethat the at-
tacker compromisesmany end hosts,but usually not In-
ternetrouters.Routerssimply mark the packetswith their
IP addressesin plain text without any securityprotection.
Clearly, they cannotbedirectly appliedin sensornetworks
wherea forwardingmolecanarbitrarily forgesuchmarks.
Nevertheless,the AuthenticatedMarking Scheme(AMS)
[10] hasconsideredcompromisedroutersandcryptographi-
cally protectsthemarks.However, evenAMS cannotwith-
standmany colluding attacksfrom only two moles. Our
purposeis not to criticize,but rather, illustratewhy weneed
somethingdifferentin sensornetwork context.

AMS protectsthe marksusing a securehashfunction.
Eachnodesharesa uniquesecretkey with thesink. Upon
receiving a packet, a forwardingnode �

@ probabilistically
marksit with

B
C
[

8�\^]P_

.

\^]P`

.

9

> , where
\^]a_

�

\^]a`

aresource
anddestinationIPaddresses3. In theoriginalAMS, apacket
carriesat mostonemark(dueto thelimits of availablebits
in theIP header).We extendit suchthata packet cancarry
multiplemarks,onefrom eachforwardingnodeas

B/C
[

8

0b.

9

>

(DestinationID is removed as the sink is well-known in
sensornetwork context). Considerthe exampleshown in
Figure1, where0 and 1 aretwo colludingmoles.Thisex-
tendedAMS failsundermarkremoval,markre-order, mark
alteringandselectivedropattacks.For example,if mole 1

removesall marksfrom 0 andnode � , the sink will trace
backto innocentnode � .

ExtendedAMS fails becausethemarkaddedby a node
doesnot protectmarksleft by previousnodes.Eachmark

3This is onemarkingmethodassuggestedby theauthorsin [10].
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canbeindividually manipulatedwithoutaffectingthevalid-
ity of othermarks.In thefollowing, our basicnestedmark-
ing establishesa bindingbetweeneachmarkandall previ-
ousmarks. We will alsoshow thata probabilisticmarking
requiresan additionalfeature,anonymity of IDs, to defeat
selectivedroppingattacks.

4 PNM Design
PNM canlocatecolludingmoles,in thecontext of false

datainjectionattacks,within theprecisionof a singlesus-
pectedneighborhood. This includesonenodeandits one-
hopneighbors,andtheremustbeat leastonemoleamong
thesenodes.PNM consistsof two novel techniques,namely
nestedmarkingandprobabilistic nestedmarking. Nested
marking is the basicmechanism.It ensuresthat the sink
cantracebackto onemoleata time,usingonly onepacket.
However, it hasadrawbackof largemessageoverheadsince
eachforwardingnodeneedsto placea markon thepacket.
In largesensornetworksthis is notef�cient.

Subsequently, weuseprobabilisticmarkingto spreadthe
messageoverheadover multiple packets. Eachforwarding
nodeplacesa markwith certainprobability. Thusa packet
carriesonly a few marksandper-packetoverheadis greatly
reduced.This tradesoff detectionpower for lessmessage
overhead.The sink may needmultiple packetsto identify
themoles,whichis reasonableaslongasthemolesareiden-
ti�ed beforethey causesigni�cant damage.

�.��� �'�$�Y% ( $ ����

��� ���)� * % #��

Packet Marking: Eachforwarding node �
@ appendsto

thepacket its ID
9

andasecureMAC usingthesecretkey F @

it shareswith thesink. The MAC protectstheentire mes-
sageit receivesfrom �

@#I � . Thatis, +LKNM
@

,

B
C
[

8

+
@#I �

.

9

> .
As anexample(seeFigure1), themessagessentby neigh-
boringnodesare:

�����	��

���

��
����	��������
������ ��� ����� �!�"� �$#

���%���	�'&(���)�*����
+� �,� �-�/.0�!��
+� �%#

12121

�'34���5�'376



���839���83;:



� </� �-�

[

�!�=3>:



� <?#

At eachhop, the ID
9

indicatesnode
9

's presenceon the
route,theMAC

BDC
[

8

+ @#I � .

9

> provesto thesink it is indeed
node

9

thatsendsmessage+ @ , andwhat thenodereceives
was +

@�I�� . We canseethat theMAC addedby �
@ protects

notonly its own ID but theentiremessagefrom theprevious
hop.Thisis wherethenameof nestedmarkingcomesfrom.

Due to thenestedmarking,any tamperingwith thepre-
vious IDs, or MACs, or their order, will make the MAC
invalid. In Section5, we will useformal securityanaly-
sis to show thatnestedmarkingis suf�cient andnecessary
for securetraceback.That is, it canwithstandall colluding
attacks,but any simplerdesigncannot. In extendedAMS
only theoriginal message+ and �G@ 's ID areprotected,but

not themark's bindingto previousmarksin + @�I�� . That is
why it failswhenmarksareindividually manipulated.

Traceback: After receiving packet +A@ , the sink veri�es
thenestedmarksbackwards. It �rst retrievesthe ID of the
lasthop 1 andusesthecorrespondingkey F @ to verify the
lastMAC +LK0M @ . If +LKNM @ is correct,it retrievesthe ID
of theprevioushop 1)B � andveri�es +LKNM @ I�� . Thesink
continuesthis processuntil eitherit hasveri�ed all MACs
ascorrect,or it �nds an incorrect +LKNM Q . A mole (either
sourceor forwarding)is locatedwithin theone-hopneigh-
borhoodof thenodewith the lastveri�ed MAC (including
this nodeitself).

In theexampleshown in Figure1, node 1 is a mole. If
1 altersthemarkof node1, marksfrom nodes1, 2 and3
will all becomeinvalid. When 1 doesnot leave a markor
leavesaninvalid mark,thetracebackstopsat node5 anda
mole( 1 ) is amongtheone-hopneighborsof this stopping
node;when 1 leavesa valid mark, the tracebackstopsat
node1 , in whichcasethestoppingnodeitself is a mole.

�.��� C � �ED��FD % � % ��
�% ( $ ����

��� ���)��* %�#��

Thebasicideaof ProbabilisticNestedMarking is to let
eachforwardingnodemark thepacket with a smallproba-
bility G . Thuson a forwardingpathof 1 nodes,on average
amessagecarries1�G marks.Theprobability G canbetuned
suchthattheoverheadof 1�G marksis acceptable.

An Incorr ect Extension: Extending to a probabilistic
markingmaylook straightforwardat �rst glance.However,
it turnsout to benon-trivial. Simply lettingeachnodemark
with probability G (seethefollowing) is vulnerableto selec-
tivedroppingattacksthatcanleadthetracebackto innocent
nodes.
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Considerthe examplein Figure1. Sincethe ID list is in
plaintext, thecolludingmole 1 canseewhichof � � �
���������

have markedthepacket. It candropall packetscontaining
marksof �G� , and forward just thosebearingmarks from

��������� . Whenthesink tracesback,it will stopat ��� , whose
one-hopneighborhooddoesnotcontainany mole.Actually,

1 canleadthetracebackto any innocentnodebetweenit-
selfandthesourcemole.

Thisattackworksbecausein probabilisticmarking,each
packet carriesonly partial “samples”of nodeson the for-
wardingpath. Due to the plain text ID, the mole canse-
lectively passcertain“samples”sothatthesink seesonly a
partial pathendingat oneof 1 's upstreamnodes. It does
notwork in thebasicnestedmarking,becauseeverypacket
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carriesmarksconstitutingthe completepath. Thereexists
nopartial“samples”for selectivedropping.

We facea dilemmahere. We do not want any nodebe
ableto tell who have markedthepacket. This way thecol-
luding molecannotknow which packetsto drop. However,
thesink still needsto �nd out who have left marksto ver-
ify them.In thefollowing, weexploit theasymmetryof the
sink, extra knowledgeaboutall secretkeys andsuf�cient
computingresources,to solve theproblem.
Probabilistic NestedMarking: Insteadof usingits real
ID

9

, a legitimatenode ��@ usesan anonymousID
9

� in the
packet. The mappingfrom real ID

9

to anonymousID
9

�

dependson the secretF @ , known by only � @ andthe sink.
Thecolludingmoledoesnotpossesstheknowledgeof keys
from uncompromisednodes,thusit cannotdeducethereal
ID from theanonymousone.
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In theabove,
B

�

8

> is anothersecureone-way functionthat
computestheanonymousID. TheanonymousID

9

� is bound
to + suchthat it changesfor eachdistinctmessage�G@ for-
wards4. This avoids a staticmappingthat canbe accumu-
latedover time by theattacker. Comparedto theextended
AMS, it hasbothnestedmarkingandanonymousID.

Mark Veri�cation With theanonymousID, theveri�ca-
tion at the sink becomesdifferent. It �rst needsto know
the real ID to decidewhich secretkey to useto verify the
MAC.Weexploit theabundantcomputingpowerat thesink
to searchfor therealID.

After receiving +
@ from node �

@ , the sink �rst com-
putesall theanonymousIDs for everynodein thenetwork.
Knowing + , it canbuild a tableto mapall IDs

9

to
9

� . By
looking up

9

� , it knows the real ID
9

. Then it canusethe
correspondingkey F^@ to verify the MAC. This way, it can
verify all MACsoneby one.

Thissearchis feasiblegiventhesink'scomputingpower
andthe low dataratein sensornetworks. For eachdistinct
message+ , it needsto computea differenttableto do the
lookup. Given that hashcomputationcan be doneat mi-
crosecondlevel (e.g.,anAthlon 1.6GCPUcando 2.5mil-
lion hashpersecond5), building sucha tablefor evenarea-
sonablylargenetwork (a few thousandnodes)shouldtake

4Rememberthat to avoid being consideredas redundantcopiesand
dropped,reportsforgedby thesourcemolehave differentcontent.

5These numbers are based on the measurement shown in
http://www.azillionmonkeys.com/qed/hash.html

on theorderof a few milliseconds.Thusthesinkcanverify
several hundredor morepacketsper second.Becausethe
sink receivesfrom onesensorat a time, the incomingdata
rateis limited by theradiorateof sensors.Severalhundred
packetsis alreadymuchhigherthanthecurrentactualdata
rateon typical sensorhardware(e.g., �

�

; � kbpsfor Mica2
motes,around��� packetspersecond6).

Traceback Locatingmolesbecomesa two-stepprocess.
First the sink needsto reconstructthe route by collecting
marksfrom a suf�cient numberof packets(theexactnum-
berwill beanalyzedin Section6). Thenit identi�es which
nodeshave molesin their one-hopneighborhood.Due to
spacelimit, We brie�y explain the main ideaof the algo-
rithm thatthesink usesto locatemoles(pseudocodeomit-
ted).

Theroutecanbereconstructedby �nding therelativeor-
derof nodes(whichis upstreamto which)in theforwarding
path. We usea matrix + to maintainthe relative orders.
The matrix is initially empty. Whena correctMAC for a
new node �

@ is veri�ed, onemorerow andonemorecol-
umncorrespondingto �

@ is addedto thematrix. Whenever
two consecutive MACs +LKNM @
�
+LKNM
	 within onepacket
are veri�ed as correct, ��@ shouldbe upstreamto ��	 , and

+
�

9

����� recordsthis relation(e.g.,besetto � ) in thematrix.
As morepacketsarereceived,thesink keepsupdatingthis
matrix. Givensuf�cient packets,thesinkwill beableto �nd
out theupstreamrelationamongall forwardingnodes,thus
thecompleteroute.

Thesinkmayreconstructtwo typesof routes:thosethat
do not have loops,or thosehave loops. The�rst typehap-
penswhenmolesuseattacksotherthanidentity swapping,
the latterwhenmolesswap their identitiesto leave marks.
In the �rst case,locatingmolesis equivalentto �nding the
mostupstreamnode.Becauseasourcemoleproducespack-
etsby itself, it doesnot receive packetsfrom othersandit
canbe the mostupstreamnode. A forwardingmole may
“appear”to be themostupstream,if it removesmarksleft
by its upstreamnodes.In eithercase,a sourceor forward-
ing mole, is within the one-hopneighborhoodof the most
upstreamnode.

The molesmay use identity swapping to createloops
(seeFigure2), thustheredoesnot exist a “most” upstream
node.A sourcemole 0 andaforwardingmole 1 mayleave
valid marksusingthe key of eachotherfor somepackets,
andusetheir own keys for someotherpackets. The sink
will �nd that 0 appearsbefore 1 for somepackets, and
after 1 for otherpackets.It will also�nd thatall nodesbe-
tween 0 and 1 (includingthem)form a loop. For any two
nodes � �
� in sucha loop, � appearsboth upstreamand
downstreamto � .

6http://mail.millennium.berkeley.edu/pipermail/tinyos-help/2003-
June/001496.html
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Figure 2. In this example, � and � useeachother's key
to leave valid marksfor somepackets. Whenthe sink re-
constructstheroute,thereis a loopcontainingall nodesbe-
tween � and � (including them). The sink canstill trace
back to where the loop intersectsthe line and identify a
molewithin thatneighborhood.

However, this anomalycanbeeasilyidenti�ed: thesink
can�nd the restof thenodesform a line from the loop to
itself. A mole is locatedwithin theone-hopneighborhood
of themostupstreamnodein this line (i.e., wherethe loop
intersectswith the line). We will presentdetailedanalysis
in Section5.3.

5 Security Analysis
We analyzethe securitystrengthof PNM andcompare

it to alternative markingschemes.Our analysisshows that
nestedmarkingis bothpreciseandnecessary:It cantrack
down moleswithin one-hopneighborhoodareadespitecol-
luding attacks,but any simpler designfails undercertain
attacks. The probabilisticnestedmarkingcantrack down
moleswithin one-hopneighborhoodareaasymptoticallyas
thesink receivessuf�cient numberof packetsover time.

����� ����(����^% 
 �,��� $ ����

��� ���)��* %�#��

We �rst de�ne two propertiesfor any markingschemes,
namelyone-hopprecisionandconsecutivetraceability, and
thenprove thatthey areequivalent.Next we prove thatour
basicnestedmarkingschemeis one-hoppreciseby showing
its consecutivetraceability.

De�nition 5.1 (One-hop precision): A marking scheme
hasone-hopprecisionin traceback if it can alwaystrace
to either the source node's or a colluding mole's one-hop
neighborhood.

De�nition 5.2 (Consecutive Traceability): Considertwo
consecutivelegitimatenodes� and � ona forwardingpath
(i.e., � receivesmessagesfrom � andthenforwardsthem).
With a consecutivetraceablemarking scheme, if the sink
hastracedto � , it canalwaysfurther traceto � .

Theorem1 A marking schemeis one-hoppreciseif and
only if it is consecutivetraceable.

Proof: We �rst prove the suf�ciency. Supposethat the
tracebackstopsat a node � , which is the last node(in the
reverseorderof forwarding)thathasa valid MAC. � can-
not bea legitimatenodethat is not on theforwardingpath,

becausesuchnodeswill not generateMACs for messages
they donot forward,while theattackerdoesnot know their
secretkeys. Thus, � is aeitheramole,or a legitimatenode
ontheforwardingpath.If � is amole,thesuf�ciency holds.
Next weconsiderthecasewhere � is a legitimatenode.

Let � be the previous hop of � , i.e., � receivesmes-
sagesfrom � . Thereareonly two possibilities: either �

is a mole (sourceor colluding) or � is a legitimatenode.
In the �rst case,the suf�ciency holdsbecause� is in the
neighborhoodof amole � . Ontheotherhand,by de�nition
of consecutive traceability, thetracebackwill proceedto �

andwill notstopat � . Thusthesecondcasecannothappen.
Thisconcludestheproofof suf�ciency.

Next weprovethenecessity. Supposeamarkingscheme
is notconsecutivetraceable.Thatis, thereexistscaseswhen
thesinkhastracedto alegitimatenode� , but it cannotpro-
ceedto thepreviouslegitimatenode � . Thusthetraceback
stopsat � , not necessarilytheneighborhoodof thesource
or a colludingmole. By de�nition, sucha markingscheme
is notone-hopprecise. �

Theintuition behindTheorem1 is asfollows. Thereare
only two categoriesof nodesonaforwardingpath:a)moles
andtheir immediatenext hop,andb) legitimatenodesthat
have legitimateprevious-hopneighbor. One-hopprecision
meansthe tracebackstopsat a nodewithin the �rst cate-
gory; consecutive traceabilitymeansthe tracebackcannot
stopwithin thesecondcategory – thusit hasto stopwithin
the�rst category.

Theorem2 The nestedmarking scheme is consecutive
traceable.

Proof: Consider two consecutive legitimate forwarding
nodes� and � . Let +�� be the messagethat � sendsto

� , and � sends+��G. �/.

B C
	

8

+��G. � > to thenext hop.
Supposethe sink hastracedto � . This meansthat it

shouldhave veri�ed +LK0M �

� in a message+:�

�

. � . +LK0M �

� ,
andfoundthat the recomputedMAC (

B/C
	

8

+L�

�

. � > ), is the
sameastheincluded+LKNM �

� . Becausetheattackerdoesnot
know F

� , +LKNM �

� mustbethe +LKNM

� generatedby � . Thus
+L�

�

and +�� mustbe thesame;otherwise,the recomputed
MAC would notmatchthatproducedby � .

Because+�� is sentby alegitimatenode� , thelastmark
in +�� mustcarryavalid MAC from � . Therefore,by veri-
fying this MAC, thesinkcanfurthertraceto � . �

Corollary 5.1 Thenestedmarkingschemeis one-hoppre-
cise.

����� $ ��( ��� �Y% 
 �&��� $ ����

��� ���$��* %�#��

Theorem3 Anymarkingschemethat protectsfewer �elds
thannestedmarkingis not consecutivetraceable.
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Proof: In thenestedmarking,a node's MAC protectsboth
its own ID andtheentiremessageit receivesfrom thepre-
vioushop. Now consideranalternativemarkingscheme� ,
in which theMAC protectsless�elds. Theremustexist a
node K , whoseID or MAC is not completelyprotectedby
all nodesafter it; otherwise, � would becomethe nested
markingscheme.

Let � be the last nodethat protectsK 's ID and MAC
completely, and � be the next hop of � (SeeFigure 3).
That is, therearesomebits in K 's mark not protectedby

� 's MAC. Let us consideronemole downstreamafter � .
Themoleproperlymarksthereport,andit altersthebits in

K 'smarknotprotectedby � 'sMAC.In thiscase,theMACs
of all nodesafter � (including � ) arecorrect,thusthesink
cantraceto � . However, becauseK 's markis tamperedby
themole, � 'sMAC wouldappearinvalid, thusthesinkcan-
not further traceto � . In otherwords, � is not consecutive
traceable. �

Corollary 5.2 Anymarkingschemethatprotectsless�elds
thanthenestedmarkingis notone-hopprecise.

���#" ����(����^% 
 �,���RC $/�

Theorem4 Theprobabilisticnestedmarkingis asymptoti-
cally one-hoppreciseif theroutesarestable.

ProofSketch: Duetospacelimits, weonlyprovideasketch
of theproofhere.Thefull proof is availablein [13]. Based
on Theorem1, it suf�ces to prove theasymptoticconsecu-
tive traceabilityof PNM. Thereare two possiblecasesin
PNM: either the reconstructedpath is loop-freeor it has
loops.

Whenthereis no loop in thepath,theproof is similar to
thatof Theorem2, aslongaswecanensurethatfor any two
consecutive legitimateforwardingnodes,thesink receives
at leastonepacket thatis markedby bothnodes.Thisholds
asymptoticallybecauseeachnodeindependentlymarksthe
packets,andthemolescannotselectively dropsuchconsec-
utively markedpacketsdueto theuseof anonymousIDs.

Whenthepathhasloops,we prove that thenodeat the
intersectionof a loop anda line musthave moleswithin its
one-hopneighborhood(including this nodeitself) by con-
tradiction. In the illustrative exampleshown in Figure2,
node 1 joins the loop and the line, and � nodes( 1 , 0 ,

K , � ) exists in its one-hopneighborhood.Supposeall of
themare legitimate. Clearly, K is 1 's next-hop neighbor
becausesomepackets�o w from 1 to K . Moreover, 1 must
havealsoforwardedpacketsto at leastoneneighboron the
loop (either 0 or � ). As such,1 hasat leasttwo next-hop
neighborsonits forwardingpath.However, whenroutesare
stable,any legitimatenodeshouldhave only onenext-hop
neighborfor a givensink. Thusthese� nodescannotall be
legitimatenodesandoneof themmustbea mole. �

A

... ...

U: last node whose mark 
protects all bits in A's mark

V

XS

...
U

V: first node whose mark
protects only a portion of A's mark

Figure 3. � altersthebits in � 's mark thatarenot pro-
tectedby � . Thus � 's mark is still correct,but � 's is not.
Thesink tracesbackto � , but cannotfurthertraceto � .
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6 PerformanceEvaluation
�	��� % #��$� �	�Y% �

We�rst analyze� , thenumberof packetsneededfor the
sinkto collectat leastonemarkfrom eachof theforwarding
nodes�G� ��;<;=;<����@ . We cancomputetheprobability that this
is achievedwithin ) packetsis (detailsin [13]):

]D8

� R ) > ,

8

�(B

8

�(B=GG>�� >

@

Suchaprobabilityis illustratedin Figure4, wheretheaver-
agenumberof marksa packet carries(that is, 1�G ) is �x ed
at

�

. For a path containing ��� nodes,after receiving �

�

packets,thesink hasabout
�

�
	 probabilityof having col-
lectedall marks. It takes

�Y�

and ��� packetsto achieve the
�

��	 con�dencefor pathsof ��� ,
�

� hopsrespectively. The
resultsshow thataftera relatively smallnumberof packets,
whichhavenotwastedsigni�cant energyandbandwidthre-
sources,thesinkwill havecollectedmarksfrom all nodes.

�	��� � %�� ��� �)
�% � #�
 � � ��� 

�

We usesimulationsto evaluatetheperformanceof PNM
from variousaspects.In thesimulations,we vary thenum-
berof forwardingnodeson a path, 1 , as �����������

�

� , andset
themarkingprobability G suchthata packet alwayscarries

�

markson average.For eachparametersetting,theresults
reportedaretheaverageover ��� ��� runs.

We �rst evaluatehow fastthesinkcancollectthemarks.
Figure5 shows the percentageof nodeswhosemarksare
collectedby the sink usingthe �rst T packets. With a ��� -
hop path, on averagethe sink can collect marks from

�

nodesusingonly � packets.For ��� -hopor
�

� -hoppaths,it
takesabout ��� or ��� packetsto collectmarksfrom

�

�
	 of
thenodesrespectively. In otherwords,within a few dozen
packets,thesinkknowswhichareontheforwardingnodes.
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However, thesinkneedsmuchmorepacketsto unequiv-
ocally reducethe candidatesourceset to molesonly. To
evaluatehow many packetsareneededfor this purpose,we
changethenumberof packetsthesink receivesas200,400,
600and800. For eachtraf�c amount,we alsotry different
pathlengthsrangingfrom 5 to 50. Werecordthenumberof
timesthatthesinkcannotunequivocallyidentify thesource.
Figure6 illustratesthenumberof failed runsasa function
of pathlength,for the4 differenttraf�c amount.

We canseethat200packetsaresuf�cient for up to 20-
hopspaths,asour algorithmcanunequivocally identify the
sourcein almostall runs.Moreover, 400packetsareenough
for upto 30-hopspaths.Only for very longpaths(e.g.,with
50 nodes),a relatively large number(e.g.,800) of packets
areneededto reducethefailurefrequency to lessthan5%.

Finally, we take a closerlook at theaverage numberof
packetsthesinkneedsto unequivocally identify thesource,
overall caseswherethesinkcansuccessfullydoso.Figure
7 shows theresultsasa functionof pathlength,wherethe
traf�c amountis �x edat 800packets. We canseethat for
pathswith lessthan20 nodes,on averageit takesabout55
packetsto unequivocally identify thesource.This roughly
matchtheanalyticalresultsshown in Figure4, wherewith
55packets,thesinkhasover99%probabilityof having col-
lectedmarksfrom all the 20 forwardingnodes. Even for
long pathssuchas 40 nodes,the sink can unequivocally
identify the sourceafter about220 packets . The results
demonstratethat PNM canprevent molesfrom launching
effective falsedatainjection attacks,becausethey will be
locatedbeforein�icting suf�cient damagesto thenetwork.

7 Discussions
In thissection,wediscussseveraldesignissuesin PNM.
TracebackPrecision PNM cantracebackto one-hop

neighborhoodof a mole, but not any speci�c nodes.This
is becausea molecanclaim differentidentitiesin commu-
nicatingwith its neighbors.We canimprove the traceback
precisionof PNM to apairof neighboringnodeswith addi-
tionalneighborauthenticationschemes,e.g.,usingpairwise

keys. Suchextensionsarebeyondthescopeof this paper.
Mole Isolation PNM alonedoesnoteliminatetheroot

causesof falsedatainjectionattacks.It is expectedto work
togetherwith somemoleisolationmechanisms,sothatonce
a moleis identi�ed, it is eithereradicatedor quarantinedin
its local neighborhood.We will investigatethemole isola-
tion mechanismsin thefuture.

Background Traf�c For effective traceback,thesink
mustknow which packetsweregeneratedby moles.How-
ever, legitimatetraf�c may co-exist with the attacktraf�c.
Thesinkcanidentify suspiciouspacketsin many ways,e.g.,
by verifying whetherthereportedeventsdoexist, or check-
ing traf�c characteristicsuchasvolumeandroutediversity.
A thoroughinvestigationonthisissueis left for futurework.

Impact of Routing Dynamics PNM assumesthatthe
routesarestableduringthetracebackperiod.Giventhefast
tracebackfeatureof PNM (e.g.,about10 secondsto locate
amole40-hopsawayfrom thesink,using300packets),this
assumptionholdsin mostpracticalsettings.Moreover, even
if routing dynamicsdo occurduring the tracebackperiod,
PNM canstill locatethe molesas long asthe relative up-
streamrelationamongnodesremainsthesame.

ReplayAttacks A sourcemolemayseekto evadethe
PNM tracebackby replayingpastlegitimatereports,which
alreadycontaina setof marks. Suchreplayattackscanbe
partially thwartedby duplicatemessagesuppressionateach
forwardingnode. A more effective solution can leverage
packet sequencenumbersthat canbe usedone-timeonly;
however, we do not elaboratethedetailsheredueto space
limit.

AnonymousID Mapping In PNM, thesink needsto
mapananonymousID to thenode's real ID, which is cur-
rently doneusinganexhaustivesearch.This maynot scale
well for largenetworksor high radiorates.We notethat if
thesinkknowsthenetwork topology7, for eachanonymous
ID, it canlimit thesearchwithin theone-hopneighborsof
thepreviously veri�ed node.As such,thesearchcomplex-

7In practice,onewayto collectthenetwork topologyis to let eachnode
reportits neighborsto thesinkafterit is deployed.
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8 RelatedWork
Falsedatainjectionattackis animportantsecurityprob-

lem in sensornetworks. Severalen-route�ltering schemes
[12, 14, 11] have beenproposedto drop the falsedataen-
routebeforethey reachthe sink. However, theseschemes
only mitigatethe threats. First, noneof themcanachieve
perfect�ltering. Second,�ltering doesnot prevent moles
from continuingto inject bogusreports.Eventhesereports
aredroppedaftera few hops,they still wastetheenergy re-
sourceof legitimatenodes.Our tracebackschemecomple-
mentsthe �ltering onesby locatingthemoles.This makes
it possibleto physicallyremoveor isolatesuchmolesfrom
thenetwork, thuseradicatingtherootcauseof theattacks.

A rich body of packet markingschemes[8, 10, 4] have
beenproposedfor IP tracebackin theInternet.They usually
donotassumecompromisedforwardingnodes(i.e.,routers)
andarenotdesignedto handlecolludingmoleson forward-
ingpaths.Asshown in Section3,suchmolescantamperthe
marksandtrick thesink to traceto wrongnodes.Eventhe
authenticatedIP markingscheme[10] that considerscom-
promisedrouterscannotwithstandall colludingattacks.In
contrast,our work is speci�cally designedto handlesuch
colludingattacksfrom compromisedforwardingnodes.

Besidespacket marking,therearetwo moreapproaches
for traceback,namelyloggingandnoti�cation. In logging
schemes[9], eachnodestorestherecentlyforwardedpack-
ets(or hashcopies),andthesinkcanconstructthepaththat
apacket traversesby queryingwhichnodeshaveforwarded
it. In noti�cation schemes[2], a forwardingnodeproba-
bilistically noti�es thesinkof thepacketsthey areforward-
ing (e.g.,usingICMP messages).PNM differsfrom themin
two aspects.First, it requiresno control messagessuchas
query/replyor noti�cation. Securingthesesignalingmech-
anismsandpreventingmolesfrom abusingthemis a chal-
lengingtask.Second,it doesnot requireanodeto storeany
previously forwardedpackets.This is particularlydesirable
for low-endsensorsthathavevery limited storagecapacity.

Techniquessimilar in spirit to nestedmarkinghavebeen
usedin othercontexts, e.g.,anonymousrouting [7]. They
addressa problemoppositeto ours,that is, how to prevent
anattackerfrom tracingbackto thesenderor thereceiverof
amessage.They alsotypically usepublic-key cryptography
to constructtherouting“onions.” We studytheproblemof
tracingbackto therealsourcesof messages,andwe donot
requireany public-key cryptography.

9 Conclusionsand Future Work
Falsedatainjectionattackhasrecentlyattractedmuchat-

tention[12, 14, 11], andall existingsolutionsarepassive in
thatthey only mitigatethedamageof attacks.Probabilistic
NestedMarking is the �rst work that canlocatemolesde-
spitecolludingattacks.Combinedwith physicalremoval or

network isolation,PNM canbe usedto actively �ght back
moles.Wehaveformally provedits securityagainstcollud-
ing molesanddemonstratedits ef�ciency with analysisand
simulation.PNMcantrackdown amole20hopsawayfrom
thesinkusingonly 50packets.Thisessentiallypreventsef-
fectivedatainjectionattacks,asmoleswill becaughtbefore
they canin�ict any meaningfuldamagesto thenetwork.

We plan to continueour investigationalongseveral di-
rections.First,wewill thoroughlyevaluatetheperformance
of PNM usingreal implementationon currentsensorplat-
forms.Second,wewill studyhow to improvethetraceback
precisionto speci�c nodes,andhow to isolatetheidenti�ed
molesin thenetwork. It is ourconjecturethatmarkingalone
is insuf�cient andmechanismssuchasneighborauthentica-
tion or collaborativemonitoringmaybeneeded.Finally, we
will revisit thepathreconstructionalgorithmin thepresence
of multiplesourcemoles.
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