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Problem

» Designing a secure code-update protocol for
sensor network
e Authentication, but not necessarily secrecy

* Network reprogramming protocols are epidemic
in nature, so could the infection
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Problem

» Designing a secure code-update protocol for
sensor network

e Limited Resources (ex: Sky Tmote)
CPU: ~8 mhz
Radio Chip: ~ 250 kbps
Memory: ~ 10 kb (RAM), ~ 48 kb (program EEPROM)
Battery: two AA batteries
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Comparison

* Previous approaches
e Judicious use of asymmetric cryptosystems

Requiring only a single signature over each new code-images

Sluice Secure Deluge  Deng, et al.

Ao’ Digital Digital Digital
Olninliin=ie] Signature Signature Signature

Page-level Packet-level Packet-level
chain chain tree

Hash Structure
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Sluice - Hash chain over pages
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Deng, et al. - Hash tree over packets
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Asymmetric cryptography vs. Symmetric
cryptography

Digital Signature MAC

(ECC) (CBC-MAC)

Verification ~ 5 seconds

~ 5 milliseconds

Signature/MAC

.|gna ure/ 44 bytes 4 ~ 8 bytes
Size
Key size > 16 bytes > 8 bytes

\ MAC : Message Authentication Code )




CylLab™# Carnegie Mellon

www.cyiab.cmu.edu

More specific problem
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And now, we present Castor
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Castor
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Assumptions and attacker model

* Assumption
e Single trusted sender (base station) updates the network

* Base station and every sensor nodes are bootstrapped with:

T (the key disclosure interval), k, (the head of the key chain),
one-way function K() and one-way hash function H()

e Loose time synchronization

o Attacker model — Attackers can:
* inject an arbitrary number of packets
* withhold/delay/modify an arbitrary number of packets
e tamper any sensor nodes and reveal crypto-materials (keys)
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‘ Time
tol - t1I t2| t3I 22 tn_1| tnI
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e code-update image (payload) ~.
- - Possible extra page
page | | 1 ! Tttt based on image size
po pl p2 pn-3 pn-2 pn-] ‘
e
h, h, h, h, h,.> h,,

| l l l one-way hash chain .
% @ z """ MAC sequence '

MAC MAC MAC
(hy,ky) (hy, ky) (hy, ky)

? ? ? ? ------ one-way key chain I
k‘O k] k2 k3

v A\_/ \_/ K pseudo-random
function K()
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Castor: Summary
e Authenticates code-updates with MAC

e Exploits delayed key disclosure scheme to protect
from compromised sensor nodes

e Uses a sequence of MAC

e Ensures that all of the nodes are able to verify the
MAC without adversely impacting the end-to-end
update latency




CyLab‘?&f Carnegie Mellon

www.cyiab.cmu.edu

Implementation

» Wrote as an extension of Deluge

e Hash: 160-bit SHA1 digests

» Block cipher: RC5

» MAC: 4-byte CBC-MAC and 8-byte key

» Generated separate packets to disseminate
crypto-materials
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Evaluation

e Used TOSSIM to assess Castor’s overhead

* Network topology
* N by N grid topology (N varying from 2 to 15, 15ft)

* Generated by LossyBuilder (based on empirical
measurements)
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Result - end-to-end update latency
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Looking ahead

» Castor’s scheme might be computationally
iInefficient across multiple distinct updates

1 V2.0
Ko K10000

How many pseudo-random function operations are required to verify K,q000?

Additional one-way key-chain
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Conclusion

e Existing secure network reprogramming protocols
make use of asymmetric cryptography
e Castor
e Exploits symmetric cryptography, instead
e Low end-to-end latency
e Low energy consumption

e Guarantees only legitimate senders to update the
network
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Thank You

Questions?

www.cs.cmu.edu/~dhjkim




