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Abstract
Providingsecuritysupportfor mobilead-hocnetworksis

challengingfor several reasons:(a) wirelessnetworksare
susceptibleto attacks rangingfrom passiveeavesdropping
to active interfering, occasionalbreak-insby adversaries
maybeinevitablein a large timewindow;(b) mobileusers
demand“anywhere, anytime” services;(c) a scalableso-
lution is neededfor a large-scalemobilenetwork. In this
paper, we describea solutionthat supportsubiquitousse-
curity servicesfor mobilehosts,scalesto networksize, and
is robust against break-ins. In our design,we distribute
thecerti�cation authorityfunctionsthrougha thresholdse-
cretsharingmechanism,in which each entityholdsa secret
share andmultipleentitiesin a local neighborhoodjointly
provide completeservices.We employlocalizedcerti�ca-
tion schemesto enableubiquitousservices. We also up-
datethesecretsharesto furtherenhancerobustnessagainst
break-ins. Both simulationsand implementationcon�rm
theeffectivenessof our design.

1 Intr oduction

In recentyears,network securityhasreceivedcritical at-
tentionfrom bothacademiaandindustry. As thedatanet-
work becomesmorepervasiveandits scalebecomeslarger,
network intrusion and attackhave becomesevere threats
to network users.This is especiallytrue for the emerging
wirelessdatanetworks. Comparedto their wired counter-
part,wirelessnetworksareproneto securityattacksrang-
ing from passive eavesdroppingto active interfering. As it
is evenmoredif�cult to protectnetwork entitiesagainstthe
intrudersin wirelessenvironment,occasionalbreak-insin
a large-scalemobile network are nearly inevitable over a
largetimeperiod.

While wemayemploy sophisticatedsecuritytechniques
into thesystemdesigntopreventintrusions,weexpectcom-
pleteintrusion-freesystemsto be costlyandunrealistic,if
not impossibleatall. Therefore,in orderto handlenetwork
intrusions,weexpectaparadigmshift from completelypre-
ventingintrusionsto toleratingintrusionsto certainextent.
We seekto operatein thepresenceof systemintrusionsso

thattheattacker'sdamagewill becontainedlocally andthe
overallsystemsecuritywill notbecompromised.

This work presentsa scalableintrusion-tolerantsecurity
solutionfor infrastructurelesswirelessmobilenetworks,in
which the network topologyis dynamicallychangingdue
to usermobility andnodefailures. In our design,we use
the idea of thresholdsecret sharing and secret share up-
datesto enableintrusiontolerance.No singleentity in the
network knows or holds the completesystemsecret(e.g.,
a certi�cation authority's signingkey). Instead,eachen-
tity only holdsa secretshareof thecerti�cation authority's
signingkey. Multiple entities,say � , in a one-hopnetwork
locality jointly providecompletesecurityservices,asif they
wereprovidedby asingleandomnipresentcerti�cation au-
thority. Thesystemsecurityis not compromisedaslong as
therearelessthan � collaborative intrudersin eachadver-
sarygroup. To furtherresistintrusionsover long term,we
periodically(for exampleonceevery severalhours)update
thesecretsharesfor all entities.

Theconceptsof thresholdsecretsharing[14, 2, 4,12, 15]
andsecretshareupdates[7, 5] arenot new, andhave been
studiedin the cryptographycontext. However, thesepro-
posalsassumelimited numberof secretshareholders,and
are not scalableto network size. They typically involve
excessive communicationoverhead,and assumea richly-
connectednetwork topology. Besidesthe scaling issue,
thesesolutionsdo not work well in the mobile network-
ing environment. They cannotsatisfy the following two
requirementsfor mobile networking security: (1) Mobile
usersdemand“anywhere,anytime” ubiquitoussecurityser-
vices,sincethey mayfreely roam. As long asthenetwork
conditionis betterthana prede�nedlower bound,security
servicesshouldbeavailableall the time. (2) Comparedto
wired networks,wirelessnetworksareconstrainedby their
uniquefeatures. Securityservicesmust be provided de-
spitewirelesschannelerror, networkpartitioning,andentity
joins/leaves.For theabovereasons,theseexistingsolutions
arenot applicableto mobilenetworkswith dynamicmem-
bership.

Thoughwe usethe aforementionedcryptographiccon-
ceptsin our work, our focusis to addressnetwork-oriented



securityissues,in particularmobility, serviceubiquity, net-
work dynamics,andscalability. We employ several tech-
niquesto achievethisgoal.

Our designemploys a certi�cate-basedapproachbased
on thepublic key infrastructure(PKI), which hasbeenthe
foundationof several recentnetwork security protocols.
Any two communicatingentitiesmayestablishatemporary
trust relationshipvia unforgeable,renewableandglobally
veri�able certi�cates carriedby eachof the entities. Se-
curity functionssuchascon�dentiality, dataintegrity, au-
thentication,and non-repudiationcanbe readily provided
via valid certi�cates that areusually issuedby a globally
trustedcerti�cation server. However, in a largescalewire-
lessmobile network, if we still rely on centralizedcerti-
�cation servers to provide thesesecurityservicessuchas
certi�cate issuing,renewal andrevocation,boththemainte-
nanceand performanceof suchserversarenon-trivial is-
sues. In this paper, we proposenew schemesto realize
thecerti�cate-relatedsecurityservicesto accommodatethe
uniquecharacteristicsof ad-hocwirelessnetworks.

We provide ubiquitousservicesfor mobile entitiesby
distributing the certi�cation authority(CA)'s functionality
to eachlocal neighborhood.A coalition of � neighbors
can serve as the CA and jointly provide certi�cation ser-
vicesfor arequestingmobileentity. Thefully localizedand
everywhereavailablefeaturesof our designenableservice
ubiquity for mobileusers.

A novel self-initializationprotocolis proposedto handle
dynamicnodemembership(i.e.,joinsandleaves)andsecret
shareupdates.Eachnodecanbe(re)initializedby � neigh-
bors. Onceinitialized, a nodeis quali�ed to bea coalition
memberto serve its neighborhood.

Ouroveralldesignscalesto largenetwork size.Security
servicesareeffectively provided in the presenceof mobil-
ity, wirelesschannelerrors,network partitioning,andnode
failures.Our implementationandnetwork simulationshave
con�rmed theeffectivenessof ourproposal.

Thefocusof this paperis wirelessad-hocnetworksthat
do not have any infrastructuresupport, thus making the
problemmorechallenging.But ourdesignis equallyappli-
cablein severalotherscenarios.It canbepluggedasvalue-
addedsecurityserviceinto many networkingsystems,such
ascluster-basedmiddlewareandstorageareanetworks.

This paperis organizedasfollows. We begin in � 2 by
describingtheproblemandshowing why theconventional
approachesfail to solve it. � 3 presentsour securityarchi-
tectureandthedesignrationale. � 4 illustratestheprotocol
design. � 5 describestheevaluationandmeasurementson
our implementationon Unix and ns-2 simulator, and � 6
concludesthispaper.

2 Background
We considera dynamicwirelessad-hocnetwork with

�

networking hosts/entities.Eachentity � hasa globally
uniquenonzeroID ��� . Thereis no otherconstrainton se-
lectingtheID aslong asit canuniquelyidentify thecorre-
spondingentity. Entitiescommunicatewith oneanothervia
thebandwidth-constrained,error-prone,andinsecure wire-
lesschannel. They may freely roamin the network. The
numberof network entities

�

may changeover time be-
causemobilehostsmayjoin, leave,or crash.Besides,

�

is
not limited. Theremaybea largenumberof communicat-
ing entities.

2.1 Designchallenges

Securitydesignin suchinfrastructurelesswirelessmo-
bile networksis challengingfor severalreasons:

� Securitybreach:Wirelesstransmissionsareproneto
securityattacks,and it is very likely that adversaries
will eventuallybreakinto a limited numberof entities
overa largetimewindow.

� Mobility andserviceubiquity: Mobile usersincur dy-
namictopologicalchanges.A mobileusermaybeable
to performeffective and timely communicationwith
its local neighborsbut not with remoteentities. For
example,routingprotocolsmayfail to establishrobust
communicationover multi-hoppaths,asit is thecase
with DSR,which is limited to 10-hopscenarios[8].

� Network dynamics:Channelerrors,andnodefailures
all incurdynamicsinto thenetwork. Besides,anentity
mayjoin andleave thenetwork over time.

� Network scale:Thenumberof networkingdevicescan
belarge,thusa scalablesolutionis critical.

2.2 Intrusion model

At �rst we brie�y discusswhatkind of intrusionsis al-
lowed in this work. In the worst case,all information,
whetherpublic or private, is known to the intruder when
a network entity is compromised.The intrudercanforge,
modify, anddeleteany information. The intrudercanalso
do bookkeepingto facilitatefuturebreak-ins.However, we
have to limit the power of an intruder to make the prob-
lem tractable.Giving in�nite power to the intrudersimply
makesany securitydesignmeaningless.We considera re-
alistic intrusionmodelin thesystem.

Sinceauthenticationis the basicbuilding block for all
securityservices,wefocusourdiscussiononthispart.Fun-
damentally, wehaveto assumethateachnetwork entityhas
someinformationthat is unknown to or unforgeableby the
intruder. Otherwise,oncean entity is broken, thereis no
way otherscan differentiatethe intruder and the genuine
entity. We considertwo speci�c cases:



1. An entity'sprivatekey will notbeexposedfor acertain
periodof time. Thusan entity is ableto maintainits
securityidentity by periodically renewing its private
key via certi�cate renewal services( � 4).

2. An entity'sID � � is notforgeableby theintruder, or the
intrudercanbedetectedby intrusiondetectionmech-
anismswhenit pretendsto be the broken entity. In-
trusiondetectionwithin onehopis morepracticaland
someschemeshavebeenrecentlyproposed[10].

In the�rst case,we allow theintruderto know, modify and
forge informationother than the privatekey. The broken
entity canauthenticateitself via its valid certi�cate anda
commonchallenge-responseschemeon its certi�ed public
key. The intrudercannotanswerthechallengewithout the
privatekey. In the secondcase,we allow all information,
includingits privatekey, to beexposedto theintruder. The
intruderandthebrokenentity aredifferentiatedby theun-
forgeableID. For example,intrusionon the ID canbe de-
tectedby tamperresistanceschemes[6] or localizedone-
hopmonitoring(e.g.,perception-basedmonitoring).

2.3 Problemswith conventional approaches

Thenweshow why twocommonapproaches,namelythe
centralizedandthehierarchicalapproach,donotwork well
in largemobilenetworks.

In thecentralizedapproach,asinglecerti�cation author-
ity (CA) providescerti�cation servicesfor the entirenet-
work. In a large mobile network, the scalabilityproblem
with thisapproachis quiteobvious.Besides,from thesecu-
rity aspect,theCA will beexposedto singlepointof failure
dueto systemfaults,compromisesanddenial-of-serviceat-
tacks.

In ahierarchicalapproach,theentirenetwork is logically
partitionedinto domainswhere local CAs are deployed.
Thisis alsotheapproachdiscussedin [20] wherecollabora-
tiveCAsaredeployedasaccesspointsfor securityservices.
At a�rst glance,thisscalesto network sizeand�ts well in a
largewirelessnetwork. However, severalcharacteristicsof
mobilenetworksmake this approachineffective: (1) High
mobility causesfrequentroutechanges,thuscontactingthe
local CA in a timely fashionis non-trivial [8]. Besides,in
ad-hocnetworksthelocalCA maybemulti-hopsawayand
mayalsomove. Thisnotonly causescomplicateddynamic
repartitioningof thenetwork,but alsostretchestheproblem
of locatingandtrackinga local CA server. (2) Multi-hop
communicationover the error-pronewirelesschannelex-
posesthedatatransmissionto high lossrate. This reduces
thesuccessratio andincreasestheaverageservicelatency.
(3) Every local CA is exposedto singlepoint of compro-
misesor DoSattacks.Thresholdsecretsharingamonglocal
CAs [20] solves the problem,but aggravatesthe previous
two concerns.

Weusecerti�cate renewal serviceasanexampleto eval-
uatetheseapproachesin the ����� network simulator. We
measuredresultswith mobility speedset at the moderate
valueof ���
	

���
� andvariousnetwork sizes.In Figure1,we
observe that thesuccessratio, de�ned asthepercentageof
successfulcerti�cate renewalsover all requestsduring the
simulationtime, is low for centralizedapproaches(around
70% – 90%),while our schemeis closeto 100%. In Fig-
ure 2, we observe that the averagedelayrequiredby each
nodeto contactthelocalCA is muchlargercomparedwith
our fully localizedapproach.
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3 Architecture

In this sectionwe describeour architecturefor ubiqui-
toussecurityservicesin wirelessad-hocnetworks. From
the cryptographicperspective, our designis basedon the
conceptsof thresholdsecretsharingand secretshareup-
dates.Fromthesystemaspect,thearchitectureis fully dis-
tributedandlocalized.

3.1 Concepts

We adoptan RSA-baseddesign,which is currentlythe
mostprevalentpublic key cryptosystem.ThesystemCA's
RSA key pair is denotedas �
� ����� ��� , where � � is the
systemsecret/privatekey and � � is thesystempublickey.

� � is usedto sign certi�cates for all entitiesin the net-
work. A certi�cate signedby � � canbe veri�ed by the
well-known systempublickey � � .

By thresholdsecretsharing,� � issharedamongthenet-
work entities.Eachentity �

� holdsa secret share ����� , and
any � of suchsecretshareholderscancollectively function
astherole of CA. However, � � is notvisibleor known by
any componentof the network exceptat the systemboot-
strappingphase.We seekto preservethesecrecy of � � all
thetimeafterthen.

Besidesthesystemkey pair, eachentity �
� alsomaintains

apersonalRSAprivateandpublickey pair �

�
�

�
� �

�

�

� . This
pairof personalkeysisusedin end-to-endsecurityto realize
cipher key exchange,messageprivacy, messageintegrity,
andnon-repudiation.



To certify its personalkeys, eachentity � � alsoholdsa
certi�cate � �����

� in the format of � � � � �

�

�

���	� ��

� ���	����� ���
��� ,
whichmayread:“It is certi�ed thatthepersonalpublickey
of entity � � is �

�

�

from thesigningtime � � ��
�� to theexpi-
rationtime � ����� ���
� ”. A certi�cate is valid if it is signedby

� � . To furthercontrolthevalidity of acerti�cate,wehave
employedtwo complementarymethods.
Implicit certi�cate revocation We prede�nea systempa-
rameter ���
������� to bound the valid time of every certi�-
catein the network. In any certi�cate � �����

� , the condition
�

�	����� ���
������� ��
���� ���!�"�����$# musthold. In otherwords,the
entity � � hasto renew its certi�cate within �%�!�"����� .
Explicit certi�cate revocationA certi�cateaccusedby the
systemcerti�cate revocationlist (CRL) is invalid no mat-
ter what its valid time says.Due to the implicit certi�cate
revocationmechanism,only thosecerti�cates that haven't
expired yet needto be storedin the CRL, thussaving its
storage.

3.2 Basicoperations

Thebasicoperationsin our architectureinvolveonly lo-
cal coalitionsof secretshareholders. � , thesizeof these
coalitions,is an importantsystemparameterthat needsto
becarefullytuned.
Secret share dealing An entity �

� obtainsits secretshare
� ��� duringsystembootstrappingphaseor throughourself-
initialization service( � 4.2). In the bootstrappingphase,
network entities obtain their valid certi�cates and secret
sharesfrom a centralizedmanagementbeforejoining (or
forming)thead-hocnetwork. Toeasethejob of secretshare
dealing,we have deviseda self-initializationalgorithmto
securelydeliver thesecretshareto a uninitializedentity by
alocalcoalitionof � secretshareholders.As aresult,after
initializing � entities,thecentralizeddealeris not needed
any more.
Certi�cation servicesWhenan entity requestsfor certi�-
cationservice,a local coalition of � secretshareholders
is formedon the �y . Eachsecretshareholder �

� provides
to therequestera partialcerti�cate thatis signedby a value

� � � which is directly derived from the secretshare �
�

� .
Oncethe requesterlocally collects � suchpartial certi�-
cates,it combinesthemtogetherandobtainsits complete
certi�cate thatis signedby � � .
Secret share updates In our design,no adversarygroup
having less than � collaborative adversariescan forge a
valid certi�cate. Our systemtoleratesup to �'&)( break-
ins from eachadversarygroup. In order to resist grad-
ual break-insover a long term period,eachentity's secret
shareis updatedperiodically [7, 5]. As long as thereare
lessthan � entitiesbroken betweentwo consecutive se-
cretshareupdates,thesystemsigningkey � � is protected
againstbreak-insandcanremainunchangedthroughout.

3.3 Designrationale

Why a certi�cate-based approach? As it hasbeenpro-
posedin literatures[18], thereare � ve basicaspectsthat
characterizeasecurecommunication:Dataintegrity, which
ensuresthat only authorizedparties are able to modify
transmittedinformation. Authentication, through which
the senderof a messagecanbe correctlyidenti�ed. Mes-
sagecon�dentiality, whichensuresthattransmitteddataare
accessibleonly for readingby authorizedentities. Non-
repudiationrequiresthatneitherthesender, northereceiver
of a messagebeableto deny the transmissionandService
availability, whichdemandsthatcomputersystemassetsbe
availableto authorizedentitieswhenneeded.

Certi�cate-basedapproachesreadily provide workable
solutionsto the�rst four of theabovementionedfunctions.
Weseekto solvetheproblemof serviceavailability through
thedesignof theubiquitouscerti�cation protocols,speci�-
cally for mobilead-hocnetworks.
Why thr esholdsecret sharing? Thresholdsecretsharing
exhibits severaldesirablepropertiesthat �t well in ad-hoc
networks: (a) A key featureof ad-hocnetworks is lack of
centralizedcontrol.Distributingandsharingthecontrolare
consistentto thenatureof ad-hocnetworks. (b) Ubiquitous
servicesareenabledoncethe secretis fully distributedto
eachlocality. Besides,intrusiondetectionis morepractical
andef�cient if localized.(c) Thethreshold� is thebalance
point betweenserviceavailability and intrusiontolerance.
An adversarygroupmustdestroy

�

�

& � �*(�# shareholders
to turnoff certi�cation services,whereasit mustbreakin at
least � shareholdersto stealthe systemsecret� � . We
next compareour choiceof � -thresholdwith two extreme
casesin theentiresolutionspace:

“ ( out of
�

” schemeThe centralizedsolution is actually
a specialcaseof the thresholdsecretsharing. The
threshold�,+-( resultsin vulnerablesecuritysince

� � is held by a singleentity. Thecentralizedserver
suffersfrom a singlepoint of servicedenialanda sin-
glepointof compromise.In theformercase,noservice
canbeprovidedto network entities.In thelattercase,
thesystemsecret� � is revealedandtheentiresystem
is compromised.

“
�

out of
�

” scheme: The threshold�.+

�

resultsin
maximalsecuritybut minimal fault tolerance.Unless
theadversarybreaksinto every entity in thesystem,it
cannotexpose� � . However, sinceall

�

entitiesare
requiredin providing theservice,thesystemsecretis
lostoncesystemfailureoccursatany singleentity. Be-
sides,thisapproachis notscalablein a largenetwork.

Therefore,our � -thresholdsecuritydesignseekstoprovide
�e xible tradeoffs amongsecurity, availability, intrusiontol-
erance,andfault tolerance.By choosing(�/ �0/

�

, we



avoid both the ”single point of compromise”andthe ”sin-
glepointof failure/DoSattack”problems.Thoughacertain
numberof entitiesmaybeintrudedor faulty, thesystemse-
cret � � is notexposedor lost.
Why secret shareupdates?In thresholdsecretsharing,ad-
versariesneedto compromiseat least � entitiesto expose
thesystemsecret� � . However, they have theentiresys-
temlifetime to mounttheseattacks.Gradualbreak-insinto

� entitiesover a long periodof time maybepossibleand
thereforelong-livedsecretsharingis notsuf�cient. A naive
make-upis to periodicallychange� � itself. However, in a
wirelessad-hocnetwork withoutcentralizedcontrol,it is an
openissuewho hasthe authorityto annulthe current � �

andenforcethe change.This motivatesour designchoice
to periodicallyupdatethesharesinsteadof the � � itself.

4 Protocols
4.1 Localizedcerti�cation service

As in PKI-basedsystems,our certi�cation servicesin-
cludecerti�cate issuing,renewal, andrevocation. The re-
newal servicealsoservesasan implicit revocationmecha-
nism,asdescribedin � 3.
Certi�cate issuing Technically this operationis sameas
certi�cate renewal. However, it raisesmoresecuritycon-
cerns.Onceanentityobtainsits initial certi�cate, in ourde-
signit earnsthetrustof theentirenetwork. A well-de�ned
certi�cate issuingpolicy is neededto regulatecerti�cate is-
suing. (a) At thenetwork bootstrappingphase,we assume
theentitiescanobtaintheir initial certi�catesfrom atrusted
centralizedmanagement.(b) If anentity joins thenetwork
lateron,or if it wishesto recover its certi�cate from a sys-
temcrash,thenawell-knowncerti�cate issuingpolicy must
be pre-determinedbefore the ad-hocnetwork is formed.
Sinceour architecturedeliverscerti�cation serviceswithin
one-hopneighborhood,wesuggesttousesomereliableout-
of-boundphysicalproofs,suchashumanperceptionsand
biometrics,to enforcecerti�cate re-issuingpolicy.
Certi�cate renewalOncean initial certi�cate is issuedto
anentity, it mustberenewedwithin �

�!�"����� time. Theen-
tity mayalsoneedto renew its certi�cateonceit updatesits
personalkey pair. To renew its certi�cate, a network entity
mustpresentits currentvalid certi�cate anda futureexpi-
rationtime � /

�

currenttime� �
�
�����"� ) for thenew certi�-

cate. The local coalition usesthe system� � andsystem
CRL to verify thevalidity of thecerti�cate, thenacceptsor
deniestherenewal requestaccordingly.
Certi�cate revocation Besides the implicit revocation
scheme,theexplicit revocationschemeis devisedto revoke
compromisedcerti�catesat real time. If � � 's certi�cate is
consideredcompromised,an � � -signedcounter-certi�cate

�

�

� � � �

�

� ��
��

����� is �ooded over the network, where
�

is
a specialtag denotingcounter-certi�catesand �

�

� ��
��

is the

timewhenthecounter-certi�cation requestis submitted.By
the help from implicit revocation,eachnodeonly needs
to maintaina subsetof counter-certi�cateswithin the past

� �!��� ��� . Thatis, givenacounter-certi�cate �

�

� � � �

�

� ��
��

�����

and the current time
���
	

, a node needsto store the
counter-certi�cate if

�

�

�

� ��
��

� � �
�����"���

�
�
	

# , or dis-
cardit otherwise.

Like a certi�cate,a counter-certi�cate is signedthusun-
forgeable. Besidesthe �ooding mechanism,neighboring
nodescansafelyexchangetheir localCRL cacheandobtain
themaximallist. If a counter-certi�cate �

�

� � ���

�

� ��
��

����� is
listed in local CRL cache,any certi�cate of � � signedbe-
fore �

�

� ��
��

is consideredinvalid. An out-of-boundcerti�cate
re-issuingpolicy maydecidewhetherto re-issue� � a new
certi�cate signedafter �

�

� ��
��

.

4.1.1 Protocoldetails

Our architectureis built uponShamir's [14] thresholdse-
cret sharing. A secretcanbe sharedby an arbitrarylarge
communityusinga secretpolynomial �

���

# . If the degree
of �

���

# is � & ( , thenany � membersof thecommunity
canrecoverthesecretvia Lagrangeinterpolation,while any
lessthan � membersof thecommunityrevealsnoinforma-
tion of thesecret.This is normallydenotedas � -threshold
secretsharing.

At the systembootstrappingphase,the centralizedse-
cretsharedealerobtainstheRSA secretkey � � + ��� �

�

�

andrandomlyselectsa polynomial �

���

# of degree � & ( ,
�

���

# +�� �������

�

�����������

���

���

�

���

� suchthattheshared
secretis �

�� 

# +�� . Eachentity �����

�

� + ( �

�

��!"!#! �

�

# holdsa
secretshare�

�
� +

�

�

�

� ��# mod �

# . For any coalitionof �

entities � ���
� �%$ ��!�!�! � �

�

� , Lagrangeinterpolationstatesthat

�'&

�

(

)+*

�

�

�
�+,

� -
��,

�� 

# mod �

#+&

�

(

)+*

�

� �

)

�

mod �

# (1)

where-
�+,

�� 

# aretheLagrangecoef�cients1.
In a local neighborhoodwherethereare � secretshare

holders,eachshareholder �

) cancomputean � �

) from its
secretshare�

�+, by Lagrangeinterpolation, � � is recov-
eredfrom thesum � +

�/.

�

)+*

�

� �

) mod �

# .
Insteadof revealingtheprivateexponent� to thecoali-

tion, a bettersecurityschemeis employed to accomplish
certi�cation serviceswithoutconstructinganexplicit � . The
cornerstoneof themulti-signatureprotocol[2, 4, 12, 15] is
thefollowing arithmeticformula:

0

���21

�

0

���43

�#�����"�

0

���65

+

0

���21879���43+7;:<:<: 79���65

!

In this schemeeachmemberprovidesa partial certi�cate
0

���

, ratherthanrevealingits private � �

) (Figure3).

1Lagrange coef�cient in the coalition is de�ned as =?>
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However, thereis a technicalobstruction,namedasthe
“interpolationover ��������� problem” in [15], that needsto
be solved to implementthe multi-signaturescheme. The
solutionproposedin [2, 4, 12] assumesa limited numberof
secretshareholdersasfor �x edmembersof asocialor legal
group[1]. Thetotal numberof all shareholdersis consid-
eredconstant,andtheentiresystemneedsto restartif this
numberchanges.In otherwords,theexisting secretshares
andsometimesthecurrentsigningkey needto beregener-
atedwhena new memberjoins. Contributionsfrom [5, 15]
improve the robustnessof schemeby varioustechniques
like veri�able secretsharing[3, 17, 13] andproactive se-
cret shareupdate[7]. However, the applicationdomainis
still group-orientedmulti-signaturewith �x ed numberof
shareholders.Their algorithmscannotbe directly applied
in large-scalenetworkswith dynamicnodemembership.

We havedevisedanew algorithmto meetthedemandof
scalabilityanddynamicnodemembership[9]. In ourarchi-
tecture,membershipchangesdo not affect existing secret
sharesor thecurrentsigningkey.
Secret share dealing Unlike [2, 4, 12], we follow thesim-
ple proceduresspeci�ed by Shamir[14]. Given an RSA
signingkey 	�

����������� , the sharedsecretis the private
exponent ��������� � , and the secretsharefor entity !�" is

#%$'&

�(������!�")� mod ��� .
Generatingpartial certi�cates usingsecret sharesWhen
asecretshareis usedin signing,it is treatedasanexponent
in RSA algorithm. Givena message* anda secretshare

#

, thesignedresultis �)*(+ mod ��� .
Combining partial certi�cates Having collected
 partial
certi�cates, the servicerequestercanobtain the complete
certi�cate by 
 -boundedcoalitionoffsettingalgorithm.

4.1.2 
 -boundedcoalition offsetting

In Equation 1, the sum of Lagrange interpolation
,.-

"0/%1

�

#
$

&32 4
$

&

����� mod ���5�76

2

��89� for certain 6 . How-
ever, no mathematicalidentity ensuresthat the result of
themultiplicativemulti-signatureequalsthe 	�
 -signature:

*;:=<

��>�?A@

*;:=<

�

2

*

?CB @ED

2

*

?F@

*

?

� mod ���3G

Fortunately, each�

#�$'&H2 4I$�&

����� mod ��� is a valuebetween
0 and �KJ

D due to modulararithmetic. Thus 6 satis�es
the inequation�CLM63LN
 . After Algorithm 1 we areableto
recover *

? by thehelp from theoriginal message* and
thesystempublickey

#


O�P��Q������ .

Algorithm 1 
 -boundedCoalitionOffsetting

Require: RTS

@

*

,9U

&�VXW

�

+ZY

&

< [\Y

&

�

S

� mod ���

@

*
:=<

��>�?

� mod ���

is theproductof all partialcerti�cates.
1: �;]^�_*a`

� mod �

2: bc]^�d�C�'ef]g�

D

3: while b�Lh
 do
4: Ri]g�_R

S

2

e mod � , then ej]^�_e

2

� mod �

5: if ( *

@

Rlkm� mod ��� ) then
6: Success,breaktheloop
7: end if
8: bc]^�Kbn8

D

9: endwhile
Ensure: R

@

*

?

� mod ���

In anad-hocnetwork, 
 is a smallnumbercorrespond-
ing to numberof nodesin a neighborhood.Thusthe loop
in Algorithm 1 endswithin reasonablerounds. Also it is
well-known that

#


 -veri�cation in RSA is aninexpensive
operation[19]. Thecomplexity of 
 -boundedcoalitionoff-
settingis the sumof op�

D

� exponentiation,op��q�� modular
multiplications,and op�)qC� RSA

#


 -veri�cations.

4.2 Localizedself­initialization

Each well-behaving, certi�cate-holding entity !�r can
alsoobtaina secretshare

#�$ts

, which is usedto derive 	u
vr

in providing certi�cation services.Wehavedeviseda local-
ized self-initializationalgorithm to computesecretshares
whenthecentralizeddealeris absent.

Given an uninitialized entity !�r (i.e., !�r is not a se-
cret shareholder), a local coalition of 
 shareholders,
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������� � ���

���

�

�

� , can computeits secretshare
� �	� by Lagrangeinterpolation:
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mod �
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Each coalition member ���

���

)

�

computesa partial secret
share� ���

���

)

�

from its secretshare� ��


�
� ,��

, thenreturnsthe
partialsecretshareto the requester. The requester's secret
shareis thesumof the � partialsecretshares.

As Lagrangecoef�cients arepublicly known, � � cande-
rive ����


�
� ,��

by knowing � ���

���

)

�

directly. To keep � ��


�
� ,��

asa secretonly to its owner ���

���

)

�

, we employ a complete
shuf�ing scheme.In thecompleteshuf�ing scheme,a ran-
domnonceis exchangedbetweenany two membersin the
coalition. The entity with larger ID treatsthe nonceasa
positive numberwhile the othersidetreatsit asa negative
number. Eachmembertotally has � & ( suchnonces.Be-
fore ���

���

)

�

sendsbackthe partial secretshare,it sumsthe
� & ( noncesand � ���

���

)

�

, thensendsa shuf�ed partialse-
cretshare� ���

�

���

)

�

+ � ���

���

)

�

�

. �

���
� � �
�

# to � � . It is easy
to verify that ��� obtainsthesamevalue �

��� .
As depictedin Figure4, theprotocolrequiresfour steps

of communication:

1. The uninitialized node � � broadcaststhe servicere-
quest,alongwith localcoalitioninformation.

2. Each coalition memberselectsa randomnoncefor
other membersif its ID is lower than the other one.
Eachnonceis encryptedwith the personal� � of the
intendedreceiver. The requesteracts as the router
andacceptsall shuf�ing packagesfrom �'& ( mem-
bers(Thememberwith thehighestID needsnotselect
nonces).

3. Therequesterroutesencryptednoncesto intendedre-
ceivers.

4. Eachmemberdecryptsall nonces,computesashuf�ed
partialsecretshare,andthensendsit backto � � .

It canbeshown thattheself initializationprotocolis still
� -out-of-

�

secureif thereareat leasttwo uncompromised
entitiesin thecoalition.Thecryptoanalysisdetailsareavail-
ablein [9].

4.3 Secret shareupdate

To furtherenhancetherobustnessof our design,we pe-
riodically updateall thesecretsharesto invalidatecompro-
misedsecretshares.In the bootstrappingphaseall secret
sharesare taggedwith version ( and ID

 

. Eachsecret
shareupdatewill increasethe versionby ( , and there is
a prede�nedminimal lapsetime betweentwo consecutive
updates.During the updatetransitionperiod,secretshare

holderswith thesameversiontagcancollaboratively func-
tion astheCA.

We employ theproactive secretshareupdatealgorithms
proposedin the literature[7] to createa communityof �

entitieswith new versionof secretshares.Then the self-
initializationprotocolis employedtopropagatethenew ver-
sionover theentirenetwork. If therearemultipleproactive
updatesconcurrentlygoing on, thenwe may have version
con�icts. Our solution is to include the lowest ID of the
original � updatedentitiesinto theversiontag.Theversion
tagwith thelowestID wins in thecaseof versioncon�icts.

4.4 Discussions

Veri�able Secret Sharing If there are compromisedse-
cretshareholdersin thenetwork, valuesotherthanthese-
cret sharesmay be usedby the adversariesto sign andis-
suefalsepartial-certi�cates.With veri�able secretsharing
(VSS) [3, 17, 13] employedwith themulti-signaturealgo-
rithms,signinga messagewith a wrongsecretsharecanbe
detectedpublicly or by theservicerequester. In theproac-
tive updateschemeproposedby [7], VSSis alsoemployed
to enforceproper secretshareupdates. In our architec-
ture, theself-initializationalgorithmcanalsobe enhanced
by VSS with witnessesassociatedwith eachpartial secret
share.Thecryptographicdetailsareavailablein [9].
Lessthan � one-hopneighborsSofarweassumethatthe
requestingentity hasat least � one-hopneighbors.How-
ever, if theusersconstantlyroam,thismaynotalwayshold.
In our solutionthe requestingentity maybroadcastthe re-
questsfor a limited numberof times(e.g.,2–3)overa time
window, expectingnew mobile entitiesto serve it. Sim-
ilarly, the requestingnodemay alsomove to a new loca-
tion, whereit can�nd at least � shareholdersto serve it.
Thus nodemobility helpsproviding certi�cation services
( � 5.2.1).
StoragerequirementsThe systemCRL is requiredto be
locally storedat eachnode. From our implementationex-
periencethesizeof a counter-certi�cate is normally in the
rangeof 128 to 256 bytes(asfor RSA signingkey length
1024 to 2048 bit). When the size of an ad-hocnetwork

 

/

�

/ (

 �  

andtheprobabilityof compromise
 

� � � ( ,
thestoragerequiredfor systemCRL is acceptablefor most
low-enddevices. Besides,the implicit revocationmecha-
nism helpsto reducethe storagerequirementsigni�cantly
( � 3).

5 Evaluation of implementation

We realizeourdesignin bothUnix platformsandapop-
ular network simulatorNS-2[11]. Our Unix implementa-
tion seeksto quantitatively characterizethe computational
costof our solution,andthesimulatorhelpsto evaluateas-



key RSA-PK RSA-SK PCC Combine
(bit) (msec) (sec) (sec) (sec)
512 0.093 0.0056 0.0466 0.0928
768 0.124 0.0173 0.1198 0.2416

1024 0.142 0.0386 0.2610 0.5280
1280 0.136 0.0669 0.4590 0.9742
1536 0.133 0.1089 0.7944 1.5598
2048 0.208 0.2462 1.7058 3.4410

Table 1. RSA and cer ti�cation performance ( � +

� ��� ����� +

�

 

! � )

key RSA-PK RSA-SK PCC Combine
(bit) (msec) (sec) (sec) (sec)
512 0.884 0.0678 0.1835 0.1982
768 1.276 0.2165 0.5973 1.3430

1024 1.324 0.4672 1.1637 1.1978
1280 1.356 0.8734 2.2912 2.4109
1536 1.416 1.4863 3.5820 3.6952
2048 1.036 3.1883 7.7855 8.0324

Table 2. RSA and cer ti�cation performance ( � +

� ��� ����� + (

�

!�( )

key RSA-PK RSA-SK PCC Combine
(bit) (msec) (sec) (sec) (sec)
512 2.782 0.2347 0.5499 0.6144
768 3.382 0.6403 1.4818 1.6478

1024 4.036 1.2953 3.1738 3.3283
1280 4.065 2.4607 5.5492 5.9019
1536 3.941 3.8543 10.1253 10.4301
2048 3.954 8.3826 20.6606 21.7095

Table 3. RSA and cer ti�cation performance ( � +

� ��� ����� + (�! ��� )
� ���	��
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��� �
�

PCC Combine PCC Combine PCC Combine
2 0.260 0.526 1.293 1.334 2.991 3.304
3 0.261 0.528 1.149 1.171 2.998 3.293
5 0.261 0.528 1.164 1.198 3.174 3.328
7 0.263 0.531 1.140 1.207 3.163 3.530

10 0.262 0.537 1.309 1.410 3.099 3.394
20 0.261 0.532 1.308 1.464 3.078 3.458
30 0.261 0.537 1.160 1.510 3.082 3.410

Table 4. Certi�cation performance in terms of
system parameter � (RSA key: 1024bit, time
unit: sec)

pectsof mobility, ability to handleubiquitousservice,chan-
nelandnodedynamics,in a largenetwork setting.

5.1 Unix implementation and measurements

Our cryptographicimplementationon UNIX is writ-
ten in C and currently consistsof about 8,000 lines of
code.It implementscerti�cation,counter-certi�cation,self-
initialization, and proactive secretshareupdateservices,
alongwith a numbertheorymoduleand othersupportive
modules.

In Tables1, 2 and 3 we measured2 theperformanceof

2In all the tables,key denotesRSA key length in bits, RSA-PK de-
notesstandardRSA's PK-veri�cation. RSA-SK denotesstandardRSA's
SK-signature.PCC denotespartial certi�cate computationwhich equals
usingsecretshareto signa message.Combine denotesthedelaycaused
by combining� partialcerti�cates.PSS denotespartialsecretsharecom-

key ���	��


*

$���� �

������


*

��$�� �

���	��


*

��� ���

(bit) PSS Sum PSS Sum PSS Sum
512 0.413 0.288 1.145 0.378 3.861 1.196
768 0.459 0.382 2.588 0.443 5.163 1.497

1024 0.490 0.319 3.321 0.781 7.024 1.847
1280 0.561 0.411 4.926 0.840 8.215 1.996
1536 0.798 0.460 3.480 0.630 10.251 2.006
2048 1.420 0.473 5.245 0.754 24.414 2.528

Table 5. Self initialization service ( � + � , time
unit: msec)

our certi�cation servicewith the standardRSA operations
on heterogeneousdevices. TheSPECint95values[16] are
20.5,12.1,and1.37,respectively. Our measurementsshow
that computationpower is a critical factor that affectsthe
ef�ciency of our RSA basedscheme,andfor typical sce-
nariostheperformanceis acceptable.For example,a Pen-
tiumIII/500 laptop(SPECint95=20.5)performswell in all
testcases,whileaSPARCstation5/85(SPECint95=1.37)re-
quiresmore time (3–5 secfor certi�cation service)when
usingtypical valuesfor key length(1024or 1280bits) and
coalitionsize � ( � (

 

in practice).
In Table4 wemeasuredtheperformanceof thecerti�ca-

tion servicein termsof the coalitionsize � . We �nd that
parameter� doesnotaffectthesystemperformancesignif-
icantly because(i) partialcerti�catesarecomputedin par-
allel by the coalition members;(ii) at the requester's side,
all theoperationsin thepartialcerti�cate combinationloop
aremoderatein termsof computationoverhead( � 4.1.2).

The operationsusedin self-initializationand proactive
update,namelymultiplicative inverseandLagrangeinter-
polation,areinexpensiveto compute.WepresentTable5 to
show theeffects. All measuredcomputationoverheadsare
at thescaleof milliseconds.

5.2 NS-2simulation

We have alsousedthe ns-2simulatorto implementall
thecommunicationprotocolsdescribedin � 4. Wefollow an
application-layerapproachandhave developeda UDP-like
transportagentthatallowsfor deliveryof actualapplication
dataunits(ADUs) andone-hopbroadcast.

In orderto evaluatethecommunicationef�ciency of our
protocol,we usethefollowing metrics:Successratio mea-
surestheratioof thenumberof successfulcerti�cation ser-
vices over the numberof attemptsduring the simulation
time. Average delaymeasurestheaveragelatency for each
nodeto performa certi�cation service,in the caseof self
initialization, the averagetime it needsto becomea fully
functionalmemberof thenetwork, from themomentit joins
in. Average numberof failures measuresthe numberof
timesanentityfailsonaverage,beforesuccessfullyaccom-
plishingits certi�cation.

putationwhich equalsa Lagrangeinterpolationoperation.Sum denotes
obtainingasecretshareby summingtogetherall partialsecretshares.
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Figure 7. Certi�cate Renewal:
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We studythe performanceof our protocolsby running
experimentsin networks with sizesthat rangefrom 30 to
100nodes.Thenodemobility variesfrom1,3,5,10,15and
20�
	

���
� . Therandomway-pointmodelin ns-2is usedto
emulatemobility patterns.In thesimulations,theexpiration
time of the certi�cate is selectedas � ve minutes,and the
coalitionsize � + � , exceptfor thetopologiesthatconsist
of 30nodes,where� + � .

5.2.1 Certi�cation services

We �rst examine the effectivenessof the certi�cate re-
newal service,as the nodespeedincreasesfrom 1�
	

���
�

to 20�
	

���
� andthe channelerror ratebecomes10%. As
it is shown in Figure5, the successratio of our approach
is almost100%,while the centralizedandthe hierarchical
solutionsfail. This con�rms not only the effectivenessof
our methodin termsof mobility, but alsoserviceubiquity,
sinceduringthesimulationtime, every nodeis requiredto
renew its certi�cate multiple times,which meansthat the
serviceshouldbeavailableatany partof thenetwork topol-
ogy, atany time. Therobustnessof ourdistributedcerti�ca-
tion servicesis alsodemonstratedin Figure6, from another
perspective; thenumberof failureseachnodeis experienc-
ing on average,beforesuccessfullyreceiving its service.
Our proposalrequiressigni�cantly lesseffort in providing
theservice,comparedto the centralizedandthe hierarchi-
cal cases. Moreover, we observe that mobility helpsour
protocol. As nodespeedincreases,theaveragenumberof
failuresfor eachnodenot only remainsunchangedin our
approach,but alsodiminishes.

In Figure7,wealsopresentresultsfor theaveragedelay.
Fromthe�gures, we observe thattheaveragedelayalmost
remainsunchangedasmobility speedgrows from ( � 	

� �
�

to �

 

� 	

� �
� . However, asit is evident from the same�g-
ures,bothcentralizedandhierarchicalsolutionsincurmuch
higherdelay, which alsogreatly�uctuates, thusmakingit
hardto predictsomeusefulinformation,suchasthefuture
expirationtime in certi�cate renewal andconsequentlythe
frequency of renewal.

5.2.2 Self initialization & Proactiveupdate

To evaluatethe self initialization protocolof our certi�ca-
tion serviceswefocusonthetimeneededfor thenodesthat
haven't beenalreadyinitialized by the root-of-trustto be-
comefully functionalentities(by obtaininga secretshare).
In eachexperimentthatwe conducted,� �

� nodesof our
topologyareassumedto have beeninitialized by an imag-
inary dealer, so that the remainingnodesbe ableto �nd a
coalitionof � neighbors,in orderto performself initializa-
tion. Figure8 presentstheaveragelatency for eachnodeto
completethis phase.Fromthe graph,we notethat our al-
gorithmscaleswell to thenetwork sizeandnodemobility;
evenfor the largesttopologyof 100nodesandnodespeed
�x edat20�
	

���
� , all nodesmanageto self initialize in less
that500seconds.

In the next setof �gures 9 and10, we presenta more
detailedanalysisof the proactive updatelatency, for net-
work topologiesof 50 and100 nodesrespectively andfor
threenodespeeds(3, 10 and 15 �
	

���
� , that correspond
roughlyto low, mediumandhighmobility). For thecaseof
50 nodes,we seethat the �rst 20% of themneedsalmost
50 secondsto update. But assoonasa suf�cient number
of nodesmanagesto acquiretheir new secretshares,then
theconvergenceof thealgorithmis pretty fast,sincethose
nodesmay in turn help othersto self initialize andso on;
wereach80%in another50secondsof simulationtime. We
alsoobservethattheevolutionof thealgorithmis similarfor
all mobility speeds,whichshows thatourdesignis tolerant
to mobility. The resultsfor the scenarioof 100 nodesare
slightly different.As expected,thecurvesareshiftedto the
right, sincethenetwork is largerandconsequentlyit takes
upmoretimefor all nodesto becomepartof it.

6 Conclusions

In this paper, we have describeda solution to security
supportin wirelessmobilenetworks. Our designhasbeen
motivatedby threemainfactors:(a) We do not believe that
any securitysystemis completelyunbreakable.Therefore,
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our designhasto work in the presenceof suchbreak-ins.
(b) We seekto maximizethe serviceavailability in each
network locality; this is crucial to supportingubiquitous
servicesfor mobileusers.(c) The solutionhasto be fully
decentralizedto operatein a large-scalenetwork. To this
end,wehaveaddressednetworkingissuesincludingmobil-
ity, scalability, serviceubiquity, andnetworkdynamicssuch
aschannelinterferenceandnodefailures.Our experiences
in implementationandsimulationshave shown positive re-
sultsfor ourapproach.
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