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Abstract

Providing securitysupportfor mobilead-hocnetworkss
challengingfor several reasons:(a) wirelessnetworksare
susceptibldo attads rangingfrom passiveeavesdopping
to active interfering occasionalbreak-insby advesaries
maybeinevitablein a large timewindow; (b) mobileuses
demand‘anywhere, anytime” services;(c) a scalableso-
lution is neededor a large-scalemobile network. In this
paper we describea solutionthat supportsubiquitousse-
curity servicesor mobilehosts scaleso networksize and
is robust against break-ins. In our design,we distribute
thecerti cation authorityfunctionsthrougha thresholdse-
cretsharingmedanism,n which eac entityholdsa secet
shae and multiple entitiesin a local neighborhoodointly
provide completeservices. We employlocalizedcerti ca-
tion schemesto enableubiquitousservices. We also up-
datethesecetshaesto furtherenhanceobustnessgainst
break-ins. Both simulationsand implementatiorcon rm
theeffectivenessf our design.

1 Intr oduction

In recentyears network securityhasrecevedcritical at-
tentionfrom both academiaandindustry As the datanet-
work becomesnorepenasive andits scalebecomedarger,
network intrusion and attack have becomesevere threats
to network users. This is especiallytrue for the emeging
wirelessdatanetworks. Comparedo their wired counter
part, wirelessnetworks are proneto securityattacksrang-
ing from passie eavesdroppingo active interfering. As it
is evenmoredif cult to protectnetwork entitiesagainsthe
intrudersin wirelesservironment,occasionabreak-insin
a large-scalemobile network are nearly inevitable over a
largetime period.

While we may employ sophisticatedecuritytechniques
into thesystendesigrnto preventintrusionswe expectcom-
pleteintrusion-freesystemdo be costly andunrealistic,if
notimpossibleatall. Thereforejn orderto handlenetwork
intrusionswe expecta paradignshift from completelypre-
ventingintrusionsto toleratingintrusionsto certainextent.
We seekto operatein the presencef systemintrusionsso

thatthe attacler's damagewill becontainedocally andthe
overall systemsecuritywill notbecompromised.

This work presents scalablantrusion-toleransecurity
solutionfor infrastructureleswirelessmobile networks, in
which the network topologyis dynamicallychangingdue
to usermobility and nodefailures. In our design,we use
the idea of thresholdsecet sharing and secet shae up-
datesto enableintrusiontolerance.No singleentity in the
network knows or holdsthe completesystemsecret(e.g.,
a certi cation authority's signingkey). Instead,eachen-
tity only holdsa secretshareof the certi cation authority's
signingkey. Multiple entities,say , in aone-hometwork
locality jointly providecompletesecurityservicesasif they
wereprovidedby asingleandomnipresenterti cation au-
thority. The systemsecurityis notcompromisedslong as
therearelessthan collaboratveintrudersin eachadwer
sarygroup. To furtherresistintrusionsover long term, we
periodically(for exampleonceevery severalhours)update
thesecressharedor all entities.

Theconceptof thresholdsecresharing14, 2, 4,12, 15]
andsecretshareupdateq7, 5] arenot new, andhave been
studiedin the cryptographycontext. However, thesepro-
posalsassumdimited numberof secretshareholders,and
are not scalableto network size. They typically involve
excessve communicationoverhead,and assumea richly-
connectednetwork topology Besidesthe scalingissue,
thesesolutionsdo not work well in the mobile network-
ing ervironment. They cannotsatisfy the following two
requirementgor mobile networking security: (1) Mobile
usergddemandanywhere anytime” ubiquitoussecurityser
vices,sincethey mayfreely roam. As long asthe network
conditionis betterthana prede nedlower bound,security
servicesshouldbe availableall thetime. (2) Comparedo
wired networks, wirelessnetworks areconstrainedy their
unique features. Security servicesmust be provided de-
spitewirelesschannekrror, network partitioning,andentity
joins/leares.For theabove reasonstheseexisting solutions
arenot applicableto mobile networks with dynamicmem-
bership.

Thoughwe usethe aforementionedaryptographiccon-
ceptsin our work, our focusis to addressietwork-oriented



securityissuesjn particularmobility, serviceubiquity, net-
work dynamics,and scalability We employ several tech-
niguesto achieve this goal.

Our designemploys a certi cate-basedapproachbased

on the public key infrastructurg(PKI), which hasbeenthe
foundation of several recentnetwork security protocols.
Any two communicatingentitiesmayestablisratemporary
trust relationshipvia unforgeable renavable and globally
veri able certi cates carriedby eachof the entities. Se-
curity functionssuchas con dentiality, dataintegrity, au-
thentication,and non-repudiatiorcan be readily provided
via valid certi catesthat are usually issuedby a globally
trustedcerti cation sener. However, in alarge scalewire-
lessmobile network, if we still rely on centralizedcerti-
cation senersto provide thesesecurityservicessuchas
certi cateissuing,renaval andrevocation boththemainte-
nanceand performanceof suchseners are non-trivial is-
sues. In this paper we proposenen schemego realize
thecerti cate-relatedsecurityserviceso accommodatéhe
uniquecharacteristicef ad-hocwirelessnetworks.

We provide ubiquitousservicesfor mobile entities by
distributing the certi cation authority(CA)'s functionality
to eachlocal neighborhood. A coalitionof  neighbors
cansene asthe CA andjointly provide certi cation ser
vicesfor arequestingnobileentity. Thefully localizedand
everywhereavailablefeaturesof our designenableservice
ubiquity for mobileusers.

A novel self-initializationprotocolis proposedo handle
dynamicnodemembershigi.e.,joinsandleaves)andsecret
shareupdatesEachnodecanbe(re)initializedby  neigh-
bors. Onceinitialized, a nodeis quali ed to be a coalition
membetto seneits neighborhood.

Ouroveralldesignscalego large network size. Security
servicesare effectively providedin the presencef mobil-
ity, wirelesschannelerrors,network partitioning,andnode
failures.Ourimplementatiorandnetwork simulationshave
con rmed the effectivenes®of our proposal.

Thefocusof this paperis wirelessad-hocnetworksthat
do not have ary infrastructuresupport, thus making the
problemmorechallenging But our designis equallyappli-
cablein severalotherscenarioslt canbepluggedasvalue-
addedsecurityserviceinto mary networking systemssuch
asclusterbasedniddlenvareandstorageareanetworks.

This paperis organizedasfollows. We beginin 2 by
describingthe problemandshaving why the corventional
approachesail to solveit. 3 presentur securityarchi-
tectureandthe designrationale. 4 illustratesthe protocol
design. 5 describeghe evaluationandmeasurementsn
our implementationon Unix and ns-2 simulator and 6
concludeghis paper

2 Background

We considera dynamicwirelessad-hocnetwork with

networking hosts/entities.Eachentity hasa globally
uniguenonzerolD . Thereis no otherconstrainton se-
lectingthe ID aslong asit canuniquelyidentify the corre-
spondingentity. Entitiescommunicatavith oneanothewia
the bandwidth-constraine@yrorprone,andinsecue wire-
lesschannel. They may freely roamin the network. The
numberof network entities may changeover time be-
causamobilehostsmayjoin, leave, or crash.Besides, is
notlimited. Theremay be a large numberof communicat-
ing entities.

2.1 Designchallenges

Securitydesignin suchinfrastructurelessvirelessmo-
bile networksis challengingfor severalreasons:

Securitybreach: Wirelesstransmissionsre proneto
securityattacks,andit is very likely that adwersaries
will eventuallybreakinto alimited numberof entities
overalargetime window.

Mobility andserviceubiquity: Mobile usersincur dy-

namictopologicalchangesA mobileusemrmaybeable
to perform effective and timely communicatiorwith

its local neighborsbut not with remoteentities. For

example routingprotocolsmayfail to establisirobust
communicatiorover multi-hop paths,asit is the case
with DSR,whichis limited to 10-hopscenariog8].

Network dynamics:Channelerrors,andnodefailures
all incurdynamicsanto thenetwork. Besidesanentity
mayjoin andleave the network overtime.

Network scale:Thenumberof networking devicescan
belarge,thusa scalablesolutionis critical.

2.2 Intrusion model

At rst we brie y discusswhatkind of intrusionsis al-
lowed in this work. In the worst case,all information,
whetherpublic or private, is known to the intruderwhen
a network entity is compromised.The intrudercanforge,
modify, anddeleteary information. The intrudercanalso
do bookkeepingto facilitatefuture break-ins.However, we
have to limit the power of an intruderto malke the prob-
lem tractable.Giving in nite power to the intrudersimply
makesary securitydesignmeaninglessWe considera re-
alisticintrusionmodelin thesystem.

Sinceauthenticatioris the basicbuilding block for all
securityservicesye focusourdiscussioronthis part. Fun-
damentallywe have to assumehateachnetwork entity has
someinformationthatis unknown to or unforgeableby the
intruder Otherwise,oncean entity is broken, thereis no
way otherscan differentiatethe intruder and the genuine
entity. We consideitwo speci ¢ cases:



1. An entity'sprivatekey will notbeexposedor acertain
periodof time. Thusan entity is ableto maintainits
securityidentity by periodically renaving its private
key via certi cate renaval serviceq 4).

2. Anentity'sID isnotforgeableby theintruder or the
intrudercanbe detecteduy intrusiondetectionmech-
anismswhenit pretendso be the broken entity. In-
trusiondetectionwithin onehopis morepracticaland
somescheme$ave beenrecentlyproposed10].

In the rst casewe allow theintruderto know, modify and
forge information otherthanthe privatekey. The broken
entity can authenticatetself via its valid certi cate anda
commonchallenge-responsehemeon its certi ed public
key. Theintrudercannotanswerthe challengewithout the
privatekey. In the secondcase,we allow all information,
includingits privatekey, to be exposedo theintruder The
intruderandthe broken entity aredifferentiatecby the un-
forgeablelD. For example,intrusionon the ID canbede-
tectedby tamperresistanceschemeg6] or localizedone-
hopmonitoring(e.g.,perception-basechonitoring).

2.3 Problemswith conventional approaches

Thenwe shov why two commonapproachesamelythe
centralizedandthe hierarchicabpproachgdo notwork well
in large mobile networks.

In the centralizecapproacha singlecerti cation author
ity (CA) providescerti cation servicesfor the entire net-
work. In a large mobile network, the scalability problem
with thisapproachs quiteobvious. Besidesfrom thesecu-
rity aspectthe CA will be exposedo singlepointof failure
dueto systenfaults,compromiseanddenial-of-servicet-
tacks.

In ahierarchicabpproachtheentirenetwork s logically
partitionedinto domainswhere local CAs are deplogyed.
Thisis alsotheapproachliscussedh [20] wherecollabora-
tive CAsaredeplogyedasaccespointsfor securityservices.
At a rst glancethisscalego network sizeand ts well in a
large wirelessnetwork. However, severalcharacteristicef
mobile networks malke this approacthineffective: (1) High
mobility causedrequentroutechangesthuscontactinghe
local CA in atimely fashionis non-trivial [8]. Besidesjn
ad-hocnetworksthelocal CA maybe multi-hopsaway and
mayalsomove. This notonly causesomplicateddynamic
repartitioningof thenetwork, but alsostretchesheproblem
of locatingandtrackinga local CA sener. (2) Multi-hop
communicationover the errorpronewirelesschannelex-
poseghe datatransmissiorto high lossrate. This reduces
the successatio andincreaseshe averageservicelateng.
(3) Every local CA is exposedto single point of compro-
misesor DoSattacks.Thresholdsecresharingamongocal
CAs [20] solvesthe problem,but aggraatesthe previous
two concerns.

We usecerti cate renaval serviceasanexampleto eval-
uatetheseapproachesn the network simulator We
measuredesultswith mobility speedset at the moderate
valueof andvariousnetwork sizes.In Figurel, we
obsene thatthe successatio, de ned asthe percentagef
successfuterti cate renavals over all requestsiuring the
simulationtime, is low for centralizedapproachegaround
70% — 90%), while our schemes closeto 100%. In Fig-
ure 2, we obsene thatthe averagedelayrequiredby each
nodeto contactthelocal CA is muchlargercomparedvith
our fully localizedapproach.
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3 Architecture

In this sectionwe describeour architecturefor ubiqui-
tous securityservicesin wirelessad-hocnetworks. From
the cryptographicperspecitie, our designis basedon the
conceptsof thresholdsecretsharingand secretshareup-
dates.Fromthe systemaspectthe architecturas fully dis-
tributedandlocalized.

3.1 Concepts

We adoptan RSA-basedlesign,which is currentlythe
mostprevalentpublic key cryptosystem.The systemCA's
RSA key pair is denotedas , Where is the
systenmsecret/priatekey and is the systempublickey.

is usedto sign certi cates for all entitiesin the net-
work. A certi cate signedby canbe veri ed by the
well-known systempublic key

By thresholdsecresharing,  issharecamonghenet-
work entities. Eachentity holdsasecetshae , and
any of suchsecreshareholderscancollectively function
astherole of CA. However, is notvisible or known by
ary componenbf the network exceptat the systemboot-
strappingohase We seekto presere the secrey of all
thetime afterthen.

Besideghesystenkey pair, eachentity alsomaintains
apersonaRSAprivateandpublickey pair . This
pairof personakeysis usedn end-to-endecurityto realize
cipherkey exchange,messagerivac, messagentegrity,
andnon-repudiation.



To certify its personakeys, eachentity alsoholdsa
certi cate in the format of o ,
whichmayread:“It is certi ed thatthepersonapublickey
ofentity is  from thesigningtime to the expi-
rationtime . A certi cateis valid if it is signedby
. To furthercontrolthevalidity of acerti cate, we have
employedtwo complementarynethods.
Implicit certi cate revocation We prede nea systempa-
rameter to boundthe valid time of every certi -
catein the network. In ary certi cate , the condition
musthold. In otherwords,the
entity hasto renaw its certi cate within
Explicit certi cate revocationA certi cate accusedy the
systemcerti cate revocationlist (CRL) is invalid no mat-
ter whatits valid time says. Dueto the implicit certi cate
revocationmechanismpnly thosecerti catesthat haven't
expired yet needto be storedin the CRL, thus saving its
storage.

3.2 Basicoperations

Thebasicoperationsn our architecturenvolve only lo-
cal coalitionsof secretshareholders. , the sizeof these
coalitions,is an importantsystemparametethat needsto
be carefullytuned.

Seceet share dealing An entity  obtainsits secretshare
duringsystembootstrappingphaseor throughour self-
initialization service( 4.2). In the bootstrappingphase,
network entities obtain their valid certi cates and secret
sharesfrom a centralizedmanagemenbefore joining (or
forming)thead-hometwork. To easehejob of secreshare
dealing,we have deviseda self-initializationalgorithmto
securelydeliver the secretshareto a uninitializedentity by
alocalcoalitionof  secreshareholders.As aresult,after
initializing  entities,the centralizeddealeris not needed
ary more.
Certi cation sewicesWhenan entity requestdor certi -
cationservice,a local coalitionof ~ secretshareholders
is formedonthe y. Eachsecretshareholder provides
to therequesten partialcerti cate thatis signedby a value
which is directly derived from the secretshare
Oncethe requestetocally collects  suchpartial certi -
cates,it combinesthemtogetherand obtainsits complete
certi cate thatis signedby
Seceet share updatesIn our design,no adwersarygroup
having lessthan  collaboratve adwersariescan forge a
valid certi cate. Our systemtoleratesup to break-
ins from eachadwersarygroup. In orderto resistgrad-
ual break-insover a long term period, eachentity's secret
shareis updatedperiodically[7, 5]. As long asthereare
lessthan  entitiesbroken betweentwo consecutie se-
cretshareupdatesthe systemsigningkey is protected
againsbreak-insandcanremainunchangedhroughout.

3.3 Designrationale

Why a certi cate-based approach? As it hasbeenpro-
posedin literatures[18], thereare ve basicaspectghat
characteriza securecommunicationDataintegrity, which
ensuresthat only authorizedpartiesare able to modify
transmittedinformation. Authentication through which
the senderof a messageanbe correctlyidenti ed. Mes-
sage con dentiality, whichensureshattransmittedlataare
accessibleonly for readingby authorizedentities. Non-
repudiationrequireghatneitherthesendernortherecever
of a messagée ableto dery the transmissiorand Service
availability, whichdemandshatcomputeisystemassetbe
availableto authorizecentitieswhenneeded.

Certi cate-basedapproacheseadily provide workable
solutionsto the rst four of theabose mentionedunctions.
We seekto solve the problemof serviceavailability through
the designof the ubiquitouscerti cation protocols,speci -
cally for mobilead-hocnetworks.

Why thresholdseciet sharing? Thresholdsecretsharing
exhibits several desirablepropertieshat t well in ad-hoc
networks: (a) A key featureof ad-hocnetworksis lack of

centralizectontrol. Distributing andsharingthe controlare
consistento the natureof ad-hocnetworks. (b) Ubiquitous
servicesare enabledoncethe secretis fully distributedto

eachlocality. Besidesjntrusiondetectionis morepractical
andef cient if localized.(c) Thethreshold isthebalance
point betweenserviceavailability andintrusiontolerance.
An adwersarygroupmustdestrgy shareholders
to turn off certi cation serviceswhereast mustbreakin at

least shareholdersto stealthe systemsecret . We

next compareour choiceof -thresholdwith two extreme
casesn theentiresolutionspace:

“

out of " schemeThe centralizedsolutionis actually
a specialcaseof the thresholdsecretsharing. The
threshold resultsin vulnerablesecuritysince
is held by a singleentity. The centralizedsener
suffersfrom a singlepoint of servicedenialanda sin-
glepointof compromiseln theformercasenoservice
canbe providedto network entities.In thelattercase,
thesystemsecret  isrevealedandtheentiresystem
is compromised.

“

outof ” scheme: The threshold resultsin

maximalsecuritybut minimal fault tolerance.Unless
theadwersarybreaksnto every entity in the systemijt

cannotexpose . However, sinceall  entitiesare
requiredin providing the service the systemsecrets
lostoncesystentailureoccursatary singleentity. Be-
sides thisapproachs not scalablen alarge network.

Thereforepur -thresholdsecuritydesignseekdo provide
e xible tradeofs amongsecurity availability, intrusiontol-
eranceandfaulttolerance.By choosing , we



avoid boththe "single point of compromise”andthe "sin-
glepointof failure/DoSattack”problems.Thoughacertain
numberof entitiesmaybeintrudedor faulty, the systenmse-
cret is notexposedor lost.
Why sectet share updates?In thresholdsecresharing ad-
versariemeedto compromiseat least  entitiesto expose
thesystemsecret . However, they have the entiresys-
temlifetime to mounttheseattacks.Gradualbreak-insnto
entitiesover a long periodof time may be possibleand
therefordong-livedsecretsharingis notsufcient. A nave
malke-upis to periodicallychange itself. However, in a
wirelessad-hometwork withoutcentralizedcontrol,it is an
openissuewho hasthe authorityto annulthe current
andenforcethe change. This motivatesour designchoice
to periodicallyupdatethe sharesnsteadof the itself.

4 Protocols
4.1 Localizedcerti cation service

As in PKl-basedsystemspur certi cation servicesin-
cludecerti cate issuing,renaval, andrevocation. The re-
newal servicealsosenesasanimplicit revocationmecha-
nism,asdescribedn 3.

Certi cate issuing Technicallythis operationis sameas
certi cate renaval. However, it raisesmore securitycon-
cerns.Onceanentity obtaingts initial certi cate,in ourde-
signit earnsthetrustof the entirenetwork. A well-de ned
certi cateissuingpolicy is neededo regulatecerti cate is-
suing. (a) At the network bootstrappingphasewe assume
theentitiescanobtaintheirinitial certi catesfrom atrusted
centralizednanagement(b) If anentity joins the network
lateron, or if it wishesto recoverits certi cate from a sys-
temcrashthenawell-known certi cate issuingpolicy must
be pre-determinedefore the ad-hocnetwork is formed.
Sinceour architecturedeliverscerti cation serviceswithin
one-homeighborhoodywe suggesto usesomereliableout-
of-boundphysicalproofs, suchas humanperceptionsand
biometricsto enforcecerti cate re-issuingpolicy.
Certi cate renewalOnceaninitial certi cate is issuedto
anentity, it mustbe renavedwithin time. Theen-
tity mayalsoneedto renewv its certi cate onceit updatests
personakey pair. To renaw its certi cate, a network entity
mustpresenits currentvalid certi cate anda future expi-
rationtime currenttime ) for thenew certi -
cate. Thelocal coalition usesthe system and system
CRL to verify thevalidity of thecerti cate, thenacceptsor
deniegherenaval requestccordingly
Certi cate revocation Besidesthe implicit revocation
schemetheexplicit revocationschemaes devisedto revoke
compromisecterti catesat realtime. If  'scerti cate is
consideredompromisedan  -signedcountercerti cate
is ooded over the network, where s

a specialtag denotingcountercerti catesand is the

timewhenthecountercerti cation requests submitted By

the help from implicit revocation,eachnode only needs
to maintaina subsetf countercerti cateswithin the past

. Thatis, givenacountercerti cate

and the currenttime , @ hode needsto store the
countercerti cate if , or dis-

cardit otherwise.

Like acerti cate, a countercerti cateis signedthusun-

forgeable. Besidesthe ooding mechanismneighboring
nodescansafelyexchangeheirlocal CRL cacheandobtain

themaximallist. If acountercerti cate is
listedin local CRL cache,ary certi cate of  signedbe-
fore is consideredhvalid. An out-of-boundterti cate

re-issuingpolicy may decidewhetherto re-issue anew
certi cate signedafter

4.1.1 Protocoldetails

Our architecturds built upon Shamirs [14] thresholdse-
cretsharing. A secretcanbe sharedby an arbitrarylarge
communityusinga secretpolynomial . If thedegree
of is , thenary  membersf the community
canrecoverthesecretvia Lagrangenterpolationwhile ary

lessthan memberof thecommunityrevealsnoinforma-
tion of thesecret. Thisis normallydenotedas -threshold
secretsharing.

At the systembootstrappingphase the centralizedse-
cretsharedealerobtainsthe RSA secretkey
andrandomlyselectsa polynomial of degree ,

suchthatthe shared

. Eachentity holdsa
mod . For ary coalition of

, Lagrangenterpolationstateghat

secretis
secretshare
entities

mod mod Q)

where aretheLagrangecoefcients?.
In alocal neighborhoodvherethereare

holders,eachshareholder cancomputean

secretshare by Lagrangeinterpolation,

eredfrom thesum mod .

Insteadof revealingthe privateexponent to the coali-
tion, a bettersecurityschemeis employed to accomplish
certi cation servicesvithoutconstructinganexplicit . The
cornerstoneof the multi-signatue protocol[2, 4, 12, 15] is
thefollowing arithmeticformula:

secretshare
fromits
is recov-

In this schemeeachmemberprovidesa partial certi cate
ratherthanrevealingits private (Figure3).

1Lagrange coefcient in the coalition is de ned as




B ——
local broadcast

@O

-

Figure 3. Localiz ed Certi cation Service

However, thereis a technicalobstructionhamedasthe
“interpolation over problem”in [15], that needsto
be solved to implementthe multi-signaturescheme. The
solutionproposedn [2, 4, 12] assumea limited numberof
secreshareholdersasfor x edmember®f asocialor legal
group[1]. Thetotal numberof all shareholdersis consid-
eredconstantandthe entire systemneeddo restartif this
numberchangesin otherwords,the existing secretshares
andsometimeshe currentsigningkey needto be regener
atedwhena nev membeijjoins. Contrikutionsfrom [5, 15]
improve the robustnessof schemeby varioustechniques
like veri able secretsharing[3, 17, 13] and proactie se-
cretshareupdate[7]. However, the applicationdomainis
still group-orientedmulti-signaturewith x ed numberof
shareholders. Their algorithmscannotbe directly applied
in large-scalenetworkswith dynamicnodemembership.

We have deviseda new algorithmto meetthedemandbf
scalabilityanddynamicnodemembershi9]. In ourarchi-
tecture,membershipchangesdo not affect existing secret
shareor the currentsigningkey.

Seceet share dealing Unlike [2, 4, 12], we follow the sim-
ple procedurespeci ed by Shamir[14]. Given an RSA
signingkey , the sharedsecretis the private
exponent , andthe secretsharefor entity  is

mod .
Generatingpartial certi cates using secret sharesWhen
asecretshares usedin signing,it is treatedasanexponent
in RSA algorithm. Givenamessage anda secretshare
, the signedresultis mod

Combining partial certi cates Having collected partial
certi cates, the servicerequesteican obtainthe complete
certi cateby -boundedoalitionoffsettingalgorithm.

4.1.2  -boundedcoalition offsetting

In Equation 1, the sum of Lagrange interpolation
mod for certain . How-
ever, no mathematicaldentity ensuresthat the result of

themultiplicative multi-signatureequalshe  -signature:
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Figure 4. Localiz ed Self-initialization Service

mod
Fortunatelyeach mod isavaluebetween
0 and due to modulararithmetic. Thus satis es

theinequation . After Algorithm 1 we areableto
recover by the help from the original message and
thesystenpublic key

Algorithm 1 -boundedCoalitionOffsetting

Require: mod mod
is the productof all partialcerti cates.

1: mod

2:

3: while do

4: mod , then mod

5. if ( mod ) then

6 Successhreaktheloop

7. endif

8:

9: endwhile

Ensure: mod

In anad-hocnetwork, is asmallnumbercorrespond-
ing to numberof nodesin a neighborhood.Thusthe loop
in Algorithm 1 endswithin reasonableounds. Also it is
well-knownthat  -veri cation in RSAis aninexpensve
operatior{19]. Thecompleity of -boundedoalitionoff-
settingis the sum of exponentiation, modular
multiplications,and RSA -veri cations.

4.2 Localized self-initialization

Each well-behaing, certi cate-holding entity can
alsoobtainasecreshare , whichis usedto derive
in providing certi cation servicesWe have devisedalocal-
ized self-initializationalgorithmto computesecretshares
whenthe centralizedlealeris absent.
Given an uninitialized entity ~ (i.e.,
cret shareholder), a local coalition of

is not a se-
shareholders,



, can computeits secretshare
by Lagrangenterpolation:

mod

Each coalition member computesa partial secret
share from its secretshare , thenreturnsthe
partial secretshareto the requester The requestes secret
shares thesumof the partialsecretshares.

As Lagrangecoefcients arepublicly knowvn,  cande-
rive by knowing directly. To keep
asa secretonly to its owner , we employ acomplete
shufing scheme.In the completeshufing schemearan-
domnonceis exchangedetweenary two membersn the
coalition. The entity with larger ID treatsthe nonceasa
positve numberwhile the othersidetreatsit asa negative
number Eachmembettotally has suchnonces Be-
fore sendsbackthe partial secretshare,it sumsthe

noncesand , thensendsa shufed partialse-

cretshare to .ltiseasy
toverify that  obtainsthe samevalue

As depictedn Figure4, the protocolrequiresfour steps
of communication:

1. The uninitializednode  broadcastghe servicere-
guestalongwith local coalitioninformation.

2. Each coalition memberselectsa randomnonce for
othermembersf its ID is lower thanthe otherone.
Eachnonceis encryptedwith the personal  of the
intendedrecever. The requesteracts as the router
andacceptsll shufing packagegrom mem-
bers(Themembemvith thehighesiD needsotselect
nonces).

3. Therequesteroutesencryptechoncego intendedre-
ceiwers.

4. Eachmembedecryptsall noncescomputes shufed
partialsecreshare andthensendst backto

It canbeshavn thattheselfinitialization protocolis still

-out-of- securdf thereareatleasttwo uncompromised
entitiesin thecoalition. Thecryptoanalysisletailsareavail-
ablein [9].

4.3 Secrtshare update

To furtherenhancehe robustnesof our design,we pe-
riodically updateall the secretsharego invalidatecompro-
misedsecretshares.In the bootstrappinghaseall secret
sharesare taggedwith version andID Eachsecret
shareupdatewill increasethe versionby , andthereis
a prede nedminimal lapsetime betweentwo consecutie
updates.During the updatetransitionperiod, secretshare

holderswith the sameversiontag cancollaboratvely func-
tion asthe CA.

We emplgy the proactie secretshareupdatealgorithms
proposedn the literature[7] to createa communityof
entitieswith new versionof secretshares. Thenthe self-
initializationprotocolis employedto propagatéhenew ver-
sionoverthe entirenetwork. If therearemultiple proactve
updatesconcurrentlygoing on, thenwe may have version
conicts. Our solutionis to includethe lowestID of the
original updateckntitiesinto theversiontag. Theversion
tagwith thelowestID winsin the caseof versioncon icts.

4.4 Discussions

Veri able Secekt Sharing If there are compromisedse-
cretshareholdersin the network, valuesotherthanthe se-
cret sharesnay be usedby the adwersariedo sign andis-
suefalsepartial-certi cates.With veri able secretsharing
(VSS)[3, 17, 13] employedwith the multi-signaturealgo-
rithms, signinga messageavith awrongsecretsharecanbe
detectedpublicly or by the servicerequesterin the proac-
tive updateschemeproposedy [7], VSSis alsoemployed
to enforce proper secretshareupdates. In our architec-
ture, the self-initializationalgorithmcanalsobe enhanced
by VSS with witnessesassociatedvith eachpartial secret
share.Thecryptographidetailsareavailablein [9].
Lessthan one-hopneighborsSofarwe assumeéhatthe
requestingentity hasatleast  one-hopneighbors.How-
ever, if theusersconstantlyroam,thismaynotalwayshold.
In our solutionthe requestingentity may broadcasthere-
guestdor alimited numberof times(e.g.,2—3)overatime
window, expectingnev mobile entitiesto sene it. Sim-
ilarly, the requestingnodemay also move to a new loca-
tion, whereit can nd atleast shareholdersto seneit.
Thus node mobility helps providing certi cation services
( 5.2.1).
StoragerequirementsThe systemCRL is requiredto be
locally storedat eachnode. From our implementatiorex-
periencethe sizeof a countercerti cate is normallyin the
rangeof 128to 256 bytes(asfor RSA signingkey length
1024 to 2048 bit). Whenthe size of an ad-hocnetwork
andtheprobabilityof compromise ,
the storagerequiredfor systemCRL is acceptabléor most
low-enddevices. Besidesthe implicit revocationmecha-
nism helpsto reducethe storagerequiremensigni cantly

( 3).

5 Evaluation of implementation

We realizeour designin bothUnix platformsanda pop-
ular network simulatorNS-2[11]. Our Unix implementa-
tion seeksto quantitatvely characterizeéhe computational
costof our solution,andthe simulatorhelpsto evaluateas-



key RSA-PK | RSA-SK PCC | Combine
(bit) (msec) (sec) (sec) (sec)
512 0.093 0.0056 | 0.0466 0.0928
768 0.124 0.0173 | 0.1198 0.2416
1024 0.142 0.0386 | 0.2610 0.5280
1280 0.136 0.0669 | 0.4590 0.9742
1536 0.133 0.1089 | 0.7944 1.5598
2048 0.208 0.2462 | 1.7058 3.4410

Table 1. RSA and certi cation performance (

)
key RSA-PK | RSA-SK PCC | Combine
(bit) (msec) (sec) (sec) (sec)
512 0.884 0.0678 | 0.1835 0.1982
768 1.276 0.2165 | 0.5973 1.3430
1024 1.324 0.4672 | 1.1637 1.1978
1280 1.356 0.8734 | 2.2912 2.4109
1536 1.416 1.4863 | 3.5820 3.6952
2048 1.036 3.1883 | 7.7855 8.0324

Table 2. RSA and certi cation performance (

)
key RSA-PK | RSA-SK PCC | Combine
(bit) (msec) (sec) (sec) (sec)
512 2.782 0.2347 0.5499 0.6144
768 3.382 0.6403 1.4818 1.6478
1024 4.036 1.2953 3.1738 3.3283
1280 4.065 2.4607 5.5492 5.9019
1536 3.941 3.8543 | 10.1253 | 10.4301
2048 3.954 8.3826 | 20.6606 | 21.7095

Table 3. RSA and certi cation performance (

)

PCC | Combine PCC | Combine PCC | Combine

2

3

5

7 . . . . .
10 || 0.262 0.537 1.309 1.410 3.099 3.394
20
30

Table 4. Certi cation
system parameter
unit: sec)

performance in terms of
(RSA key: 1024bit, time

pectsof mobility, ability to handleubiquitousservice chan-
nelandnodedynamicsjn alarge network setting.

5.1 Unix implementation and measuements

Our cryptographicimplementationon UNIX is writ-
ten in C and currently consistsof about 8,000 lines of
code.lt implementserti cation, countercerti cation, self-
initialization, and proactve secretshareupdateservices,
alongwith a numbertheory moduleand other supportve
modules.

In Tables1, 2 and 3 we measuretithe performanceof

?In all the tables,key denotesRSA key lengthin bits, RSA-PK de-
notesstandardRSAs PK-veri cation. RSA-SK denotesstandardRSAs
SK-signature.PCC denotegartial certi cate computatiorwhich equals
usingsecretshareto signamessageCombine denoteghe delaycaused
by combining partialcerti cates.PSS denotepartialsecresharecom-

key
(bit) || PSS | Sum PSS | Sum PSS | Sum
512 || 0.413 | 0288 || 1.145 | 0378 || 3.861 | 1.196
768 || 0.459 | 0382 || 2588 | 0443 || 5163 | 1.497
1024 || 0490 | 0.319 || 3.321| 0781 || 7.024 | 1.847
1280 || 0561 | 0.411 || 4.926 | 0.840 || 8215 | 1.996
1536 || 0.798 | 0.460 || 3.480 | 0.630 || 10.251| 2.006
2048 || 1.420 | 0473 || 5.245| 0.754 || 24.414| 2528

Table 5. Self initialization service (
unit: msec)

, time

our certi cation servicewith the standardRSA operations
on heterogeneoudevices. The SPECint95values[16] are
20.5,12.1,and1.37,respectrely. Our measurementshav
that computationpower is a critical factorthat affectsthe
efciency of our RSA basedschemeandfor typical sce-
nariosthe performances acceptable For example,a Pen-
tiumll1/500 laptop (SPECint95=20.5performswell in all
testcaseswhile a SFARCstation5/84SPECIint95=1.37e-
guiresmoretime (3-5 secfor certi cation service)when
usingtypical valuesfor key length(10240r 1280bits) and
coalitionsize ( in practice).

In Table4 we measuredheperformancef thecerti ca-
tion servicein termsof the coalitionsize . We nd that
parameter doesnotaffectthesystenperformanceignif-
icantly becausdi) partial certi catesarecomputedn par
allel by the coalition membersy{ii) atthe requestes side,
all theoperationsn the partialcerti cate combinationioop
aremoderaten termsof computatioroverhead 4.1.2).

The operationsusedin self-initializationand proactve
update,namelymultiplicative inverseand Lagrangeinter-
polation,areinexpensveto compute We presenflable5 to
shav the effects. All measuredomputatioroverheadsre
atthe scaleof milliseconds.

5.2 NS-2simulation

We have alsousedthe ns-2 simulatorto implementall
thecommunicatiorprotocolsdescribedn 4. Wefollow an
application-layeapproactandhave developeda UDP-like
transportagenthatallowsfor delivery of actualapplication
dataunits(ADUs) andone-hopbroadcast.

In orderto evaluatethe communicatioref ciency of our
protocol,we usethe following metrics: Successatio mea-
suregtheratio of the numberof successfuterti cation ser
vices over the numberof attemptsduring the simulation
time. Average delaymeasureshe averagelateng for each
nodeto performa certi cation service,in the caseof self
initialization, the averagetime it needsto becomea fully
functionalmembeiof thenetwork, from themomeniit joins
in. Average numberof failures measureghe numberof
timesanentity fails on average beforesuccessfullaccom-
plishingits certi cation.

putationwhich equalsa Lagrangeinterpolationoperation. Sum denotes
obtaininga secretshareby summingtogethemll partialsecreshares.
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Figure 5. Certi cate Renewal:
Success Ratio vs. Node
Speed, Error Rate 10%

We studythe performanceof our protocolsby running
experimentsin networks with sizesthat rangefrom 30 to
100nodes.Thenodemobility variesfrom 1,3,5,10,15and
20 . Therandomway-pointmodelin ns-2is usedto
emulatemobility patternsin thesimulationstheexpiration
time of the certi cate is selectedas ve minutes,andthe
coalitionsize , exceptfor thetopologieshatconsist
of 30 nodeswhere

5.2.1 Certication sewices

We rst examine the effectivenessof the certi cate re-

newal service,as the node speedincreasedrom 1

to 20 andthe channelerror rate becomesl0%. As

it is shavn in Figure5, the successatio of our approach
is almost100%,while the centralizedandthe hierarchical
solutionsfail. This con rms not only the effectivenessof

our methodin termsof mobility, but alsoserviceubiquity,

sinceduring the simulationtime, every nodeis requiredto

renav its certi cate multiple times, which meansthat the

serviceshouldbeavailableat ary partof the network topol-

ogy, atary time. Therobustnes®f ourdistributedcerti ca-

tion serviceds alsodemonstrateth Figure6, from another
perspectie; the numberof failureseachnodeis experienc-
ing on average,before successfullyreceving its service.
Our proposalrequiressigni cantly lesseffort in providing

the service,comparedo the centralizedandthe hierarchi-
cal cases. Moreover, we obsene that mobility helpsour

protocol. As nodespeedncreasesthe averagenumberof

failuresfor eachnodenot only remainsunchangedn our

approachbut alsodiminishes.

In Figure7, we alsopresentesultsfor theaveragedelay
Fromthe gures, we obsenethatthe averagedelayalmost
remainsunchangedsmobility speedgrows from
to . However, asit is evidentfrom the same g-
ures,bothcentralizecandhierarchicakolutionsincur much
higherdelay which alsogreatly uctuates,thusmakingit
hardto predictsomeusefulinformation,suchasthe future
expirationtime in certi cate renaval andconsequentlyhe
frequeng of renaval.

® 0 12 4
Node speed (m/sec)

Figure 6. Certi cate Renewal:
Avg. # of Failures vs.
Speed, Error Rate 10%
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Figure 7. Certi cate Renewal:

Avg. Delay vs. Node Speed,
Error Rate 10%

Node

5.2.2 Selfinitialization & Proactive update

To evaluatethe self initialization protocolof our certi ca-

tion servicesve focusonthetime neededor thenodeghat
haven't beenalreadyinitialized by the root-of-trustto be-
comefully functionalentities(by obtaininga secretshare).
In eachexperimentthatwe conducted, nodesof our

topologyareassumedo have beeninitialized by animag-
inary dealer so thatthe remainingnodesbe ableto nd a
coalitionof  neighborsin orderto performselfinitializa-

tion. Figure8 presentshe averagdateng for eachnodeto

completethis phase.Fromthe graph,we notethat our al-

gorithmscaleswell to the network sizeandnodemobility;

evenfor thelargesttopologyof 100 nodesandnodespeed
x edat20 , all nodesmanageo selfinitialize in less
that500seconds.

In the next setof gures 9 and 10, we presenta more
detailedanalysisof the proactve updatelateng, for net-
work topologiesof 50 and 100 nodesrespectrely and for
threenode speedq3, 10 and 15 , that correspond
roughlyto low, mediumandhigh mobility). For the caseof
50 nodes,we seethatthe rst 20% of them needsalmost
50 secondgo update. But assoonasa sufcient number
of nodesmanagego acquiretheir new secretsharesthen
the corvergenceof the algorithmis pretty fast,sincethose
nodesmay in turn help othersto self initialize andso on;
wereach80%in anothei50second®f simulationtime. We
alsoobsenethattheevolutionof thealgorithmis similarfor
all mobility speedswhich shavs thatour designis tolerant
to mobility. The resultsfor the scenariocof 100 nodesare
slightly different. As expectedthe curvesareshiftedto the
right, sincethe network is largerandconsequentlyt takes
up moretime for all nodesto becomepartof it.

6 Conclusions

In this paper we have describeda solutionto security
supportin wirelessmobile networks. Our designhasbeen
motivatedby threemainfactors:(a) We do not believe that
ary securitysystemis completelyunbreakableTherefore,
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our designhasto work in the presenceof suchbreak-ins.
(b) We seekto maximizethe serviceavailability in each
network locality; this is crucial to supportingubiquitous
servicesfor mobile users. (c) The solutionhasto be fully
decentralizedo operatein a large-scalenetwork. To this
end,we have addressedetworkingissuesncludingmobil-
ity, scalability serviceubiquity, andnetwork dynamicssuch
aschanneiinterferenceandnodefailures. Our experiences
in implementatiorandsimulationshave shavn positive re-
sultsfor our approach.
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