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Abstract— Security and privacy are twoe major concerns in
supporting roaming users across administrative domains. In
current practices, a roaming user often uses encrypted tunnels,
e.g., Virtual Private Networks (VPNs), to protect the secrecy and
privacy of her communications. However, due to its encrypted
nature, the traffic flowing through these tunnels cannot be
examined and regulated by the foreign network’s firewall, which
may lead the foreign network widely open to various attacks from
the Internet. This threat can be alleviated if the users reveal their
traffic to the foreign network or the foreign network reveals its
firewall rules to the tunnel endpoints. However, neither approach
is desirable in practice due to privacy concerns.

In this paper, we propose a Cross-Domain Cooperative Firewall
(CDCF) that allows two collaborative networks to enforce each
other’s firewall rules in an oblivious manner. In CDCEFE, when a
roaming user establishes an encrypted tunnel between his home
network and the foreign network, the tunnel endpoint {e.g., a
VPN server) can regulate the traffic and enforce the foreign
network’s firewall rules, without knowing these rules. The key
ingredients in CDCF are the distribution of firewall primitives
across network domains, and the enabling technique of efficient
oblivious membership verification. We have implemented CDCF
and integrated it with the OpenVPN software, and evaluated its
performance using extensive experiments. Qur results show that
CDCF can protect the foreign network from encrypted tunnel
traffic with minimal overhead.

I. INTRODUCTION

Security and privacy are two major concerns in supporting
roaming users across administrative domains. Nowadays many
organizations have deployed Virtual Private Networks (VPNs)
[4] to protect their users when they roam into foreign networks.
Once a roaming user establishes a VPN tunnel with her home
network, she can access not only the private resources within
the home network, but also redirect her Intemnet traffic throungh
the VPN tunnel, which is typically encrypted to protect the
secrecy of the user traffic.

While roaming users enjoy the security protection offered
by VPNs, little consideration has been given to the impact of
such encrypted tunnels on the foreign network. In particular,
the foreign network’s firewall cannot effectively regulate such
tunneled traffic, because it is unable to examine the encrypted
connection properties, such as destination TP addresses and
ports. As a result, certain connections that are normally
prohibited by the foreign network, for either security or policy
reasons, can now circumvent the firewall regulation. The
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existence of such unregulated tunnels not only weakens the
security protection for the roaming users, but more importantly
leaves the foreign network widely open to various security
threats from the public Internet.

At first glance, this problem may be alleviated by having
the roaming user expose her decrypted traffic to the foreign
network. Alternatively, the foreign network could also publish
its firewall rules for the roaming user to self-regulate her traffic
at the tunnel endpoint. However, neither approach is desirable
in practice due to privacy concerns. On one hand, it is unlikely
that users are willing to reveal their traffic (or their decryption
keys) to the foreign network, which is exactly the motivation
for deploying VPNs in the first place. On the other hand,
network administrators are also reluctant to publish the firewall
rules in use, which can expose sensitive information about the
intemal network topology and the administrative policies. With
these conflicting security and privacy requirements, it is very
difficult to regulate the encrypted tunnels using conventional
firewall techniques, because they all require a single entity to
possess knowledge on both the connection characteristics and
the firewall rules.

In this paper, we present the design and implementation
of CDCEF, a Cross-Domain Cooperative Firewall that allows
two networks to collaboratively enforce each other’s firewall
rules in an oblivious manner. As a result, CDCF can properly
regulate the encrypted tunnel traffic of a roaming user, yet
preserve the privacy of all parties involved (i.e., the roaming
user, the home network and the foreign network). The key
ingredients in CDCF are the distribution of firewall primitives
across network domains, and the enabling technique of effi-
cient oblivious membership verification.

As an example, consider the scenario in which a user roams
into a foreign network F' and establishes an encrypted tunnel
with her home network H. In CDCEF, each network chooses a
secret key individually and never reveals it. During the boot-
strapping phase, the foreign network F' encrypts its firewall
rules using its own key Kp. It sends the encrypted rules
to the home network H, which applies another encryption
function on them with its key Kz. These double-encrypted
rules are then sent back to F. Whenever the roaming user
attempts to establish a new connection within the tunnel, the
VPN server at H encrypts the connection descriptor using
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