
Design and Implementation of Cross-Domain
Cooperative Firewall

Jerry Cheng1, Hao Yang2, Starsky H.Y. Wong1, Petros Zerfos3, Songwu Lu1
UCLA Computer Science Department, Los Angeles, CA 900951
IBM T.J. Watson Research Center, Hawthorne, NY 105322

Deutsche Telekom Laboratories, Ernst-Reuter-Platz 7 D-10587, Berlin, Germany3
Email: {chengje,hywongl,slu}@cs.ucla.eduI, haoyang@us.ibm.com2, petros.zerfos@telekom.de3

Abstract- Security and privacy are two major concerns in
supporting roaming users across administrative domains. In
current practices, a roaming user often uses encrypted tunnels,
e.g., Virtual Private Networks (VPNs), to protect the secrecy and
privacy of her communications. However, due to its encrypted
nature, the traffic flowing through these tunnels cannot be
examined and regulated by the foreign network's firewall, which
may lead the foreign network widely open to various attacks from
the Internet. This threat can be alleviated if the users reveal their
traffic to the foreign network or the foreign network reveals its
firewall rules to the tunnel endpoints. However, neither approach
is desirable in practice due to privacy concerns.

In this paper, we propose a Cross-Domain Cooperative Firewall
(CDCF) that allows two collaborative networks to enforce each
other's firewall rules in an oblivious manner. In CDCF, when a
roaming user establishes an encrypted tunnel between his home
network and the foreign network, the tunnel endpoint (e.g., a
VPN server) can regulate the traffic and enforce the foreign
network's firewall rules, without knowing these rules. The key
ingredients in CDCF are the distribution of firewall primitives
across network domains, and the enabling technique of efficient
oblivious membership verification. We have implemented CDCF
and integrated it with the OpenVPN software, and evaluated its
performance using extensive experiments. Our results show that
CDCF can protect the foreign network from encrypted tunnel
traffic with minimal overhead.

I. INTRODUCTION
Security and privacy are two major concerns in supporting

roaming users across administrative domains. Nowadays many
organizations have deployed Virtual Private Networks (VPNs)
[4] to protect their users when they roam into foreign networks.
Once a roaming user establishes a VPN tunnel with her home
network, she can access not only the private resources within
the home network, but also redirect her Internet traffic through
the VPN tunnel, which is typically encrypted to protect the
secrecy of the user traffic.

While roaming users enjoy the security protection offered
by VPNs, little consideration has been given to the impact of
such encrypted tunnels on the foreign network. In particular,
the foreign network's firewall cannot effectively regulate such
tunneled traffic, because it is unable to examine the encrypted
connection properties, such as destination IP addresses and
ports. As a result, certain connections that are normally
prohibited by the foreign network, for either security or policy
reasons, can now circumvent the firewall regulation. The

existence of such unregulated tunnels not only weakens the
security protection for the roaming users, but more importantly
leaves the foreign network widely open to various security
threats from the public Internet.

At first glance, this problem may be alleviated by having
the roaming user expose her decrypted traffic to the foreign
network. Alternatively, the foreign network could also publish
its firewall rules for the roaming user to self-regulate her traffic
at the tunnel endpoint. However, neither approach is desirable
in practice due to privacy concerns. On one hand, it is unlikely
that users are willing to reveal their traffic (or their decryption
keys) to the foreign network, which is exactly the motivation
for deploying VPNs in the first place. On the other hand,
network administrators are also reluctant to publish the firewall
rules in use, which can expose sensitive information about the
internal network topology and the administrative policies. With
these conflicting security and privacy requirements, it is very
difficult to regulate the encrypted tunnels using conventional
firewall techniques, because they all require a single entity to
possess knowledge on both the connection characteristics and
the firewall rules.

In this paper, we present the design and implementation
of CDCF, a Cross-Domain Cooperative Firewall that allows
two networks to collaboratively enforce each other's firewall
rules in an oblivious manner. As a result, CDCF can properly
regulate the encrypted tunnel traffic of a roaming user, yet
preserve the privacy of all parties involved (i.e., the roaming
user, the home network and the foreign network). The key
ingredients in CDCF are the distribution of firewall primitives
across network domains, and the enabling technique of effi-
cient oblivious membership verification.
As an example, consider the scenario in which a user roams

into a foreign network F and establishes an encrypted tunnel
with her home network H. In CDCF, each network chooses a
secret key individually and never reveals it. During the boot-
strapping phase, the foreign network F encrypts its firewall
rules using its own key KF. It sends the encrypted rules
to the home network H, which applies another encryption
function on them with its key KH. These double-encrypted
rules are then sent back to F. Whenever the roaming user
attempts to establish a new connection within the tunnel, the
VPN server at H encrypts the connection descriptor using
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KH and sends it to the firewall at F, which then encrypts it
again using KF. Thanks to the use of a commutative cipher
[8], the firewall at F can use the oblivious membership veri-
fication algorithm (Section III) to match the double-encrypted
connection descriptor against the double-encrypted rules. The
resulting verdict is sent to the VPN server, which then filters
the connection traffic accordingly. Note that in this process,
the rule matching is done at the foreign network's firewall,
while the verdict is enforced by the home network's VPN
server. Such cross-domain interaction occurs only at the time
of connection setup. The VPN server can cache the received
verdicts and then perform the per-packet filtering task for the
subsequent data packets using only local information.
We have implemented a prototype system and integrated it

with OpenVPN [20], an open-source VPN software. We have
also evaluated its performance using extensive experiments.
Our results show that CDCF can enforce the firewall policy
on the encrypted tunnels at an affordable cost. With CDCF, a
roaming user experiences no extra delay in packet processing,
except for 0.4 seconds of delay for the first packet in a
new connection. Our oblivious comparison algorithm can be
executed in real-time even by software modules on commodity
PCs. The performance of CDCF also scales well as more
roaming users participate in the system or the firewall ruleset
grows larger. These results indicate that CDCF can be readily
deployed in a practical mobile networking environment.

In summary, our contributions in this work are four-fold:
* The identification of the needs for and the challenges in

protecting networks from encrypted tunnels;
* An architecture of cross-domain, cooperative firewall for

regulating the tunneled traffic in a distributed manner;
* A novel oblivious membership verification algorithm that

enables rule matching in an oblivious manner;
* A prototype implementation with desirable practical per-

formance.
The rest of this paper is organized as follows. Section II

discusses our system settings as well as the privacy issues in
cross-domain firewalls. Section III presents the design of our
proposed CDCF architecture in detail. Section IV describes
our prototype implementation and presents performance eval-
uation results using both experiments and analysis. Section V
discusses several issues surrounding the design of CDCF, and
Section VI compares with the related work. Finally, Section
VII concludes the paper.

II. ISSUES FOR COOPERATIVE FIREWALL
In this section, we describe the system settings and elaborate

on the privacy issues that we seek to address.

A. System Settings
We consider a home network that provides permanent net-

work access to its associated users and also a foreign network
that offers temporary connectivity to its visiting mobile users.
Both networks deploy firewalls to monitor and regulate the
traffic entering or leaving their respective network boundary.
We consider a static packet-filtering firewall that filters traffic
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Fig. 1. The system settings for cooperative firewall

based on IP header of the data packets. The rules used by
these firewalls are specified by the 4-tuple of [srclP, src-port,
destiP, dest-port], where each field can be either a distinct
value or a range of values. Each rule is associated with a
verdict, either accept or reject, that instructs the firewall to
pass through or block the corresponding traffic. In addition,
a firewall can employ the default-deny policy to block all
traffic which is not explicitly allowed, so that it can maximize
the degree of protection against unknown or newly emerged
threats.
As illustrated in Figure 1, a roaming user can establish an

encrypted tunnel between her home network and the foreign
network where she is currently visiting. In practice, this is
often done by using the widely deployed VPN technology.
In order to protect her privacy, the user can redirect her
traffic to/from the Internet, as well as accessing the home
network's internal resources, through the encrypted tunnel.
However, such traffic encryption and redirection bring non-
trivial security challenges to the foreign network. In particular,
the redirected traffic, with its connection descriptor encrypted,
cannot be examined by the foreign network's firewall. As a
result, it may be abused to circumvent the firewall regulation
and pass through certain traffic that is normally prohibited by
the foreign network for security or policy reasons.

The existence of unregulated traffic can create substantial
security problems for network administrators. For instance, a
VPN-enabled back-door into the private network can facilitate
attackers in stealing information or injecting harmful viruses
and trojans. Moreover, many universities have opted to ban
P2P software in an effort to curb the illegal downloading
of pirated software or MP3 content through campus network
access. Public libraries and schools often block content that
is deemed inappropriate for children. While firewall is not a
panacea to all these problems, it is still one of the most ef-
fective lines of defense in practice. Therefore, joint regulation
on the visitors' redirected traffic becomes a desirable security
feature for network firewalls.
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