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Abstract

Secure communication is critical in military envi-
ronments where the network infrastructure is vul-
nerable to various attacks and compromises. A con-
ventional centralized solution breaks down when the
security servers are destroyed by the enemies. In
this paper we design and evaluate a security frame-
work for multi-layer ad-hoc wireless networks with
unmanned aerial vehicles (UAVS). In battlefields, the
framework adaptsto the contingent damages on the
network infrastructure.

Depending on the availability of the network in-
frastructure, our design is composed of two modes.
In infrastructure mode, security services, specifi-
cally the authentication services, are implemented on
UAVsthat featurelow over head and flexible manage-
ments. When the UAVsfail or are destroyed, our sys-
tem seamlessly switches to infrastructureless mode, a
backup mechanism that maintains compar able secu-
rity services among the surviving units. In the in-
frastructureless mode, the security servicesarelocal-
ized to each node' svicinity to comply with thead-hoc
communication mechanism in thescenario. Westudy
the instantiation of these two modes and the transi-
tions between them. Our implementation and simu-
lation measurements confirm the effectiveness of our
design.

1 Introduction

Ad-hoc wireless network is an ideal technology to es-
tablish an instant communi cation infrastructure for mil-
itary applications in tactical environments. Many pro-
tocols have been proposed for efficient routing in mul-
tihop ad-hoc networks. Common ad-hoc routing pro-

tocols [31, 27, 20, 30] assume homogeneous networks
where all nodes have the same transmission capabilities
and use the same frequency and channel access scheme.
These routing protocols do not scalewell in terms of net-
work size. For example, measurements of on-demand
protocols [4] show that routing overhead grows as the
traffic load increases. In the case of 100 nodes and 40
sources, the measurements show that on-demand rout-
ing protocols will generate much higher routing over-
head than actual throughput capacity, and the maximum
achievable throughput in the simulation scenariosisonly
2-3% of total network capacity.

Recent studies [14, 15, 23] present the throughput
bounds of homogeneous ad-hoc wireless networks. Un-
der uniform traffic patterns, the available bandwidth to
each networking node approaches zero as the network
sizeincreases. The fundamental reasonisthat each node
has to share its bandwidth with neighboring nodes in
broadcast wireless channel.
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Figure 1. Hierarchical multi-layer ad-hoc wire-
less networks with Mobile Backbone (MBN) and
Unmanned Aerial Vehicles(UAVs)

To overcome the above inherent limitations of homo-
geneous ad-hoc networks, heterogeneous multi-layer ad-
hoc networks with UAVs, namely the UAV-MBN net-
works, have been recently proposed [13, 12, 11] to meet



the communication demandsin future digital battlefields
(see Figure 1 for anillustration).

1.1 UAV-MBN Networks

In a UAV-MBN network, there are three layers com-
posed of three kinds of networking units with het-
erogeneous communication capability and computation
power, the regular ground mobile nodes, the ground mo-
bile backbone (MBN) nodes, and the unmanned aerial
vehicle (UAV) nodes. Based on the availability of
the UAV nodes, a UAV-MBN network may operate in
two different communication modes. the infrastructure
mode and the infrastructureless mode.

Regular ground nodes constitute the first layer. They
are typically soldiers equipped with limited commu-
nication and computation devices. They communi-
cate through bandwidth-constrained and range-limited
broadcast wireless channel. The second layer consists of
MBN nodes that are special ground fighting units such
as trucks and tanks. They may carry a lot more facili-
tiesfor stronger computation and communication power.
With the beam-forming antennas, high-bandwidth point-
to-point direct wireless links can be established between
MBN nodes. These two ground layers form an ad-hoc
wireless network with clustered hierarchy [24] where
MBN nodes act as cluster heads. The network operates
in the infrastructureless mode with these two ground
layers when the third layer is absent.

Thethird layer is an aerial mobile backbone structure
that consists of UAVs flying at an atitude of about 10
miles and in acircle with adiameter of around 10 miles.
Each UAV leads a single-area theater. With the help of
phased array antennas, it can provide the shared beam to
its MBN nodesto maintain line-of-sight connectivity for
one area of operations down below. All UAV's form the
aerial mobile backbone that is employed to route inter-
theater traffic. With UAVSs, the network works in the
infrastructure mode where intelligent and extremely ef-
ficient medium access[11] and routing [13, 12] are real-
ized compared with homogeneous wireless ad-hoc net-
works.

1.2 Security of UAV-M BN Networks

Security support is a must for networks deployed
in tactica environments. In genera, five security as-
pects have been defined: message privacy, message
integrity, non-repudiation, authentication, and security

service availability [42]. Cryptosystems and authenti-
cation protocols are employed in existing networks to
address the five security concerns.

Both symmetric key cryptosystems and asymmetric
key (aka. public key) cryptosystems have been success-
fully migrated from existing wired networks to wireless
networks. For example, the Wireless Application Pro-
tocol (WAP) standard [46] is fully certification-based
and instantiated on symmetric key and public key cryp-
tosystems. Some recently made WAP-enabled cellular
phones (e.g., Siemens S35i) have integrated RSA chips
to communicate via the WAP protocol. As the cryp-
tosystem implementations become less expensive and
more mature on both hardware and software, commu-
nication devicesin military battlefield are capable of op-
erating in both symmetric key and public key cryptosys-
tems.

For authentication services, current approaches as-
sume centralized management by either key distribu-
tion centers (KDC) or certification authorities (CA). For
UAV-MBN networks in digital battlefields, we may de-
ploy centralized management in the third layer UAVs so
that each UAV provides authentication services for its
theater, and the aerial mobile backbone serves the en-
tire system with inter-theater authentication. However,
relying on the centralized resources suffers from single-
point of servicedenial. When the UAV s are destroyed by
missiles or hostile aircrafts, the system security breaks
down if no backup scheme is implemented. A simple
solution to this problem is to deploy redundant authen-
tication servers in some ground units such as the second
layer MBN nodes. However, this make-up suffers from
single-point of compromiseif any of these ground MBN
nodesis brokenin.

In this paper, we propose an adaptive security solution
to addresstheseissues, without sacrificing the efficiency,
flexibility and strong security semantics of the central-
ized approaches. When the UAV is absent for any rea
son, the surviving ground units in the theater switch to
the infrastructureless mode in terms of both communica-
tion and security. In the infrastructurel ess mode, the au-
thentication services are distributed into each individual
ground node’s vicinity. Like its centralized counterpart,
the distributed scheme effectively maintains authentica-
tion services in the theater until a new UAV is avail-
able and the theater switches back to the infrastructure
mode. Transitions between these two different modes



are streamlined in a seamless fashion.

Our main contribution is to provide robust security
services that adapt to dynamic infrastructure changes of
the UAV-MBN network. We achieve seamless transi-
tions between the two communication modes. A suit of
algorithms and protocols are implemented to realize the
design with practical intrusion detection mechanisms.

The rest of this paper is organized as follows. The
assumptions are defined in § 2. Detailed design is pre-
sented in § 3. We evaluate implementation and simula-
tion resultsin § 4. § 5 compares with related works and
§ 6 summarizes the paper.

2 Assumptions

As the communication infrastructure of ad-hoc net-
works is volatile and vulnerable to wide-range of at-
tacks [51], it isinappropriate to push the complexity into
the infrastructure. Thus by enforcing end-to-end secu-
rity at the transport layer, we are able to provide solid
and uniform security support to every node in the net-
work despite security vulnerabilitiesin the lower layers.
In our design, data privacy, data integrity, and data non-
repudiation are realized by existing end-to-end security
solutions as specified in SSL/TLS [26, 5] and its wire-
less extension WTLS [47]. Related cryptanalysis [45]
has approved the overall design and aso provided coun-
termeasures to correct a number of minor flaws in the
protocols.

In transport layer security, authentication is based
on certification services as specified in public key in-
frastructure (PKI1). We employ the de facto standard
RSA [34] as the public key cryptosystem in our design.
We assume RSA cryptographic primitives are secure,
and brute-force break-ins of the RSA primitives are im-
practical. This can be realized by employing state-of-art
countermeasures proposed by cryptanalysts [1] and us-
ing keys of enough length [22].

Nodes are assumed to be appropriately initialized be-
fore combat. During combat, any node, including the
ground nodes and the UAV's, may be destroyed at any
time. Besides, any ground nodes can be captured and
compromised unpredictably. Once the incident happens
to ground nodes, we assume all their security-related in-
formation is compromised and made available to the en-
emies. Nevertheless, given UAV’s agerial positions and
advanced tamper resistance technologies, we assume

they are not compromisable. For example, a UAV may
implement a self-destruction mechanism when its alti-
tude sensing and speed sensing units report misposition.
To ever make intrusion detection possible, we assume
that the ground nodes can monitor and perceive local in-
trusions. Such local intrusion detection mechanisms do
not require abrupt shifts from the methods currently used
in tactical environments, where perception-based intru-
sion detection remains as the most effective and reliable
means to authenticate intact units and isolate compro-
mised units. In this paper we seek to provide robust end-
to-end security support on top of localized intrusion de-
tection and authentication schemes, such that (i) A node
can only be broken on its standing site. Any break-ins
and compromises occurring en route do not compromise
its data traffic, which is encrypted at transport layer be-
fore reaching the network; and (ii) Once a node is bro-
ken, effective and efficient mechanisms are employed to
isolate it.
Infrastructure routing
(UAV-aided intelligent routing)

M ressaess g O
- Infrastructureless routing Lo \

(regular on—-demand routing) T

localized detection and authentication
(certification/counter—certification services)

Figure 2. End-to-end Security with Localized In-
trusion detection and Security Services

3 Design

In this section, we present our detailed design that
adapts to the changes of the network infrastructure.
We describe the RSA-based authentication primitives
in § 3.1. § 3.2 presents infrastructure mode and § 3.3
presents infrastructureless mode. We conclude in § 3.4
with discussions.

3.1 Primitives

Authentication via certificates In the theater «, each
networking node v; is associated with a personal RSA
key pair {pk;, sk;}. pk; isv;'s public key for encryp-
tion and verification. sk; is v;’s private key for decryp-
tion and signing. For the purpose of authentication, 4’s
public key pk; has to be certified by the CA of its the-
ater. Generally a certificate (denoted as CERT,, ;) is



astatement (denoted as cert, ;) that is signed by theater
o’SCA. The statement cert, ; = (v, pks, Tsign» Teapire)
may read: “It is certified that the personal public key of
node v; is pk; starting from the signing time 7, until
the expiration time ;. pire” .

The CA of theater o holds an authoritative key pair
{PK,,SK,}. INRSA, PK, = (eq,n,) and SK, =
(do,na), With n,, asthe modulo, e, as the public expo-
nent, and d, as the secret exponent. A valid certificate
issigned by SK,,

CERT,; = (certa,i)SKa = (certa,i)d"‘ mod 7.

The CA's public key PK, is assumed to be well-
known in the network. Other nodes verify the v;’s cer-
tificate by applying PK,, to check if

certy; = (OERTaai)PKa = (OERTa,i)ea mod 7.

Security services related to certification Certification
services include certificate issuing, certificate renewal,
certificate revocation, and storagef/retrieval of certifi-
cates and certificate revocation list (CRL). A valid cer-
tificate has to pass two tests: (i) it is not expired, and (ii)
itisnot inthe CRL.

We assume every node has obtained avalid certificate
beforeit joinsthe UAV-MBN network. Valid certificates
are used in WTLS [47] to enforce end-to-end transport
layer security in wireless networks. In WTLS's class
3 authentication, both sender and receiver present and
verify each other’s certificates. A shared master secret
is then established between them to derive cipher keys
used in secure communication.

In ad-hoc networks, routing protocols are based on
hop-by-hop packet forwarding. A node can be effec-
tively isolated when all its neighboring nodes refuse to
forward its packets. Thusby enforcing adataforwarding
policy for the authenticated nodes only, nodes without
valid certificates are isolated in the network.

3.2 Infrastructure Modewith UAV

With UAV’s presence the theater « operates in thein-
frastructure mode. We propose an architecture of cen-
tralized certification, centralized counter-certification
and distributed local intrusion detection for this mode.

The CA is implemented at the UAV to provide certifi-
cation services for ground nodes in the theater (§ 3.2.1).
Inter-theater authentication is achieved through the in-
teractions among UAV s through the aerial mobile back-
bone (Figure 3). End-to-end secure communication is
realized by transport layer security via WTLS (§ 3.2.3).
Security states are maintained in the theater for transi-
tion to infrastructureless mode once the absence of its
UAV isdetected (§ 3.2.4).

Theatexr a

Theatexr B

Figure 3. Security Configuration in UAV-MBN
Network

3.2.1 Certification and Counter-certification

At the bootstrapping phase of the UAV-MBN network,
every theater is equipped with aUAV and operatesinin-
frastructure mode. The CA with key pair (PK,, SK,)
isimplemented at the UAV. Each CA's public key iswell
known in the network. Given N theaters in the network,
our design requires each ground node store the corre-
sponding N public keys. We discuss in § 3.4 on the
storage issue for low-end ground nodes.

Certification is employed to authenticate intact nodes
and isolate compromised nodes. The certificates held
by the compromised nodes are revoked upon intrusion
detections. We employ two complementary methods to
achieve the goal.

1. Implicit certificate revocation by enforcing fre-
guent certificate renewal s in short periods.

2. Explicit certificate revocation by
certification.

counter-

In the case of implicit certificate revocation, atheater pa-
rameter T,.cpe. 1S predefined in the theater to bound the
valid time of all certificates. That is, Toupire<(Tsign +
Trenew), @ certificate holder must renew its certificate
within Tenew. The appropriate value for Th.cpe de-
pends on the UAV'’s computation power and the number
of ground units in its theater.



In the case of explicit certificate revocation, compro-
mised unitsare put into the theater CRL. On the Internet,
normally a CRL is stored in a trusted centralized stor-
age. If the CRL needs to be stored distributedly, an item
in the CRL may be forged at each replication site. In our
design we employ counter-certificatesto solvethis prob-
lem. Whenever a node v,, is considered to be defected,
the CA signsacounter-certificate ( Lv,, Ty, ) g Where
1 is aspecia tag for counter-certificates. By counter-
certification nobody except the CA can generate an item
in the CRL.

To ensure the access to the theater CRL, a CRL up-
date (i.e.,, a new counter-certificate) is aways flooded
in the theater and each ground node maintains a local
copy of the theater CRL. Even without reliable trans-
mission mechanisms, the flooding can be implemented
by one-hop wireless broadcast. Here we take advantage
of the connectivity redundancy in atypical ad hoc net-
work setup to ensure the reliability of the flooding.

CRL'’s storage requirements are optimized by the im-
plicit revocation mechanism. Each node only needs
to maintain a subset of counter-certificates within the
past Trenew-  That is, given a counter-certificate
(Lve, Tyi,n) sx, @nd the current time NOW, a node
must store the counter-certificate if (Tégn + Trenew >
NOW ), or discard it otherwise.

3.2.2 Intrusion Detection

When a ground node v, is compromised by enemy, each
neighboring node v; that perceivesthisincident sendsan
accusation to the theater CA. The accusation is signed
with v;’s private key sk; asin “{accusation, U:B)%". It
is then delivered to the UAV together with v;’s valid
certificate. Once the UAV receives a certain number
(K) of such accusations against v,, it signs the counter-
certificate toward v, and broadcasts it in the theater.
The threshold K is a critical parameter of the the-
ater. If somehow the enemy manages to capture and
compromise K ground nodes before being detected by
their neighbors, the enemy can generate false accusa-
tions from these K compromised nodes against intact
nodes. The result is decided by a temporal competition
between the intact community and the compromised but
not-yet-revoked nodes. There is at least one advantage
available to the intact community: the enemy will ex-
perience a non-trial delay to compromise the captured

devices and then issue false accusations. Adding var-
ious tamper resistance mechanisms [3, 16] to wireless
devices can further increase the delay, thus minimize the
winning chance of the compromised nodes.

Intra-theater and Inter-theater Secure Com-
munication

3.23

The first step toward secure communication is the au-
thenticati on between two communicating ground nodes.
In general, these two nodes need to verify each other’s
certificate using (1) the well-known theater public keys
and (2) the authentic up-to-date theater CRLs (Figure4).
In this section we present our design for authentication
between two nodes both from theaters operating in in-
frastructure mode. § 3.3.2 studies the scenarios where
one or both nodes are from theaters operating in infras-
tructureless mode.

Sender Receiver

senderHello (at time t; ) 1

obtain authentic theater CRL
(after t,)

receiverHello (at time t, )

!
obtain authentic theater CRL
(after t,)

exchange certificates
and master secret

exchange application data

exchange certificates
and master secret

exchange application data

transport layer

network layer

‘ Intra—theater or inter—theater routing ‘

Figure 4. Enhanced WTLS Session Handshake

For intra-theater authentication, since the UAV al-
ways broadcasts the theater's up-to-date CRL, the step
of exchanging authentic up-to-date CRL can be skipped
since each node already has a local copy. Two ground
nodes simply exchange their certificates to complete the
authentication step.

When these two nodes are from different theaters, say
node v; from theater o and node v; from theater /3, each
of them must provide the other node with the authentic
and up-to-date CRL of its own theater. To get a up-to-
date CRL of itstheater o, node v; hastwo options. It can
either query its UAV so that the UAV combines al the
counter-certificates and returns an S K -signed CRL with
current timestamp to satisfy the timeliness requirement.
Node v; may also query its K neighboring ground nodes
so that each of them returns a signed CRL with current
timestamps. Both UAV-signed CRL and the K node-
signed CRLs are considered to be authentic, where K



is set to be the same threshold in counter-certification.
The second option can be applied when the UAV is un-
der heavy load that results in large delay, or when the
theater is in infrastructureless mode (§ 3.3.2). Node v;
then forwards the CRL(s) to node v;. If K node-signed
CRLs are received by v;, v; checks all of them to verify
that v;’s certificate is not revoked by any of these CRLs.

Ground nodes without valid certificates or having
their certificates revoked are isolated. Their packets
are dropped by other ground nodes or UAVs. On the
contrary, two authenticated nodes can establish secure
communication channels to ensure message privacy, in-
tegrity and non-repudiation. Depending on whether the
two communicating nodes are in the same theater, intel-
ligent intra-theater routing protocol [13] or multi-theater
routing protocol [12] is employed with WTLS protocols
to securely and efficiently exchange application data
(Figure 4).

3.24 Transition to Infrastructureless M ode

Although both communication and authentication in in-
frastructure mode feature efficiency with low overhead
and flexibility asin a centralized system, the infrastruc-
ture is vulnerabl e to attacks. Deploying UAV-MBN net-
works in hostile environments has to handle the situa-
tion when the UAV becomes unavailabl e for any reason.
A naive make-up is to replicate the theater CA to some
ground nodes. However, as each replicated CA is ex-
posed to unpredictable compromises on the ground, this
scheme sacrificesthe overall security level dueto single-
point of compromise.

Based on Shamir’s secret sharing [38], our solution is
to distribute the certification services into each ground
node when the theater is operating in infrastructureless
mode without UAV. As the result, a localized coalition
with athreshold number (K) of members collaboratively
provides authentication servicesto its locality, while the
system toleratesup to K — 1 break-ins. Dueto theinher-
ent local connectivity redundancy of ad-hoc networks,
each ground node can receive highly available authenti-
cation services from its vicinity. The threshold parame-
ter K is set to the same number in counter-certification
in order to maintain a comparable security level asin the
infrastructure mode. We present the serviceinstantiation
for infrastructureless modein § 3.3.1.

Smooth transition to infrastructureless mode is ac-

complished by a backup scheme. Occasionadly, the-
ater o’'s UAV generates a backup authoritative key pair
(PK!,SK!). We name (PK,,SK,) as the UAV’s
primary authoritative key pair to differentiate with its
backup key pair.

e Aswhat has been done to the primary verification
key PK,, the backup verification key PK], is ad-
vertised and well known in the network.

e The backup signing key SK, is shared among the
ground nodes in the theater. By end-to-end se-
cure channels, each authenticated node v; obtains
a secret share SK; ’a, »» from the UAV. Since unau-
thenticated nodes cannot establish end-to-end se-
cure channels without valid certificates, they are
disqualified being secret share holders.

This process creates a backup distributed certification
authority (DCA) in theater « that will be functiona in
the infrastructureless mode. Each ground node will have
to maintain the primary and the backup public keys for
every theater, resulting in 2-NV public-key storage re-
quirement given N theaters in the network (§ 3.4).

In Shamir’s scheme, compromises of K secret shares
will expose the backup signing key, thus the UAV must
update the theater's backup key pair for every K de-
tected compromises. Switching to infrastructureless
modeistriggered by the absence of the UAV, which may
be detected by a timeout-based UAV beaconing or line-
of-sight perception. At the absence of UAV, the theater
switchesto infrastructureless mode and the backup S K],
starts to function as the officia signing key.

3.3 Infragtructureless M ode without UAV

We propose an architecture of distributed certifica-
tion, distributed counter-certification and distributed lo-
cal intrusion detection when the theater is operating
in infrastructureless mode. The functionality of certi-
fication authority is distributed among each surviving
ground node. Local codlition of K ground nodes col-
laboratively provides services to a certification reguest
(§ 3.3.1). Intra-theater and inter-theater authentication
are presented in (§ 3.3.2). The transition to infrastruc-
ture mode is studied in (§ 3.3.3).



3.3.1 Distributed Certification Services

Given the size of network N, a system parameter K
(0 < K<N), and acentralized CA with RSA key pair
{SK],, PK]}, cryptographic agorithms [8, 36, 33, 39,
21] and systems [49, 52, 53] alow the functionality of
the CA to be distributed into the network where each
node becomes a partial CA. Each partial CA holds a se-
cret share SK&)i(lgigN), and a codlition of any K-
out-of- N partial CAscan function asthe centralized CA.
During the certification process each partial CA in the
coalition signs a partial certificate with its secret share,
the complete certificate can be obtained by combining
the K partial certificates.

Such a de-centralized scheme is able to find a bal-
ance point between service availability and intrusion tol-
erance. Theadversariesmust turn off (N — K +1) partia
CAs to turn off certification services, while they must
break in K partial CAsto steal the signing key SK, .

Further contributions on proactive secret share up-
dates[17, 10, 9, 33], verifiable secret sharing [6, 41, 37],
and fully-distributed DCA [21] offer more security war-
rantiesin applying the de-centralized schemein the con-
text of scal able networks with long-term adversaries and
untruthful coalition members. In a scalable network
with large number of secret share holders, not only the
secret shares {SKj, ;[1<i<N} can be proactively re-
freshed to resist break-ins, but also signing a message
with a fake secret share can be detected publicly or by
the service requester.

Compared to the above scheme, a naive CA-
replicating scheme would reveal SK], once a single
site is compromised. A KDC-based authentication
scheme [7, 43] lacks background and experience to dis-
tribute system secrets to multiple nodes, while both ser-
vice availability and intrusion tolerance must be guaran-
teed.

We employ the distributed CA in the infrastructure-
lessmode. The cryptographic detailsare presented in the
Appendix. In atheater operating in the infrastructurel ess
mode, node v;'s certification request is served by alocal
coalition of K secret share holders. After each coalition
member signs and returns a partial certificate, v; is able
to obtain an SK,-signed certificate as if the centralized
CA presentsin itslocality.

Counter-certification is similar to the certification
process. Once a compromised ground node v, is de-
tected by its neighbors, each of them signs a partial

counter-certificate against v,. A full counter-certificate
is generated by combining K such partial counter-
certificates. Thenitisflooded in the theater so that other
nodes in the theater can update their CRL caches.

3.3.2 Intra-theater and Inter-theater Secure Com-

munication

As in the infrastructure mode, end-to-end secure chan-
nels can be established if both ends hold valid certifi-
cates. For intra-theater communications, the step of ex-
changing CRL s can be skipped because the theater CRL
is already locally cached.

For inter-theater communications, two scenarios are
possible. In the first scenario one node is from a theater
operating in infrastructure mode and the other from a
theater operating in infrastructureless mode. In the sec-
ond scenario both parties are from theaters operating in
infrastructureless mode. In either scenarios,

¢ If anode is from atheater operating in the infras-
tructure mode, it may choose either of the two al-
ternatives described in § 3.2.3 to acquire authentic
and up-to-date theater CRL.

e If anode is from atheater operating in the infras-
tructureless mode, it has to query K other nodesin
the same theater in the absence of UAV, typically
among its neighbors. Each of these K nodes re-
turns a signed CRL with current timestamp to sat-
isfy the timeliness requirement. The communica
tion peer verifies that the node’s certificate is not
revoked by any of these K CRLs.

3.3.3 Transition to Infrastructure Mode

Ground nodes that belong to atheater in infrastructure-
less mode may join other theaters with UAVs for more
efficient communication. Besides, anew UAV with orig-
inal S K, may be available so that the theater can switch
back to infrastructure mode. The new UAV firstly broad-
casts an SK,-signed hello message in the theater to
claim authority, then it has to obtain the authentic and
up-to-date CRL.

e The new UAV can obtain signed-CRLs from ex-
actly K surviving ground nodes with appropriate
certificates. If the certificate of any of these K
nodes is revoked by the result CRL, the procedure
has to restart again.



e Or the new UAV can obtain signed-CRLs from
more than K surviving ground nodes, then picks
out aset of K nodes such that none of their certifi-
cates is revoked by the K CRLsthey signed.

After the new UAV claims authority and obtains authen-
tic up-to-date CRL of the theater, it can provide efficient
security servicesto all surviving ground units.

3.4 Discussons

In this section, we comments on several issues.

34.1 Protectingbackup certificatesigningkey SK,

In the infrastructure mode, UAV maintains the backup
DCA by distributing the backup certificate signing key
SK!, in the theater. The backup DCA key pair is oc-
casionaly updated for every K compromised ground
nodes. In the infrastructureless mode, it isineffective to
generate and renew the backup DCA key pair dueto lack
of central management!. Fortunately, proactive secret
share update [17, 10, 9, 33] and self-initialization [21]
alow the network to periodically update all the secret
shares without compromising the shared secret. Aslong
as there are less than K ground nodes broken between
two consecutive secret share updates, the backup signing
key SK], is protected against break-ins and can remain
unchanged throughout.

3.4.2 Threshold K

The threshold K affects our system in the following as-
pects:

e Intrusion tolerance: In theinfrustructureless mode,
if the enemy isableto break K nodes between two
consecutive share updates, the backup DCA sign-
ing key SK], is compromised. Various tamper re-
sistance mechanisms [3, 16] can be further applied
to increase the level of intrusion tolerance.

e Certification service availability: In the infrastruc-
tureless mode, the communi cation overhead is min-
imal when a ground node has at least K one-hop

Though shared key-generation schemes are available in litera-
tures [2, 25], the result key pair is revealed to the key-generation
requester. Besides, it is an open question who has the authority to
annul current signing key.

partiad CAs. Otherwise, any of the partial CA can
serve as a proxy and use its own trust to bring in
more partial CAs, though the communication over-
head is increased in this scenario.

e False accusations: As described before, K should
be appropriately chosen so that the intact com-
munity outperforms the not-yet-revoked defected
nodes. Obviously K must be greater than the ex-
pected number of nodes involved in a captivity.
Battlefield statistics are helpful in finding an ap-
propriate value, and adding tamper resi stant mecha-
nism to mobile devices helpsto decrease the value.

e Counter-certification overhead: In either mode, K
valid accusations or K partial counter-certificates
are needed to revoke a certificate. The overhead
of counter-certification increases as a larger K is
adopted.

In military environments, the privilege for every node
is inherently hierarchical and heterogeneous. For ex-
ample, a lieutenant usually hold more confidential in-
formation than a private. This implies that an asym-
metric function sharing model is more reasonable. In
UAV-MBN networks, the MBN nodes could hold more
shares of the backup DCA than common soldiers. If an
MBN node holds k — 1 shares, it only needs another reg-
ular ground mobile node to function as the backup DCA.
However, breaking the MBN nodes also results in more
damage on security services.

3.4.3 Lessthan K neighbors

So far we assume that the requesting entity has at least
K one-hop neighbors. In the simulation described in
§ 4.2, every requesting entity broadcasts the requests for
a limited number of times (e.g., 2-3) over atime win-
dow to “accumulate” enough number of neighbors, even
if at any time constant it does not have K neighboring
nodes. In this scenarion the node mobility actually helps
providing certification services. Besides, in tactical mo-
bile networks group mobility [18, 29, 28] is considered a
valid mobility model where a group of network entities
randomly roam together within certain distance. Appro-
priate group sizes can be chosen according to the thresh-
old K.

Initial certification of a new node and re-certification
of a node with less than K neighbors can aso be built



on top of the perception-based intrusion detection, aswe
assumed in Section 2. Aslong as a node has already
been identified as being “good”, its neighbors, even if
they are more than one-hop away, can participate and is-
sue a valid new certificate to it. In the scenarios where
a compromised node has lessthan K uncompromised
neighbors, no counter-certificate can be signed against
it. However, its current certificate will expirein lessthan
Ty enew time, and it cannot obtain a new valid certificate
after that.

3.4.4 Storage Requirements

The theater CRL, the primary public keys, and the
backup public keys of all theaters are required to be lo-
caly stored at each node. From our empirical experi-
ence, the size of a public key or a counter-certificate is
normally in the range of 128 to 256 bytes (as for RSA
signing key length 1024 to 2048 hit). Given the typi-
cal size of atheater 0 < N < 1000 and the probability
of compromise 0<P<1, the storage required for system
CRL and public keysis acceptable for most low-end de-
vices (~200k bytes). Besides, the implicit revocation
mechanism helps to reduce the storage requirement sig-
nificantly (§ 3.2.1).

The storage requirement can be further optimized
with standard features available in WTLS [47], where
a URL-based access method has been invented to re-
lieve low-end devices from storing information locally.
In particular, low-end devices can put information on
trusted nodes with enough storage, then use short URLS
to refer to the resources. In our system where WTLS
isimplemented, a low-end node manages to store infor-
mation locally, otherwise it has to depend on storage re-
sources on other local nodes. This can berealized on the
cluster-head MBN nodes, or even the UAV. The com-
promises of MBN nodes or the failure of UAV may hurt
the availability of these public informations, but not the
overall system security level since no secret information
is exposed. The affected nodes can obtain the public
informations from its neighborhood at real time, as de-
scribedin § 3.3.2.

4 Evaluation of Implementation and Simula-
tion

We have implemented our design on both UNIX plat-
forms and a popular network simulator GloMoSm [44].

Table 1. Testbed configuration

Host CPU oS SPECint1995
H1 microSPARCI| 85M Solaris2.7 13

H2 Pentiumll 300M RedHat 6.2 12

H3 Pentiuml|l 500M RedHat 6.2 21

H4 PentiumlI1 850M RedHat 6.2 39

In this section we will first evaluate computation over-
heads of our cryptographic implementations on hetero-
geneous UNIX platforms, then evaluate network com-
munication overheads and the impact of mobility by our
UAV-MBN implementation in GloMoSim simulator.

4.1 Computational Measurementsand Evaluation

We have realized the standard transport layer security
protocol WTLS [47] and the fully-distributed backup
DCA in our implementation. We use SPECint [40]
metrics to differentiate computation power on heteroge-
neous platforms. The testbed we employed is shown in
Table 1, where H; »<;<4 represents heterogeneous com-
putation power from various mobile laptops, and H;’s
computation power is less than popular portable com-
puting devices such asiPacf.

Table 2. Measurements of Computation Delay in
RSA cryptosystem

key P K -verification S K-signing
length (102 second) (second)
(bit) || H1 | H2 | H3 | H4 H1 H2 H3 H4
768 4 2 1 1 0.640 | 0.031 | 0.017 | 0.010
1024 4 2 1 1 1.295 | 0.066 | 0.039 | 0.019
1280 4 2 1 1 2461 | 0.121 | 0.067 | 0.037
1536 4 3 1 1 3854 | 0.172 | 0.109 | 0.059

We use RSA cryptographic primitives to realize the
public key cryptosystem in our design. The result shown
in Table 2 illustrates the performance of RSA cryptosys-
tem are not prohibitively expensive even for the low-
end device. Thus leveraging PKI-based approachesinto
wireless ad-hoc networks is an acceptable solution.

Table 3 and 4 illustrate the computation overhead of
our distributed certification services under typical cryp-
tographic and network settings. In Table 3, various val-
uesfor thelength of signing key S K], are selected, while

Though there is no official SPECint result measured for iPag's
StrongARM CPUs, results obtained from industry (e.g., http://
nocgi.distributed.net/statistics/stats.html)
show that SPECint95 value for StrongARM/206M CPU fallsin the
range between 3 and 6.



Table 3. Measurements of Computation Delay in
backup DCA (Varying CA’s signing key length,
K = 5, result unit: second)

CA’s Sign a Partial Certificate Combine Partial Certificates
key (as a coalition member) (as a service requester)
(bit) H1 H2 H3 H4 H1 H2 H3 H4
768 148 | 0.08 | 0.04 | 0.02 165 | 0.09 | 0.04 | 0.02
1024 317 | 017 | 0.08 | 0.05 333 | 019 | 0.09 | 0.06
1280 555 | 0.30 | 0.15 | 0.09 590 | 033 | 0.17 | 0.09
1536 || 1013 | 0.79 | 0.25 | 0.15 || 1043 | 053 | 0.27 | 0.16

Table 4. Measurements of Computation Delay in
backup DCA (Varying system parameter K, CA’s
signing key length=1024bit, result unit: second)

K H1 H3
SPC Combine SPC Combine
2 || 2991 3.304 0.079 0.094
3 || 2.998 3.293 0.080 0.096
5| 3174 3.328 0.080 0.096
7 || 3.163 3.530 0.082 0.099
10 || 3.099 3.394 0.081 0.098
20 || 3.078 3.458 0.080 0.100
30 || 3.082 3.410 0.080 0.098

K iskept asaconstant in typical network scenarios. Our
measurements show that computation power is a criti-
cal factor that affects the efficiency of our design, a-
though for typical scenarios the performance is accept-
able (assuming nowadays typical RSA key length 1024
and 1280).

A major computation overhead owes to exponentia-
tion on large numbers. We observe that the standard
RSA SK-signing is almost 2.5 times faster than sign-
ing a partial certificate or combining K partial certifi-
cates. This is due to a mgor optimization technique
employed in PKCS#1 standard [35] when every secret
parameter in RSA signing key is known (i.e., d,p,q as
for SK = (d,n) and the RSA modulo n = p-q). The
Chinese remainder theorem allows the RSA agorithm
to decrease the exponentiation on the large private expo-
nent d to smaller exponents with values lessthan p — 1
and ¢ — 1, thus significantly decrease the computation
overhead. When p and ¢ are not available, such opti-
mi zation technique cannot be used.

In Table 4, various values for K are selected, while
CA's signing key length is kept as atypical value. The
measurements show that the variation of K has small
impact on the computation delay for certification ser-
vices, sincethe K partial certificates are signed in paral-
lel by the coalition members.

Table 5 shows the computation overhead in establish-
ing an end-to-end secure channel between arbitrary two
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Table 5. Measurements of Computation Delay for
Authentication and Cipher Key Exchange in WTLS
Session Handshake (result unit: second)

my key Client Side Server Side
length (WTLS class 3) (WTLS class 2 & 3)
ity || HL | H2 | H3 | H4 H1 | H2 | H3 | H4
768 || 051 | 0.03 | 0.02 | 0.01 || 0.64 | 0.04 | 0.02 | 0.02
1024 101 | 0.06 | 0.03 | 0.02 129 | 0.07 | 0.03 | 0.02
1280 180 | 0.11 | 0.05 | 0.03 246 | 0.14 | 0.06 | 0.03
1536 || 284 | 0.16 | 0.08 | 0.05 || 385 | 0.22 | 0.11 | 0.06

nodes. By enforcing WTL S authentication class 3 in the
UAV-MBN network, both sides must do authentication
by presenting valid certificates. The authentication de-
lay incurred is only a one-time cost for each session.
The measurements show that the one-time cost is accept-
able since the users need not tolerate more than 10 sec-
onds session startup delay. After then asecure channel is
established between the two ends. Cryptoanaysis [45]
has shown that the SSL/TLS/WTLS protocol is robust
against attacks.

4.2 Communicational Measurements and Evalua-
tion

Node mobility 2.5m/sec —<—
Node mobility 10m/sec —=—
a4t Node mobility 40m/sec —s—

Average Delay [second]

2 4 6 8 10 12 14
System Parameter K

16

Figure 5. Average Certification Delay

Our simulation environment for UAV-MBN network
isGloMoSim and hierarchical landmark [50]. We model
a single theater in infrastructureless mode with 1000
ground nodes placed randomly within a 3200mx 3200m
area. Among them 100 are MBN nodes with point-to-
point direct wireless link of 800m transmission range.
Others are regular nodes with broadcasting wireless link
of 175m range.

Performanceis measured for certification service over
the entire backbone where each node periodically issues
a certification service request. In particular, whenever
areguest is issued, the next request is scheduled to be



issued at the middle point between the current clock
time and the certificate expiration time. Therefore, (i)
if this request fails, then the subsequent tries of the same
request are repeated more frequently as the clock ap-
proaches the expiration time; or (ii) if this request suc-
ceeds, then the first renewal request is scheduled at the
middle point of the new certificate’s valid time.

The assumed backup signing key length is 1024
bit and the assumed computation power corresponds
to SPECint95 20.5. Each request is served
within one-hop neighborhood only as no routing scheme
is employed. The first set of experiments in Fig-
ure 5 shows the average delay of the certification ser-
vices. With various K values at typical roaming
speeds(2.5m/sec,10m/sec,40m/sec), the average service
delay for a certification request increases as the value
K grows. Thisis because extra efforts are demanded to
collect more partia certificates. When K is greater than
a critical value (14 in the scenario), it is prohibitively
difficult to find enough neighbors, thus the system per-
formance degrades.

1500
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Figure 6. Average Certification Overhead

In Figure 6, we study the impact of certification ser-
vice on the bandwidth of this UAV-MBN network. With
various K values under typical roaming speeds, the re-
sults show that the overall certification overhead of al
nodes increases linearly as K increases, since more par-
tial certificates need to be collected, and the number
of partial certificates increases linearly as analyzed in
§3.4.2.

After a K-codlition isformed, communication among
them may fail due to the reasons like node mobility and
wireless channel errors. In Figure 7, we study the suc-
cess ratio of certification requests as a function of value
K. The result shows that 100 percent ratio is achieved
for reasonable K values. Once K grows over a crit-
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Figure 7. Certification Request Success Ratio

ical value (11 in the scenario), more certification re-
quests will fail asit is more difficult to maintain the K-
coalitions.

The simulation confirms that the one-hop certification
design is insensitive to varying mobility in UAV-MBN
networks with reasonable configuration, thus is ready to
realize end-to-end communication security for the roam-
ing entities in battl efields.

5 Redated Works

Some popular network security services are pro-
vided by Kerberos [43], PGP [32] and X.509 Directory
Authentication Service [19]. In these proposals, ser-
vices are typically achieved via a centralized CA. Chal-
lenges from service availability, node mobility, and net-
work scalability are not fully responded. For example,
Charon [7] is an implementation of authentication ser-
vices based on Kerberos. It addresses the device hetero-
geneity in wireless networks by deploying an infrastruc-
ture with base stations and placing the complexity into
the infrastructure. Though mobile clients, especialy
those running low-end devices, can spend less computa-
tion power in authentication services, the authentication
server end still suffers the single point of compromise
and single point of failure/DoS attack.

Threshold-based secret sharing [38, 17, 36] and
proactive secret share updates[17, 10, 9] have been very
active topics in cryptography research. However, most
of these proposals target a system that has a few secret
share holders with reliable and rich connections. Hence,
the proposed solutions are more suitable to wireless
networks with base station-like infrastructure [52, 53].
Though they solve the problem of single point of fail-
ure and compromise, the other important issues, such
as node mobility, wireless channel errors over multi-



hop path, and scalability, are not addressed, as admitted
in [3]. For wireless ad-hoc networks operating in hostile
environments, the security schemes cannot adapt to the
destruction of theinfrastructure. Besides, asconnections
are assumed to be reliable, they do not make explicit ef-
forts to minimize communication overhead. In contrast,
our adaptive solution works under very weak network
assumptions.

6 Futurework & Conclusions

In this paper, we propose a security framework for
UAV-MBN networks in hostile environments such as
battlefields. Our design adapts to the dynamical infras-
tructure changes of the network, depending on the avail-
ability of UAVs. Centralized design is employed with
UAVs to achieve efficiency and flexibility when a the-
ater is operating in infrastructure mode. In the scenar-
ios where the UAV is destroyed by enemies, the system
switchesto infrastructurel ess mode where distri buted se-
curity function sharing is applied to maintain compara-
ble certification services and intrusion detection. As a
potential part of the UCLA ONR MinuteMan project,
we are improving our prototype design and exploring
the possibility to integrate our security design with prac-
tical routing and other networking solution used in bat-
tlefields.
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A Polynomial sharing of SK,

We adopt the polynomial secret sharing to share
SK!, among the theater «. Let n be the RSA modulo
of theater o’s backup certification key pair {PK], =
(e,n), SK], (d,n)}. In our algorithm, ground
node v;'s polynomial share F,, and its additive share
SK,, in term of a specific coalition, are defined over
the ring Z,, instead of Zy,) or Zy., as the previ-
ous works [8, 36, 33, 39] did. In the infrastructure
mode (§ 3.2.4), the UAV chooses a random polynomial
flz) =d+ fiw + -+ fra™ " where f(0) = d
and {f1, -+, fxk—1} are uniformly distributed random
numbers over afinite field. The UAV then private sends
each ground node with its ID v; # 0 a polynomial share
P,, = (f(v;) mod n). By this means we eliminate the
insecurity of releasing ¢(n) or A(n). Moreover, with the
K -bounded coalition offsetting that is presented below,
we make the conversion from polynomial shares to ad-
ditive shares scalable to the overall theater size. Only
the 1Ds and shares of the participating K nodes are in-
volved.



B Localized Multi-signature

Ground node v; firstly chooses a coalition of K nodes
from its neighborhood. Without loss of generdlity, let
the coalition be B = {v,vs,---,vx }. Note that node
v; itself can also be in the codlition if it is a secret share
holder, hence needsonly K — 1 neighboring share hold-
ers. v; broadcasts the request, together with the 1Ds of
these K nodes. Once anode v; € B receives the request
and decides to serve the request, it firstly trandates its
secret share P, into its Lagranged secret share SK,’MJ_ :

SKey, = (Poly;(0) modn),

where the Lagrange coefficient /,; in the coalition is de-
. _ (z—v1)(z—vj_1)(@—vj41)(v—vK)
fined as, () = e

Lagrange interpolation ensures that

K
d = (3 SK,, modn). (1)
=1

For arbitrary number/message M, the following for-
mula holds in arithmetic:

! ! ’ ’
MK Sy pSKige — ppSKu FSK et SK

We would be able to obtain M? from the product
SK).
1M,

C K-bounded coalition offsetting

In the Equation 1, the sum of Lagrange interpolation
(X721 SK;, mod n) = t-n + d for certain t. However,
there is no mathematical identity ensures that the result
of the multiplicative multi-signature equals the SK, -

signed message:

M= prtr M1 M= (mod 7).
Fortunately, each SK{J], = (Py;ly; (0) mod n) isavalue
between 0 and n — 1 due to modular arithmetic. Thus
t satisfies the inequation 0<t<K. After Algorithm 1
we are able to recover M? by the help from the original
message M and the system publickey PK = (e, n).

In an ad-hoc network K is a small number corre-
sponding to number of nodes in a neighborhood. Thus
the loop in Algorithm 1 ends within reasonable rounds.
Also it is well-known that PK-verification in RSA is
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Algorithm 1 K-bounded Coalition Offsetting

Require; Y=M o (Puilo;(0) Modn)— printd (mod p,)
isthe product of all partial certificates.
1. Z:=M"modn
2 7:=0
3: while j<K do
if (M=Y*® (mod n)) then
Success, break the loop
end if
Y:=Y-Zmodn
ji=j+1
9: end while
Ensure: Y=M? (mod n)

Qo N 2 a M

an inexpensive operation [48]. The complexity of K-
bounded codlition offsetting is the sum of O(1) ex-
ponentiation, O(k) modular multiplications, and O(k)
RSA PK-verifications.



