UNIVERSITY OF CALIFORNIA

Los Angeles

Fault-Tolerant Cluster Management

A dissertation submitted in partial satisfaction of the
requirements for the degree Doctor of Philosophy

in Computer Science

by

Ming Li

2006



" Copyright by

Ming Li

2006






To my parents.



Table of Contents

ACKNOWIEAGMENTS ... e vii

Vitaand PUDIICALIONS ... iX

ADSIFACT ... Xi

Chapter One- INtrodUCLION .........ccoeeiiiieee s 1

1.1. Cluster Management Middleware ............ccooereieiinenieeeeesesese e 2

1.2. Clustersfor Critical Applicationsin Hostile Environments ................... 4

1.3. TheSiS CONLIIBULIONS ........cccvrvirieeeiiriesr e 8

1.4. TheSISOrganiZation .........cccceeceeeeneeiieseeseeseesee e e ae e 13

Chapter Two - Related WOrK .........ccooveeiieecece e 16

2.1. Building Fault-Tolerant Distributed Systems .........cccocvvevenieneenennne 17

2.1.1. ConsensuS aNd PaX0S .........ccceeeeeeiierienierisieseseeee e 20

2.1.2. Group COMMUNICELION .....ccveiuerieeieieiesie st 23

2.1.3. Replication TEChNIQUES .......ccceveeiiieierecie e 25

2.2. Byzantine Fault TOIEranCe ........cccceveeveeieieesecie e 27

2.3. System-Level Fault DiagnoSiS ......ccoocvveiieeiieciiee e 31

2.4, CIUSLEr SYSIEMS ....oeiieiiieeiesie ettt see e 34
Chapter Three- An Overview of the Ghidrah Cluster

ManageMENT SYSLEM ... 41

3.1. Design Goals and ASSUMPLIONS ........cccvevuereereeiieseesieeeeseeseeeneesreessesneens 42

3.2. Centralized Management ...........cccoeeeveeieieeseeie et 43

3.3, SysteM AIChITECLUIE .....ccveeceece s 44

3.4. The Trusted HardCOre ...........coeeieeeiieiesiesesie s 47

3.5. Communication INfIaStrUCIUIE ...........ccoooierirereneeeeeeie e 49



Chapter Four - Efficient Byzantine Fault Tolerance for Replicated

SENVICES ...ttt bbbttt 51
4.1. Achieving BFT-SMR ......cooiiieiece et 53

4.2. BFT Replication with Fewer than 3f+1 Active Replicas ...........coc....... 63
4.2.1. Client-Side ProtoCol ...........ccccceoerenenininineeeeeeeeseese e 67

4.2.2. Normal-Case OPeralion ........cccceevereereenienieseesieseesreeseeseesseeeas 68

4.2.3. View-Changes When Faulty Replicas Block Progress ................ 72

4.2.4. Garbage CollECHION ......cccceeiiiiiiere e 82

4.2.5. COrreCtNESS ProOf ........ccoiieeirinieinisieseeese s 83

4.2.6. Requirement for Three Phases with 2f+1 Active Replicas .......... 88

4.2.7. Extension of the Algorithm to Multiple Faults .........cccccoevveenne 90

4.2.8. Extension of the Algorithm to Open Replica Groups .................. 9

4.3, BEVAIUBLION ... 92
Chapter Five - Self-Diagnosis and Reconfiguration ..........ccccccceeevvvvervennes 96
5.1. A State Machine Fault Model for DIiagnoSIS ......ccceveeeveeeerecieeseeneennens 98

5.2. An Online Self-Diagnosis AIQOrithm ..........ccceoevieveeie i 102
5.2.1. TheGeneral Algorithm ..........coovviiiiiii e 108

5.2.2. The Three-Replica Diagnosis ProtoCol ...........ccccveeeveeinnennennnne 114

5.3, RECONFIQUIBLION ...t 120
Chapter SIX - AQENES ... 125
6.1. Recovery from Agent Crashes ........cccveeeereeneeieseeseee e se e sreesee e 126

6.2. A Fault-tolerant Bootstrapping Protocol ...........ccccceveeveieesecie e 131
Chapter Seven - Implementation and Experimental Evaluation ............ 140
7.1. Implementation of the Ghidrah CMM .........ccooiiiininiieee e 142

7.1.1. Practical Tradeoffs Towards a Simplified Replication
ALGOITEAM Lo 143



7.1.2. Internal Structure of Key COMPONENtS .........c.ccoeeeeieereeneneriennenne 147

7121, MANAGES ....eoiiiieiieesieeie ettt 147

T7.0.2.2. AQENT o 149

7.1.3. Event Handling .......cccceeeeiieiie et 150

7.1.4. Group TIMEr EVENLS .....oooiiiiiiececee et 152

7.1.5. Agent HEeartbeals .........cccevieieveeiieeseee e 156

7.1.6. The Spacecraft Control COMPULES .........cccoverereeiieieeneeese e 159

7.1.7. Implementation of the Communication Infrastructure ................. 161

7.2. EXperimental RESUILS ......cccoceeiieieciese et 165
7.2.1. EXperimental SEtUD .....cceevieeeeiieeceee e 165

7.2.2. Performance Measurements ...........cccoceeerenenenenieeneenesese e 166

7.2.2.1. Manager Overhead in Normal Case .........cccceevveeriennnnne 166

7.2.2.2. Manager ReCOVErY TiME .....cccoovrererereeieeesee s 169

7.2.3. Fault Injection EXPErimeENtS ........cccoceveveneneneneeeeeeseese e 172

7.2.3.1. Process-Based Fault INjECtions .........cccceveevvvceveesiennnnne 172

7.2.3.2. Validation of the Reliability Features of the Cl .............. 183

Chapter Eight - Summary and Conclusions ..........ccccoeeveeeveieveececcecene, 186
BIibHOGraphny ..o 189

Vi



List of Figures

1.1 ClUSter arChiteCtUNE .......ccccviiieeeeeeeees s 3
2.1 Building blocks for fault-tolerant distributed systems .........cccccevvevevieieenenne 19
3.1 Ghidrah system arcChiteCture ..........cccoveee e e 45
4.1 Sequencer-based alomiC MUITICASE .......ccooeeiiriieriereee s 54
4.2 Malicious primary sending inconsistent ordering information ..............c.cc..... 56
4.3 Two-phase Multicast ProtOCOI .........cccoverireriieierere e 57
4.4 Three-phase protocol with 3f+1 replicas (Castro& Liskov) .......cccccvevveveruenee. 62
4.5 Normal case protocol for total order multicast .........cccceeevveecevceveesececeee, 71
4.6 Normal-case protocol for each replica .........cccoveveiveeie e 73
4.7 View-Change ProtoCOI ...........ooeeieiiineriinieee e 80
4.8 4-replicav.s. 3-replica as authentication overhead vary .........cccccvceevvecevnnenen. 9
4.9 4-replicav.s. 3-replicaas eXeCUtioN tIME VAIY .......ccceveverereeieeieene e 95
5.1 Pseudo-code of the self-diagnosis protocol (part A) .....ccceeeeeeeeereeieevieesennens 114
5.2 Pseudo-code of the self-diagnosis protocol (part B) .......cccceceeveevveieveesieenans 115
5.3 Pseudo-code of the self-diagnosis protocol (part C) ......cccceeveevcveeieesiieenieenn 117
5.4 The reconfiguration ProCEAUIE ...........ccceveereriinieerieie e s 122
6.1 The Ghidrah bootstrapping protocol, part A .......ccccceveereneeieieresese e 135
6.2 The Ghidrah bootstrapping protocol, part B ..........cccocevivireninierenese e 136
7.1 Internal structure of Ghidrah Manager ..........cccoceveeveneere e 148
7.2 Internal Structure Of ageNt ..........ooeeii e 149
7.3 Event handling in event Manager .......ccccvvceeiieeieesee e 151
7.4 Detect late and early group timer eVENES ........ccoceevereeneerieniee e 154

vii



7.5 Communication infrastructure of Ghidrah ..............eeeeeeeeeeeeeeenens 162

7.6 Heartbeat processing overhead on nodes running manager replicas ............... 167
7.7 The overhead for handling timer events on manager replicas ............ccccveueee. 169
7.8 Recovery coverage of the replicated managers ........ccceveveeeeveeveciececce e 181
7.9 Effects of faultsinjected into the communication infrastructure .................... 184

viii



List of Tables

6.1 Comparing the complexity of agent and agent Keeper ........ccccevveceervecinsennne 129
7.1 Code size of the Ghidrah implementation ............cccccceevieveeieiecce e 142
7.2 API of the management message layer (MML) ..., 164
7.3 System configurations of the two experimental clusters .........ccccecveveecieenen. 165
7.4 Primary manager replicareCovery time ........ccooererereneneneseeeesee e 170
7.5 Single process fault iNjeCtion rESUILS .........ccceeoeeierirenesee e 173
7.6 Detection latency of faultsinjected into amanager .........cccceveeeverceereeriesenne 177



ACKNOWLEDGMENTS

First, | would like to express my sincere gratitude to my advisor, Professor
Yuval Tamir, for his invaluable guidance and continuous support throughout my
years at UCLA. His persistent pursuit of perfection and his deep insights into
various subjects have always been an inspiration to me. He has taught me so much
on how to conduct qualitative research and how to improve my writing and

presentation skills.

My great appreciation goes to my other committee members as well: Prof.
Rennels, Prof. Ercegovac, and Prof. Grossman. | thank them for kindly agreeing to

be on my doctoral committee and for their helpful advice and suggestions.

It has been a pleasure to be one of the UCLA CSL group. | would like to
thank my colleagues, Israel Hsu, Navid Aghdaie, Wenchao Tao, Dan Goldberg,
Machael Le, Edward Young, Donald Lam and Kahmyong Moon, for their
friendship and for the enlightening discussions we had on various research topics. |

have greatly benefited from these discussions and from our group meetings.

| would like to acknowledge the financial support | have received throughout
my years at UCLA. Thisincluded a research assistantship as part of collaboration
between NASA's Jet Propulsion Laboratory and UCLA's Concurrent Systems
Laboratory under NASA's Remote Exploration and Experimentation Program as
well as NASA’'s New Millenium Program. It also included support through a

teaching assistantship from the UCLA Computer Science Department.



My deepest gratitude goes to my parents for their love, for their support and
for their sacrifice over so many years. They have been the origin of my strength
and will always be.

Finally, I want to thank my wife, Hongyan, for al the love she has given me,
for her understanding, and for putting up with me and standing by me during the

wonderful years we shared together.

Xi



December 21, 1972

1994

1997

2000

1998-2005

M. Li and Y. Tamir (September 2004). *‘Practical Byzantine Fault Tolerance Using
Fewer than 3f+1 Active Replicas”’, the 17th International Conference on Parallel

VITA

Born, China

B.S., Computer Science

Department of Computer Science and Technology
University of Science and Technology of China
Hefei, China

M.Eng., Computer Engineering
Institute of Computing Technology
Chinese Academy of Sciences
Beijing, China

M.S., Computer Science
Computer Science Department
University of California
Los Angeles, California

Teaching Assistant/Graduate Student Researcher
Computer Science Department

University of California

Los Angeles, California

PUBLICATIONS

and Distributed Computing Systems, pp. 241-247.

M. Li, W. Tao, D. Goldberg, I. Hsu, and Y. Tamir (September 2002). ‘““Design and
Validation of Portable Communication Infrastructure for Fault-Tolerant Cluster
Middleware”, IEEE International Conference on Cluster Computing (Cluster

Xii



2002), pp. 266-274.

D. Goldberg, M. Li, W. Tao, and Y. Tamir (October 2001). *The Design and
Implementation of a Fault-Tolerant Cluster Manager”, Computer Science
Department Technical Report CSD-010040, University of California, Los
Angeles, CA. Presented at IEEE International Conference on Cluster Computing
(Cluster 2001), October 2001.

M. Li, D. Goldberg, W. Tao, and Y. Tamir (August 2001). ‘‘Fault-Tolerant Cluster
Management for Reliable High-Performance Computing”, International
Conference on Parallel and Distributed Computing and Systems, pp. 480-485.

W. Hu, W. Shi, Z. Tang, and M. Li (February 1998). “A Lock-based Cache
Coherence for Scope Consistency’’, Journal of Computer Science and Technology
(China), vol.13, no.2, pp. 97-109.

M. Li and Z. Tang (January 1997). *‘Partial Cache Locality: A New Approach of

Cache Optimization”, Chinese Journal of Computers, vol.20, no.1, pp. 1-8. (in
Chinese).

Xiii



ABSTRACT OF THE DISSERTATION

Fault-Tolerant Cluster Management

by

Ming Li
Doctor of Philosophy in Computer Science
University of California, Los Angeles, 2005

Professor Yuva Tamir, Chair

Cost-effective  high-performance can be achieved using clusters of
Commercia Off-The-Shelf (COTS) computers interconnected by high-speed
networks. When clusters are used for critical applications and/or in hostile
environment, the required system reliability can only be achieved using fault
tolerance techniques that allow the system to continue to operate correctly despite
component failure. Cluster management middieware (CMM) is a software layer
above the operating system controlling individual nodes and below the applications.
The CMM schedules tasks on a cluster, controls access to shared resources,
provides for task submission and monitoring, and coordinates the cluster’s fault
tolerance mechanisms. Reliable operation of the cluster requires reliable,

continuous operation of the management middleware.

This dissertation is focused on the key challenges in building highly reliable

CMM. The system is based on centralized decision making. However, unlike most

Xiv



other cluster middleware, the manager is protected by Byzantine fault-tolerant state
machine replication and the ability to restore the management service to full
functionality and full fault tolerance following arbitrary single faults. To this end,
we use a low-cost fault-tolerant replication mechanism coupled with on-line self-
diagnosis and reconfiguration. The robust replicated manager is coupled with less
aggressive fault tolerance mechanisms for dealing with less critical system
components and with a fault-tolerant system bootstrapping mechanism. A fault-
tolerant cluster designed to operate autonomously, must include a highly-reliable
trusted hardcore to control critical functions such as the initiation of a node reset.
We describe the functionality required from this trusted hardcore and its

interactions with the replicated cluster manager.

The result of this work is a carefully balanced integrated set of efficient
practical techniques for aggressive fault tolerance. These techniques allow a highly
reliable system to be built using mostly standard COTS hardware and software
components. This is demonstrated in an operational system, caled Ghidrah, that
has been built aa UCLA. This dissertation includes preliminary performance
evaluation of Ghidrah and validation of the fault tolerance mechanisms by fault

injection experiments.
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Chapter One

| ntroduction

Clusters of PCs and workstations interconnected by high-speed networks have
been increasingly used as a cost-effective solution for highly available services and
high-performance computing (HPC). Clusters currently achieve the performance of
supercomputers and enhanced reliability/availability with low-cost hardware and

software.

In atypical cluster, every node is built using commercia off-the-shelf (COTS)
hardware and runs a local copy of a COTS operating system. A software layer,
referred to as Cluster Management Middleware (CMM), runs between the
applications and the operating system, managing system resources for both high

performance and high reliability.

The subject of this dissertation is the design and implementation of fault-
tolerant cluster management middieware that allows clusters based on unreliable
COT S-based hardware and software components to operate reliably even in very
hostile environments. The key requirements from such middieware are high
reliability, high availability, and the ability to operate continuously without operator

intervention.

In this chapter, we provide a high-level overview of this thesis. First, we

briefly describe the role and functionality of a cluster management system in



Section 1.1. We then discuss the motivations for building fault-tolerant cluster
management middleware in Section 1.2, and present the main research
contributions of this thesis in Section 1.3. In the last section, Section 1.4, we

describe the organization of the rest of thisthesis.

1.1. Cluster Management Middleware

A computer cluster is a group of stand-alone computers that are connected by
a high-speed network and work together as a unit. As clusters are a type of
distributed computing systems, so-called distributed operating systems such as
Amoeba[Mull90] and MOSIX [Bara98], which are designed for distributed
systems, can be used for cluster management. Such single-layer systems provide
resource and processes management across cluster nodes directly from the kernel,

and coordinate the operation of cluster nodes at the operating system level.

Although building the cluster management features into the operating system
is potentially more efficient, it negatively impacts system portability, ability to
support new hardware devices, and support for heterogeneity. Compared with
custom-built ““ multiprocessor systems,” the success of cluster computing has been a
direct result of the cost-effectiveness of using low-cost, widely-accepted COTS
hardware and software. With the current rapid advances in COTS hardware and
software, the poor portability of custom-built single-layer operating systems is
highly undesirable and the case for the layered approach of ** cluster computing’” is

compelling.



With the layered ‘““cluster computing” approach, the system as a whole is
managed by a cluster management middleware software layer that is interposed
between applications and the OS kernel. This middleware layer creates a runtime
computing environment at the user level, using standard system primitives available
in most commercial operating systems for uniprocessor or small multiprocessor
computers. Most existing cluster management systems are implemented as
middleware on top of COTS operating systems[Ghor98, Litz88, Zhou92, Russ99,

Frac02a, Cray98, Codine, SUnCA3].

Parallel Applications m

| Parallel Execution Environment |

( Cluster Management Middleware j

COTSnode COTSnode COTSnodeg COTSnodeg COTSnodeg

los || ||os || || os || || os | 0s

Network

Figure 1.1: Cluster architecture

Figure 1.1 shows the typical architecture of a cluster with a cluster
management middleware. In such a system, each node runs alocal copy of an off-
the-shelf operating system that is not designed for distributed systems, such as the
standard Linux operating system. The cluster management middleware (CMM)

runs between the applications and the operating system. It acts as an interface



between the cluster and users so users can submit their applications to the cluster.
It allocates resources in the cluster to user applications and schedules application
processes in a globally efficient way, so that user applications can achieve optimal
performance. It aso maximizes system reliability and availability, coordinates fault
tolerance actions in the cluster, and provides fault tolerance supports to user

applications.

The CMM s critical to the operation of the cluster: if this middleware fails,

the entire cluster is useless.

1.2. Clustersfor Critical Applicationsin Hostile Environments

The main focus of this thesis is on building highly dependable cluster
management middleware for clusters operating in hostile environments and running
mission-critical applications. 1n such hostile environments, individual cluster nodes
and the communication between nodes suffer from a relatively high probability of
errors due to hardware faults cause by environmental factors such as high radiation,
electrical noise, or high temperatures. Examples of the need to operate in such
environments include operation in space[Katz03], military application on the
ground and in the air, and operation in factories near heavy machinery. Since, as
discussed earlier, the nodes depend on COTS operating system kernels, errors
caused by software faults must be taken into account as well [Gray86]. Examples
of critical applications are applications whose results might be used to control

physical devices or applications that process data that cannot be reproduced. One



specific example may be processing of data collected from different parts of a
factory that might lead to a conclusion that some part of the factory must be shut
down for safety reasons. Another specific example is data reduction of streaming

sensor datain a spacecraft as it makes a one-time pass over adistant planet.

Since the underlying hardware and software component of clusters may be
unreliable, support for critical applications implies that the system must continue to
operate correctly despite component failures, i.e., the system must be fault-tolerant.
Since the CMM manages all the cluster’s resources, if the CMM fails the entire
system fails. Thus, a necessary condition for the system to be fault-tolerant is that

the CMM must be fault-tolerant.

In clusters for critical applications, another important issue is the requirement
for unattended operation. In such clusters, there may not be a person present al the
time who can monitor and maintain the cluster operation. The CMM system

should be able to continuously self-manage the cluster without human intervention.

For these reasons, the research presented in this thesis studies the key
challenges in building fault-tolerant CMM for clusters that operate in hostile
environments, run critical applications, and require unattended operation. This
thesis presents the design and implementation of the fault tolerance techniques we

developed for building such highly reliable CMM systems.

Like many other cluster management systems[Cray98, Codine, Ghor98,
Litz88, Zhou92, Russ99, Frac02a, Zhou93], the design of our fault-tolerant CMM

systems is based on centralized management structure: a global, centralized



manager is in charge of making global decisions on cluster management operation
such as resource alocation and task scheduling. Compared to distributed
management [Gosc90, Rama98, Bara98], where management functions are
distributed across al the nodes in the cluster, centralized management has the
advantage of being able to achieve globally optimized decisions for management.
In addition, a centralized management system is easier to design, implement and
debug than a distributed management system. Additional discussion of centralized
management versus distributed management is presented in Section 3.2 of

Chapter 3.

The main problem with a centralized cluster manager is that the failure of the
manager leads to the failure of the entire management system. Surprisingly, some
cluster management systems[Ghor98, Litz88, Russ99, Frac02a] fail to deal with
this problem: they just neglect this single point of failure and leave it in the system
without any measure for fault tolerance. Some systems use a primary-backup
approach: a cold spare or shadow copy of the manager detects the failure of the
primary manager and takes over when the primary manager fails[Cray98, Codine,
Gent01]. The backup manager is usually configured beforehand and the primary
manager must send update information to the backup to keep their state consistent,
or it has to log all its activities into reliable storage so the backup can restore the
state when taking over. Some systems use different approaches, like in [Zhou93],
when the manager fails, a new manager will be elected by all the working nodes

and it restores the state by collecting information from all nodes.



In the management systems using primary-backup approaches, the manager
failure mode is assumed to be fail-stop[Schn84], i.e., the managers never generate
incorrect results. However, non-fail-stop failures do occur in rea systems[Dris03].
Hence, if the fault tolerance mechanisms are based on the fail-stop assumption,
reliability may be poor. Furthermore, recovery from the failure of the primary
manager requires the cold backup to restore state from the storage system, apply
necessary updates if its state is not up-to-date[Cray98, Codine, Gent01]. Or the
system has to re-elect a new manager and the new manager collects information
from al cluster nodes[Zhou93]. Recovery like these takes a long time and there is
no manager available until the recovery procedure completes. This results in

unacceptably long management disruptions.

Recognizing the weaknesses of existing cluster management system, we
present in this thesis aggressive fault tolerance techniques to achieve highly reliable
cluster management based upon active replication [Cher92] (or state machine
replication[ Schn90]). By replicating the management functionality across multiple
nodes, we removed the single point of failure from the system: a single failed node
cannot corrupt the entire system. Specifically, multiple active replicas perform all
management operations and their outputs are compared and voted before any
actions are taken. Hence, our CMM system can mask and tolerate failures of
manager replicas without introducing long disruptions, even in the presence of non-

fail-stop faults.

As a practical implementation and validation of our solution for fault-tolerant



CMM, we have implemented an operational CMM system caled Ghidrah.
Ghidrah is a general purpose CMM that is useful in many situations where high
reliability for critical cluster applicationsis required. However, the development of
Ghidrah was specifically motivated and driven by the needs at NASA for on-board
high-performance computing in space[Some99, Katz03]. Space is an example of a
hostile environment since, compared to the environment on Earth, radiation levels
are higher, resulting in higher probability of of hardware faults. Long term robotic
space exploration missions are obvious examples where continuous unattended
operation is required. For such missions, on-board processing is expected to
include parallel compute-intensive application for navigation, tracking, and data
reduction. These application may be critical either for the survival of the spacecraft
or for, what is the ultimate goal of these space missions, the collection and delivery

to Earth of science data.

Ghidrah is part of the UCLA Fault-Tolerant Cluster Testbed (FTCT) project.
It consists of a collection of software components that together provide continuous
management functionalities. Through active replication, distributed fault diagnosis,
dynamic reconfiguration and recovery, the cluster management middleware
provides long-lived, robust, yet efficient management service to keep the cluster

operational continuously in space, despite component failures.

1.3. Thesis Contributions

This dissertation focuses on the key issues related to the design and



implementation of fault tolerant CMM systems. In this context, it provides
adaptations or improvements of several state-of-the-art fault tolerance mechanisms.
It shows how these fault tolerance mechanisms can be efficiently integrated to build
a practica CMM system. The main contributions of this dissertation can be

summarized as follows:

An efficient Byzantine fault-tolerant state machine replication (BFT-
SVIR) algorithm that reduces replication cost and improves performance,

in comparison with previous algorithms.

On-line self-diagnosis and reconfiguration protocol for the replicated
manager that allow the manager replicas to diagnose themselves,

identify the faulty replicas, and recover from faults.

A system bootstrapping protocol that enable the CMM to self-configure

the cluster system without human intervention.

Engineering tradeoffs leadings to a balanced set of efficient techniques
for fault-tolerant CMM. Aggressive mechanisms, involving significant
complexity, are used where critical to the survival of the entire system.

Less aggressive simpler mechanisms are used el sewhere.

Identification of the minimal functionality required from a trusted
“hardcore” for unattended cluster management operation and the

required interaction between the hardcore and the replicated manager.

The CMM system we developed integrates fault tolerance techniques such as

state machine replication, asynchronous consensus, atomic multicast, and



distributed fault diagnosis. The cluster manager is actively replicated across
multiple nodes, and each replica performs the same management operations. The
commands produced by these manager replicas are compared and voted on so that a
majority of correct replicas can mask the failures of faulty replicas. Manager

replicas are implemented as deterministic state machines[Schn90].

A BFT-SMR agorithm is used to maintain the consistency among the
manager replicas. Existing BFT-SMR algorithms[Cast99a, Kihl98, Reit94] all
require at least 3f +1 replicas to tolerate up to f faulty replicas. All replicas in
those algorithms actively participate in the normal operation of the replicated
service. Our BFT-SMR agorithm requires only 2f + 1 active replicas for normal
operation, as long as standby spare replicas are available, so that the number of
active replicas plus the number of sparesisat least 3f + 1. By reducing the number
of active replicas, our replication algorithm is more efficient than previous BFT-

SMR agorithms, asit offers reduced replication cost and improved performance.

The replication algorithm is integrated with a distributed fault diagnosis
protocol. We developed a diagnosis protocol. based on replicas comparing their
internal states, that allows the manager replicas to diagnose themselves without
external help. Using the diagnosis result, the manager replicas can then reconfigure
themselves in a reliable manner to replace the faulty replica with a standby spare
replica, thus restoring the replicated manager to full functionality and full fault
resilience. Using these techniques, our management middleware provides robust

and survivable cluster management.

10



Considering the differences on the roles and responsibilities of different
components in the CMM, we applied different fault tolerance strategies to them. In
our CMM, the central manager is critical to the operation of the entire system.
Hence, aggressive fault tolerance techniques, such as Byzantine fault tolerant state
machine replication, are used for the manager. For other components that are less
critical, we applied fault-tolerance techniques that are less aggressive and involve
less overhead and complexity. For example, for agents that run locally on
individual cluster nodes, we implemented a simple mechanism that allows the agent
to recover from crash (fail-stop) failures and maintain control over application

processes that have been running on the node.

As mentioned earlier, the objective of developing these fault tolerance
techniques for CMM s to ensure that critical applications submitted to the cluster
are executed successfully. In order to do this, we must keep the management
system operational continuously and reliably. We decouple the fault tolerance
mechanisms for the management middleware from the mechanisms for
applications. The CMM provides necessary supports to application-level fault
tolerance, but this is separated from the fault tolerance of the CMM itself. This
separation reduces complexity and allows different applications to use different

fault tolerance techniques depending on their structure and reliability.requirements.

We also developed mechanisms to meet the requirements for unattended
operation of the CMM. Using the self-diagnosis and reconfiguration mechanisms,

the CMM can be operational continuously as long as a manager group that is fully

11



functioning has been constructed. In addition, we developed a system
bootstrapping protocol so that the management middleware can configure itself
correctly when the cluster is powered up. The bootstrapping protocol adapts to the
uncertainty when the cluster just starts, and self-configures the system. The
protocol is based on a Byzantine variation derived from Lamport’'s Paxos
algorithm[Lamp98], and it allows the middleware to reliably select the nodes to run

the manager replicas when the system starts.

In any system that is designed to achieve unattended operation, a trusted
“hardcore’ is needed. The necessity of the hardcore can not be avoided because,
in a practical system, special operations (e.g. power-reset of a node) are required to
recover from node failures cause by hardware faults or operating system faults. In
addition, in the worst case, the system may catastrophic failures, such as the
simultaneous failures of multiple nodes due to a burst of radiation. Recovering
from such catastrophic failures may require extreme measures, such as power-
resetting the entire cluster. The ability to perform these functions (e.g., hode reset)
must not be provided to a single unreliable COTS cluster node. Hence, there is no
way for middleware running on the cluster nodes to perform these functions
without a trusted entity to actually perform the action  **push the reset button”’
Such a trusted hardcore must also survive the catastrophic failure scenario
described above so that it can attempt to restore cluster operation. We define the
minimal functionality required from this hardcore and the interactions between the

replicated managers and this hardcore.

12



1.4. ThesisOrganization
Therest of thisthesisis organized as follows:

In Chapter 2, we review previous research work on a variety of topics in the
area of fault-tolerant distributed computing that are related to our work on fault-
tolerant cluster management. These areas includes asynchronous consensus, group
communication, replication techniques, Byzantine fault tolerant state machine
replication, and distributed fault diagnosis. We also briefly review the design and
implementation of previously-developed cluster management systems and fault-

tolerant distributed systems.

Chapter 3 presents an overview of our fault-tolerant cluster management
middleware system. In this chapter, we discuss our choice for a centralized
management structure, present the system structure of the CMM system, and the
main components that form the CMM: the central manager, the agent on each node,
the trusted hardcore, and an infrastructure for reliable authenticated
communication. We describe the functionality of each component in the

middleware, and how these components interact.

In Chapter 4 we present the state machine replication mechanism that is used
to replicate the central manager for fault tolerance. In order to maintain interactive
consistency [Powe88, Rush] among the manager replicas, the replication
mechanism requires an atomic multicast protocol to ensure that manager replicas
process input messages in the same total order. We discuss the challenges of

making the atomic multicast Byzantine fault-tolerant. Starting from existing
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replication algorithms, we present a new algorithm that requires fewer active
replicas for Byzantine fault-tolerant state machine replication (BFT-SMR). This
BFT-SMR agorithm provides the foundation for our implementation of the

replicated cluster manager.

In our CMM system, the replication algorithm presented in Chapter 4 is
enhanced by a manager self-diagnosis protocol. Chapter 5 presents the self-
diagnosis protocol in detail. The underlying assumptions and key properties of the
protocol are discussed. This chapter also describes the reconfiguration protocol
that uses the results from the diagnosis to replace a faulty replica with anew replica
and integrate the new replica with the existing replicas to restore the resiliency of

the manager group.

In Chapter 6, we describe another important component of the CMM the
agents. We describe the fault tolerance techniques developed for the agents. We
present the mechanism used to recover from agent crash failures, as well as the
agent bootstrapping protocol that is used to configure the CMM system when the

cluster is powered up.

The fault tolerance techniques presented in previous chapters are utilized in
the implementation of the Ghidrah CMM system. Chapter 7 describes important
implementation details of Ghidrah, including the internal structure of each CMM
component, implementation of the communication infrastructure, the actual
hardcore in Ghidrah the spacecraft control computer, the event handling

mechanism, and the group timer event mechanism for dealing with time-triggered
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events on the replicated manager.

Ghidrah is currently operational on COTS hardware and software. In
Chapter 7, we adso present preliminary experimental results that include
performance evaluation of Ghidrah as well as validation of the fault tolerance

mechanisms using fault injection.

Finally, in Chapter 8, we summarize the work presented in this thesis and

point out directions for future work.

15



Chapter Two

Related Wor k

The research presented in this thesis focused on building a fault-tolerant
distributed system for cluster management. Our approach is to replicate the cluster
management functionalities and integrate with it the state-of-the-art techniques for
aggressive fault tolerance such as Byzantine fault-tolerant state machine replication,

system-level fault diagnosis and reconfiguration.

This chapter examines previous work that is relevant to this thesis. It is
divided into categories that correspond to the topics that are covered in this thesis.
We begin, in Section 2.1, with a discussion of the main problems the must be
solved when implementing fault-tolerant distributed systems. These problems
includes distributed consensus, group communication, and replication. We
examine previous solutions to these problems and the use of these solutions as

building blocks for fault-tolerant distributed systems.

As previoudly discussed, the requirement of a highly reliable CMM implies
that the CMM must be able to tolerate arbitrary (Byzantine[Lamp82a]) faults.
Byzantine fault tolerance has been a very active research field for over two decades.

Key representative resultsin thisfield are discussed in Section 2.2.

Once the failure of one of the manager replicas is suspected, the Ghidrah

CMM uses distributed fault diagnosis to identify the faulty replica. In Section 2.3,
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we briefly summarize the work has been done in the field of system-level fault
diagnosis over the past forty years. We review different diagnosis models that have

been developed, especially the distributed comparison-based models.

Many practical systems have been developed for cluster management and for
distributed fault-tolerant computing. In order to compare our fault-tolerant CMM
solution to these systems, in Section 2.4, we review the design of cluster
management systems and fault-tolerant distributed systems that are representative

in these fields

2.1. Building Fault-Tolerant Distributed Systems

A system is fault-tolerant if it can continue to operate correctly despite
component failure. One approach to achieving fault tolerance is based on
replicating critical components so that fault-free replicas can continue to perform
critical functions even after some replicas fail. In a distributed system, this
approach is often implemented by running multiple copies (replicas) of critical
computations (processes) on different nodes (computers) of the system[Guer97].
Theideaisthat, even if some nodesfail, there are still computation replicas running
on operational nodes to continue with the computations. Although the idea of
replication is simple, robust, practical implementation of replication is often a

difficult challenge.

With the replication approach, a critical component that is a single entity in

the unreplicated version of the system is now a collection of replicas. All these
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replicas perform the same operation and interact with other components (replicated
or unreplicated) in the same way. It is then convenient to view these replicas as a
group and address them as a single logical entity when other components
communicate with them[Guer97]. This can be achieved using group
communication [Birm93]. Group communication is used to implement efficient
and reliable information dissemination among replicas so they can cooperate with
consistency. A group communication system provides membership and reliable
multicast services[Choc0l]. The task of the membership service is to maintain
agreement among processes on a set of processes that are currently
operational [Mose94]. The reliable multicast service delivers messages reliably to
all operational members in a group[Hadz93]. These services can be used as
primitives to maintain consistent operation among replicas. Therefore, group
communication is widely used as an important building block for fault-tolerant

distributed systems[Guer97].

In order to maintain group membership and provide reliable multicast, a group
communication system often requires that all members in a group reach common
decisions on important issues, such as the set of processes that are operational and
the content and order of multicast messages they received, so group consistency can
be maintained. The process of this group decision-making is called
consensus[Barb93]. The consensus process forms an agreement among the fault-
free replicas so they can maintain the synchronization and integrity of the replica
group. We will talk more about consensus in Subsection 2.1.1. Due to the

importance of agreement among distributed components, the ability to solve
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consensus is at the heart of a fault-tolerant distributed system[Ture92, Lamp96].
There are a number of applications of consensus in addition to group

communication, such as leader election and clock synchronization.

Applications

Replication M echanism

Group Communication

Consensus

M essage Transport

Figure 2.1: Building blocks for fault-tolerant distributed systems

So far we have discussed the important problems that need to be solved when
building a fault-tolerant distributed system and the relationship between these
problems: consensus, group communication, and replication. The solutions to these
problems can be used as layered building blocks for fault-tolerant distributed

systems, as depicted in Figure 2.1.

The bottom of this layered structure is a message transport mechanism that is
use for point-to-point communication between individual components in the
system. The consensus protocol is built above this communication layer as a base
for cooperation and synchronization among distributed components. Group
communication primitives are implemented using the consensus protocol to provide

reliable delivery of messages to groups, and maintain the group membership.
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Using the group communication primitives, replication can be implemented with
consistency maintained among fault-free replicas. On top of the replication
mechanism, a system can implement its particular application with reliability and
availability. In the fault-tolerant CMM system, the application implemented on the

top of thislayered structure is the cluster management functionality.

In the rest of this section, we briefly examine previous research work on

consensus, group communication, and replication.

2.1.1. Consensus and Paxos

As a general form of agreement in distributed systems, consensus has been
extensively studied in the past two decades and resulted in a large body of work.
The consensus problem is defined over a set of processes. Each process initially
proposes a value and the correct processes in the set have to decide on a common

value such that the following properties are satisfied:
* Agreement : No two correct processes decide on different values.

* Validity : If a correct process decides on value v, then v was proposed by

some process.
*  Termination : All correct processes eventually decide on avalue.

The problem can by easily solved when there is no fault, while consensus in
the presence of faults is difficult, even impossible. The FLP impossibility result
presented by Fischer, Lynch and Paterson[Fisc85] asserts that there is no

deterministic algorithm that solves consensus problem in an asynchronous system
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with even only one crashed process.

Several approaches have been studied to circumvent the FLP result with
additional assumptions about the system model. These studies have led to various
algorithms that solve consensus in partialy synchronous systems[Dwor88,
Dole87], in timed asynchronous systems[Cris99, Fetz95], and in systems with
unreliable failure detectors[Chan96a, Chan96b]. Among these algorithms,
Lamport’s Paxos algorithm is a well-known one. The Paxos agorithm was first
introduced in [Lamp98], presented as a part-time parliamentary system on an
ancient Greek island. The algorithm was then revisited in [Pris00] with a formal

analysis, and further generalized and clarified in [Lamp0Ola, LampO1b, Lamp05].

Paxos is an asynchronous consensus agorithm that relies on partially
synchrony [Dwor88] : the bounds on message delay and relative speeds of different
processes exist but they are unknown or they hold only after some unknown time.
Paxos ensures termination when the system is partialy synchronous and a mgjority

of processes operate properly and communicate properly.

Paxos is a two-step consensus protocol described in terms of actions taken by
three classes of agents. proposers, acceptors, and learners[Lamp0l1a]. The protocol
proceeds in asynchronous rounds and each round is led by a proposer that guides
acceptors to achieve consensus. The rounds are numbered and the numbers
determines a total order on the rounds. Multiple rounds can be carried out
concurrently, and each round is a distinct attempt to get a majority to accept a

proposed value. It is possible that multiple rounds succeed on getting its proposal
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accepted. Paxos guarantees that all accepted proposals have the same value.

This guarantee is achieved by the way that a proposer chooses a value to
propose. Asthe first step, each proposer queries at least a mgjority of acceptors to
learn the proposals of past rounds. An acceptor responds to the query with the
proposal of the highest-numbered round it has accepted, and will not accept any
proposal of rounds numbered less than the current round. The proposer then
chooses the highest-numbered proposal it collected from the acceptors as its
proposal and tries to get it accepted by a majority of acceptors in the second step.
As any two mgjority sets have at least one acceptor in common, this ensures that all
successful rounds decide on the same value. Once a value has been decided on, the

learners learn about it from the acceptors.

Paxos guarantees the agreement and validity preperties even when there are
multiple proposers running their rounds at the same time. It ensures termination
when there is only one proposer and it can communicate successfully with a

magjority of acceptors.

Paxos provides an efficient and practical way to implement state machine
replication[LampOla], thus it is very attractive for building fault-tolerant
distributed systems. Many fault-tolerant replication algorithms —especially those
achieve Byzantine fault-tolerance, which we will discuss in Subsection 2.2 —are

basically variations or extensions of Paxos.
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2.1.2. Group Communication

Process groups are a natural approach to implement replication for fault-
tolerant distributed computing [Birm93]. Using this approach, replicas of a critical
component are grouped together. The replicas operate collectively using group

communication services.

Group communication provides efficient one-to-many or many-to-many
communication for process groups. Among the services a group communication
system may provide, total order multicast/broadcast (also called atomic multicast
or atomic broadcast) attracts the most attention. Total order multicast is a group
communication primitive that enforces reliability and a total order on the delivery
of messages to a group, i.e., al messages are delivered in the same order by all
correct members. There has been considerable research on total order
multicast/broadcast and a large number of algorithms or protocols have been
proposed. Here we take a brief look at several examples. For a comprehensive

survey, one can refer to [Defa00, Defa04].

The Isistoolkit [Birm87, Birm91] is the first system for group communication.
It provides services that allows processes to join process groups, broadcast
messages to groups, and receive messages sent to groups. Two broadcast primitives
are provided: CBCAST guarantees causally ordered message delivery, and
ABCAST preserves a total order on messages. With ABCAST, a broadcast
message is sent to all its destinations. Upon receiving a message, a process assigns

the message a priority larger than the priority of any message it received before,
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and acknowledges the sender with the assigned priority. The sender collects
acknowledgments from all destinations, and then computes the maximum value of
all the priorities and sends it back to all the destinations. The destinations deliver

the received messages based on the decided priorities.

The group communication protocol in the Amoeba distributed operating
system[Kaas9l, Kaas89] implements sequencer-based atomic broadcast. A
process broadcasts a message by sending it to a process designated as the
sequencer. The sequencer assigns a sequence number to each message and
broadcasts it to the group. Other processes in the group deliver messages in the
order of their sequence numbers. A process that detects a gap in the message
sequence sends a retransmission request to the sequencer. The sequencer saves all
broadcast messages until it discovers that all processes in the group have received
those messages. A group membership protocol based on a heartbeat mechanism is
used to tolerate process failures. If the sequencer fails, the membership protocol
elects a new sequencer based on the invitation algorithm described in [Garc82].
The group membership protocol may exclude fault-free processes from the group,

or lead to partitioning.

In the Totem system[Amir93, Amir95], a group is organized into a logic
token-passing ring. A token that contains information about reliable delivery and
message order is circling around the ring. A process must possess the token before
it broadcasts. When it gets the token, it increments the sequence number carried by

the token and broadcasts its message with the sequence number. Retransmission

24



reguests for missing messages are attached to the token. Totem also relies on a
group membership service to handle token loss and process crash failures. Process
failures are detected by an unreliable failure detector [ Chan96a] implemented using
timeouts. The membership protocol achieves consensus on the membership among
fault-free processes and constructs a new ring. It may exclude a slow but fault-free

process from the group.

2.1.3. Replication Techniques

There are two fundamental classes of replication techniques: primary-backup

replication and active replication [ Cher98, Guer97].

Primary-backup replication [Budh93] is also called passive replication. One
replicais designated as the primary and performs the operation. Other replicas are
backups and they only interact with the primary. The primary sends state update to
the backups to keep the replicas consistent. If the primary fails, a fail-over occurs
and one backup becomes the new primary and takes over the computation. Because
it is relatively easy to implement, the primary-backup approach has been widely
used in fault-tolerant systems when only benign faults such as crash-failure are
considered. For example, the Harp file system[Lisk91] uses the primary-backup

approach.

Active replication uses multiple identical replicas that execute simultaneously
on different nodes[Ch’er92]. All the replicas are active and perform the same

operation. Outputs of all replicas are voted on to produce a correct output.
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Replicas are tightly synchronized to maintain consistency. Faulty replicas can be
masked as long as a majority of replicas are correct. Hence, active replication can
be used to tolerate non-fail-stop faults, and to avoid lengthy disruption of

computation.

Active replication is usually implemented by structuring replicas as
deterministic state machines, so active replication is aso known as the state
machine approach [Lamp82b, Schn90]. The state machine consists of a state that is
the collection of all state variables used to implement the application. When an
input message is delivered, the state machine performs some deterministic
computation, transforms its state by modifying the state variables and produces
some output messages. Processing of an input message is atomic with respect to
processing of other input messages.

A replication algorithm must guarantee both safety and liveness. Liveness
requires that the replicas compl ete the operation eventually. Safety requires that the
replicas satisfy linearizability [Herl90]: the replicas behave like their one-copy
equivalence that performs the operation atomically and correctly. With state
machine replication, this requires interactive consistency [Powe88, Rush] among
the replicas: correct replicas must agree on the content of input messages and the
total order of processing the messages. Provided all correct replicas start from the
same initial state and process the same input messages in the same order, they will
produce the same output messages and have the same final state. Total order on

input messages can be ensured by using an atomic multicast protocol (see Section
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2.1.2) to deliver the messages to the replicas.

State machine replication (SMR) has been proved to be a useful approach for
building fault-tolerant systems, especially for building highly reliable systems that

can tolerate Byzantine faults.

2.2. Byzantine Fault Tolerance

Since the introducing of the Byzantine General problem [Peas80, Lamp82a],
Byzantine fault tolerance has been widely studied both in theoretical and practical
settings. Byzantine fault tolerance techniques make no assumptions about the
behavior of faulty processes, therefore, can tolerate al types of faults. Research
has been done in the theoretical directions such as devel oping consensus algorithms
that are Byzantine-resilient [Brac85, Kihl03, Doud97], as well as on developing
practical Byzantine fault-tolerant systems. In this section, we review previous work

on Byzantine fault tolerant state machine replication (BFT-SMR).

All previous BFT-SMR algorithms for asynchronous systems require partia
synchrony (see section 2.1.1) to provide both safety and liveness (see Section
2.1.3). These agorithms also assume the authenticated Byzantine fault model. In
this fault model, messages communicated between processes are authenticated with
digital signatures. These messages are called signed messages[Lamp82a]. A
process can verify the content and the original sender of a signed message, even if
the message has been relayed by other processes. Therefore, a faulty process

cannot forge or spoof another process's messages. Other than this restriction, faulty
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processes can behave arbitrarily.

Message authentication is usually implemented with public-key cryptosystems
such as RSA[Rive78] or DSA[NIST94]. Each process can digitaly sign its
messages with a private key which is known only to itself. Each process can also

obtain the public keys of other processesto verify the signed messages it receives.

O PBFT

Castro and Liskov present a practica Byzantine fault tolerance (PBFT)
algorithm for reliable services in [Cast99a]. The PBFT agorithm requires three
phases for normal operations. One of the replicas (the primary) leads the other
replicas (backups) to reach consensus on the order of processing client requests.
All replicas are active replicas as they al execute service operations and sends
replies to clients. The role of the primary is similar to the role of proposer in
Paxos, and the backups play the role of acceptors. Clients send requests to the
primary and wait for sufficient number of identical replies from the server replicas.
A view-change protocol is triggered by timeouts, allowing the system to make
progress when the primary fails. A view-change promotes a backup replica to be

the new primary, but does not exclude the faulty replica from the replica group.

The PBFT algorithm ensures safety provided fewer than 1/3 of the replicas are
faulty. It relies on partial synchrony to provide liveness. Messages used in PBFT
are authenticated with digital signatures but public-key cryptography is not always
necessary. A modification of the algorithm that uses message authentication code

(MACs) during normal operations is presented in [Cast99b], which reduces the
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performance overhead caused by public-key cryptography.

Compared to other work on Byzantine fault tolerance, PBFT provides a more
practical and efficient solution, because it requires the minimal number of

communication steps and reduces message authentication overhead.

0O Rampart

Rampart [Reit94, Reit95] provides a practical toolkit for building Byzantine
fault tolerant replicated service. Rampart includes an atomic multicast protocol that
is built upon an echo multicast protocol. In the echo protocol, a process sends the
digest of its multicast message to all destination processes. Processes that receive
the digest ““echo” it by sending back an echo message. When the sender process
receives sufficient number of echoes, it sends a commit message with the full
content of the multicast message to all processes, along with a copy of all the echo
messages it has received. A process delivers the messages when it receives this
commit message and verifies the echo messages. The atomic multicast protocol
relies on a sequencer that decides the order of messages. The sequencer use the

echo protocol to reliable broadcast the ordering information to the replica group.

Rampart uses a secure group membership protocol [Reit96] to exclude faulty
replicas from the group. The membership protocol relies on an independent
mechanism that allows a replica to suspect that another replicais faulty. Based on
Byzantine-resilient consensus, the protocol enables correct replicas to agree on a

list of replicas that are fault-free.
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O SecureRing

SecureRing [Kihl98] is a token-based total order broadcast protocol that can
tolerate Byzantine faults. In SecureRing protocol, the replicas in the group are
organized into a logical ring, and message multicast is controlled by a token. A
replica can multicasts its messages only when it becomes the token holder. The
token holds the ordering and authentication information for multicast messages,
and is protected using public-key cryptography. SecureRing allows a single digital
signature to cover multiple messages to reduce the overhead for message

authentication.

SecureRing protocol also relies on a group membership protocol, which uses
an unreliable Byzantine faults detector [Kihl97]. This fault detector detect faults by
timeouts and by checking the authentication of messages. Once faults are detected,
the membership protocol reconfigures the replica group and form a new ring

consisting of only fault-free replicas.

All previous work on BFT-SMR requires at least 3f + 1 replicas to tolerate up
to f faulty replicas. In order to reduce the replication cost, Yin et al [YinO3]
present an approach in which the consensus process that orders client requests and
the execution of the requests are separated. With this separation, the number of
replicas that execute the service operation can be reduced to 2f +1. However,
3f + 1 agreement replicas that actively participate in the consensus process are till
required. Our work in BFT-SMR shows that the replication costs can be further

reduced by using only 2f + 1 active replicas for both agreement and execution (see
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Chapter 4).

2.3. System-Level Fault Diagnosis

Fault diagnosis is the process of identifying faulty unitsin a system. The first
research work that tackled the system-level fault diagnosis problem was the PMC
model proposed by Preparata, Metze and Chien[Prep67]. In this model, a system
consists of a set of processing elements(PEs), and PEs can conduct test on other
PEs. The PMC model use a diagnostic graph G(V, E), where PEs form the set V,
and each directed edge in E represents that one PE tests another PE. The testing
PE sends atest to the tested PE, which executes the test and replies with the result.
If the result is a passing result, the corresponding edge in G is labeled with a 0;
otherwise, it is labeled with a 1. The collection of al test outcomes is called the
syndrome. After the completion of all tests in G, a reliable externa diagnoser
analyze the syndrome to identify the faulty PEs. The PMC model assumes
permanent faults and perfect test coverage, i.e., a faulty PE always fails the test

from afault-free PE.

The same testing strategy was also used in the BGM model, proposed by Barsi
et al [Bars76]. This model assume that a faulty PE is aways tested as faulty no

matter the testing PE is faulty or not.

Malek [Mae80] introduced the comparison approach for fault diagnosis. In
his model the diagnostic graph is undirected, each edge represents the comparison

between a pair of PES. The edge is labeled O if the two PEs agree and labeled 1 if
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they disagree. The assumption is that a faulty PE never agree with a fault-free PE,
and two faulty PEs also disagree. Asinthe PMC model, the comparison syndrome
is diagnosed by a centralized diagnoser. A similar approach was proposed
independently by Chwa and Hakimi [Chwa31], who assumed that two faulty PES
could possibly produce the same result and their comparison outcome could be

either Oor 1.

Maeng and Malek[Maen81] extended the comparison models by having a
third units to perform the comparison. The model was further extended into a
generalized comparison model in[Seng92] which allows the comparator to be one
of the two units being compared. In these models, athough the comparisons are
distributed, the comparison outcomes are still sent to a centralized supervisor for
diagnosis.

Instead of relying on a trusted supervisor to diagnose the system, distributed
diagnosis[Bian90, Hilt95, Hoss84, Kuhl81, Seng92] allows the components to
diagnose themselves in a distributed way. With distributed diagnosis, each fault-
free unit is able to independently diagnose the faulty units. This usually requires an

agreement among the fault-free units.

A broadcast comparison model for distributed diagnosis is proposed in
[Blou99]. In this model, the two units in a comparison pair broadcast their outputs
to al units in the system. Comparisons are performed on every fault-free unit and
every unit executes the diagnosis algorithm. This model assumes perfect

comparison coverage: the comparison performed by a correct unit between a faulty
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unit and any other unit (faulty or correct) always produces a mismatch. It also

assumes that messages are broadcast in areliable and timely manner.

Idedlly, a diagnosis should be both complete and accurate. A diagnosisis said
to be complete if all faulty units are identified. A diagnosisis accurate if no fault-
free units are identified as faulty. Here we define completeness and accuracy in a
similar way as they are defined for failure detectors[Chan96a]. In some work on

fault diagnosis, accuracy is also referred as correctness|[Shin87, Arak03].

Yang and Masson [Yang88] considered the distributed diagnosis in a soft-fail
model, which covers intermittent faults and unreliable communication links. Faulty
units may not always exhibit faulty behavior to others. Their agorithm alows all
correct units independently diagnose the system with accuracy but the diagnosis

may not be complete.

The algorithm proposed in [Shin87] uses authenticated Byzantine agreement
to collect the syndrome information over several rounds of tests performed after a
period of execution. This off-line algorithm provides completeness only under

assumptions that a faulty processor exhibits faulty behaviorsto all other processors.

On-line diagnosis agorithms, such as those proposed in[Wat94] and
[Busk93], allows diagnosis to be conducted on-line as each processor collects
diagnostic information without pausing the normal execution. On-line diagnosis

avoids the disruption of computation caused by diagnosis.
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2.4. Cluster Systems

In this section we take a quick look at a number of representative systems

developed for cluster computing.

Generally speaking, a system that can be used to manage a cluster in practice

should provide the following important features:

Transparency: the cluster appears as a unified, powerful resource to users, i.e,
the cluster management system offers a single system image (SSI) [Hwan99].

with transparent remote execution.

Resour ce Allocation: resource management is the basic functionality required
for cluster management. The management system monitors the status of all
the resources in the cluster, allocates them to user jobs, and reclaims resources

when they are not used.

Load Balancing: the system workload is distributed across the cluster for
improved performance and throughput. Balanced distribution of load leads to
better job response time and resource utilization[Livn82]. Dynamic load
balancing is preferred because it allows adaptive redistribution of the workload
among computers to avoid load imbalance caused by workload

changes[Litz88, Zhu95].

Gang Scheduling: for parallel applications, significant performance benefits
can be obtained if the job scheduling on different nodes is coordinated so that
al the processes of a particular task are running at the same time. Effective

gang scheduling leads to more efficient communication between parallel



processes and less context switch overhead [Feit90, Oust82].

* Fault Tolerance: the cluster needs to be continuously available even in the
presence of faillures. The management system should provide efficient
supports for fault tolerance in applications, such as restarting, checkpointing,
and process migration. The management system must be fault-tolerant itself.
In clusters for critical applications in hostile environments, as discussed in

Section 1.2, non-fail-stop faults need to be considered.

e  Scalability: the cluster should be scalable. No performance bottleneck exists

when the cluster is extended to alarge scale.

In the rest of this section, we review a number of existing systems and
examine how well they provide the features listed above. More detailed reviews of
a number of research and commercia cluster management systems can be found

in[Baked6] and [Kapl9d].

O GLUnix

Glunix (Global Layer Unix) [Ghor98] is a cluster management middleware
developed for the Berkeley NOW project [Ande95]. GLUnix offers a single system
image on a cluster of workstations, provides transparent remote execution service
for paralel and sequential jobs. Cluster management is implemented using a
centralized master process. This master process assigns tasks to node using a
simple load balancing policy based on workload information periodically reported
to the master by daemons running on all nodes. It also provides gang scheduling

for paralel jobs.
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The centralized master in GLUnix is not protected with any fault-tolerance
measure. It is potentialy a single point of failure in the system, and the system can

not recover automatically if the master fail.

With the exception of the fault tolerance features, the basic management

functionality of our CMM system is quite similar to the functionality of GLUnix.

0o Condor

Condor [Litz88] is a cluster management system designed to provide so-called
high throughput computing (HTC) for computing-intensive applications. It is a
distributed batch-queue system that provides remote execution and allows
utilization of otherwise wasted CPU cycles by identifying idle machines and
migrating application processes to them. The process migration is supported by the
checkpointing mechanism provided in Condor. A Central Manager (CM) performs
the resource management by acting as a matchmaker between node-specific
resources advertisements and jobs requirements, using the ClassAd

mechanism [Ramad8].

Relying on the centralized CM leaves Condor with a single point of failure,
although failures of the CM do not affect jobs that are already in execution. The
CM has to be rebooted after it crashes and when it restarts, it collects information

about all cluster nodes, and information about all running and queued jobs.

0O Chameéeon

Chameleon[Kalb99] provides an adaptive middleware infrastructure to satisfy
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different levels of fault tolerance requirements of user applications. It can be used
to manage a cluster for fault-tolerant applications. The Chameleon architecture is
based on ARMORs, which are reconfigurable modules that control all operationsin
the Chameleon environment. Each type of ARMORS provides a specific fault

tolerance capability.

Chameleon employs a hierarchical structure to monitor the ARMORSs in the
system. On the top of the hierarchy is a centralized Fault-Tolerance Manager
(FTM) that is the key manager of the system. A backup FTM is used to tolerate

crash failures of the FTM.

Although Chameleon is designed to manage redundant resource in a cluster,
and to tolerate errors in both user applications and the middleware components, its
adaptive architecture is too complicated and may not be efficient for cluster

management.

O LSF

Load Sharing Facility (LSF) [Zhou92, Zhou93] is a commercia product for
load sharing and batch execution on heterogeneous clusters. The management is
implemented using load information managers (LIMs) that distribute node load
information and make task placement decisions based on the resource requirements
of tasks. The task placement is performed either in a distributed way (with the
potential of host overloading) or in a centralized way. LSF does not support

dynamic load balancing due to the lack of supports for process migration.

In LSF, one LIM is designated as the master LIM, which is responsible for
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assembling and distributing system load information, and for the centralized task
placement. When the master LIM crashes, another LIM is elected as the new
master by all the LIMs, using a protocol derived from the Bully algorithm [Garc82].
The new master restores its management state by collecting load information from

al theLIMs.

O Hector

Hector [Russ98, Russ99] is a cluster runtime environment for MPI
applications. It provides automatic resource alocation and transparent task
migration for parallel jobs. Hector uses a central master alocator to coordinate
resource allocation in the cluster, and slave alocator on every node to launch tasks
and monitor local load on the node. The master allocator is not fault-tolerant.
When it fails, the entire cluster goes down as all slave allocators terminate

themselves.

o STORM

STORM [Frac02a, FracO2b] is a resource management tool designed for
clusters built with a high-performance interconnection network. It integrates the
management functionality with the hardware supports provided by the high-speed
network to achieve fast, scalable resource alocation and gang scheduling for
parallel jobs. STORM consists of a Machine Manager (MM) running on a special
management node and a Node Manager running on every node. The MM is in

charge of centralized resource management and is not protected with any fault
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tolerance mechanism.

O Linux-HA

The High-Availability Linux Project[Robe04] provides a high-availability
clustering solution on Linux systems. The core of Linux-HA is a package called
“Heartbeat” [Robe00]. It provides functions such as starting and stopping
resources, monitoring the nodes in the cluster, and transferring ownership of a
shared IP address between nodes. This allows a standby backup to monitor a

primary server and take over when the primary server fails.

o HA-OSCAR

OSCAR [Mugl03] was developed for Beowulf clusters. The system has a
master node that receives user requests and distributes the requests to specified
client nodes, detects the failures of client nodes and recover from the failures. Its
high-availability extension, HA_OSCAR, uses the primary-backup approach to
tolerate fail-stop failures of the master node. Fail-over from the primary to the
standby backup relies on shared storage. Heartbeats on a specia control network

are used to detect failures.

o MOSIX

MOSIX [Bara98] is an enhancement of BSD Linux that supports preemptive
process migration for load-balancing across a cluster. The MOSIX enhancement is
implemented in the OS kernel and the modifications are transparent to the

application level. The load-balancing enhancement dynamically distributes the
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workload among all cluster nodes by migrating processes from overloaded node to
less loaded nodes. Resource and job management in MOSIX is conducted in a
decentralized fashion: each node makes its own management decisions
independently, and the process migration is performed independently between a
pair of nodes. With this decentralized management, the system does not have a

single point of failures.

O RAIN

The RAIN (Reliable Array of Independent Nodes) system[BohoO1] provides
reliable distributed computing with fault-tolerant interconnect topologies and a
reliable communication protocol. It also relies on atoken-based group membership
protocol as a building block for fault-tolerant applications. Only fail-stop failures
are considered. A token that carries group membership information circles around
the nodes. The token is also used for failure detection: if a node does not respond
to its predecessor’s request to pass over the token, its predecessor then decides that
this node has failed. A clustering solution for firewalls, Rainwall, has been
implemented based on RAIN. Rainwall supports dynamic load balancing by

having lightly-load nodes requests |oad from heavily-loaded nodes.
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Chapter Three

An Overview of the Ghidrah
Cluster Management System

Cluster management middleware (CMM) schedul es tasks on a cluster, controls
access to shared resources, provides for task submission and monitoring, and
coordinates the cluster’s fault tolerance mechanisms. Thus, reliable continuous
operation of the management middleware is a prerequisite to the reliable operation
of the cluster. Hence, especially for supporting critical applications in hostile
environments, the CMM should tolerate a wide class of faults with minimal

interruptions to management operations.

Motivated by these requirements, we have designed and implemented a CMM
system called Ghidrah. The Ghidrah CMM integrates a carefully-balanced set of
mechanisms that allow it to continue to operate reliably despite malicious faults.

This chapter provides an overview of the Ghidrah CMM system.

We first describe the design goals and system assumptions of our system in
Section 3.1, then present the arguments for the centralized management structure
we chose for our management system in Section 3.2. In Section 3.3, we describe
the system architecture of Ghidrah and the functionality of key components. In
Section 3.4, we discuss the necessity of having a trusted hardcore in the system for
unattended operation. Section 3.5 describes the communication infrastructure of

Ghidrah.
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3.1. Design Goalsand Assumptions

The main objective of the research presented in this thesis is to build a
practical fault-tolerant CMM system that can provide reliable and continuous
management functionality on clusters built with COTS hardware and software. The
clusters are used to run critical parallel applications for high-performance

computing in hostile environments.

The Ghidrah CMM system is designed to provide important management
functions such as resource allocation, task control, and gang-scheduling for parallel
applications. These functions must be provided with high reliability and low
overhead. Furthermore, the system must support unattended operation (see Section

1.2), so it can continuously manage the cluster without human intervention.

The cluster is an asynchronous distributed system with partial synchrony (see
Section 2.1.1). Processes running on cluster nodes communicate via point-to-point
messages. The communication platform is unreliable: messages may be lost,

delayed, duplicated, or delivered out of order by the communication platform.

Nodes in the cluster may fail such that their behavior is, essentially, arbitrary.
As a result, each process running on the node may send incorrect messages, may
fall to send messages it is supposed to send, may incorrectly change its interna
state, or may simply crash or behave as if it crashed. When a node fails, all the
processes running on the node may fail simultaneously. However, it is assumed
that only one node at a time fails so that recovery action can be completed before

another node fails. It is further assumed that through the use of coding and
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cryptographic techniques it is possible for a receiver of a message to authenticate
the identity of the sender and to verify that the message has not be corrupted during

transmission.

3.2. Centralized M anagement

The Ghidrah CMM is based on a global, centralized manager is in charge of
gathering and maintaining cluster information, and making resource allocation and
job scheduling decisions. An aternative to centralized management is distributed
or decentralized management: there is no global decision-maker, al nodes in the
cluster act as equal peers with equal management responsibility [Gosc90]. The
management functionality (resource allocation, job scheduling, and etc) is
distributed across all cluster nodes, thus avoiding having a single point of failure
and a centralized performance bottleneck. However, distributed management is
more complex and thus more difficult to implement and debug. For example,
negotiations among loca managers is required to resolve contention for

resources[Graf93, Rama9d§].

In comparison to systems based on distributed management, a system based
on centralized management can manage the resources more efficiently. In
particular, a centralized manager can make globally optimized decisions since it
can maintain a global up-to-date view of all the resources and jobs in the cluster.
For this reason, many cluster systems use a centralized management

structure[Cray98, Codine, Ghor98, Litz88, Zhou92, Russ99, Zhou93].
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A key potentia problem with centralized management is that the failure of the
manager may lead to the failure of the entire system. Therefore, in Ghidrah, the
centralized manager is made reliable by replication across multiple nodes using the

state machine replication approach [Cast99a)] .

Another possible problem with centralized management is limited scalability.
However, the success of previous CMMs[Ghor98] demonstrated that the scalability
of a system with centralized management is sufficient for a LAN-based system with
hundreds of nodes. For larger-scale systems, the limited scalability of centralized
systems may lead to unacceptable performance. Therefore, in those systems,
distributed or hierarchical management architecture are often used[Chap99,
Czaj98]. Since Ghidrah was not designed for clusters beyond 100 nodes, the use of

hierarchical management for Ghidrah has not been investigated.

3.3. System Architecture

Figure 3.1 depicts the system architecture of the Ghidrah CMM. The
middleware system consists of four components. a group of manager replicas, an
agent process on each physical node, parallel applications, and the trusted hardcore.
In this section, we describe the functionality of the managers and the agents, briefly

talk about the applications. The trusted hardcore is discussed in the next section.

O Managers

As previoudy discussed, the Ghidrah CMM is based on centralized

management. The reliability of the centralized manager directly determines the



Trusted
Hardcore

Manager Group

agent agent | |[© © O || agent agent

Physical Cluster Nodes

Figure 3.1: Ghidrah system architecture

reliability of the entire cluster. Hence, the centralized manager is replicated on
multiple nodes using Byzantine fault-tolerant state machine replication [Cast99a]
(BFT-SMR) (see Section 2.2). Our BFT-SMR algorithm is presented in detail in

Chapter 4. We often refer to the replicated manager as the manager group.

The manager group is the centralized decision-maker and the most important
part of the CMM. It is responsible for al the decisions regarding to the
management of the cluster, including how to allocate resources to applications, how
to schedule application tasks, and how to coordinate fault tolerance actions on all
cluster nodes. In order to do that, the manager group maintains up-to-date global
information about all the nodes and all the tasks that are running on the cluster.

The manager group is also responsible for monitoring all cluster nodes so that it
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can detect node failures and recover from them properly.

The manager group is a dynamic group: its configuration (i.e., the nodes that
the manager replicas are running on) changes, with reconfigurations caused by
faults. Figure 3.1 shows a manager group that consists of three manager replicas.
One of the replicas is designated as the primary replica. The other two replicas are
backup replicas. All three replicas independently perform the management
operations and send management commands to the agents. With this setup, asingle

faulty replica can betolerated at atime.

O Agents

An agent daemon runs on every node in the cluster. The agent acts as a proxy
for the management service. It controls al the user processes that are running on
the node, collects and reports to the manager group status information about the
local node and user processes currently running on the node. The agent is
responsible for launching processes for user tasks on the node, as well as killing
and restarting processes if it is necessary. It is also the local executor of the
scheduling decisions made by the managers —it stops and resumes user processes

according to the scheduling decisions.

An agent acts on commands of the manager group. All the manager replicas
send their commands to the agent. When receiving these commands, the agent
compares and votes on them. It only accepts and acts according to a command
when it has received consistent copies of the command from a majority of manager

replicas.
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Compared to the central manager, agents are less critical to the reliability of
the entire cluster management system. For this reason, the fault tolerance
techniques used on agents are less aggressive. Details about the fault tolerance

mechanisms for agents are presented in Chapter 6.

O Applications

User applications running on the cluster are unmodified MPI paralel
applications. Applications are linked with an API library that provides an interface
between application processes and the local agents. We ported MPICH [Grop96] to
our communication infrastructure (Section 3.5) and modified the MPI initialization

code to set up the mechanisms that allow Ghidrah to control MPI applications.

The fault tolerance mechanisms for applications are separated from the fault
tolerance mechanisms for the CMM. This alows different applications to utilize

different fault tolerance techniques according to their requirements.

3.4. TheTrusted Hardcore

Due to hardware or software faults, the hardware or the operating system on
the node may fail and cause the node to be “dead”. The only way to recover from
such failuresis to power reset the node. As discussin Section 1.3, there must exist
a component in the cluster that is able to perform this action. This component must
be reliable and trusted; otherwise, it may become faulty and power reset a working
node in the cluster, or even reset all the nodes in the cluster and cause the cluster to

be unavailable.
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A trusted component is also necessary for recovering from catastrophic
failures, i.e., rare failures that cannot be recovered from by the managers and agents
themselves. For example, the fault tolerance mechanisms used to protect the
replicated managers are based on the assumption that at most f manager replicas
could be faulty at a time, as described in Chapter 4 and Chapter 5. If in very rare
cases, the system suffers from a burst of faults that compromises more than f
manager replicas at the same time, the fault tolerance mechanisms will fail to keep
the management system operational. In this situation, the entire cluster has to be

power reset.

Based upon the arguments above, a trusted hardcore is required to keep the
cluster available, even in the presence of catastrophic failures. For example, with
an on-board compute cluster in a spacecraft, the trusted hardcore may be a
radiation-hard highly-reliable processor, the spacecraft control computer (SCC),
that is used mostly to control sensors and actuators on the spacecraft. This
hardcore is used as a measure of last resort for recovery. This hardcore should be
as simple as possible, because the more complex it is, the less reliable it will be.
For this reason, it is important to minimize the functionality required from the
trusted hardcore. Section 7.1.6 discusses in detail the functional requirements from
the trusted hardcore as well as the interactions between the trusted hardcore and the

manager replicas.
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3.5. Communication Infrastructure

Communication among the CMM components are performed on top of a
communication infrastructure (Cl). The CI is designed to be portable across
different network platforms. It provides efficient message-passing for two classes
of communication on the cluster: communication between application processes
and communication between key CMM components (managers, agents, and the

trusted hardcore).

Both application-level communication and CMM communication requires
reliability. The Cl provides reliable end-to-end communication regardless of the
reliability characteristics of the underlying platform [Minn01]. The communication
is connection-based and provides FIFO order delivery of messages sent on a
connection between two endpoints. The ClI protects message integrity and
guarantees that a message is delivered to its destination as long as both source and

destination processes are fault-free.

The CI provides different reliability according to the different requirements of
the application-level communication and the CMM communication. The
application communication requires uniform reliability on all messages transmitted
between application processes. On the other hand, the communication between
managers, agents and the hardcore has varied reliability requirements for different
message types. Some messages, such as heartbeat messages, do not require reliable
transmission. Some messages require replies from the receiver at the level above

the Cl. For example, when managers command an agent to start an application
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process, they expect a confirmation from the agent reporting that the process has
been started. For this type of communication, end-to-end arguments indicate that
reliability at the Cl level are not needed. In order to provide efficient supports to
various types of CMM communication, the Cl is designed to offer adaptive

reliability. Detailed implementation of the Cl is discussed in Section 7.1.7.

As mentioned in Section 3.1, message transmitted between key CMM
components (manager, agent, and the hardcore) are authenticated using
cryptographic techniques. Message authentication is implemented in the Cl. The
Cl provides the ability to generate and verify authentication codes, allowing the
message receiver to authenticate the identity of the sender. If the identity of the

sender cannot be authenticated, the receiver discards the message.
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Chapter Four

Efficient Byzantine Fault Tolerance
for Replicated Services

As discussed in Section 2.2, reliable services can be implemented using
Byzantine fault-tolerant state machine replication (BFT-SMR) [Cast99a]. With this
approach, the server replicas are implemented as deterministic state machines that

are replicated across multiple nodes [Schn90, Lamp82b] (see Section 2.1.3).

All existing BFT-SMR algorithms require at least 3f + 1 server replicas to
tolerate up to f faulty replicas. All replicas in those algorithms actively participate
in the agreement on a total order of client requests. Some efforts have been taken
to reduce the replication cost for BFT-SMR. For example, in [Yin03] the replicas
that agree on request order are separate from the replicas that actually process
(execute) the requests. The solution requires only 2f + 1 execution replicas, but it

still requiresat least 3f + 1 agreement replicas.

In this chapter, we present a BFT-SMT solution that reduces the replication
costs. Our solution requires only 2f + 1 active replicas for both agreement and
execution. In addition to the active replicas, this solution requires standby spares,
such that the number of active replicas plus the number of sparesis at least 3f + 1.
Standby spares are involved in the algorithms only for reconfigurations when the
active replicas fail to make progress (due to faulty replicas or simply due to

unexpectedly long delays). Each such reconfiguration leads to a different subset of
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nodes running the active replicas. Eventually, the system reaches a configuration

wherethe 2f + 1 active replicas are fault-free and thus are able to make progress.

Our BFT-SMR agorithm provides the same Byzantine resiliency and service
characteristics as previous algorithms under the same synchrony assumptions. The
use of fewer active replicas results in reduced power assumption for processing and
communication. It aso has the potential to provide better performance during
normal, fault-free execution since each active replica communicates with fewer
replicas.

In this chapter, we discuss this new BFT-SMR a gorithm as a general solution
to implementing fault-tolerant services. Inthe CMM system, this algorithm is used
to replicate the central manager to achieve high reliability. In the context of the
CMM, the servers are the managers, while the agents and the trusted hardcore are

the clients.

The rest of this chapter describes this new BFT-SMR algorithm. In Section
4.1, we analyze the problems and issues that we must resolve when making the
replication algorithm Byzantine fault-tolerant. Section 4.2 presents our agorithm
and the corresponding correctness proof for the case of f = 1, where there are three
active replicas and a single replica failure can be tolerated. In Section 4.2.7 and
4.2.8, we also discuss extension of the algorithm to any f so it tolerates multiple
simultaneous faults, and extension of the algorithm to an open replica group,
respectively. In Section 4.3, we present experimental results based on simulations

of our algorithm and the agorithm presented in [Cast99a], which requires 3f +1
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active replicas. The results show that our algorithm improves the performance of

fault-free execution.

4.1. Achieving BFT-SMR

A state machine replication (SMR) algorithm must guarantee both safety and
liveness (see Section 2.1.3). Safety requires that all correct replicas process clients
messages atomically in the same order. The response that any correct client accepts
from the replicated state machine cannot be inconsistent with the state of any
correct server replica. The safety property can be ensured if the algorithm can
guarantee agreements among all correct replicas on the total order of processing
clients messages.

Liveness requires that all messages sent by clients are eventually processed by
all correct replicas, and a client eventually receives and accepts correct repliesto its

requests

In order to assure that the reply it receives is correct, a client only accepts a
reply after it has received consistent replies from a majority of the server replicas.
Since the number of faulty replicas is at most f, the system must have at least

21 + 1 replicas so correct replicas are the majority.

As we mentioned in Section 2.1.3, atomic multicast protocols can be used to
ensure that clients messages are delivered to all replicas in the same total order. In
order to ensure the same total order, a smple and efficient solution for atomic

multicast is to have one replica act as the sequencer and be responsible for ordering
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messages. All messages from clients are sent to this sequencer. Upon receiving a
message, the sequencer assigns it a sequence number and relays the message with
its sequence number to all other replicas. The messages from the clients (agents)
are authenticated as described in Section 2.2, so a faulty sequencer cannot modify a
client’s message or forge a client's message. It can only discard the message or
mess around with the sequence number it assigns to the message, as we will discuss

| ater.

When a replica receives a message with an assigned sequence number from
the sequencer, it delivers and processes the message in the order specified by the

sequence number.

C
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Figure 4.1: Sequencer-based atomic multicast. P is the faulty primary,
B1 and B2 are two backups, and C isaclient. [, 1[]is the message
that consists of the client message and the sequencer number assigned
by the sequencer.

Figure 4.1 depicts an example of this sequencer-based atomic multicast.
Although in Figure 4.1 and other figures shown in this section, we only illustrate

the casefor f = 1, the arguments presented in this section are correct for any f.

This sequencer-based mechanism has been used in severa atomic

multicast/broadcast protocols, such as the group communication protocol in the



Amoeba distributed operating system[Kaas9l, Kaas89]. In Amoeba, this
mechanism is called the PB method [Kaas96]. There exists another version of the
sequencer-based approach, which is called the BB method in Amoeba[Kaas96]. In
this variant, the sender multicasts its message to the sequencer and all other
replicas. When the sequencer receives the message, it sends to all other replicas a
special message containing only the sequence number it assigns to the message.
Each replica then delivers messages in sequence after it has received both the

message and its sequence number.

The BB version of the sequencer-based algorithm reduces the workload of the
sequencer because the sequencer does not have to relay clients' full messages.
However, it requires nearly twice as many messages as the first version and
increases the number of interrupts to replicas for receiving messages. For this
reason, the multicast protocol in our state machine replication algorithm is based on
the first (PB) version[Kaas96]. In our protocol, the primary replica plays the role
of the sequencer. Clients send their messages to the primary replica; it then assigns

sequence numbers to messages and forwards the messages to all backup replicas.

With these simple sequencer-based protocols described above, although faulty
backup replicas can not sabotage the correctness of the protocol, the primary
replica (or the sequencer) could be a single point of failure. In Ameoba, a group
membership protocol [Kaas91] is used to deal with fail-stop failures of the
sequencer. Each process periodicaly “pings’ another process by sending a

message to the process asking it to respond. If after a certain number of trials the
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process does not respond, the process is declared as ““failed”. If the sequencer is
declared as “‘failed” this group membership protocol elects a new sequencer with
the invitation protocol described in [Garc82]. The protocol starts by each process
establishing a group that only includes itself and considering itself as the
coordinator. Each coordinator then invites other processes to join its group. If a
process that is not a coordinator receives the invitation, it responds with the highest
sequence number it has seen. If one coordinator invites another coordinator, the
one with the higher sequence number becomes the coordinator of the joint group (if
their sequence numbers are equal, the one with the lower id is chosen). When all
alive processes have been invited, the coordinator of the final group is the new
sequencer. This new sequencer then broadcasts a ““new group” message to all

other process and retransmits missing messages to other processes.

C1
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Figure 4.2: Malicious primary sending inconsistent ordering information.
P is the faulty primary, B1 and B2 are two backups, and C1 and C2
are two clients. m1 and m2 are two messages from different clients,
and messages such as [1nl, 2[Jare [Message, sequence numberllpair
sent by the sequencer.

The mechanism described above may fail if the sequencer is subject to non-

fail-stop failures. For example, as illustrated in Figure 4.2, the malicious primary
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(sequencer) relays messages it received from the clients with inconsistent sequence
numbers to the two backup replicas. Each backup replica delivers and processes
those messages in the order indicated by the sequence numbers that are different
than the order accepted by the other backup. Thus the two correct backups would

have inconsistent states and generate different outputs.

It is clear that this simple protocol with one-phase message forwarding cannot
guarantee safety in presence of Byzantine faults. A fault-tolerant protocol must
prevent a malicious primary from causing correct backup replicas to become
inconsistent. This can be achieved by having all backup replicas exchange and
compare the messages they received from the primary. Inthisway, if the primary is
faulty and sends inconsistent ordering information, the backup replicas can detect
the inconsistency and prevent their states from diverging. This additional

exchanging phase |leads to a two-phase protocol that is shown in Figure 4.3.

"~ T
N /]

Bn-1

Figure 4.3: Two-phase multicast protocol. Backup replicas broadcast the
ordering messages received from the primary to ensure consistency P
isthe primary, B; ... B,-1 are backups, and C isaclient.

In this two-phase protocol, the purpose of the second phase is to ensure that a
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correct replica does not accept (process) a message unless there is atotal of at least
f +1 correct replicas that have recelved the message with the same sequence
number. Thus, after receiving a message with a sequence number from the primary,
each backup broadcasts this [Inessage, sequence numberCjpair to all the replicas. A
replica accepts (processes) a message with a sequence number only after it has
received consistent [nessage, sequence number[pairs from at least 2f backups,
possibly including itself. Since amaximum of f of the backups may be faulty, this
ensures that consistent [fnessage, sequence numberpairs are received from at least
f correct backups. Thus, taking into account that backups initially receive the
message from the primary, this protocol does ensure that each correct replica will
proceed only if there are at least f other replicas that will proceed with the same

[nessage, sequence numberjair.

Unfortunately, the two-phase protocol just described does not ensure liveness.
Specifically, the f faulty replicas may all stop responding and be silent forever.

Thus, if correct replicas wait for messages from 2f replicas, they may wait forever.

In order to ensure liveness with the two phase protocol, the number of replicas
must be increased beyond 2f + 1. If the total number of replicas is n, the number
of backups is n—1. Due to the liveness problem explained in the previous
paragraph, a replica must be able to proceed after receiving consistent messages
from n—-1-f backups (possibly including itself). Hence, due to the safety

requirement previously discussed, (n—1- f) > 2f; thatis,n> 3f + 1.

Due to the argument above, all previous Byzantine fault tolerant SMR
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algorithms for asynchronous systems require at least 3f + 1 replicas to tolerate f
faulty replicas[Cast99a, Kihl98, Reit94]. The requirement for at least 3f +1
replicas holds even in a system where messages are authenticated[Brac85,

Dwor88].

With at least 3f + 1 replicas, faulty backup replicas in the two-phase protocol
cannot cause correct replicas to accept incorrect message order or prevent correct
replicas from making progress, because a correct replica can always receive
exchanged messages from at least 2f backup replicas (may including the replica

itself) at the end of the second phase, no matter what these faulty replicas do.

With the two-phase protocol and 3f + 1 replicas, afaulty primary can prevent
correct backup replicas from making progress. For example, for each message a
faulty primary may attach different sequence numbers when it forwards the
message to different backup replicas. This will prevent the backup replicas from
reaching agreement at the end of second phase and thus block the backups from
making progress. Even if the primary can only fail-stop, it can block the protocol if

it ssimply stops forwarding received messages to the backup replicas.

Since with the protocol as described so far even a fail-stop primary can block
progress, it is clear that the protocol is missing a critical component —a way to
recover from the failure of the primary replica. Such recovery is possible based on
a timeout mechanism. A client sets a timer with a timeout period when it sends a
message to the primary. If it does not receive a reply before the timer expires, it

sends the message to all backup replicas. When a backup replica receives the
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message, it also starts a timer with a timeout period. When the timeout period
expires, the backup replica invokes the reconfiguration procedure by broadcasting a
message to replace the failed primary with a backup replica. When it receives
messages from 2f other backup replicas that agree the primary change, it commits
to the configuration with the new primary. This new primary resumes the ordering

protocol and leads other replicas to proceed.

This reconfiguration procedure is also called *view-change” [Cast99a]. The
use of timeout means that such a protocol relies on partial synchrony [Dwor88]: the
bounds on message delay and relative speeds of different nodes exist but they are
not known and they hold only after some unknown time. All BFT-SMR algorithms

assume a system model with partial synchrony as they rely on timeouts.

The atomic multicast problem becomes more complex once view-changes are
introduced. Specificaly, the two-phase protocol cannot guarantee safety across
view change when some messages sent between replicas can get delayed or lost.
Consider the following scenario: the primary is faulty and it sends identical
ordering message to 2f backup replicas but different ordering messages to the
other f replicas. Since there are 2f replicas that have the same ordering message
and broadcast the message in the second phase, some correct backup replicas will
be able to receive enough consistent messages so they accept the order and process
the message. For example, assume that the number of backup replicas that accept
this order is f. Other correct replicas did not recelve enough ordering messages

because some messages sent to them were delayed or lost; as aresult, these replicas
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do not accept the same order and are blocked. Eventually, timeouts expires on
these replicas and the view-change is triggered: the old primary is replaced by a
new primary that is a replica that has not accepted a message order and received a
different ordering message from the old primary as we mentioned before. After the
view-change, this new primary invokes the two-phase protocol with the ordering
message it has, which is inconsistent with the ordering message that has been
accepted by those f replicas. Because there are till 2 + 1 replicas (including the
old primary) that have not accepted a message order yet, a correct replica can
receive enough consistent messages for the new order so it accepts the new order.
However, this new order is different than the order that has been accepted by f

correct replicas. inconsistency exists among correct replicas and safety is violated.

The inconsistency among correct replicas as described in the above scenario is
caused by the fact that when a correct replica accepts the message order at the end
of the second phase, it does not know for certain that the same message order has
been or will be accepted by other correct replicas. In order to avoid this problem,
replicas have to exchange such information in an additional phase so that they can
be assured that other correct replica will accept the same message order before they
commit to this order. Such a three-phase protocol (and its variants) has been used
in previous BFT-SMR algorithms that requires at least 3f +1 replicas. As an
example, Figure 4.4 shows the three-phase protocol used in Castro and Liskov's

BFT algorithm [Cast99a] (see Section 2.2).

In Castro and Liskov’s algorithm, the three phases are named pre-prepare,
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Figure 4.4: Three-phase protocol with 3f+1 replicas
(Castro& Liskov[Cast99a]). B3 isafaulty backup replica

N
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prepare and commit. Backup replicas broadcast the ordering information they
received from the primary as prepare messages. A replica waits until it has
received 2f consistent prepare messages (may include its own prepare message)
before it proceeds into the commit phase. In the commit phase, each replica
broadcasts a commit message. A replica finally commits to a message order and

process the message only when it has collected 2f + 1 commit messages.

By having these conditions for a replica to proceed and accept a message
order, this protocol ensures safety. It can also tolerate failures of the backup
replicas. Asillustrated in Figure 4.4, the faulty backup replica, B3, cannot prevent
the correct replicas from making progress: the correct replicas can still collect
enough messages to proceed even if the B3 does not send out any message. The
algorithm relies on timeouts and a view-change protocol to provide liveness when
the primary fails. The view-change protocol, together with the commit phase,

ensures consistent message order across view changes.
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4.2. BFT Replication with Fewer than 3f+1 Active Replicas

As discussed earlier, a BFT-SMR agorithm requires at least 3f + 1 replicasto
provide both safety and liveness. This requirement is based on the assertion that
correct replicas cannot wait for responses from silent faulty replicas forever;
otherwise, liveness cannot be ensured. In order to deal with the faulty primary,
previous 3f + 1 algorithms have to use the timeout mechanism and rely on partial
synchrony (Section 4.1). With previous algorithms the 3f + 1 replicas participate
actively in the handling of every message, at least in the ordering of the message.
However, in this section we show that thisis not necessary. Specifically, we present
a new BFT-SMR agorithm that requires only 2f + 1 of the replicas to be active
during fault-free operation. The total number of replicasis still 3f + 1 but, as long
as a view change is not triggered, f replicas are idle —they do not receive any
messages, send any messages, or perform any processing. Under the same
synchrony and fault assumptions, safety and liveness can still be achieved with this
algorithm[Li04].

The new BFT-SMR protocol involves three phases and proceeds from one
phase to the next under the same conditions as with Castro and Liskov's
protocol [Cast99a]. The key difference is that, during normal (fault-free) operation,
only 2f + 1 replicas instead of 3f + 1 replicas participate. Thus, in the first phase,
each backup replica receives a pre-prepare message from the primary. In the
second phase, each replica waits until it has received consistent prepare messages

from 2f backup replicas (may include itself). In the third phase, each replica waits
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until it has received consistent commit message from all other 2f replicas. Note
that the conditions for a replicato proceed are precisely the same as the conditions
in Castro and Liskov's agorithm for 3f +1 replicas. By enforcing these
conditions, the algorithm can still ensure safety (see the discussion in Section 4.1)
with only 2f + 1 replicas as faulty replicas could not mislead correct replicas to
behave incorrectly. The replicas may either generate the correct result or they may
fail to make progress due to the faulty replicas. Liveness (see Section 4.1) cannot

be guaranteed if any replica, the primary or a backup, is faulty.

In order to resolve the liveness problem with 2f + 1 active replicas, standby
spare replicas must be available and the timeout mechanism needs to be used. The
gpare replicas are used only for reconfigurations that are triggered by timeouts.
During a reconfiguration, spare replicas are activated to replace the faulty replicas

so that correct replicas can proceed.

As discussed in the previous section, previous agorithms use the same
timeout mechanism to trigger reconfigurations (view-changes) in order to ensure
liveness when the primary fails. Therefore, the synchrony assumption (partial

synchrony) in our algorithm is the same as in previous algorithms.

Our new algorithm reduces the replication cost for BFT-SMR. The benefit of
using fewer active replicas during fault-free execution comes from the reduction in
computation and communication overhead. Although it still requires the same
number of replicas to be available, the standby spare replicas stay inactive most

time and are only involved in reconfigurations, thus the resources that would



otherwise be consumed by them can be saved for running user applications. In
addition, as only active replicas communicate during fault-free execution, with
fewer replicas being active, each replica sends and receives fewer messages. This
reduces the communication overhead and number of interrupts of the replicas, thus

improves the normal-case performance.

On the other hand, compared to Castro and Liskov’s algorithm, in which the
reconfigurations are only triggered by primary failures, our algorithm is more
sensitive to faults because a faulty backup replica can also cause reconfigurations.
However, since faults are rare and normal-case performance is more important in
practical systems, our agorithm is more efficient than previous BFT-SMR

algorithms.

The remainder of this section describes our algorithm for the single-fault case,
that is, f =1, so there are only three active replicas and one spare replica are
available. Each node with a replica is assigned a unique ID in {0,1,2,3}. As

discussed in Section 4.2.7, the algorithm can be easily extended to any f.

As in [Cast99a], we rely on authenticated communication. Thus, messages
are authenticated with digital signatures. We denote a message m signed by replica
I as Gl

We consider a closed replica group in our algorithm: the set of replicas does
not change, it always consists of the same four replicas. A reconfiguration changes
the roles of the replicas —the designation of each replica on a particular node as

primary, backup, or spare. It neither removes a replica from the group, nor brings a
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new replica into the group. Issues related to extending the algorithm to an open or

dynamic replica group are discussed in Section 4.2.8.

The agorithm consists of a normal-case protocol and a ‘‘view-change”
protocol that is used to reconfigure the replicas in the presence of faults. The
replicas move though a sequence of configurations called views. A view is
identified by a unique view number: an integer v. The primary of aview isreplica
i, such that i =v mod 4. The replica identified by (v +3) mod 4 is the spare, and
the remaining two replicas are backups. A view change always causes a change
from view v to view v+ 1. Thus, the same configuration is reused after four
consecutive views are installed, but with a new view number. The replica that is
primary in the current view will be the spare of the next view. The algorithm starts

with view 0, and new views are installed by the view-change protocol.

During normal operation, the standby spare replica does not send or receive
any messages and does not perform any operation. In fact, the spare replica does
not have to be areal process running on anode. It can be virtual and the processis
spawned only when the replica is promoted to be active, as long as there is a

daemon process on the node that can start the real process.
The algorithm works roughly as follows:
(1) A client sends a group message to the primary replica;

(2) The primary assigns a sequence number to the message and multicasts it

to the backups using the total ordering protocol;

(3 All active replicas process the message and send a response or an
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acknowledgment to the client;

(4) The clients accept and execute the server replicas’ messages only when
they receive identical copies of message from at least two different
replicas.

The total ordering protocol guarantees that all correct server replicas agree on

atotal order for processing client’s messages even in the presence of faults.

4.2.1. Client-Side Protocol

The behavior of clientsin our algorithm is similar to the behavior of clientsin
the BFT-SMR algorithm presented in [Cast99a]. View-changes of the server
replica are visible to all the clients, as the server replicas notify the clients
whenever a new view is installed. A client sends its message to the replica it

believes to be the current primary.

The client message isin the form of OGROUP-MESSAGE, cs, — ¢ [J, where
c isthe client’s identifier, cs is the channel sequence number (CSN) that is used to
ensure FIFO order on messages from this client to the replica group, and ““—

represents the content of the message.

A client buffers the replies it receives from active server replicas until it has
received identical replies from two different server replicas. Each of these
messages from the server replicas has a global send sequence number (GSSN) so

the client can match messages from different server replicas.

The client sets a timeout when it sends a group message to the primary. If it
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does not receive valid replies from at least two server replicas before the timeout
expires, it sends the same group message to all replicas. This step indirectly
triggers the reconfiguration protocol (see Section 4.2.3) and is critical for ensuring

liveness[Cast994].

4.2.2. Normal-Case Operation

The protocol for normal-case operation in our algorithm is very similar to the
three-phase protocol in [Cast99a]. The only difference is that in our algorithm,

only three, instead of four replicas, participate in the protocol.

When a server replica receives a group message from a client, it checks the
CSN of the message. If it has already processed a message with the same CSN, it
simply re-send the reply. Aswith other reliable communications protocols, replicas
have to keep the reply message they sent to each client until they receive an
acknowledgment from the client indicating that the client has received the the reply
message. In the case that the group message has not been processed yet, if the
replicais a backup, and it has not received from the primary a pre-prepare message
(described below) for this group message yet, it relays the group message to the
primary.

When the primary replica (denoted p) receives a group message m for the first
time, it starts the three-phase protocol to lead the backups to agree on the total
order of processing the message. In the first phase, the pre-prepare phase, the

primary assigns a receive sequence number (RSN) s to the group message m and
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multicasts a pre-prepare message with m to all the backups. The pre-prepare
message has the form [PRE-PREPARE, v, s, d, [}, where v indicates the current
view, and d,, is group message m’'s digest, generated by a collision-resistant hash
function [Rive92].

After the multicast, the primary inserts the group message m and the pre-
prepare message into it message log. Each active replica maintains a message log
for recording the messages it receives and it sends to others, in case they are needed
for retransmission or as proofs that are required by the protocol. We will describe

how to truncate the log in Section 4.2.4.

A backup replica b accepts the IPRE-PREPARE, v, s, d,, [} message and the
group message m if the following conditions are al true: it is in view v; the pre-
prepare message and the group message m are all properly signed, by the primary
of view v and by the client c, respectively; it has not yet accepted a pre-prepare
message for view v with the same sequence number s but a different digest; and
predicate prepared(nY, V', s, b) (discussed below) is not true for a group message
m' that is different than m for any previousview v' < v.

If backup replica b accepts the pre-prepare message, it enters the prepare
phase by multicasting a prepare message [IPREPARE, v, s, d,,, b [ to al other
replicas (including the primary), then adds the group message m, the pre-prepare
message, and its prepare message to its message log. Otherwise, it simply discards
the message.

When a server replica (including the primary) receives a prepare message, it
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accepts and inserts the message into its log provided that the message is properly

signed, the view number in the message is the same as the replica’s current view.

Asin [Cast99a], the predicate prepared(m, v, s, i) istrueif and only if replica
i has inserted into its log the group message m, the pre-prepare message for min
view v with sequence number s and matching digest, and the prepare messages
from the two backups that match the pre-prepare message (including its own
prepare message if i is a backup). The pre-prepare message and prepare messages
forms the prepared certificate of [in, sCI This certificate proves that all active
replicas have agreed to assign sequence number sto min view v. It will beused in
the view-change procedure as a proof of the agreement to the spare replica (see the

subsection 4.2.3).

When prepared(m, v, s,i) becomes true, replica 1 multicasts a
COCOMMIT, v, s, d,, i [to al other replicas and inserts the message into its log.
If areplicareceives acommit message that is properly signed by the sender, and the
view number v in the message is equal to its current view, it accepts the message

and addstoitslog.

The committed certificate of [, slis defined as the set that consists of three
commit messages from different replicas (including itself) with the same RSN s,
the same digest d,,,, and the same view v. It provesthat all active replicasin view v
are ready to commit to m with sequence number s. We say that [, sCis committed
by replicai (primary or backup) in view v if and only if prepared(m, v, s, i) istrue,

and it has the committed certificate of [, s[Jand for every client message that has
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a lower RSN than s, it either has processed the message, or its state shows the
message has been processed (the replica may get the state from another correct
replica, as described later). A replica process message m when [n, sCis committed
by it. This ensures that al correct replicas process group messages in the same
total order thus produce the same result.

After processing the group message m, server replica i sends a reply
OGROUP-REPLY, v, cs, gs,—i ] or an acknowledgment [GROUP-
ACK, v, cs, i [[to the client a, where *“— is the result of the execution, gs isthe
global send sequence number (GSSN) assigned to the group reply message, and cs

isthe original channel sequence number (CSN) of m.

send pre-prepare prepare commit reply

RN
o
B2 \K%«

Figure 4.5: Norma case protocol for total order multicast. P is the
primary, B1 and B2 are backups, and C isaclient.

Figure 4.5 shows the message exchanges in the normal-case protocol. The
protocol described above is presented formally in Figure 4.6 as the behavior of each
server replicai in aview v. The protocol is presented in an asynchronous event-
driven style. The statement of ““00 Upon E do A” indicates that when an event E

occurs, the replica performs the action described by A. The execution of A are
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atomic, so that no other statements are executed before the execution of A
completes. There are also statements like 0 If C then A”, which states that
whenever condition C becomes true, the replica executes A. We assume that al
conditions are constantly under evaluation, so that a condition is re-evaluated

whenever avariable it concerns has changed.

This algorithm provides safety: a correct server replica processes a group
message m in the order indicated by its sequence number s only when it has
received consistent commit messages for m and s from al replicas —
prepared(m, v, s, i) is true for all replicas. At that moment, it knows that all
correct replicas will not accept any different [in, sCpair in the same view. As a

result, all correct replicas execute the group messages in the same total order.

As described so far, the algorithm does not ensure liveness. If afaulty replica
sends to others incorrect m and s or simply does not send out messages, the correct
replicas may not proceed. However, as mentioned earlier, our complete algorithm
does ensure liveness since lack of progress eventualy results in a timeout that

triggers the view-change protocol which is described next.

4.2.3. View-Changes When Faulty Replicas Block Progress

The normal-case protocol for ordering group messages does not prevent a
faulty replica (primary or backup) from blocking the protocol. Thisis a difference
between our algorithm and Castro and Liskov's BFT-SMR algorithm [Cast99a]. In

their algorithm, the normal case operation is blocked only when the primary replica
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Variables
R={vmod 4, (v+1) mod 4, (v+2) mod 4} /* theactivereplicaset */
primary = v mod 4
B={(v+1) mod 4, (v+2) mod 4} /* the backup set*/
spare = (v+3) mod 4
rsn /* the current RSN */
Slast /* the RSN of the last group message processed */
CSia (2) /* the CSN of the last group message received from agent a */
L /* the message log */

Predicates
prepared(m, v, s, i) =m 0L OOPRE-PREPARE, v, S, dpy Lyimary O L O
Or OB: (IPREPARE, v, s, dy, r O L)
committed(m, v, s, i) = prepared(m, v, s,i) O00Or OR: (COMMIT, v, s, d, r OL) O
0s,s <s: (Ov,m : (v <v) Ocommitted(m', V', S, i))

O Upon RECEIVE msg = [GROUP-MESSAGE, cs, — cld do
if cs < €554 (C) then discard msg
dseif cs = c54(C) + L then
L « L[] {msg}
start timer with timout T
if i = primary then
rsn —« rsn+1
let mm = [PRE-PREPARE, v, rsn, d, [
multicast mmto B
L« L[] {mm}
else buffer msg

0 Upon RECEIVE msg = [PRE-PREPARE, V, s, dp Dlimary dO
if OV (v <v)O@W@m' : ((dy, # dyy) O prepared(m’, V', s, 1)) then
let mm = [PREPARE, v, s, d;,,, i [l
multicast mmto R
L « L [ {msg, mm}

0 Upon RECEIVE msg = [PREPARE, v, s, dy,, j [ or msg = [COMMIT, v, s, dp,,, j [j do
L « L[] {msg}

o If prepared(m, v, s, i) then
let mm = [COMMIT, v, s, dp,, i [
multicast mmto R
L« L[ {mm}

O If committed(m, v, s, i) and (S =S¢ + 1) then
process m = [GROUP-MESSAGE, cs, — al{
Slast < S
send [GROUP-REPLY, v, cs, reply, iflto c

O Upon timer expiresdo
start view-change(v + 1)

Figure 4.6: Normal-case protocol for each replicai in view v.
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is faulty; a faulty backup cannot prevent other replicas from making progress,
because all the 3f + 1 replicas are active in their algorithm. In our algorithm, not
only the faulty primary, but also a faulty backup can stop the system from making
progress. Hence, with our algorithm, afaulty backup that blocks progress may also

trigger aview change.

The purpose of the view-change procedure is to remove the faulty replicafrom
the active replica set and replace it with a new active replica (the spare). In order to
do that, the two fault-free active replica must initiate the view-change procedure
and agree on the removal of the faulty replica. If a client message has been
processed by at least one fault-free active replica, the algorithm must guarantee that
after the view-change, other fault-free active replicas process the message in the
same order. This requires that prepared certificates and committed certificates (as
described in the previous subsection) are passed to the new view. In addition, the
view-change procedure must ensure that the new active replica obtains correct
server state. This can be achieved by having two active replicas send consistent

states to the new active replica.

The view-change protocol in our algorithm moves the system into view v+ 1
from the current view v, thus changing the current primary to standby spare,
promoting a backup to be the primary, and bringing in the spare as a new active
replica

In order to initiate the view-change, correct replicas must find out that they are

blocked. Asin [Cast99a], a timeout mechanism is used. As mentioned earlier, a

74



client re-sends its group message to all replicasif it does not receive valid responses
within atimeout period. Hence, if the primary is faulty and it does not forward the
client message to the backups, the client will eventually retransmit the message
directly to the backup replicas. Therefore, every replicas eventually receives the
client message and it waits for processing the message until the three-phase
protocol completes on the message, as described in the previous subsection. In
order to prevent replicas from waiting indefinitely, each replica (include the
primary) starts a timer with a timeout period when it receives a client message. |f
the timer expires and it has not processed the message, the replica starts the view-

change protocol as described below.

There is no need for a replica to start a timer for every client message it
receives. Instead, the replica only needs one timer. It starts the timer upon
receiving a client message only if the timer has not already been started due to
previous client messages. When the timer expires, a replica restarts the timer if it
still has client messages waiting for processing. It stops the timer when it has

processed all the client messagesit has received.

Because it is impossible to identify which server replica (if any) is faulty, the
view-change protocol always *‘suspects’ the primary and removes it from the
active replica set. The suspicion could be wrong, so the faulty replica may remain
in the active replica set and continue blocking the ordering protocol. However, if
that happens, another view-change is triggered, as described above. Since the role

of the primary rotates among the four replicas, after at most three consecutive view-
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changes, the faulty replica is removed from the active replica set. The correct

replicas can then make progress.

The view-change protocol must ensure correct processing of group messages
across views. When a standby spare replica becomes active as a result of a view
change, it must obtain a state consistent with the state of the other replicas, as well
as information about group messages that have been prepared at correct replicas.
This is achieved by having two active replicas agree on the view-change and on a
consistent state. It is possible that at the moment a group message have not been
processed by all replicas, as some replicas have received al the commit messages
(see the previous subsection) but others have not. In order for the replicas to reach
agreement on their state, they must first reach agreement on a common position of
processing group messages, i.e. the RSN of the last group message processed.
Hence, the replicas exchange their last RSNs and states until two replicas reach an
agreement on a common RSN and a consistent state. All the active replicas are
supposed to participate in this procedure. Since at most one of the participants in
this procedure is faulty, at least two participants are non-faulty. Hence, if
agreement is reached by at least two replicas, the agreed-upon state must be
consistent with a non-faulty server replica. If agreement is not reached between
two replicas, then one of them must be faulty, and the correct one will reach
agreement with another replica that is also correct. Therefore, such an agreement

will be reached and the view-change will always proceed.

After reaching the agreement, at least two active replicas send the agreed-upon
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state to the spare replica along with messages that prove its correctness, and any
existing prepared certificates. Once the spare replica verifies and restores the state,

the system can move into the new configuration.

When atimeout triggers the view-change on replicai in view v, it switches its
operation state (mode) to *‘ view-change.’ It continues to process normal messages
as in normal operation mode. In addition, it multicasts a view-change message to
all other active replicas. The message hasthe form [WVIEW-CHANGE, v+1, s, i[,
where s is the receive sequence number (RSN) of the last message that has

committed at i.

As described earlier, all active replicas start their own timers on processing a
client message. If a faulty replica blocks progress, timeouts independently trigger
view-change from view v to view v+ 1 on all correct replicas. Hence all correct
replicas will eventually begin the view-change procedure. In order to prevent a
faulty replica from incorrectly causing view-change on a correct replica, when a
replica j receivesa [VIEW-CHANGE, v + 1, s, il message, if it has not started the
view-change to view v + 1, it ignores the message. Otherwise, if the RSN of the
last message it has committed to is higher than or equal to s;, it sends back to i a
IVIEW-CHANGE-ACK, v +1, s;, Dj, @, j,[j, WOmessage, where s; is the RSN
of the last message that has committed at j, and D; isthe digest or checksum of its
management state after it executes that message. The set @ contains a set @, for
each group message m that prepared at j with a RSN higher than s;, i.e., each

group message that has prepared but not committed yet at j. Each @,, is a set
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containing a valid pre-prepare message for group message m and two matching,
valid prepare messages signed by different replicas with the same view, RSN and
digest, i.e., the prepared certificate of m. The piggybacked W is a set of W,,, for
each group message m that has a RSN s, s <s<s;. W could be a null set if

s =s;. Each W, isthe committed certificate of m.

When replica i receives from others a valid
IVIEW-CHANGE-ACK, v +1, s, Dj, @, jq, Wfrom any replica j, if it has not
executed a group message with a higher RSN than s;, it add the commit messages
in each W, of W to it log and executes all the group messages up to s; provided
that the committed certificate is valid. It then computes the digest of its state and
comparesitto D;. If the digest are the same, replicai sends a new-view message to
the standby  spare. The new-view message has the form
INEW-VIEW, v+1, s, D;, ®,i[, S,V LJwhere s is the RSN of the last group
message it has committed (should be equal to s;), D; is i's state digest it just
computed. S is the complete state of i corresponding to the digest D;. The set ®
contains prepared certificate ®,,, for each group message m that prepared at i but
not yet committed at i. The attached V is the view-change-ack message received
from j, without the piggybacked W. This view-change-ack message is used as a

justification to the new-view message.

The standby spare in view v accepts a new-view message for view v + 1 from
any other replica provided: both the new-view message and the piggybacked view-

change-ack message are properly signed and contain the same sequence number

78



and state digest; the state S matches the digest. It then restoresiits state from S and
go through the ® sets in both the new-view message and the piggybacked view-
change-ack message. If there is at least one valid certificate ®, in the two ® sets
for any group message m, it adds the messages in ®,, into itslog. This ensures the
predicate prepared to be also true at the spare for group message m, its sequence
number s and view v. Once it has finished, it relays the new-view message and the
view-change-ack message (without the piggybacked S) to all other replicas and

installsview v + 1.

When a replica in view v receives the relayed new-view message for v+1
from the spare replica, it first checks the validity of the message and the
piggybacked view-change-ack message. If they are valid, the replica accepts them
and installs view v + 1. The view-change protocol is presented formally in Figure

4.7.

Completion of the view-change protocol relies on the correct behavior of the
gpare replica. The spare replica may actually be faulty and may block the view-
change. However, the single fault assumption means that if the spare is faulty none
of the current active replicas are faulty. If none of the active replicas are faulty, the
view-change was *‘incorrectly’” triggered by premature timeouts. Since the active
replicas are not really faulty, they do eventually complete the normal case operation
and pending group messages are committed and executed. When they have no
group message left for processing, the active replicas abort the view-change and

switch back to normal mode. Therefore, either the normal-case operation, or the

79



Variables
R={vmad 4, (v+1) mod 4, (v+2) mod 4} /* theactivereplicaset */
primary = v mod 4
B={(v+1) mod 4, (v+2) mod 4} /* the backup set */
spare = (v+3) mod 4

Slast /* the RSN of the last group message processed */
L * the message log */

S [* the management state */

D(S) [* digest of the management state */

mode = NORMAL /* operation mode */

Predicates
prepared(m, v, s, i) = m 0L OOPRE-PREPARE, v, S, dyy Byimary O L O
Or OB : (IPREPARE, v, s, d,, rid O L)
committed(m, v, s, i) = prepared(m, v, s,i) OOr OR: (COMMIT, v, s, d,, rd OL) O
0s,s <s: (v, m : (V' <v) Ocommitted(m'’, V', S, i))

O Upon CALL view-change(v + 1) do
mode —~ VIEWCHANGE
multicast [VIEW-CHANGE, v +1, .4, iIto R

O Upon RECEIVE IVIEW-CHANGE, v +1, sj, jj do
if (mode = VIEWCHANGE) [ (Sa¢ 2 Sj) then
let d = {prepared-certificate(m, s) | Om: prepared(m, v, s, i) 0(S = S4)}
and W = { committed-certificate(m, s) | Om : committed(m, v, s, i) 0 (Sj < S< Sja4)}
send (VIEW-CHANGE-ACK, v+1, s, D(S), @, i,[, WXo j
else buffer msg

O Upon RECEIVE [IVIEW-CHANGE-ACK, v+1, s, D; @, j, [, Wdo
if 554 < sj then
Om, s: (s<'s;) O(committed-certificate(m, s) 0 W) O processm, update Sj,4
if D(S) = D; then
let d = {prepared-certificate(m, s) | Om: prepared(m, v, s, i) 0(S = Sa4)}
andV = [VIEW-CHANGE-ACK, v+1,s;, D; &, j,[
send MNEW-VIEW, v + 1, S, D(S), @, iG], S, VO to spare

O Upon RECEIVE ONEW-VIEW, v+1, s;, D, @}, j§, Sj, WVIEW-CHANGE-ACK,
v+ 1, Sk, Dk, ¢’k! k, Q[k:lo
if (i = spare) L (sj = s¢) O(D; = Dy = D(S))) then

S « S

Om, s :J((prepared-certificate(m, s) O ®;) O (prepared-certificate(m, s) 0 @;) O
L « L [ { prepared-certificate(m, s)}

multicast INEW-VIEW, v +1, s;, D;, @}, j{, WVIEW-CHANGE-ACK,
v+ 1, Sk, Dkr ch, k, QE[O R

V « v+1, mode - NORMAL

O Upon RECEIVE INEW-VIEW, v+1, s;, D;, ®;, j§, WIEW-CHANGE-ACK,
v+1, s, Dy, @y, k, [Ofrom spare do
V « v+1 mode -« NORMAL

Figure 4.7: View-change protocol for each replicai in view v.
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view-change procedure, will eventually proceed, preventing the algorithm from
blocking indefinitely.

After successfully changing to view v + 1, the primary replica p of the new
view first creates its own [PRE-PREPARE, v + 1, s, d,,[) message for every group
message that has prepared in previous views but not yet committed at p, using the
same RSN and message digest, in consecutive order. If there is a gap in the pre-
prepare message Set, p creates a specid pre-prepare message [PRE-
PREPARE, v + 1, s, dny [}, where d, isthe digest of specia null group message.
A null group message is processed like other group message but invokes no real
operation. After this step, the primary switches its state back to “normal’” and

starts the ordering protocol for new group messages asin Section 4.2.2.

The primary replica of the previous view v becomes the spareinview v+ 1. It
discards its state and cleans up its message log, then enters standby mode. Other
replicas simply go back to normal state after the view change and proceed as

described in Section 4.2.2.

After changing to view v + 1, a backup replica may see a gap in the sequence
numbers, from the last message it has committed to in the previous view to the first
pre-prepare message it receives in the new view. In that case, it asks the primary to
send the pre-prepare messages again for the missed sequence numbers, using the

view number v + 1.
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4.2.4. Garbage Collection

As described before, a replica must keep messages (client messages, pre-
prepare, prepare and commit messages) in its message log, in case they are needed
for retransmission or as certificates during view-change. The replica can remove
messages from its log when it knows that the client messages associated with these
messages have been processed by al active replicas. To diffuse this kind of
information, each replica has the RSN of the last client message it has processed
piggybacked on the heartbeat messages it sends to other replicas periodically.
When a replica sees such a RSN s sent by all other active replicas and it has
processed the client message corresponding to s, it deletes all messages associated

with a RSN less than or equal to s fromitslog.

With this garbage collection mechanism, a faulty replica can block the log
truncation on other replicas by not reporting the actual RSN it has processed.
When a replica’s message log is full, the replica pauses the ordering protocol for
any new client messages. After a while, the view-change protocol will be invoked

and eventually the faulty replicawill be demoted to be the spare.

The garbage collection mechanism can be improved with stable checkpoints
as described in [Cast99a]. A replica takes checkpoints of its state when a client
message with a sequence number divisible by some constant has been processed. A
checkpoint is considered stable if it has a proof for its correctness. When replica i
creates a checkpoint, it multicasts to other active replicas a checkpoint message

[CHECKPOINT, s, D;, il], where s isthe RSN of the last client message that i has
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processed before taking the checkpoint, and D; is the digest of the state. When a
replica has collected at least two checkpoint messages for sequence number s with
the same digest D signed by different replicas (including its own checkpoint
message), it saves the checkpoint as a stable checkpoint and the messages as the
proof of correctness for the checkpoint. Because correct replicas have the same
state after the processing of a client message and only one replica could be faulty, a
checkpoint with at least two consistence checkpoint messages as proof must be

correct.

When a replica gets a stable checkpoint, it removes from its log all client
messages, pre-prepare, prepare and commit messages with a RSN less than or equal
to the RSN reflected in the checkpoint. It also discards all earlier checkpoints. |If
during a view-change, it is required by the algorithm to send the commit messages
with a RSN lower than RSN of its stable checkpoint, it sends the stable checkpoint
with its proof instead (in piggybacked set W). It till has to send in W the messages

with a RSN higher than that reflected in the checkpoint.

4.2.5. Correctness Proof

In this section we sketch the proofs of safety and liveness for the three-phase
BFT-SMR algorithm. As stated before, these proofs rely on the single fault

assumption and partial synchrony assumption.
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4.25.1. Safety

The algorithm provides safety if all non-faulty active replicas agree on the
same total order of client messages they commit. The proof of safety is by

induction on views; the following lemmas are the keys to the induction step:

Lemma 4.1. In any view v, if prepared(m, v, s, i) is true for a correct active
replica i, then prepared(m’, v, s, j) cannot be true for any correct active

replica j and any client message m’ such that d,,, # d,.

Proof. Prepared(i, v, m, s) and prepared(j, v, m', s) being true implies that all
replicas has sent conflicting pre-prepare or prepare messages, i.e, pre-
prepare/prepare messages with the same RSN s but different message digests (d,,
or dy) inview v. This isimpossible because correct primary replica only sends
one pre-prepare message with a RSN in view v, and a correct backup replica only
accepts one pre-prepare message and send prepare message with a RSN in view v.
Since only one replica can be faulty, there cannot be prepared certificates for both
m,sl] and [M',sd in view v. Therefore, prepared(m,v,s,i) and

prepared(nt, v, s, j) cannot be both trueif d, # dy. O

The pre-prepare and prepare phases in the normal case protocol guarantee that
all correct active replicas prepared messages with the same digest and same RSN
within a view. The assumption on the message digest function ensures the
probability that m # m' but d,,, = d,,y isnegligible. Therefore, it is not possible that
correct active replicas prepare to different client messages with the same RSN in a

view.



Lemma 4.2. A client message m commits at some correct replica with RSN s in
view v only when prepared(m, v, s, i) istrue for every correct active replica i
inview v.

Proof. The proof is straightforward: A correct replica can commit to [, sClonly

when it has received commit message for [, sCfrom every active replicain view v,

and a correct replica i only sends it commit message for [in, sCI when

prepared(m, v, s, i) istrue. O

The commit phase in the normal case protocol ensures that a client message
commits at all correct replica in the same view with the same RSN. The view-
change protocol ensures that correct active replicas a so agree on the RSNs of client

messages even if they committed in different views at different replicas:

Lemma 4.3. If prepared(m, v, s, i) istrue for all correct active replicain view v,
then prepared(m, v+ 1, s, i) isalso true for all correct active replica in view

v+1.

Proof. The view v+ 1 will not be installed unless two active replicas in view v
agree on the view-change and the spare replica receives both messages (new-view
and view-change-ack) from these two replicas. At least one of the two replicas
must be correct; the set @ in its new-view or view-change-ack then must contains
prepared certificates for all client messages that has prepared at this replica. The
gpare replica accepting these prepared certificates ensures that prepared(m, v, s, k)
is dso true for the spare replica k. Therefore, the fact that m prepared at every

correct active replicain view v is propagated to view v+ 1. O
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By induction on views, we have:
Theorem 4.1. The algorithm satisfies Safety.

The algorithm ensures that correct replicas commit and process client

messages in the same order even if they commit across different views.

The propagation of preparation from a previous view to new views does not
prevent the replicas from making progress. The primary of a new view (might be
the one that a client message prepared at) will redo the ordering protocol using the
same sequence number and the same client message digest if it is not faulty. If it
was faulty and did not follow the prepared order, its pre-prepare would not be
accepted by other replica and they would change to the next view and the prepared

client message order will commit eventually.

4.25.2. Liveness

Because the normal-case protocol does not provide liveness when there is a
faulty replica, the view-change must be conducted to move the replicas into a new
view if they are not making progress. Eventualy, the replicas are in a view where
all active replicas are correct. The timeout mechanism we use ensures this, as long

asthe clock of each replica does not drift unboundedly with respect to the real time.

However, we must prevent the situation that the replicas keep doing view
change, move from one view to another before they execute client messages, even
when they are in a view where all active replicas are correct. It is impossible to

prevent it in a pure asynchronous system, where messages can be infinitely delayed
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or processes can be infinitely slow. Thus our algorithm must rely on partia

synchrony to provide liveness.

Theorem 4.2. The algorithm satisfies Liveness, under the assumption of partial

synchrony.

Proof. (sketch.) We consider two models of partial synchrony. One is a model
introduced in [Dwor88] (denoted M, in [Chan964]), in which there are known
bounds on processing and message transmission times, but they hold only after
some unknown time, called Global Sabilization Time (GST). With this model, if
we set the timeout properly based on the known bounds, the algorithm can ensure

the execution of client messages if the bounds hold long enough after GST.

In a weaker model, described and denote M; by Chandra and Toueg in
[Chan96a], the bounds exist but are unknown, and hold only after some unknown
GST. With this model, we need to adjust the timeout period to avoid premature
timeouts. Initially, the replicas set their timeout period for pending client messages
to atime T. If after a cycle of configurations (i.e. after four consecutive view-
changes), they do not make any progress on processing client messages, they
increase the timeout interval by T. Eventually, the timeout periods will be long
enough to bear with the unknown bounds on processing and message transmission

times. O

The faulty replica is unable to block the service by forcing frequent view-
changes. It cannot directly force a view-change because a view change must be

agreed by at least two replicas; so it can cause a view change only by blocking the
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the ordering protocol when it is an active replica. However, it cannot be always in

the active replica set for more than four consecutive views.

4.2.6. Requirement for Three Phaseswith 2f+1 Active Replicas

As in Castro and Liskov’s algorithm[Cast99a], our algorithm also requires
three phases for normal processing. Asdiscussed in Section 4.1, with 3f + 1 active
replicas, the third phase —the commit phase —is necessary since it ensures that a
group message commits at a correct replica only if the message has been
“prepared’ by at least two correct replicas. This guarantees safety across view-
changes by ensuring that a message prepared in a view is aways propagated to
subsequent views with the same order.

Based on arguments similar to those presented above, three phases are also
needed with our algorithm that uses 2f + 1 active replicas. Specifically, if the third
phase is €iminated, the result is that prepared(m,v, s, i) is equa to
committed(m, v, s, i). Hence, a group message may be committed at a correct
replica but its ordering information may not be propagated to subsequent views.
Thus, the system may ultimately commit to a different ordering in the new view.
This situation can occur only if the replica that committed to the ordering is the
only correct replica that has completed the second phase and this replicais aso the
replica that is removed from the active replica set, i.e,, it is the primary of the

current view.

In the scenario described above, the primary replica in the current view
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becomes a standby spare and loses its state in the next view. This, the different
commitments described above do not cause inconsistency among the active replicas
in the new view. Thus, the agreement on total order of group messages among
active replicas is ensured even with the two-phase agorithm (Figure 4.3).
However, without changes to the behavior of clients, this two-phase algorithm may
cause inconsistency between the server replicas and a client. Consider the
following case: a message m sent by client ¢ completes the second phase on replica
0 (the primary) and replica 1, so both replicas process m and send their repliesto c.
Replica 1 is actually faulty but it sends the correct reply to ¢, which matches the
reply from replica0. Thus, ¢ accepts the reply. The faulty replica 1 does not send
its prepare message to replica 2 though, so replica 2 cannot complete the second
phase and process m in the current view v. A timeout then triggers view-change on
replica 2 and the faulty replica 1 agrees on the view-change, so the replicas move
into view v + 1 in which replica 1 becomes the primary. The standby replica 3 does
not learn about the commitment of m on replica O during the view change.
Therefore, the faulty replica 1 may successfully lead message m to commit at
replica 2 and 3 with a different sequence number by sending a different pre-prepare
message for m. This causes the correct replicas to proceed with a state that are
inconsistent with the reply observed by client c. This violates the safety

requirement on linearizability (see Section 2.1.3).

Due to the arguments above, our replication algorithm that uses 2f + 1 active

replicas still requires three phases.
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4.2.7. Extension of the Algorithm to Multiple Faults

So far, we have presented the details of our algorithm for the case of f =1,
i.e., when there is at most a single faulty replica. The agorithm is easily extended
to tolerate multiple simultaneous faults. However, with f > 1, the view-changes

can become expensive.

During a view-change, the algorithm requiresthat at least f + 1 active replicas
agree on the view-change and on the state that is transferred to the new active
replica. Faulty active replicas may block progress and cooperate with fault-free
active replicas to incorrectly replace a fault-free primary. In the worst case, the
system has to iterate through all the possible configurations via view-changes,
before it reaches a*‘clean” configuration in which al active replicas are fault-free.

The average time to reach it grows rapidly when f increases.

With a total of 3f +1 replicas, the configuration of each view consists of
2f + 1 activereplicasand f standby spares. The number of possible configurations

Bf +10

is the binomial coeff|C|entD £ 0

Among al these configurations, only one can

be guaranteed to consists of only fault-free replicas as active replicas. With a
configuration that has only 2f + 1 active replicas, even one faulty replica can block
the ordering protocol untii a view change. Therefore there is only one

configuration that can ensure that the replicas make progress.

An aternative to the algorithm above is to increase the number of active
replicas in each configuration to 3f. This leads to only 3f +1 possible

configurations. Among them there is one configuration with a faulty replica being
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the standby spare. This configuration can assure progress because it includes at
least 2f +1 non-faulty active replicas. Therefore, the system needs at most 3f
view changes to get to this configuration. Thus, there is a tradeoff between the
number of active replicas and the amount of time a group message may have to

wait while the manager replicas go through a sequence of view changes.

4.2.8. Extension of the Algorithm to Open Replica Groups

So far, our BFT-SMR algorithm has been presented in the context of a closed
replica group, in which the overall set of replicas does not change. Since a faulty
replica stays in the replica group when it is removed from the active replica set, it
may re-join the active replica set after additional view-changes. However, the
algorithm can be easily used in the context of an open replica group, where the
group membership changes over time. In particular, each view-change may
instantiate an active replica on a new node that has never been used by an active
replica before. Thus, a faulty replica is never **cycled back™ into the set of active
replicas. With our algorithm, such open group operation is simple since bringing a
gpare replica into the active replica set during a view change already involves
initializing the new replica with up-to-date state from fault-free active replicas. It
should be noted that a similar version of open group operation can also be derived

from Castro and Liskov’s algorithm with ** proactive recovery’”” [Cast00].

Since the number of physical nodes in the system is limited, the open group

operation discussed above will eventually run out of new nodes on which to execute
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replicas. However, in many situations, bringing a new replica into the active set
may simply involve starting a new process as opposed to using a new physical
nodes. Since most faults are transient, the new replica process is unlikely to be

faulty even if it isinstantiated on a node that previously executed afailed replica.

4.3. Evaluation

With fewer active replicas during normal operation there is a reduction in
computation and communication overhead. Although the required number of
replicas is 3f +1, as in existing schemes[Cast99a], the standby replicas stay
dormant most of the time. Thus, the machines they reside on can be used for other
applications. Alternatively, the hardware components (processors, memory, disks,
etc.) can be turned off to reduce power consumption through dynamic power
management (DPM)[Beni00]. Since the spare replicas are activated only on
reconfigurations, which do not occur often, there would be little overhead activating

and deactivating the spare replicas.

Another overhead reduction with our scheme is that with fewer active replicas,
each replica sends and receives fewer messages during normal operation. This
leads to reduced power consumption for communication and may result in better
performance for the normal case. To evaluate this advantage, we used a simplified
implementation (emulation) to compare the normal-case performance of our
algorithm to the algorithm described in [Cast99a]. In both cases a single faulty

replica can be tolerated and the total number of replicasisfour. The evaluation was
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performed on a network of 350MHz Pentium-II PCs, running Solaris8§,
interconnected by a 100Mb switched Ethernet, using TCP/IP for communication.

The service operation is a computation that executes in a set amount of time.

For the two algorithms we measured the average response time for requests
and the throughput of the service under fault-free operation. The response time is
the time interval from when a client sends its request to the primary replica to the
time when it receives replies from two different replicas. The response time was
measured with the system processing only one request at atime. The throughput is
the number of requests per second the replicas are able to process. To show the
overhead of the replication algorithms, the results are normalized to the results we

measured for the same unreplicated service.

The message authentication in our experiments is based on 512-bit RSA
moduli and MD5 digests using the OpenSSL 0.9.7b package. On our PCs, it takes
6.2 milliseconds to generate an RSA signature of an MD5 digest and 0.5
milliseconds to verify a signature. The generation of MD5 digest of a 1KB

message takes 30 microseconds.

Figure 4.8 shows the results for a service that takes 1 millisecond to execute
each request. The results show that with the full cost of authentication (**1x’"),
there is not much difference in response time overhead between the two replication
algorithms. The reason for this is the high overhead of generating RSA signatures.
Although each replica in our algorithm sends and receives fewer messages per

request, it performs the same number of multicasts as in the 4-replica algorithm.
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Figure 4.8: Response time and throughput relative to the unreplicated
case, as request size and message authentication overhead vary. ““4r”
is the algorithm that uses four active replicas[Cast99a] while *3r” is
our agorithm with three active replicas. Execution time for each
request is 1 millisecond. Authentication overhead with speedup of 1x,
10x, or 100x relative to measured overhead.

RSA signatures are only generated once for each multicast and for the reply to the
client. Hence, the two agorithms have the same overhead for signing messages.
Although the 3-replica algorithm reduces the overhead for sending, receiving and
verifying messages, the benefit is insignificant compared to the overhead of
signing. In terms of throughput, with the full cost of authentication, our algorithm
results in dlightly higher performance due to the reduction in the number of

messages exchanged.

If fast hardware implementations of the RSA algorithm [BlumOQ1] is used, or
faster but less secure cryptography can satisfy the requirement of the service, the
overhead for message authentication is reduced. Under these conditions the

overhead of signing messages is no longer the dominant factor and there is more of
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