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Summary—This paper! briefly reviews the distributed communi-
cation network concept in which each station is connected to all
adjacent stations rather than to a few switching points, as in a
centralized system. The payoff for a distributed configuration in
terms of survivability in the cases of enemy attack directed against
nodes, links or combinations of nodes and links is demonstrated.

A comparison is made between diversity of assignment and per-
fect switching in distributed networks, and the feasibility of using
low-cost unreliable communication links, even links so unreliable
as to be unusable in present type networks, to form highly reliable
networks is discussed.

The requirements for a future all-digital data distributed net-
work which provides common user service for a wide range of users
having different requirements is considered. The use of a standard
format message block permits building relatively simple switching
mechanisms using an adaptive store-and-forward routing policy
to handle all forms of digital data including digital voice. This net-
work rapidly responds to changes in the network status. Recent
history of measured network traffic is used to modify path selection.
Simulation results are shown to indicate that highly efficient rout-
ing can be performed by local control without the necessity for any
central, and therefore vulnerable, control point.

INTRODUCTION

ET US CONSIDER the synthesis of a communica-
L tion network which will allow several hundred

major communications stations to talk with one
another after an enemy attack. As a criterion of survi-
vability we elect to use the percentage of stations both
surviving the physical attack and remaining in electrical
connection with the largest single group of surviving
stations. This criterion is chosen as a conservative measure
of the ability of the surviving stations to operate together
as a coherent entity after the attack. This means that
small groups of stations isolated from the single largest
group are considered to be ineffective.

Although one can draw a wide variety of networks,
they all factor into two components: centralized (or star)
and distributed (or grid or mesh). (See types (a) and (c),
respectively, in Fig. 1.)

The centralized network is obviously vulnerable as
destruction of a single central node destroys communica-
tion between the end stations. In practice, a mixture
of star and mesh components is used to form communica-
tions networks. For example, type (b) in Fig. 1 shows
the hierarchical structure of a set of stars connected in the
form of a larger star with an additional link forming a

Manuscript received October 9, 1963. This paper was presented
at the First Congress of the Information Systems Sciences, spon-
sored by the MITRE Corporation, Bedford, Mass., and the USAF
Electronic Systems Division, Hot Springs, Va., November, 1962.
c gfhe author is with The RAND Corporation, Santa Monica,

alif.

! Any views expressed in this paper are those of the author. They
should not be interpreted as reflecting the views of The RAND
Corporation or the official opinion or policy of any of its govern-
mental or private research sponsors.

(a) (b) (e)
Fig. 1—(a) Centralized. (b) Decentralized. (¢) Distributed networks.

loop. Such a network is sometimes called a ‘‘ decentralized”
network, because complete reliance upon a single point
is not always required.

EXAMINATION OF A DISTRIBUTED NETWORK

Since destruction of a small number of nodes in a de-
centralized network can destroy communications, the
properties, problems, and hopes of building ‘“distributed”
communications networks are of paramount interest.

The term “redundancy level” is used as a measure of
connectivity, as defined in Fig. 2. A minimum span
network, one formed with the smallest number of links
possible, is chosen as a reference point and is called “a
network of redundancy level one.” If two times as many
links are used in a gridded network than in a minimum
span network, the network is said to have a redundancy
level of two. Fig. 2 defines connectivity of levels 1, 13, 2, 3,
4, 6 and 8. Redundancy level is equivalent to link-to-node
ratio in an infinite size array of stations. Obviously, at
levels above three there are alternate methods of con-
structing the network. However, it was found that there
is little difference regardless of which method is used.
Such an alternate method is shown for levels three and
four, labelled R’. This specific alternate mode is also used
for levels six and eight.*

Each node and link in the array of Fig. 2 has the capacity
and the switching flexibility to allow transmission be-
tween any ¢th station and any jth station, provided a path
can be drawn from the ¢th to the jth station.

Starting with a network composed of an array of
stations connected as in Fig. 3, an assigned percentage
of nodes and links is destroyed. If, after this operation,

2 See L. J. Craig, and I. 8. Reed, “Overlapping Tessellated Com-
munications Networks,” The RAND Corporation, Santa Monica,
Calif., paper P-2359; July 5, 1961.
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Fig. 3—An array of stations.

it is still possible to draw a line to connect the ¢th station
to the jth station, the sth and jth stations are said to be
connected.

Node Destruction

Fig. 4 indicates network performance as a function of
the probability of destruction for each separate node.
If the expected “noise’” was destruction caused by conven-
tional hardware failure, the failures would be randomly
distributed through the network. But if the disturbance
were caused by enemy attack, the possible ““worst cases”
must be considered.

To bisect a 32-link network requires direction of 288
weapons each with a probability of kill, p, = 0.5, or 160
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Fig. 4—Perfect switching in a distributed network: sensitivity to
node destruction, 100 per cent of links operative.

with a p, = 0.7, to produce over an 0.9 probability of
successfully bisecting the network. If hidden alternative
command is allowed, then the largest single group would
still have an expected value of almost 50 per cent of the
initial stations surviving intact. If this raid misjudges
complete availability of weapons, complete knowledge of
all links in the cross section, or the effects of the weapons
against each and every link, the raid fails. The high risk
of such raids against highly parallel structures causes
examination of alternative attack policies. Consider the
following uniform raid example. Assume that 2000 weapons
are deployed against a 1000-station network. The stations
are so spaced that destruction of two stations with a single
weapon is unlikely. Divide the 2000 weapons into two
equal 1000-weapon salvos. Assume any probability of
destruction of a single node from a single weapon less
than 1.0; for example, 0.5. Each weapon on the first salvo
has a 0.5 probability of destroying its target. But, each
weapon of the second salvo has only a 0.25 probability,
since one half the targets have already been destroyed.
Thus, the uniform attack is felt to represent a worst-case
configuration.

Such worst-case attacks have been directed against an
18 X 18-array network model of 324 nodes with varying
probability of kill and redundancy level, with results
shown in Fig. 4. The probability of kill was varied from
zero to unity along the abscissa, while the ordinate marks
survivability. The criterion of survivability used is the
percentage of stations not physically destroyed and re-
maining in communication with the largest single group of
surviving stations. The curves of Fig. 4 demonstrate
survivability as a function of attack level for networks of
























