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Abstract

Active Queue Management (AQM) schemes aim to stabilize router
queue sizes and provide better fairness among a set of TCP
connections. Random Early Detection (RED) is one of the first and
well-known AQM schemes. Explicit Congestion Notification
(ECN) is a modified version of RED in that it notifies a sender
about congestion, instead of dropping its packet. Under such AQM
schemes, TCP connections have been shown to perform better in
terms of fairness and stability. In this paper, we study how TCP
Westwood interoperates with RED and with ECN. We first present
various simulations of TCPW with RED and compare that to
NewReno with RED. From our study we conclude that, TCPW
benefits at least as well as NewReno from RED. Second, we
discuss the potential use of ECN in TCPW, and the simulation
results reveal that ECN is able to reduce packet delay, and to give
significant improvement in TCPW’s friendliness with NewReno.
Also, we present a case study in which how we use ECN
information to help TCPW make better estimate about congestion
level.

1. INTRODUCTION

Congestion control has been studied extensively in computer
networks. There are mainly two components to perform the task of
congestion control: Active Queue Management (AQM) schemes at
network routers, and congestion control schemesat sender/receiver
nodes. In this paper, we will study the interaction between a
recently proposed TCP protocol, TCPW, and an AQM scheme,
Random Early Detection (RED), and RED’ s enhancement, Explicit
Congestion Notification (ECN), respectively.

Many TCP variants were proposed and their performance
analyzed over the last two decades. Most of the TCP protocols
such as TCP Tahoe, TCP Reno and NewReno reduce their sending
window (cwi n) when the sender perceives possible packet loss
[18]. The reduction of cwi n upon packet loss is by haf in case of
three duplicates ACKs, or to cwi n=1 in case of Timeout. TCP
Westwood (TCPW) has been proposed to enhance the congestion
control function by estimating an eligible sending rate or
bandwidth share for the connection, and setting the congestion
control parameters accordingly [18].

Network layer schemes, providing support of the congestion
control functions in TCP, have been introduced and studied
extensively. The most important class of such schemes is perhaps
the AQM schemes. AQM ams to improve overall network
bandwidth utilization, smooth buffer occupancy in routers, and
provide better fairness among transport layer connections. The
earliest and most prominent of the AQM schemesis RED. In RED,
packets are randomly dropped from the router buffer when the

occupancy of the buffer exceeds certain thresholds. In Explicit
Congestion Notification (ECN), routers notify a sender explicitly
of congestion, instead of the implicit notification resulting from a
packet drop. Because of the explicit congestion notification in
ECN, the sender ability in discriminating the cause of packet losses
isindeed enhanced.

In the first half of this paper, we investigate the
interoperability of TCPW and RED, as RED has been designed
with TCP Reno (and therefore NewReno) in mind, and it was
shown that the latter benefited from the support of RED [5]. We
evaluate in this paper how TCPW benefits from RED and compare
to NewReno. As comparison criteria, we consider fairness of the
protocols with and without RED. In the second half, we investigate
whether TCPW, when coupled with ECN, can make use of the
explicit notification to discriminate the cause of packet loss, and
quantify the benefits resulting from ECN.

The rest of paper is organized as follows. In Section 2, we
describe the various versions of TCPW we used in our study.
Section 3 describes the AQM schemes, RED and ECN, and
explains their benefits. In Section 4, we present experimental setup
and simulation results of the interaction between TCPW and RED.
Section 5 evauates the impact of coupling ECN and TCPW.
Finaly, we give our conclusion in Section 6 and propose discuss
future research in Section 7.

2. TCPWESTWOOD

TCP is designed to provide reliable connection-oriented
transport layer service [10]. TCP uses a window mechanism to
provide congestion control. A TCP congestion control schemeisin
one of two phases. In the first phase, cdled slow start, the
congestion window (cwi n) begins with 1 segment and doubles
every round trip time as long as ACKs are received indicating that
no packets have been lost. If packet loss is detected during slow
start, then the slow start phase will be restarted a cwi n=1.
Exponential cwi n increase continues in slow start until cwi n hits
a threshold called slow start threshold (ssthresh). The
connection is then said to enter Congestion Avoidance, where
cwi n will increase linearly until congestion is detected again,
either by a Timeout, or by the reception of three duplicate ACKs
(DUPACKYS). Except the above two phases, some TCP, such as
TCP NewReno, also uses the Fast-Retransmit and Fast-
Recovery mechanisms[1] [6] [7] [9] [12].

TCP Westwood (TCPW) is a new version of TCP that
enhances the window congestion control and its back-off process
[2], [18], [19], and [20]. The TCPW version used in the RED
simulations in this paper is TCPW-BE [2], and the version used in
the ECN study is TCPW-ABSE [19].

2.1. TCPW-BE



For TCPW-BE, a TCPW sender monitors the
acknowledgment reception rate and from it estimates the data
packet rate currently achieved by the connection. Whenever a
sender perceives a packet loss (e.g., via 3 duplicate ACKs), the
sender uses a Bandwidth Estimate (BE) to properly set the
congestion window (cwi n) and the sow start threshold
(sst hr esh). The bandwidth estimate is based on ACK rates and
information they carry regarding delivered data bytes to the
destination. By backing off to cwi n and sst hr esh values that
are based on the estimated bandwidth (rather than simply halving
the current values as NewReno does), TCPW avoids overly
conservative reductions of cwi n and sst hr esh; and thus gives a
faster recovery. Experimental studies reveal the benefits of the
intelligent backoff strategy in TCPW: better throughput, goodput,
and delay performance, as well as fairness. Most importantly,
TCPW is very effective in handling wireless loss. This is because
TCPW uses the current estimated rate as reference for resetting the
congestion window. The current rate is only marginally impacted
by loss (as long as the loss is a relatively small fraction of data
rate) [18].

2.2. TCPW-ABSE

Using TCPW-BE provides significantly higher
utilization than Reno. However, under certain conditions,
TCPW-BE overestimates a connection fair share, and can be
unfriendly to Reno connections. To address this problem,
Adaptive Bandwidth Share Estimates was introduced in
TCPW-ABSE [19]. This scheme uses an adaptive sampling
method, in which the time interval T associated with the ki,
received ACK is appropriately chosen between the last
ACK interarrival time and the latest Round Trip Time
estimate (RTT). A larger value of Ty is used when the
congestion level is high resulting in a more conservative
bandwidth share or eligible rate estimate. When the
congestion level is detected to be low, a smaller value of Ty
is used resulting in a more aggressive eligible rate estimate.
The congestion level indicator is similar to that used in TCP
Vegas [1]. That is the difference between the rate a
connection expects to receive and what it actually achieves
in a RTT. ECN, with its provision of explicit congestion
notification can also be used in determining the existence of
congestion losses. We will evaluate the benefit that can be
obtained from ECN in this context.

3. AQM SCHEMES
3.1. Random Early Detection (RED)

To support end-to-end TCP congestion control schemes,
severa active queue management (AQM) at routers have been
proposed [13]. In RED, the router drops randomly chosen packets
whenever its queue length is deemed long, running the risk of
uncontrolled packet losses [5]. By intentionally dropping packets
chosen at random, packet losses are distributed over the set of
connections sharing alink.

Two thresholds are maintained, and packets may be dropped
with various probabilities depending on the queue length in
relation to the two thresholds. When the queue size is less than a
minimum threshold (m nt hr esh), no packets will be dropped.
When the queue size is between i nt hr esh and a maximum

threshold (maxt hr esh), the drop probability varies (linearly
according to earlier proposals) between 0 and a maximum drop
probability (max_p). Max_p is generally a small number, by
default equal to 0.03. If the queue size exceeds maxt hr esh, al
packets will be dropped. There are three major benefits related to
RED: 1) Decreasing the end-to-end delay for both “responsive’
(TCP) and “not responsive’ rea-time traffic (eg. UDP), 2)
Preventing large number of consecutive packet losses by a single
connection by ensuring some buffer space availability, even with
bursty traffic, and 3) removing the higher loss bias against bursty
traffic observed with Drop Tail [4] [13] [15].

3.2. Explicit Congestion Notification (ECN)

ECN [16] is an enhancement of RED. An ECN-capable router
now only "marks" the packets that are supposed to be dropped, and
still forwards them to the end nodes.

The way ECN works is as follows: as the average queue
length exceeds a certain limit (m nt hr esh), the router will set
the Congestion Experienced (CE) bit in the outgoing packets
probabilistically. The probability of marking an outgoing packet
increases linearly as the average queue length at the router
increases. When the average queue length gets past the value of
maxt hr esh, each and every outgoing packets will have the CE
bit set (i.e. the probability of marking is 1). When a receiver gets
such packets, it responds by setting the ECN-Echo bit in the
returning ACK packets. The receiver sets the ECN-Echo bit on
every ACK after it sees one packet with the CE bit set. Finaly,
after the sender gets one ACK with ECN-Echo, it will react by
reducing its congestion window. It will also set the Congestion
Window Reduced (CWR) hit of its next outgoing packet to inform
the receiver that actions have been taken against the congestion
indicated.

One advantage of using ECN is improving the delay of
individual packets by avoiding packet losses. Whilst individual
packet losses may not have significant impact on bulk data traffic
which carries hundreds of thousands of packets, such losses result
in noticeable delay in interactive traffics such as TELNET [3]. By
deploying ECN in the network, better and smoother TELNET
sessions can be supported. ECN aso improves the fairness of TCP
by avoiding packet drops from queue tails whenever the buffer
overflows, which are typical of Drop-Tail routers. In addition,
ECN can improve the overall throughput of those TCP connections
with coarse retransmit timers. By avoiding packet losses and thus
reducing the number of timeouts, we can cut down the amount of
time that the links become idle due to along retransmit timeout.

4, TCPW AND RED

All the simulations below contain at least two senders and at
least two receivers, all sharing a bottleneck link (Figure 1). The
main system parameters considered in this study are: (1) Buffer
size at the router, (2) Round trip propagation time, RTT, and (3)
Number of connections.
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We setup two simulation scenarios:

(1) Two connections running the same TCP variant, and
traversing a bottleneck link, but with different end-to-end
propagation times. We study fairness of TCP NewReno and
of TCPW in this context.

(2) Ten connections with identical propagation times and using
the same TCP variant; we report on fairness as measured by
Jain's index [11], and the total throughput of al the
connections.

Our simulations were done in ns-2 [14], and the source code of
TCPW (BE) is obtained from [17]. We report the results of
scenarios 1 and 2 in sections 4.1 and 4.2, respectively.

4.1. Long RTT vs. Short RTT Connection

In this case we run two connections with the same TCP
variant, but with different propagation times. The parameters used
in this scenario are: 45Mbps bottleneck link, 40ms as short delay,
and 200ms as long delay. We compare the performance of TCPW
and NewReno with and without RED. The RED parameters we
used are minth = 50% of the queue size, maxth = 80%, and max_p
=0.1
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Figure 3. Long Short Connection with RED

In Figures 2 and 3, the Y-axis is in sequence number (per one
million), and the X-axisistime in seconds.

From Figures 2 and 3 we can see that, with or without RED,
TCPW shows more fairness than NewReno. Also, with RED,
TCPW gains in fairness over Droptail. In fact, for al buffer sizes
we found that TCPW provides better fairness than NewReno in
thislong - short propagation time scenario.

4.2. Multiple connectionswith same RTT

We run N=10 connections of the same TCP variant. The
parameters used in this scenario are: 45-Mbps bottleneck; RTT is
the same for al connections. We compare the performance of
TCPW and NewReno with and without RED. The RED parameters
we used here are: minth = 10%, maxth = 25%, and max_p = 0.1.
These parameters are adjusted relative to the setting in Section 4.1
experiments due to the larger number of connections in the current
Set.
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Figure 4. 10 NewReno connections with Droptail
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Figure 5. 10 NewReno connections with RED
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Figure 6. 10 TCPW connections with Droptail
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Figure 7. 10 TCPW Connections with RED

Figures 4-7 show the 10 TCP connections with Droptail and with
RED. The buffer size of this case is equal to pipe size — bottleneck
link speed times round trip time, in units of packets. Figures 4 and
5 are for NewReno, and Figures 6 and 7 are for TCPW. For both
protocols, RED helps them to gain more fairness over Droptail.
This is because when RED is present, it prevents some early-start
connections from capturing the link.

Table 1. 10 TCP connections with and without RED

Newreno Westwood
T-put Jain's T-put Jain's
10TCP (Mbps) Index (Mbps) Index
RED 4.486 0.960 4.439 0.999
DropTail 4.490 0.722 4.491 0.984

Table 1 shows summary of results for 10 TCPW connections and
10 NewReno connections. The throughput was taken from average
among the connections. Since we are using 45M bps bottleneck, so
the optimal throughput for each connection should be 4.5Mbps. As
we can see, TCPW has a bit less throughput than NewReno with
RED, but it has better fairness than NewReno.

5. TCPW AND ECN

In this section we describe the configuration of our
experiment and present the simulation results. The setup is similar
to the simulation in RED, with multiple senders and receivers
sharing a bottleneck link.

We setup three simulation scenarios:

(1) Two connections, having the same TCP variant, but with
different round trip propagation times. We measure the one-
way packet delay for both TCPW and NewReno with and
without ECN.

(2) We study the friendliness of TCPW-ABSE to NewReno with
and without ECN. Multiple TCP connections are run (10 to
40), al having the same round trip propagation times, 100ms.

(3) We investigate a scenario in which there is burst errors. We
believe that in such condition, using ECN would help TCPW-
ABSE make better estimation about the congestion level.

The ECN parameters we used in these two simulations are minth =

50%, maxth = 80%, and max_p = 0.1.

5.1. Packet Delay

There are two connections, the longer RTT is 80ms and the
shorter one is 20ms. We measure the one-way packet delay for
TCPW-BE with and without ECN. Then we repeat the simulation
using NewReno. We define one-way packet delay as the time
between when a packet leaves the TCP source and when it arrives
a the TCP sink. Figure 8 shows the relations between the average
one-way packet delay of TCPW-BE and the buffer size at the
bottleneck router. From the graph, we see that ECN significantly
reduces the individual packet delay of both long-delay and short-
delay TCP connections. In fact, the packet delay of a long-delay
connection with ECN is comparable to, and sometimes even lower
than (e.g. a a buffer size of 675 packets) the packet delay of a
short-delay connection without ECN. Similar observations can be
made in Figure 9, which shows the same delay-versus-buffer graph
for TCP NewReno. By comparing these two graphs, we can see
that TCP NewReno and TCPW get aimost the same amount of
delay reduction from the use of ECN.
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5.2. TCPW friendlinessto NewReno

The far share of each NewReno connection can be
determined by running a simulation session consisting of only
NewReno connections. One way of anayzing the friendliness of
TCPW to NewReno is to calculate the percentage change of fair
share for each NewReno when half of the connections in the
simulation are TCPW [20]. Following this procedure, we obtain
the graph in Figure 10, which plots the percentage difference of
bandwidth fair share of each NewReno connection against the
number of connections in the simulation. We also plot Figure 11,
which shows the percentage difference of bandwidth share by each
TCPW connection over NewReno when they co-exist in the
network. Positive percentage means that the connection has gained
bandwidth when it coexists with the other type. The results in the
two graphs are encouraging since the presence of ECN has
improved friendliness. Without ECN, TCPW-ABSE was “too”
friendly to NewReno that NewReno has gained up to 14% in
bandwidth share. With ECN, the excessive friendliness has been

decreased. From these two graphs, we may conclude that ECN
helps improve TCPW and NewReno friendliness.
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5.3. Using ECN to improve TCPW

TCPW-ABSE decides the level of congestion by comparing
the values of the expected throughput (Exp) and the achieved
throughput (Ach). If Exp >> Ach, then the network is considered
congested, and the value of Ty will be larger resulting in a more
conservative bandwidth share estimate. ECN provides a different
signa to indicate the presence of congestion. One scenario, in
which ABSE detects congestion, while ECN indicates the opposite,
isin ahigh error rate or burst error environment. In such cases, a
series of dropped packets would cause ABSE to detect congestion
(since Exp is much greater than Ach).. When no congestion is
present, ECN-Echo bits in returning ACKs will indicate no
congestion since the packets are actually lost due to errors. We
evaluate below a method to modulate the ABSE setting of Tk by
the presence of, or lack of presence of ECN echo bits. The method
consists of the following modifications to ABSE: if an ACK has
ECN-Echo bit set, then the value of T, produced by ABSE is
multiplied by a factor larger than one, since ECN adds to the belief
that there is congestion. If there is no ECN-Echo bit, then T is
multiplied a factor less than one. As a result, in the burst error
scenario, athough ABSE will detect congestion and set Tk
accordingly, the lack of ECN ECHO bits will result in a reduction
of Ty bringing the eligible rate estimation higher.

We setup ssimulation to run 5 connections, al using the same
TCP protocol, and measured the total throughput of the five
connections. The RTT of the experiment is 70ms, bottleneck link is
45Mbps, and so the ideal utilization would be 45Mbps. In addition,



we varied the error rate of the links to see the effectiveness of
using ECN information to modulate ABSE estimates.

Table 2. Total throughput of 5 connections with ECN

error rate (%) 0 0.01 0.1 1
Newreno (ECN)| 41.046] 41.065] 22.642| 6.667
ABSE (ECN) 42.692| 42.638| 42.545( 24.072
ABSE (mod) 42.824] 42.781| 42.746{ 24.806

Table 2 shows the total throughput of the 5 connections with ECN.
The first two rows are the results for running NewReno and ABSE
using the original ECN response (cut by half), and the third row is
using the modification we have applied on ABSE. Although the
improvements are small, the benefit of the modified ABSE
becomes more obvious as the error rate goes up. Thisis due to the
more occurrences of the burst error case that caused ABSE to
guess wrong, but ECN is able to correct it. The limitation of the
improvement is because burst errors lead to timeouts, and thus
high utilization of the link is difficult to achieve. Furthermore, in a
high-error-rate environment, persistent burst errors would
eventually cause the estimation of bandwidth to drop to
significantly, and ECN information is into sufficient to address the
problem. Other modifications in TCP may till be required for
higher error rates than approximately 2% [21].

6. CONCLUSION

We evaluated the interoperability of TCPW and RED and
compared it to that of NewReno and RED. We considered as
comparison criteria the efficiency (throughput) and fairness (using
Jain’s Index). We found that TCPW and RED interoperate well in
that TCPW behavior is improved with the presence of RED. In
comparison to NewReno, we determined that TCPW exhibits
better fairness in cases of connection with asymmetric propagation
time, as well as for symmetric connections.

We then evaluated the effect of ECN on TCPW. First, TCPW
benefits from ECN as packet delays are significantly reduced. The
delay reduction is similar to the reduction of NewReno packet
delays when ECN is used. Second, we found that TCPW may be
“too friendly” to NewReno when the network router is of type
Droptail. By switching to ECN, TCPW is no longer “too friendly”.
Finally, we studied a method in which ECN could help TCPW in
making better estimate of eligible rate estimation, ECN does help
TCPW throughput as the error rate rises, but the improvement is
very limited.

In summary, TCPW interoperability with RED/ECN is shown
above to be as beneficid as NewReno interoperability with
RED/ECN.

7. FUTURE WORK

To better infer the reason of packet loss (congestion versus
random error), we could gather statistics of ECN instances
received over a period of time. Since ECN-capable routers set the
Congestion Experienced hit probabilisticaly, such statistics could
allow a more fine-grained inference of the degree of congestion.
For example, if we receive a lot of ECN-Echoes over a short
period of time, then we can clam with a higher degree of
confidence that future packet |osses are due to congestion.

Furthermore, for both RED and ECN, there does not exist a
proper tuning of the parameters [8]. We can see drastic
performance difference when we vary the parameters. Hence, it

would be good to establish a standard way of assigning those
parameters under various environments.
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