QoS-avare Multiple SpanningTree Mechanism
over a Bridged LAN Environment

Yujin Lim, Heeyeol Yu, ShirshankaDas, Scott Seongvook Lee, Mario Gerla
ComputerScienceDepartment
University of California Los Angeles
Los Angeles,CA 90095-1596
{yujin, hegyeoly, shanky, sslee gerlat@cs.ucla.edu

Abstract— Today’s emeging traffic is far removed from the
traffic trendsseenduring the early days of Ethernet technology
As aresult, the current IEEE 802.1standards and its extensions
to the Spanning Tree protocol fall short of providing satisfactory
quality of sewice for traffic which has a significant amount of
QoS-sensitve multimedia and VOIP traffic. In the current and
near-futur e scenario of campus-widenetworks with significantly
large layer-2 clusters and numerous VLANS, we show significant
shortcomings of the basic Spanning Tree and the Multiple
Spanning Treeprotocolswith regardto QoS.We proposea novel,
simple and yet highly effective enhancementto the Multiple
Spanning Tree protocol to achieve high degree of QoS by
keepingin perspectie the differ ent characteristics of the various
traffic typesin the Diffserv framework. We discussthe problems
of the current standards and presentin detail our proposed
extensionto overcomethem. Our simulation resultsshow up good
improvementin throughput and significant benefitsin delay for
all classesof traffic to conclusiely prove our claims.

. INTRODUCTION

The campusnetwork has always beenat the forefront of
networking technology and research;through the birth of
the Internetto the current explosion of peerto-peertraffic.
Currently most campusdesign models consisteither of the
flat campus-widé&/LANs modelor the hierarchicaimulti-layer
model[1]. Both thesemodelsinvolve significantlylargelayer
2 networks, eitherthroughoutthe campudfor flat modelsor in
the accesdayer for hierarchicalmodels.Suchlayer2 models
are attractve not only for their simplicity and plug-and-play
style of operation,but also for their better performanceand
lower costcomparedo layer3 alternatves.

In both flat and hierarchicalcampusmodels,thereis a lot
of reliance on the basic loop free SpanningTree Protocol
for the correct and desirableoperationof the network. The
legagyy IEEE 802.1D/W standard[2], [3] adoptsa spanning
tree structureto avoid forwarding loops, becausea loop in
a datalink layer is more critical than in a network layer.

This approachseemedplausible for the last few decades.

However, recentlymultimediaapplicationshave attracteda lot
of attentionfrom the network community and various data
types with different service requirementshave emeged. In
this ervironment, the legag/ standardapproachrelying on a
singlespanningreebringsaboutthe following problems First
of all, becauseall the traffic is funneledinto the branches
of the single tree, network congestiontakes place although
blocked links have plenty of available bandwidth.It brings

aboutthe degradationof servicequality for resourcantensive

and QoS(Qualityof Service)-sensitie flows. Thusthe overall

network becomesunderutilized,and the traffic engineering
and load balancingissuesbecomevery difficult to be solved
in such conditions. Secondly the scheduling discipline in

the legagy/ standarddeploys simple priority queuing.In this

discipline, becausehe multimediatraffic is prior to the non-
multimedia traffic, non-multimediaflows of lower priority

may be staned by multimedia flows of higher priority if

multimedia/higher priority flows are a significant fraction

of the traffic. This scenariois very true today and typical

solutionsinvolve network administratorsnanuallydecidingon

the spanningreeconfigurationof differentVLANSs to perform
load balancing.Clearly thereis a lot of time and effort that
will be sared, if the spanningtree protocol cancorvergeto a

goodtopology for the traffic in consideratiorwithout human
interventionand this paperaddresseshis issue.

II. RELATED WORKS

To copewith theinefficiency of the legag/ IEEE 802.1D/W
standard,the IEEE 802.1S[4] working group investigated
the overlay mechanismof multiple treesinsteadof a single
tree. This supplementanapproachaddsthe facility for IEEE
802.1Q [5] VLAN(Virtual LAN) bridges to use multiple
spanningtrees, providing for traffic belonging to different
VLANs to flow over potentially different paths within the
virtual bridgedLAN. A VLAN is a groupof endstationswith
a commonset of requirementsand it sggmentsa broadcast
domainwhich is the extent that a broadcasframe propagates
througha layer 2 network, independenof physicallocation.
VLANSs have the sameattributesasa physicalLAN but allow
to group end stationseven if they are not locatedphysically
on the sameLAN segment.

The otherrepresentatie approachfor copingwith network
congestions the STAR(SpanningTree AlternateRouting) [6]
protocol which adopteda forwarding graphin the placeof a
forwarding tree and improved the performanceby using the
shortestpath. Becausethe QoS of a flow can be affected by
thelengthof anend-to-endorwardingpath,this protocolfinds
and forwards frames over alternatepaths that are provably
shorterthanthe legag/ spanningtree paths.

However, in the both of the abose approachesall the
different types of traffic (such as voice, video, and so on)



in the samegrouparestill forwardedin the sametreeor path.
Thusthe degradationof servicequality and stanation of low
prioritized flows still remain.

1. QOS-AWARE MULTIPLE SPANNING TREES

We proposea hew QoS-avaremultiple spanningreemech-
anism for campus-wideLANs which builds spanningtrees
basedon the traffic types and improves the service quality
andload-balancingfficacy. To ensurebackward compatibility,
the mechanisndoesnot requireary modificationto thelegacy
standardput introducesjust an extension.

The granularity for multiple spanningtreesis one of the
importantperformancdactors,becausat comeswith tradeof
betweencontrol traffic overheadandload-balancingWhena
singlespanningreeis sharedwith all VLANs asin thelegacy
standard,we experience network congestion,stanation of
traffic with lower priority, and degradationof servicequality.
On the contrary if a different spanningtree is built for
eachVLAN, it may causeextremely high overheaddue to
control framesfor tree constructionand could have compat-
ibility problemswith the legag/ tree. To solwe the control
frame explosion problem, the IEEE 802.1S standardadopts
an aggraeyated control frame for all spanningtrees instead
of separatecontrol frames, and provides the capability to
build a common spanningtree for a group of VLANs. To
solve the compatibility problem it introducesone Internal
SpanningTree(IST)andone or more Multiple SpanningTree
Instances(MSTIs)n a region. The IST receves and sends
control framesfrom/to the outsideof region. It is capableof
representinghe entireregion asa virtual bridgeto the outside
world. The MSTIs aresimplespanningreeinstanceghatonly
exist insidearegionandMSTIs never interactwith the outside
of the region.

The IEEE 802.1Sstandarddoesnot specify the details of
mappingof a groupof VLANS to oneor more MSTIs. In the
QoS-avaremechanismye proposea mappingpolicy basedn
thetraffic characteristics-or non-multimediatraffic (e.g.best-
effort traffic), a spanningtree for eachtraffic type is shared
betweenall VLANSs to avoid the control frame explosion. In
the caseof multimediatraffic (e.g.voice andvideo traffic), a
spanningtree is built for each <VLAN, Traffic type> pair,
becauseboth throughputand end-to-enddelay are equally
important factorsin service quality. In the legag/ standard,
a VLAN representsa set of end stationsand a VLAN D
is allocatedand adwertised over the network by a network
administratoror GVRP-like mechanisn{5]. In our new QoS-
awaremechanismyhena VLAN is createdjts traffic typeis
also adwertisedalong with its VLAN ID.

The standard?2] definesthe correspondencketweertraffic
types and user priority values;user priority 0 - best effort
traffic, 1 - backgroundtraffic, 2 - spare,3 - excellent effort
traffic, 4 - controlledload traffic, 5 - video traffic, 6 - voice
traffic, and 7 - network control traffic. For different traffic
types, their most relevant cost metrics can be different. For
instance traffic 7 of the highestpriority requiresthat paclets
be not lost. On the otherhand,traffic 5 and6 areaboutvoice
and video traffic and they ask for boundeddelay and jitter.

TABLE |
PATH COST PARAMETERVALUES

Link Speed || RecommendedValue

< 100Kb/s 200000000

1Mb/s 20000000
10Mb/s 2000000

100Mb/s 200000
1Gb/s 20000
10Gb/s 2000

100Gb/s 200
1Tb/s 20
10Tb/s 2

Traffic typesO to 4 (i.e. non-multimediatraffic) shouldavoid
stanationasmuchaspossible.The legag/ standardusesonly
theinterfacespeedasthe pathcostmetric to build a spanning
tree. This static cost metric does not correctly reflect the
network status,andthe resultingspanningreeis alwayssame
unlessa link failure happensTo overcomethis shortcoming,
we adoptthe useof additionalmetricsbasedon thetraffic type
aswell asinterfacespeedto tunethe path cost.

In the QoS-avare multiple spanningtree mechanismini-
tially a pathcostis determinedby the interfacespeedike the
legag standardas shawvn in Table I. Then the path cost is
tuned by the additional metrics accordingto the traffic type
being serviced.

At first, the spanningtree for non-multimediatraffic (e.qg.
traffic type O to 4) is built accordingto the legag/ standard,
in other words, it is built basedon the interface speed.As
mentionecearlier IEEE 802.1Shave onelST andoneor more
MSTIs. The spanningreefor best-efort traffic (traffic type 0)
in the newv QoS-avare mechanisnplaysa role of IST in the
legag standard,n other words it connectswith an outside-
campusspanningtree, and the other spanningtreesfor the
traffic of the higher priority arerelatedto the MSTIs.

In the caseof multimedia traffic (traffic type 5 and 6),
the end-to-enddelay is one of the most significant factors.
But queueinformation is very dynamic and unpredictable,
especiallyin the simple priority queuingdiscipline. So we
introducea new metric, the numberof active VLANs which
indicatesthe numberof actual VLAN flows passingthrough
a bridge. Becausethe spanningtree spansall the bridgesin
a network and the actualtraffic may flow over only a minor
part of the spanningtree, we use the up-to-dateentriesin
the filtering databasdo know how mary VLANs are active
through a particular port. Using this information, when a
bridgerecevesa control framefor spanningtree construction
(a BPDU frame) for a < VLAN, Traffic type > pair, the
bridgecalculateghefeasiblebandwidth,Fy,, (tc) andeffective
bandwidth, B, (tc) basedon the traffic classte specifiedin
the BPDU.

For eachqueuei of the sameor higher priority than the
traffic type in the BPDU,

Fp, (i) =C — Z(Ratej - Numy;) foreachj >=1i (1)
J



Ep(i)=a-C — Z(Ratej - Numy;) forallj 2
J

Rate; indicatesthe averageor expecteddatarate of traffic
type i. Usually simple bridgesdo not have ary facilities of
throughputcalculation.But, becausea voice or video traffic
is encodedor compressedy the commonand generalfew
schemeswe can deducethe averagedatarate of the voice
or video traffic. For instance,the average data rate of a
voice traffic is about 90Kbps [7] when using the general
encodingschemesuchas G.711,G.726,G.729A,or G.723.1.
In a video traffic usingthe generalcompressiorschemesuch
as H.261, H.263, or MPEG1/2, the average rate is about
730Kbps/640Kbpgor VBR/CBR, respectiely. Num; andC
mean the number of pending VLANs of traffic type i and
the interface speedrespectiely. « is a parameteto limit the
bandwidthutilization of the traffic of the higher priority, like
Diffserv[8]. In otherwords, it preventsthe multimediatraffic
from hoggingall the link capacityand starvingout the non-
multimediatraffic.

As mentionedabove, the existing standardadoptsa simple
priority queuingscheme So, the servicequality of a flow can
be affected by the flows of the sameor higher priority. The
feasiblebandwidth, Fy,, (¢) indicatesa amountof bandwidth
which a flow canoccupy eventhoughthe flows of the lower
priority may be sacrificed.On the other hand, the effective
bandwidth, Ey,, (i) means,the amountof bandwidththat a
flow canoccupy without the stanation of the besteffort traffic
or the sacrificeof the existing flows of lower priority. Using
thesetwo bandwidthvalues,the pathcostis tunedasfollows:

If Ratepppyu < Fiy(tc)( and Ratepppu > Epy (tc),

increase the path cost to the next higher value  (3)
in the recommended table .

Zf Rategppy > Fyuw (tC) and Rategppu > Epw (tC),
increase the path cost two levels higher (4)

in the recommended table .

Ratepppy refersto the averagedatarate of thetraffic type
specifiedin the receved BPDU. In the first case we increase
the costto avoid the sacrificeof the existing flows of lower
priority asmuchaspossible.The latter caseimplies thatthere
is extreme congestionon the link, andit justifies jacking up
the path costby one morelevel to avoid poor servicequality
or unlimited end-to-enddelay Incrementto the next higher
value for instancemeansthat if the interfacespeedin a link
is 10Gbps,the recommendedath cost is 2000 as in Table
I. Thenif a single incrementof the path costis neededthe
pathcostis increasedo the next highervalue,20000.In the
casewe wantto increasat to two levels higher the pathcost
is increasedo 200000.Becausethe root pathin a spanning
treeis selectedbasedon the minimum costpath, throughthis
cost increasingstep the spanningtree can avoid links with
heavy traffic andreducethe stanation or sacrificeof the lower
prioritized traffic.

Our new QoS-avare mechanismbuilds a spanningtree
basedon the network status.Sincethe path cost updatesare
sentto and from switchesevery HELLO time (typically 2
seconds)the tree may be changedover time. However this
is undesirableuntil absolutelynecessarysincethe switching
overheadn termsof paclketsdroppedduring the corvergence
of the treeis prohibitive. However doing away with changing
the spanningtree may also lead to problems.This situation
cancomeaboutbecauseesteffort traffic is consignedo use
the samespanningtree. So, there could be situationswhere
classb5/6 traffic comesin at time ¢, takesup links which were
empty at that time, but part of the dormantBE spanningtree.
Theselinks could get overloadedwhen more BE vlans are
createdsay at time ¢ + § and more traffic poursinto those
links. Since BE traffic is consignedo follow the pre-created
commonspanningtree, while multimediatraffic has already
chosenand pinned down its spanningtree, both classesof
traffic suffer. Thusin sucha situationit might be viable to
changethe spanningtreesfor the class5/6 vlans, so that both
classesbenefitin spite of the temporaryburst of paclet loss
dueto the changeoverhead.

Thus we experimentwith two QoS-avare schemesQoS-
MST andQoS-DYN-MST. QoS-MSTpins down the spanning
trees once they are constructed,by never modifying their
path cost later QoS-DYN-MST however keepsa tab on the
numberof vlans going throughthe ports even after the tree
is constructedTo reducethe switching overheadof the tree,
Qo0S-DrYN-MST only changeghe path costwhen congestion
becomessevere. According to the standard,a root sendsa
BPDU over a network periodically and the bridge which
recevved the BPDU can know whetherthe BPDU is for a
new spanningtree or the existing one.If the BPDU is for the
creationof a new spanningree,the bridge calculateghe path
costbasednthe (3, 4) andif it is for the existing one, it tunes
the path costdependingon whetherits running QoS-MSTor
QoS-DrN-MST asfollows to keepthe existing spanningtree
unchangedas muchaspossible.

If Rategpppy < F(bw) and Rategppy > E(bw),

5
do nothing. ®)

If Rategppu > Fyu(tc) and Rategppu > Epy(tc)
and Scheme = QoS — DY N — M ST, (6)

Increase the path cost as in (4).

Finally, traffic type 7, the network controltraffic is sensitve
to the paclet loss. If thereis ary paclet lossin the queueof
the sameor higher priority, the path costis increasedo the
next higher value. Thus, the spanningtree for traffic type 7
canavoid links with paclet loss.

IV. PERFORMANCE EVALUATION

To evaluatethe performanceof our new mechanismwe
adoptedthe Qualnet 3.5 network simulator [9] which has
the IEEE 802.1D/W and 802.1Q modulesfor the spanning
tree and vlan mechanismWe implementedthe IEEE 802.1S
for multiple spanningtree (MST) and our QoS-avare MST



TABLE 1
THROUGHPUT FOR EACH TRAFFICTY PE (KBPS)

10 VLANSs
Best Effort Video
Dist. Q0S-MST | Q0S-DYN-MST | QoS-MST | QoS-DYN-MST
20/ 70/ 10 0.019 0.003 5100 335
30/60/ 10 1570 1570 941 941
45/ 45/ 10 0.01 0.01 12 12
20 VLANs
Best Effort Video
Dist. Q0S-MST | Q0S-DYN-MST | QoS-MST | QoS-DYN-MST
20/ 70/ 10 -4400 -64 5260 483
30/60/ 10 -3260 322 1570 611
45/ 45/ 10 693 693 0.157 0.157
30 VLANs
Best Effort Video
Dist. QO0S-MST | Q0S-DYN-MST | QoS-MST | QoS-DYN-MST
20/ 70/ 10 -2700 -404 6900 554
30/60/ 10 -3800 -1800 1000 757
45/ 45/ 10 180 909 40 -1000

modulesandcomparedhe performancédetweerbothof them
in termsof the throughputand end-to-enddelay

In the grid topology with 16 bridges and 10Mbps links,
we adoptedfour types of traffic (best effort, video, voice,
andnetwork control), which aregeneratedy CBR andVOIP
traffic generatarin the varianceof the distribution between
the four typesof traffic over a whole network, we measured
the performancedor eachtype of traffic.

Thetableshavs theimprovementexperiencedy the differ-
ent traffic distributions for eachtraffic classwhen compared
with the regular single SpanningTree ST (802.1D/W)imple-
mentationlts obviousthatbothMST (802.1S),Q0S-MSTand
QO0S-DYN-MST do much betterthat ST. Thus the schemes
that are really interestingin terms of comparisonare MST
(802.1S),Q0S-MSTand QoS-DYN-MST.

Theremainingtablesthereforearedevotedto comparingthe
improvementexperiencedy the differenttraffic distributions
for the QoS-MST and the QoS-DYN-MST scheme,when
comparedwith simple MST (802.1S).We used 10, 20 and
30 vlans, to saturatethe network completely The Table I
and lll showv the throughputand end-to-enddelay for each
traffic classin varianceof the traffic distribution. In the case
of network control traffic of the highestpriority, it is never
sacrificedby the othertraffic andit is rarely droppedexcept
whena link is congestedy the other network control traffic.
Thus, we focusedon the performanceof best effort, video,
andvoice traffic. In the caseof voice traffic (VOIP), because
its thoughputis small and not a significantfactor, we devoted
to comparingthe throughputof besteffort and video traffic.
Thetraffic distribution indicatesthe portion of the eachtype of
traffic over the whole network traffic. For instance,20/70/10
means20% for besteffort traffic, 70% for multimediatraffic
(voice andvideo traffic), and 10% for network control traffic.
If the portion of the multimediatraffic is so small compared
with the non-multimediatraffic, it cannotaffect the stanation

of besteffort traffic, so we kept the amountof multimedia
traffic not so small to clarify the differenceof performance.
The tables showv clearly that both QoS-MST and QoS-
DYN-MST shawv clear improvementsover simple MST. A
few results are quite interestingand validate our intuition.
For example, for 20 vlans, traffic distribution 20/70/10and
30/60/10,we seethat BE traffic actually suffers much more
in caseof Q0S-MSTthanin the caseof QoS-DYN-MST, while
Multimedia traffic gains much more in QoS-MST compared
to QoS-DYN-MST. This is becauseaswe earlier said, QoS-
MST pins down the spanningtree, thus traffic class5 and
6, get a good tree, and hog it, leadingto stanation of BE
traffic that comesin later On the other hand, QoS-DyN-
MST, continuouslymonitors and changesthe spanningtree
if neededfor traffic classes5 and 6. This leadsto better
sharingof bandwidthbetweenthe variousclassesin fact, in
the 30/60/10distribution for 20 vlans, we seethat both BE
andmultimediatraffic gain,comparedo MST, while for QoS-
MST, multimediatraffic gainsalot, but BE traffic is sacrificed.

V. CONCLUSION AND FUTURE WORK

We explained the significant shortcomingsof the basic
Spanning Tree and the Multiple Spanning Tree protocols
with regard to QoS. The Multiple spanningtree protocol
achieves only geographicaload balancing,and doesnt take
into accountthe varied characteristicof the traffic passing
throughit apartfrom the simple priority queuingtechnique.
We detailanovel, simpleandyet highly effective enhancement
to the Multiple SpanningTree protocolto achieve high degree
of QoS.We achieve this by keepingin perspectie thedifferent
characteristicsof the various traffic types in the Diffserv
framavork. The details of the schememale it clearthat its
very practicalandcanbe put into implementatiorand practice
with minimal effort.



TABLE 1lI
END-TO-END DELAY FOR EACH TRAFFICTYPE (MS)

10 VLANSs
Best Effort Video Voice
Dist. Q0S-MST | Q0S-DYN-MST | Q0S-MST | Q0S-DYN-MST | QoS-MST | QoS-DYN-MST
20/ 70/ 10 -0.02 -0.07 22 11 28 23
30/60/10 -0.03 -0.03 17 17 0.61 0.61
45/ 45/ 10 0.38 0.38 0.33 0.33 0.39 0.39
20 VLANs
Best Effort Video Voice
Dist. Q0S-MST | Q0S-DYN-MST | Q0S-MST | Q0S-DYN-MST | QoS-MST | QoS-DYN-MST
20/ 70/ 10 -60 -5 23 11 75 -1.7
30/60/10 -172 -27 11 0.2 29 12
45/ 45/ 10 36 36 0.01 0.01 9.6 9.6
30 VLANs
Best Effort Video Voice
Dist. Q0S-MST | Q0S-DYN-MST | Q0S-MST | Q0S-D/N-MST | QoS-MST | QoS-DYN-MST
20/ 70/ 10 135 142 58 15 126 72
30/60/ 10 -430 -107 4.4 1.5 15 -34
45/ 45/ 10 52 77 0.26 -2.0 91 53

We look at two variationsof the schemeto validate our
intuition, thatthe spanningreeshouldbe changedvhenthere
is extreme congestion.Our simulation results shav much
improvementin throughputand significant benefitsin delay

for

all classesof traffic to conclusvely prove our claims.

Using two variationsof the tree updatingscheme we showv
the tradeof betweenthe gainsof multimediatraffic and the
loss of the non-multimediatraffic. we plan to emulateour
schemeover a testbed[10] to further prove our point about
its practicalfeasibility.
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