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Abstract. We introduce and de�ne the notion of identity-based zero-
knowledge, concentrating on the non-interactive setting. In this set ting,
our notion allows any prover to widely disseminate a proof of a state-
ment while protecting the prover from plagiarism in the foll owing sense:
although proofs are transferable (i.e., publicly veri�able), they are also
bound to the identity of the prover in a way which is recognizable to any
veri�er. Furthermore, an adversary is unable to change this identity (i.e.,
to claim the proof as his own, or to otherwise change the authorship),
unless he could have proved the statement on his own.

While we view the primary contribution of this work as a forma l def-
inition of the above notion, we also explore the relation of t his notion
to that of non-malleable (non-interactive) zero-knowledge. On the one
hand, we show that these two notions are incomparable: that i s, there
are proof systems which are non-malleable but not identity- based, and
vice versa. On the other hand, we show that a proof system of either
type essentially implies a proof system of the other type.
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1 Introduction

One of the motivations behind the introduction of the fundamental notion of
zero-knowledge (ZK) proof systems by Goldwasser, Micali, and Racko� [9] was
to allow a prover to convince a veri�er about the validity of a theorem without
enabling the veri�er to later convince someone else [2]. When viewing ZK proofs
in this way, one sees that a primary concern of such proofs is to prevent pla-
giarism; in other words, the prover wishes to prevent the veri�er from learning
some valuable information from the proof and later claiming the proof as his
own (without properly referencing the original prover).

We remark that the above concerns are handled, to some extent, by ZK proofs
in the interactive setting. Here, we have a proverP and a (possibly malicious)
veri�er V who will (at some later point) try to convince a second veri�er V 0. Since
the transcript of the interaction between P and V can be simulated, by de�nition
of zero-knowledge, a copy of the proof transcript will not beconvincing to V 0.
Additionally, if V and V 0 interact after completion of the interaction betweenP
and V , the zero-knowledge property implies thatV gains no advantage in trying
to convince V 0.

Of course, the concern remains thatV might interact with V 0 while interact-
ing with P (i.e., act as man-in-the-middle). A related concern, in thepublic-key
setting, was considered by Jakobsson, Sako, and Impagliazzo [10] (see also the
related work by Cramer and Damg�ard [5]) who introduce proof s meant to con-
vince only a single, designated veri�er. Note that such a notion, if extended to the
non-interactive setting, would fundamentally limit the widespread dissemination
of proofs; on the other hand, frequently one would like todisseminate proofs as
widely as possible (e.g., to announce results to the scienti�c community).

Indeed,non-interactive ZK (NIZK) proof systems introduced by Blum, Feld-
man, and Micali [3] paradoxically allow (in the presence of acommon-random
string available to all parties) the widespread dissemination of zero-knowledge
proofs. However, although NIZK proofs \hide" the witness to the truth of the
theorem, NIZK proofs do not seem to o�er any guarantees against plagiarism.
That is, if P gives a non-interactive proof � to V , this proof is still convincing
when V transfers it to V 0. Note that, here, V 's interaction with V 0 does not need
to be simultaneous with his interaction with P, since� can be copied and stored
until needed. Indeed, oneadvantageof NIZK proofs is that they are transferable
and can be passed from veri�er to veri�er yet still remain a convincing proof of
the theorem claimed. However, NIZK proofs are notbound in any way to the
original discoverer of the proof. That is, once a prover gives a convincing NIZK
proof to the �rst veri�er, the veri�er can claim that proof as his own!

Ideally, one would like to retain the ability to disseminate proofs as widely
as possible while maintaining clear (and unalterable) information about who
actually created the proof. To protect the original prover P, some mechanism
needs to be developed which ensures that (1) if the proof is passed from veri�er
to veri�er it remains a convincing proof; yet (2) if the proof is simply copied,V 0

will recognize that P was the one who actually composed the proof. Furthermore,



(3) any adversaryV 0 should be unable to modify the proof to make it appear as
though he (V 0) actually composed the proof.

Toward this end, we formally de�ne the notion of identity-based proof sys-
tems which satisfy the security requirements implied by the discussion above.
We also show a simple and provably-secure construction of anidentity-based
scheme achieving the stated requirements, starting from any non-malleable zero-
knowledge scheme [7]. In our construction, we do not rely on public-key infras-
tructure.

1.1 Related Work

The notion informally outlined above is related to the notion of non-malleability
as introduced by Dolev, Dwork, and Naor [7]. Yet, these two notions are techni-
cally very di�erent and non-malleability does not automati cally imply security
in the sense esdescribed above. Speci�cally, we note that although Dolev, et al.
discuss a way to simplify the construction of non-malleablecryptosystems when
identities are present, theydo not formally de�ne the idea of \binding" or \link-
ing" an identity with a proof. One can also see that a non-malleable NIZK proof
system doesnot achieve the security desired in our setting; in particular,the def-
inition of non-malleability does not protect against copying (something we are
explicitly concerned with here), and known non-malleable NIZK proof systems
[7, 16, 6] do not consider the notion of having the prover's identity associated
with the proof. Furthermore, an identity-based proof system (as de�ned below)
is not necessarily non-malleable.

We show, however, an underlying connection between (non-interactive) non-
malleable and identity-based proof systems: our construction of an identity-based
proof system uses any non-malleable proof system as a building block, and we
show how any identity-based system can be used to construct anon-malleable
scheme without much additional complexity.

Since the original version of this manuscript was written, an improved con-
struction of (interactive) non-malleable zero-knowledgehas been proposed [1].
See also the work of [11, 15] which,inter alia , construct identity-based zero-
knowledge proofs for identities of logarithmic length which are �xed a priori
(note, however, that neither of these works formally de�ne the notion of identity-
based zero knowledge). Also related to this work is recent work of Pass [14] which
is concerned with the transferability of NIZK proofs, but is not explicitly con-
cerned with associating proofs with identities. We remark also that NIZK proof
systems in the universally composable (UC) framework [4] incorporate identities
to some extent (as a consequence of the de�nition of the UC framework), but
not quite the way we do so here. For one thing, in the UC framework there is
no notion of \transferability" of NIZK proofs (indeed, such proofs inherently
cannot be transfered in the UC framework), and there is no direct requirement
that identities be \extractable" from proofs. Nevertheless, known constructions
of NIZK proofs in the UC framework do achieve our de�nition.

The complementary notion of identity-based interactive proof systems is also
of interest. Although the notion seems not to have been considered explicitly in



the early work on non-malleability [7] (and no formal de�nit ion of such a notion
has previously appeared), the techniques given there may beadapted to yield
identity-based proof systems in the interactive setting. Our results below, show-
ing that identity-based proof systems can be used to construct non-malleable
proof systems, extend to the interactive setting as well. Inparticular, the meth-
ods of Theorem 2 show that the existence of anr -round identity-based (in-
teractive) proof system implies the existence of anr -round non-malleable proof
system, indicating that the complexity of identity-based systems is not any lower
than non-malleable ones.

2 De�nitions

We begin with the standard de�nition of (adaptive) NIZK proo f systems, with
one additional feature: The prover algorithm P takes as one of its inputs a
string id representing an identity. The veri�cation algorithm V, on input a proof
� , outputs both a bit denoting acceptance/rejection of the proof as well as a
string id indicating which party it believes was the one who generatedthe proof.
The intention is that the identity information id is embedded in� by the prover
(in some way) such that it can be extracted e�ciently by the ve ri�er V. The
following de�nition deals simply with the correctness of this process; however,
this embedding of the id will be crucial when we de�ne security for an identity-
based scheme further below.

De�nition 1. � = ( p; q;P; V; S = ( S1; S2)) is an NIZK proof system with
extractable identity for languageL with witness relation R if p; q are polynomial
(with q(k) = ! (log k)) and P; V, and S are ppt algorithms such that:

1. (Completeness): For all x 2 L , all w such that (x; w) 2 R, all � 2
f 0; 1gp( jx j ) , and all id 2 f 0; 1gq( jx j ) , we haveV(x; P(x; w; id; � ); � )1 = true
(where V(�; �; �)1 represents the �rst component ofV's output).

2. (Extractable identities): For all x 2 L , all w such that (x; w) 2 R, all
� 2 f 0; 1gp( jx j ) , and all id 2 f 0; 1gq( jx j ) , we haveV(x; P(x; w; id; � ); � )2 = id .

3. (Soundness): For all unbounded algorithmsP0, if � 2 f 0; 1gp( jx j ) is chosen
randomly, the probability that P0(� ) outputs (x; � ) such that V(x; �; � )1 =
true and x =2 L is negligible.

4. (Zero-knowledge): For all x 2 L , all w such that (x; w) 2 R, and all id 2
f 0; 1gq( jx j ) , the following distributions are computationally indistinguishable

(where k def= p(jxj)):
�

�  f 0; 1gk ; �  P (x; w; id; � ) : ( �; � )
	

�
(�; s )  S 1(1k ); �  S 2(x; id; s) : ( �; � )

	
:

We remark that our results extend to a stronger (robust) notion of Non-
Interactive Zero-knoweldge, considered in [6], where� is identical in the real
interaction and in the simulation 4.
4 That is, the two experiemnts are as follows: First, generate (�; s )  S 1(1k ), where

we require the distribution on � to be uniform, and them we require that the



We further remark that the above de�nition says nothing about a prover
who chooses to use some arbitrary identity (i.e., as opposedto their own iden-
tity) when constructing a proof. Indeed, this cannot be prevented without the
additional assumption of some infrastructure who \binds" physical entities to
identities.

Following [8, 6], we extend the above de�nition to allow for simulation of any
polynomial number of proofs:

De�nition 2. � = ( p; q;P; V; S) is an unbounded NIZK proof system with
extractable identity for language L with witness relation R if � is an NIZK
proof system with extractable identity and for allppt A, we have that:

�
�
�Pr[ExptA;� (k) = 1] � Pr[ExptSA;� (k) = 1]

�
�
�

is negligible; where:

ExptA;� (k) :
�  f 0; 1gk

return AP ( �;� ;� ;� ) (� )

ExptSA;� (k) :
(�; s )  S 1(1k )
return AS0( � ;� ;� ;s) (� )

and S0(x; w; id; s) def= S2(x; id; s) (we assume, above, that ifx; w; id is a query of
A, then (x; w) 2 R; note that this can be veri�ed easily).

We now turn to the de�nition of security (as sketched in the In troduction)
for this setting. Informally, we want to ensure that an adversary cannot take
a proof � given by a prover P(x; w; id; � ) and convert it to a proof � 0 (for
the same theorem) such thatV(x; � 0; � )1 = true, yet V(x; � 0; � )2 6= id. In fact,
our de�nition is even stronger as it rules out the possibility of an adversary
claiming any proof with respect to a \new" identity unless (informally) t he
adversary could have proved such a statement on its own. Morespeci�cally,
anything the adversary can prove with respect to anew identi�er after seeing
any (polynomial) number of proofs � 1; : : : ; � ` given by provers with (possibly)
multiple identities (adaptively chosen by the adversary), could have been proved
by the adversary without seeing these proofs.5 Our de�nition is based on that of
[6], who present de�nitions in the context of non-malleableNIZK. However, we
stress (as pointed out previously) that non-malleable and identity-based proof
systems are incomparable, in the sense that a proof system satisfying one need
not satisfy the other. We make this explicit in Lemmas 1 and 2,below.

De�nition 3. Let � = ( p; q;P; V; S) be an unbounded NIZK proof system with
extractable identity for languageL with witness relation RL . We say that � is
an identity-based NIZK proof system for L if there exists an extractor Ext such

following two distributions are indistinguishable: f �  P (x; w; id; � ) : ( �; � )g and
f �  S 2(x; id; s) : ( �; � )g.

5 When we say that x \could have been proved by the adversary", we mean that an
actual witness w for x can be extracted from the adversary (see De�nition 3).



that, for all ppt adversaries A and all poly-time relations R, the following is
negligible: �

�
�Pr[ExptIDS

A;R;� (k)] � Pr[ExptID0
A;R;� (k)]

�
�
� ;

where:

ExptIDS
A;R;� (k) :

(�; s )  S 1(1k )
(x; �; aux)  AS2 ( � ;� ;s) (� )
Let I be the list of identities queried byA
return true i�

V(x; �; � )1 = true and
V(x; �; � )2 =2 I and
R(x; aux) = 1

ExptID0
A;R;� (k) :

(x; w; aux)  ExtA (1k )
return true i�

(x; w) 2 RL and
R(x; aux) = 1

(we assume, above, that ifx; id is a query of A, then x 2 L).

We remark that the above de�nition actually corresponds to an NIZK proof of
knowledge(in the sense that Ext \extracts" a witness from A). It is possible to
relax the de�nition (and our constructions) for the case of NIZK proofs but we
omit the details here.

The next two lemmas indicate that identity-based schemes and non-malleable
schemes are incomparable. For self-containment, we include in Appendix A a
de�nition of non-malleable NIZK proof systems (adapted from [6]).

Lemma 1. Assuming the existence of trapdoor permutations and6 dense cryp-
tosystems, there exists a proof system� which is a non-malleable NIZK proof
system yet is not an identity-based NIZK proof system.

Proof (sketch). Consider, for example, the non-malleable schemes given in [6].
In these schemes, there is no notion of prover identities at all, and thus no
connection whatsoever between a proof and the identity of the prover.

Lemma 2. Assuming the existence of trapdoor permutations and dense cryp-
tosystems, there exists a proof system� which is an identity-based NIZK proof
system yet is not a non-malleable NIZK proof system.

Proof (sketch). An identity-based NIZK proof system only prevents an adversary
from modifying an existing proof to yield a proof which is not associated with
any of the legitimate provers, yet it may be possible for an adversary to modify
an existing proof to yield a proof of a di�erent statement (bu t in the name of
the original prover). In particular, consider the construction � of an identity-
based proof system given in Section 3. De�ne proof system� 0 in which a prover
appends an extra bit to the end of every proof which is ignoredby the veri�er.

6 The assumption of dense cryptosystems is needed only for thede�nitions as cur-
rently presented. By relaxing the de�nitions to consider proofs rather than proofs of
knowledge(see the remark following Def. 3) we can, following [6, Footnote 6], base
our results on the assumption of trapdoor permutations alon e.



Since 
ipping the �nal bit of a valid proof yields a new valid p roof, clearly the
scheme is not non-malleable. Yet it is not di�cult to show tha t � 0 remains an
identity-based proof system

3 An Identity-Based Proof System

We construct an identity-based NIZK proof system � starting from any non-
malleable NIZK proof system e� = (~p; eP; eV; eS) for languages inN P . We make
the additional assumption that e� has uniquely applicable proofs(see [16]). This
means that, for all x; x 0�; � with x 6= x0, if eV(x; �; � ) = true then we must have
eV(x0; �; � ) = false. Known techniques for constructing non-malleable NIZK proof
systems [16, 6] give proof systems which have uniquely applicable proofs.

The intuition behind our construction 7 of proof system� for languageL 2
N P is as follows: an identity-based proof of the theoremx 2 L using identity
id will consist of a proof (under e� ) of the theorem that either x 2 L or (a
portion of) the common random string speci�es a commitment to id. A formal
description follows:

{ Common random string. Let k def= jxj. De�ne p(k) def= ~p(6k2 + 2 k) + 6 k2.
The random string � 2 f 0; 1gp(k) is parsed as� 1 � � 2, with j� 1 j = 6 k2. String
� 1 is parsed asr1; c1; : : : ; r k ; ck where jr i j = jci j = 3 k, for all i . Pair ( r i ; ci )
will be viewed as a bit commitment as follows [12]: letG : f 0; 1gk ! f 0; 1g3k

be a pseudorandom generator. Ifci = G(y) for somey, then (r i ; ci ) represents
a 0. If ci � r i = G(y) for somey, then (r i ; ci ) represents a 1. Note that with
all but negligible probability over random choice of r i ; ci , the pair will not
represent a valid commitment to any value.

{ Prover strategy. Any q(k) = poly(k) is possible; for simplicity, we set

q(k) def= k. De�ne language eL 2 N P as consisting of tuples (x; id), with
jxj = k and j� 1 j = 6 k2, such that at least one of the following is true:
1. x 2 L
2. � 1 is a commitment (see above) to thek-bit string id.

(Note that eL depends on a �xed value of� 1. Thus, technically, we should
write eL � 1 ; however, we suppress� 1 in the notation.) Algorithm P(x; w; id; � ),
where id 2 f 0; 1gk , is de�ned as follows: First, � is parsed as� 1 � � 2. P sets
~x := ( x; id) and runs eP(~x; w; � 2), where eP is the proof system for language
eL . Let ~� be the output of eP. The output of P is then � := ( id; ~� ).

{ Veri�er strategy. V(x; (id; ~� ); � ) runs as follows: First, � is parsed as� 1 � � 2.
The veri�er sets ~x := ( x; id) and outputs ( eV(~x; ~�; � 2); id).

{ Simulation. We de�ne (S1; S2) as follows: S1(1k ) chooses� 1 2 f 0; 1g6k 2
at

random and then runs eS1(1k ) to generate (� 2; s). The output of S1 is (�; s ),

7 In fact, a simpler construction is possible. Informally, to prove x 2 L we �rst con-

struct the language L 0 def= f (id; x ) j x 2 L g and then give a non-malleable proof that
(id; x ) 2 L 0. We omit the details and a proof of security for this construc tion.



where � = � 1 � � 2. Algorithm S2(x; id; s) sets ~x := ( x; id), and runs eS2(~x; s)
to obtain output ~� . Finally, S2 sets � := ( id; ~� ) and outputs � .

The security o�ered by this construction is described by the following theorem:

Theorem 1. If e� is a non-malleable NIZK proof system (with uniquely appli-
cable proofs) for ~L , then � is an identity-based NIZK proof system for L .

Using [6], we immediately obtain the following corollary:

Corollary 1. Assuming the existence of trapdoor permutations and dense cryp-
tosystems, there exists an identity-based NIZK proof system for any L 2 NP .

We now prove the theorem.

Proof. One-way functions are su�cient for the construction given above; fur-
thermore, the fact that e� is an NIZK proof system for languages outsideBPP
implies that one-way functions exist (assumingN P 6= BPP) [13]. We �rst show
that � is an NIZK proof system with extractable identity (cf. De�ni tion 1).
Completeness and identity extraction are trivial. Soundness of � follows from
the soundness ofe� and the observation that, with all but negligible probabili ty
over randomly chosen� = � 1 � � 2, the string � 1 cannot be interpreted as a com-
mitment to any string id. Zero-knowledge will follow from the stronger property
proved below.

To show that � is unbounded, consider an arbitraryppt adversaryA (cf. Def-
inition 2). De�ne eA as follows: on input � 2, adversary eA generates� 1 2 f 0; 1g6k 2

at random and runs A(� 1 � � 2). When A submits query (x; w; id), algorithm eA
sets ~x := ( x; id) and submits query (~x; w) to its oracle. Upon receiving ~� in
response,eA returns to A the value (id; ~� ). Finally, eA's �nal output is whatever
A outputs. Note that:

Pr[ExptA;� (k) = 1] = Pr[ ExpteA; e� (k) = 1]

and
Pr[ExptSA;� (k) = 1] = Pr[ Expt

eS
eA; e� (k) = 1] :

Thus, if e� is an unbounded NIZK proof system (cf. De�nition 5), � is an
unbounded, identi�able NIZK proof system.

We now prove that � is an identity-based NIZK proof system. Let A be
a ppt adversary, and let R be a poly-time relation. De�ne eA as follows: on
input � 2, adversary eA generates� 1 2 f 0; 1g6k 2

at random and runs A(� ), where
� = � 1 � � 2. When A submits query x; id to its oracle for S2, algorithm eA sets
~x := ( x; id) and submits query ~x to its oracle for eS2. Upon receiving ~� in response,
eA returns to A the response (id; ~� ). When A outputs (x f ; � f = ( idf ; ~� f ); aux),
algorithm eA checks whetheridf appears in the list of identities queried by A. If
it does not, eA outputs (~x f = ( x f ; idf ); ~� f ; aux); otherwise, eA outputs ? .

Furthermore, de�ne relation eR as follows: eR(~x = ( x; id); aux) = 1 if and only
if R(x; aux) = 1.



We claim that:

Pr[ExptIDS
A;R;� (k)] = Pr[ ExptNM

eS
eA; eR; e� (k)]: (1)

To see this, �rst note that the simulation (in ExptNM) provided by eA for A is
perfect. Thus, the distribution on the values (x f ; � f = ( idf ; ~� f ); aux; � ) in the

two experiments is identical. Furthermore, note that (as above, we let ~x f
def=

(x f ; idf )):
V(x f ; � f ; � )1 = true eV(~x f ; ~� f ; � 1) = true

V(x f ; � f ; � )2 =2 I () ~� f =2 Q
R(x f ; aux) = 1 eR(~x f ; aux) = 1

;

where I is the list of identities queried by A and Q is the list of proofs which eA
received from oracleeS2 (here, we use the property that e� has uniquely applicable
proofs). This completes the proof of the claim.

Let fExt be the extractor for proof system e� guaranteed by De�nition 6. We
now specify extractor Ext. Algorithm ExtA (1k ) �rst chooses � 1 2 f 0; 1g6k 2

at
random and �xes it for the remainder of its execution; note that this de�nes eL .
Next, Ext runs fExt(1k ), responding to the oracle calls of fExt as follows: when
fExt submits � 2 to its oracle for eA, Ext submits � 1 � � 2 to its oracle for A.
When A queries x; id, algorithm Ext responds by �rst setting ~x := ( x; id) and
sending query ~x to fExt. When fExt responds with ~� , algorithm Ext responds to
A with � = ( id; ~� ). Ultimately, when A generates its �nal output ( xa ; � a =
(ida ; ~� a ); auxa), algorithm Ext gives (~xa = ( xa ; ida); ~� a ; auxa) to fExt. When fExt
outputs (~x f = ( x f ; idf ); ~w; auxf ), algorithm Ext outputs (x f ; ~w; auxf ).

Note that, in the simulation above, Ext perfectly simulates oracle eA for fExt
(where eA is de�ned as before). Furthermore, note that if ~w is a witness to ~x f 2 eL
then, with all but negligible probability, ~w is also a witness tox f 2 L . This is
so because, with all but negligible probability, string � 1 is not a well-de�ned
commitment to any string id. Therefore, the following is negligible:

�
�
�Pr[ExptID0

A;R;� (k)] � Pr[ExptNM0
eA; eR; e� (k)]

�
�
� : (2)

Equations (1) and (2) complete the proof that � is identity-based.

4 From Identity-Based Schemes to Non-Malleability

In this section, we further study the relation between identity-based NIZK proof
systems and non-malleable NIZK proof systems. Section 3 shows how to con-
struct an identity-based proof system based on any non-malleable proof system.
Yet, since the de�nition of identity-based proof systems seems weaker than the
de�nition of non-malleable proof systems, one may wonder whether more e�-
cient constructions of identity-based proof systems are possible. Our results in-
dicate that, in some sense, this is not possible. More formally, we show that any



identity-based NIZK proof system can be converted to a non-malleable NIZK
proof system with minimal additional overhead. Below, we consider the non-
interactive case; however, our results extend to the interactive setting as well.
In particular, one can show (using a construction much like the one given be-
low) that any identity-based, interactive ZK proof system can be converted to
a non-malleable, interactive ZK proof system without any increase in round-
complexity.

We begin with an identity-based NIZK proof system e� = (~p; ~q; eP; eV; eS) in
which q(k) = ! (log k). We make the additional assumption that e� has uniquely-
applicable proofs [16] (the construction given in Section 3satis�es this assump-
tion). In non-malleable proof system � which we construct, a proof that x 2 L
will consist of the following: (1) a veri�cation key VK for a one-time signature
scheme, (2) a proof ~� , in proof system e� and using id = VK, that x 2 L , and
(3) a signature � on ~� , using the secret keySK which corresponds toVK. A
complete description of the protocol follows:

{ Common random string. Let jxj = k and de�ne p(k)
def
= ~p(k). Thus, the

random string � used by � to prove statements of length k will have the
same length as that used bye� .

{ Prover strategy. We use a one-time signature scheme secure against ex-
istential forgery: algorithm KeyGen(1k ) generates signing/veri�cation keys
(SK; VK). We assume for simplicity that VK output by KeyGen(1k ) has length
~q(k) (recall the de�nition requires ~q(k) = ! (log k)). Algorithm P(x; w; � )
�rst runs KeyGen(1k ) to generate (SK; VK). Then, P runs eP(x; w; VK; � ) to
give proof ~� . Finally, P signs ~� (using SK) to obtain signature � . The output
is � = ( VK; ~�; � ).

{ Veri�er strategy. V(x; (VK; ~�; � ); � ) runs as follows: if � is not a valid
signature of ~� under VK or eV(x; ~�; � )2 6= VK, output false. Otherwise, output
eV(x; ~�; � )1.

{ Simulation. S1(1k ) simply outputs the result �; s of running eS1(1k ). To
simulate a proof, S2(x; s) runs KeyGen(1k ) to obtain ( SK; VK), and then
runs eS2(x; VK; s) to obtain ~� . Finally, S2 signs ~� using SK, giving signature
� . The output is � = ( VK; ~�; � ).

The security of this construction is given by the following theorem:

Theorem 2. If e� is an identity-based NIZK proof system (withq(k) = ! (log k)
and uniquely applicable proofs) forL , then � is a non-malleable NIZK proof
system for L .

Proof. One-way functions are su�cient for the construction above; furthermore,
the fact that e� is an NIZK proof system for languages outsideBPP implies that
one-way functions exist (assumingN P 6= BPP) [13]. Completeness, soundness,
and (unbounded) zero-knowledge of� follow from the fact that e� satis�es
De�nitions 1 and 2. Therefore, we focus on proving that � satis�es De�nition 6.

Let A be a ppt adversary and R be a poly-time relation (cf. De�nition 6).
De�ne eA as follows: on input � , adversary eA simply runs A(� ). When A submits



query x to its oracle for S2, algorithm eA runs algorithm KeyGen(1k ) to obtain
(SK; VK), and submits query x; VK to its oracle for eS2. Upon receiving ~� in
response,eA generates signature� for ~� using SK, and returns to A the proof � =
(VK; ~�; � ). When A outputs (x f ; � f = ( VKf ; ~� f ; � f ); aux), algorithm eA checks
that � f is a valid proof for x and that � f was not one of the proofs whicheA gave
to A. If both conditions are satis�ed, eA outputs (x f ; ~� f ; gaux = ( aux; VKf ; � f ));
otherwise, eA outputs ? .

We claim that the following is negligible:
�
�
�Pr[ExptNMS

A;R;� (k)] � Pr[ExptID
eS
eA;R; e� (k)

�
�
� : (3)

To see this, note that the simulation provided by eA for A is perfect. Thus, the
distribution on ( x f ; � f ; aux) in the two experiments is identical. Assuming � f

is a valid proof for x f and that � f was not one of the proofs given toA, there
are two possibilities: either VKf is equal to one of the veri�cation keys which eA
already used or not. The probability of the �rst possibility is negligible, by the
security of the one-time signature scheme. On the other hand, when the second
possibility occurs, we have:

V(x f ; � f ; � ) = true
� f =2 Q

()
eV(x f ; ~� f ; � )1 = true

eV(x f ; ~� f ; � )2 =2 I
;

where Q is the list of proofs received byA and I is the list of veri�cation keys
used by eA. This completes the proof of the claim.

Let fExt be the extractor for proof system e� guaranteed by De�nition 3.
De�ne Ext(1k ) which runs fExt(1k ), responding to the oracle calls offExt as follows:
when fExt submits � to its oracle for eA, this query is forwarded by Ext to its oracle
for A. When A queriesx, algorithm Ext runs KeyGento obtain keys (SK; VK) and
submits query x; VK to fExt. When fExt responds with ~� , algorithm Ext generates
signature � on ~� using SK, and returns � = ( VK; ~�; � ) to A. When A generates
its �nal output ( xa ; � a = ( VKa ; ~� a ; � a); auxa), algorithm Ext gives (xa ; ~� a ; auxa )
to fExt. Finally, when fExt outputs (x f ; wf ; auxf ), algorithm Ext outputs the same.
It is clear that:

Pr[ExptNM0
A;R;� (k)] = Pr[ ExptID0

eA;R; e� (k)]: (4)

Equations (3) and (4) complete the proof that � is non-malleable.
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A De�nitions for Non-Malleable NIZK

For completeness, we include relevant de�nitions from [6].

De�nition 4. ([6, Def. 1]) � = ( p;P; V; S = ( S1; S2)) is a single-theorem
NIZK proof system for a languageL with witness relation R if p is polynomial
and P; V, and S are ppt algorithms such that:

1. (Completeness): For all x 2 L and all w such that (x; w) 2 R, for all
� 2 f 0; 1gp( jx j ) , we haveV(x; P(x; w; � ); � ) = true.

2. (Soundness): For all unbounded algorithmsP0, if � 2 f 0; 1gp( jx j ) is chosen
randomly, the probability that P0(� ) outputs (x; � ) such thatV(x; �; � ) = true
and x =2 L is negligible.

3. (Zero-knowledge): For all x 2 L and all w such that R(x; w) = true,

the following distributions are computationally indistinguishable (wherek def=
p(jxj)): �

�  f 0; 1gk ; �  P (x; w; � ) : ( �; � )
	

and �
(�; s )  S 1(1k ); �  S 2(x; s) : ( �; � )

	
:

De�nition 5. ([6, Def. 2]) � = ( p;P; V; S) is an unbounded NIZK proof
system for languageL if � is a single-theorem NIZK proof system forL and for
all ppt algorithms A, we have thatj Pr[ExptA;� (k) = 1] � Pr[ExptSA;� (k) = 1] j
is negligible; where:

ExptA;� (k) :
�  f 0; 1gk

return AP ( �;� ;� ) (� )

ExptSA;� (k) :
(�; s )  S 1(1k )
return AS0( � ;� ;s) (� )

where S0(x; w; s) def= S2(x; s) (we assume, above, that ifx; w is a query of A,
then (x; w) 2 R).

De�nition 6. ([6, Def. 5]) Let � = ( p;P; V; S) be an unbounded NIZK proof
system for languageL with witness relation RL . We say that � is a non-
malleable NIZK proof system for L if there exists an extractor Ext such that,
for all ppt adversariesA and all poly-time relations R, the di�erence

j Pr[ExptNMS
A;R;� (k)] � Pr[ExptNM0

A;R;� (k)]j

is negligible, where:

ExptNMS
A;R;� (k) :

(�; s )  S 1(1k )
(x; �; aux)  AS2 ( � ;s) (� )
Let Q be the list of proofs returned byS2

return true i�
V(x; �; � ) = true and
� =2 Q and
R(x; aux) = 1

ExptNM0
A;R;� (k) :

(x; w; aux)  ExtA (1k )
return true i�

(x; w) 2 RL and
R(x; aux) = 1

(we assume, above, that ifx is a query of A then x 2 L).


