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Abstract

We consider the classical problem of clock synchronization in distributed systems.
Previously, this problem was solved optimally and efficiently only in the case when all
individual clocks are non-drifting, i.e., only for systems where all clocks advance at the
rate of real time. In this paper, we present a new algorithm for systems with drifting
clocks, which is the first optimal algorithm to solve the problem efficiently: clock drift
bounds and message latency bounds may be arbitrary; the computational complexity
depends on the communication pattern of the system in a way which is bounded by a
polynomial in the network size for most systems. More specifically, the complexity is
polynomial in the maximal number of messages known to be sent but not received, the
relative system speed, and time-stamp size.

Our result has two consequences. From the theoretical standpoint, it refines the known
bounds for optimal synchronization. But even more importantly, it enables us to derive
new optimal algorithms that are reasonably efficient for most practical systems.

1 Introduction

Suppose that all processors in the system are equipped with clocks with known upper and
lower bounds on their rate of progress. Suppose further that for each message delivered by the
system, we are given lower and upper bounds on the transit time of the message. Suppose that
one of the clocks, called source, is progressing precisely at the rate of real time (in fact, we

may assume that the source determines what real time is), and the task of all other processors
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is to provide the users with the best estimate of the source clock, where an estimate is an
interval which is guaranteed to contain the source time. This task is usually referred to as
external synchronization. External clock synchronization is solved by a clock synchronization
algorithm (abbreviated csa henceforth) by means of clock readings, message exchange, and
system specification, including the bounds on clock rates and message speeds. Now, a csa is
said to be general if it applies to all systems, where the real-time specifications are given as
unrestricted non-negative parameters (including infinity). A csa is said to be optimal if at all
times, any tighter estimate (i.e., a smaller interval) may be wrong on some execution which
looks indistinguishable at that point. In [20, 19] the following basic facts were proven. First,
there exists a general optimal on-line algorithm for external clock synchronization; furthermore,
this existential result is complemented with a lower bound which shows that the worst-case
space complexity (in a conservative computational model) of an optimal algorithm for general
systems cannot be less than the logarithm of the number of events in the execution of the
system. Indeed, the complexity of general optimal algorithm in [20] grew without bound as the

number of events in the execution grew.

However, real clock synchronization algorithms need not be general: they should work for
the particular system in which they are deployed. In many cases, such systems permit some
significant assumptions on the timing specifications, which allow us to design efficient optimal
algorithms. An important special case considered by many is systems with drift-free clocks, i.e.,
clocks which advance at the rate of real time (this assumption can be viewed as an abstraction
of systems with short duration, where the drift of the clocks does not accumulate to more than
a negligible amount). In [20] an efficient algorithm is presented for this case, based on the
Bellman-Ford algorithm, where edge weights are derived from the local clocks readings and
the real-time specifications of the system. It is not difficult to adapt this simple algorithm to
scenarios where clocks drift by running a new version of the algorithm every short while (say,
every hour), and combining the results by adding a “fudge factor” to account for the drift.

Such implementations may beat other practical algorithms, but they are still not optimal [18].

In this paper we prove, by presenting a new algorithm, that clocks in many systems can be
synchronized optimally and reasonably efficiently. The key to the new algorithm is a reduction
of the synchronization problem to a single-source shortest-paths dynamic graph problem, which
can be garbage-collected by using an all-pairs shortest-paths algorithm. To explain the com-
plexity of the algorithm, we use Lamport’s “happened before” relation [11]: the complexity of
the algorithm at a node v is polynomial in the maximum, over all times ¢, of the number of “live
messages” from the view point of v at time ¢: these are messages whose sending “happened
before” t at v and whose delivery did not “happen before” ¢ at v. In many practical systems,
this number is linear in the size of the system. The complexity also depends polynomially
on the relative system speed: this is the maximal number of events occurring at the system
between any two consecutive events occurring at the same processor. Typically, the relative
system speed is linear in the number of processors in the system. Note that relative system
speed is related to (but different than) drift.



Related work. The work most relevant to the results presented in this paper is by Patt-
Shamir and Rajsbaum [20, 19], which is summarized in Section 2.3 below. A closely related
paper is by Moses and Bloom [17], where the upper bound on external synchronization is derived
using a calculus of time bounds. Dolev et al. [8] use similar techniques to obtain synchronization
algorithms for relativistic systems. Much effort has been devoted to studying internal synchro-
nization, where the goal is to synchronize clocks within a system in which real-time is not
available (see, e.g., [11, 12, 6, 10, 24, 1], surveys [22, 21] and references therein). The approach
of comparing the synchronization bounds to the best possible bound for the given execution
was first presented by Attiya et al. in [1], where they studied internal synchronization. The
work in [1] extended the work of Halpern et al. [10], which analyzed internal synchronization
as a “game against nature,” which means that it is assumed that the execution should be taken
as if it is generated by an adversary whose aim is to provide as little information as possible
within the system specification. The work in [10], in turn, extended the work of Lundelius
and Lynch [12], which analyzed internal synchronization in fully connected systems where all
link specifications are identical. Much work is also devoted to the issue of fault-tolerant clock

synchronization (e.g., [21, 13, 7]), which falls outside the scope of this paper.

As for practical work, two prominent approaches for clock synchronization are the NTP
[15, 16] by Mills, used over the Internet, and probabilistic clock synchronization algorithm by
Cristian [5]. We explain them briefly in Section 4.

Paper organization. In Section 2 we outline the basic system assumptions we use and review
a few results directly relevant to our work. In Section 3 we present our main result, the new
synchronization algorithm. In Section 4 we show that the new algorithm, under some properties

shared by most systems, has polynomial complexity.

2 Model and Preliminaries

Our system model is the usual network model used, e.g., in [1, 20, 19]. In this section we give
a summary of the essential assumptions. The system consists of processors and communication
links. Processors are assumed to have unique identifiers. Communication links carry messages
between processors. We assume that communication is reliable, and that links are bidirectional.
Message receives and sends are called events or points, and we shall denote them by the letters
p,q,r etc. Processors will be denoted by the letters u,v,w etc. For each event p there is a
unique processor in which it occurs, denoted loc(p). An execution of the system is a sequence
of events, where each event p has its real time of occurrence, denoted RT(p). (The real time
attribute is used only for analysis, and is not available to processors: see “view” below.) In
addition, we shall have for each event p and processor v the local time of v at the occurrence of
p, denoted LT ,(p); if p occurs at v, then we sometimes write LT (p) for LT ,(p). We shall think

of an execution as a graph, whose node set is the set of events, with an edge (p, ¢) if either (i) ¢
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is a receive event of the message whose send event is p, or (ii) p, ¢ occur at the same processor
and ¢ is the first event following p. We further define the standard happens before relation
between two events p, ¢, denoted p — ¢, to hold if and only if there exists a (possibly empty)
directed path from p to ¢ in the execution graph. (Such graphs are sometimes referred to as the
Lamport graphs, as they, as well as the happens before relation, were first defined by Lamport
[11].) Note that in our execution graphs, nodes are also labeled by the real and local times
of occurrence. A wview of an execution is just an execution where the real time attributes are
projected away. Thus a view can also be represented as a graph. Two executions are said to be
indistinguishable if they share the same view. The intention is to capture the notion that real
time is not available from within the system: a view of an execution contains only attributes
available to the processors. To capture the notion that a processor has only local information
regarding the execution, we define the notion of a view from a point p of an execution to be the

view induced by points ¢ such that ¢ — p.

We shall associate with each view a set of real-time specifications, which is a set of bounds
on the difference of real times between pairs of events. We will mainly consider the following

types of real-time specifications.

o Message transit bounds. Denote the send event of a message by p and its receive event
by ¢. In any physical system, we have that RT(¢) — RT(p) € [0, T], but in many systems,

non-zero lower bounds and finite upper bounds may be known.

o Clock drift bounds. Processor clocks usually have known bounds on their rate of progress
with respect to real time. A typical workstation may have a quartz clock whose accuracy
is 50 parts per million (abbreviated ppm), which means, for example, that if it shows

that 10° time units have passed between events p and ¢, then we are guaranteed that

RT(p) — RT(q) € [999950, 1000050].

Given a view, we represent the real time specifications uniformly by a bounds mapping, which
is a function from pairs of events to BR U {T}. The interpretation of a bounds mapping is
just upper bounds: We shall say that an execution « satisfies a bounds mapping B if for all
events p, ¢ in the execution we have that RT(p) — RT(q) < B(p,q). Note that lower bounds
are also implicitly represented by bounds mappings: if we know that RT(p) — RT(q) € [L, U],
then this fact is equivalent to having B(p,¢) = U and B(q,p) = —L. Under our usual real-time
specifications, the bounds mapping value for a pair of points may be finite only if they are

connected by an edge in the view graph.

Example. Consider a system with processors whose clocks may drift up to 100 ppm, and where
message delivery time is completely arbitrary. Then an execution of this system can be modeled
by the following bounds mapping B. B(p,¢) = 0if p is a send event and ¢ is the receive event of
that message; if p occurs after ¢ at the same processor, then B(p, ¢) = 1.0001- (LT (p)— LT (q))
and B(q,p) =0.9999 - (LT (q) — LT(p)); for all other cases, B(p,q) = T.



We stress that in our model, real-time specifications express only upper and lower bounds
on the real times between pairs of events. We do not treat cases such as RT(p) — RT(q) €

[L1,U1]U[Lg, Us] with Ly > Uy. (Such restrictions may arise if local clocks are not continuous.)

To show optimality of synchronization algorithm, we need an additional assumption which
in effect says that the real time specifications expressed by the bounds mapping are the only
criterion to determine whether an execution is possible. Formally, we make the following
assumption. Let # be a view, and let B be a bounds mapping for 3. If there is a way to assign
real times to all points in 3 without violating B, then the result is a possible execution of the

system.

2.1 External Synchronization

In an external synchronization system, one of the processors is designated as the source pro-
cessor, and its clock is assumed to run at the rate of real time. The goal of all other processors
is to get, at all points, the tightest estimate of the value source clock at that point. Formally,
each processor is required to maintain two variables ext_L, ext_U such that at all times, the

source clock is in the interval [ext_L, ext_U].

External synchronization models systems where at least one of the processors has access to
standard time as produced by a radio clock or an atomic clock. The concept is useful in loosely

coupled systems such as the Internet: NTP is an external synchronization system [15, 16].

2.2 Synchronization Algorithms

In this work we consider only how to interpret the data collected by synchronization algorithms.
In order to model this problem, we define passive clock synchronization algorithms, that do
not affect system execution. In other words, the part we call “synchronization algorithm” does
not initiate message sending, nor can it influence the real-time specifications of the system.
This approach (proposed first by [1]) has the advantage of facilitating comparison of different
algorithms under the same conditions: otherwise, if we allow an algorithm to create its own
message traffic, it is not clear how to compare its results with results produced by another
algorithm which generates a different type of message traffic. Furthermore, we restrict our
attention to on-line distributed algorithms (in line with [20], and in contrast to [1]). This is
modeled as follows (see Figure 1). Messages are generated and absorbed by a module called
the send module, which abstracts the module which generates messages for the clock synchro-
nization algorithm. Messages are delivered by the network module. The clock synchronization
algorithm (abbreviated CSA) is a layer between the send module and the network. The CSA

fills information in outgoing messages, and reads the information from incoming messages.

Thus, the only input a CSA module can have at its disposal at any point p is a complete

local view of the execution from p, and the bounds mapping associated with that view (as it is
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Figure 1: Schematic arrangement of the modules of a processor in a clock synchronization

system.

derivable from the system specifications).

An external synchronization algorithm is called general if it works for any bounds mapping,
i.e., 1t does not rely on assumption other than those listed above. An algorithm is called optimal
if at all points, the difference ext_U — ext_L is minimal in the sense that for any output [a, b]
with b—a < ext_U — ext_L, there exists an execution which is indistinguishable from that point,

and such that the source time is outside the interval [a, b].

2.3 Overview of Known Results

For the purpose of the unfolding discussion, it is convenient to use the notion of wvirtual delay
between points, defined as the difference in their local times. Formally, virt _del(p,q) = LT (p) —
LT(q). The concept of synchronization graph [20] is defined as follows.



Definition 2.1 Given a view 3 and bounds mapping B for (3, the synchronization graph for 3
and B is a weighted directed graph, denoted , sgg = (V, F,w), where V is the set of events in
the execution, (p,q) € E if and only if B(p,q) < T, and w(p,q) = B(p,q) — virt_del(p, q).

The synchronization graph translates the synchronization problem into a distance compu-

tation problem, as implied by the following theorem [20].

Theorem 2.1 (Clock Synchronization Theorem) Let 5 be a view, B a bounds mapping
for B, and let p,q be two points in 3. Let d be the distance function in the synchronization
graph ., gg. Then for all execulions o with view 8 satisfying B we have that

RT(p) — RT(q) € [virt_del(p, q) — d(q,p), virt_del(p, q) + d(p, q)] .

Furthermore, there exist executions ag and oy with view 3 satisfying B such that in ap we

have RT(p) — RT(q) = virt_del(p,q) — d(q,p), and in «a; we have that RT(p) — RT(q) =
virt del(p, q) + d(p, q).

The clock synchronization theorem essentially says that the output of an optimal clock syn-
chronization algorithm is simply distances in the corresponding synchronization graph. These

distances are easily computable in principle, as demonstrated by the following algorithm.

General optimal algorithm for external synchronization. Send, in every message, the
complete local view from the send point. Merge local views in the natural way. At any point,
compute the synchronization graph defined by the local view from that point and the associated
bounds mapping. Set ext_L = LT (p) — d(sp,p) and ext_U = LT (p) 4+ d(p, sp), where sp is any
point which occurs at the source processor, and d is the distance function in the synchronization

graph.
It is easy to verify (by substituting LT (sp) = RT(sp)) that the bounds in the algorithm

above coincide with the bounds in Theorem 2.1, and hence it attains optimal synchronization
bounds. However, the algorithm is hardly practical: the size of the synchronization graph is
usually linear in the number of the events in the execution (this is the case if the real-time
specifications are given for messages and bounded-drift clocks). The complexity of the simple
algorithm, thus, cannot be bounded by a function of the network size. Moreover, it has been
proven that under a certain variant of the branching-program model [4, 3], one cannot have a

bounded-complexity algorithm for general synchronization which gives optimal synchronization

bounds [19].

3 Optimal Synchronization With Drifting Clocks

In this section we present and analyze a new external clock synchronization algorithm. The

algorithm is general and optimal, and thus not always efficient. However, the complexity of the



algorithm is expressed in terms which are bounded by a polynomial in the size of the system

in most practical scenarios, as we discuss in Section 4.

We construct the new algorithm in two steps. We first reduce the problem to a pure dynamic
graph problem, using the Clock Synchronization Theorem, and then give an algorithm for the

graph problem.

Our starting point is the general algorithm sketched in Section 2.3. Fix an external synchro-
nization system. By Theorem 2.1, we know that the output of an optimal clock synchronization
algorithm at point p is essentially the distance between p and the source point in the synchro-
nization graph associated with the view of the execution from p. Thus, we can restate the
problem as computing, at every point p, the distances between p and the source point. We can

further abstract the problem as the following more general dynamic graph problem.

Accumulated Graph Distance Problem (AGDP).

o Initially, there is a graph with exactly one node marked as source. The source is marked
live.

o Thereafter, the input is given in steps. In each step a new node and a few edges are added
to the graph. The new node is marked live, and the new edges connect only other live
nodes to the new node. At the end of each step, some of the nodes at the endpoints of

new edges are unmarked as live (they will be called “dead” later).

e The task is to compute, at all times, the distance from the source point to each live point.
The central concept we need for the reduction of external synchronization to AGDP is
formalized in the following definition.

Definition 3.1 Let § be a view. The live points of 3 are all points p such that either

e p is the last point at some processor v, or

e p is a send event of a message whose receive event is not in [3.

3.1 Transforming External Synchronization to AGDP

It is straightforward to reduce the external synchronization problem to AGDP as follows
(see Figure 2 for pseudo-code). As mentioned above, the local view of an execution can be
thought of as a graph. As the execution unfolds, the local view is extended by adding nodes
(events) and edges (e.g., message deliveries). Suppose for the moment that somehow, all events
in the local view from a point are reported to the processor at or before that point (this is
accomplished using a variant of standard techniques as we explain shortly). In cases where

the view is extended by more than just a single node and its incident edges (this may occur
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State:
H,: set of events with local times and location of occurrence history buffer
Cyu]w]:  for each neighbor u and processor w, a pointer to H, Cyulw] is last
event in w v knows u knows

M: set of events current message

Event: message M sent to a neighbor u
M —{pe€ H, | LT(p) > Culloc(p)]} fill message contents
for each w € V:
Cyulw] = max{LT(p) | p € H, and loc(p) = w}
H, — {p € H, | for some neighbor v LT (p) < Cyu[loc(p)]} garbage-collect

Event: message M received from a neighbor u
H,— H,UM
for each w € V:

Cuuw] = max{LT(p) | p € H, and loc(p) = w}
H, — {p € H, | for some neighbor «" LT (p) < Cyu[loc(p)]} garbage collect
M «— processing done

Figure 2: Code for the Transformation Algorithm

when a message is received), we break the insertion into a sequence of insertions. Nodes are
marked live, and unmarked, using Definition 3.1. The edge weights are computed according to
Definition 2.1.

To complete the reduction, we describe a way to ensure that at any point p, all events in
the local view from p are reported to the processor in which p occurs, by the time p occurs.
This is done using a technique similar to the “vector clocks” algorithm, used for asynchronous
systems [14, 9, 23]. Each processor v maintains, for each neighbor u, an array C,, with an
entry C,,[w] for each processor w in the system. Intuitively, C,,[w] indicates the last event
in w which v knows that u knows: more precisely, C,,[w] is the last event in w which was
either reported to u by v or or reported to v by u. In addition, each node v maintains a
local history buffer H, which records all known events p in the system such that for some u,
LT(p) > Cyulw], where w = loc(p) is the processor in which p occurred. When a message is
sent by v to a neighbor w, all events that v does not know that u knows, i.e,. all events in
theset {p € H | LT(p) > Cyy,[loc(p)]} are sent; the array C,, is updated accordingly, and some
of the events in H, may be discarded. When a message arrives from a neighbor u, the events
reported in the message are used to update H,. They are also used to update C,,: the new

value of C,,[w], for each w € V., is the maximum (with respect to time) of the old value of



CyuJw] and the last event in w reported in the new message from w.

We now analyze the transformation algorithm above.

Lemma 3.1 Let p be any point in an execution of the system, and suppose that p occurs at a
processor v. Then the set of events reported to v up to point p is exactly the local view of the

execution from p.

Proof Sketch: The lemma is proven using the following stronger invariant (recall that “—”

denotes the happens-before relation).

Let v be any processor, and let p be any point occurring at v. For each neighbor w
of v, let R,(p) be the latest between the last send event from v to u and the last

receive event of a message from v to v. Then at point p:

e H, contains all events ¢ in the local view from p such that ¢ — R,(p) for some

neighbor wu.

o (', [w] is the last event which occurred at w such that w — R, (p), for all nodes

w and all neighbors .

The invariant is proven by a straightforward induction on the steps of the execution. |
The following lemma is useful to amortize the communication overhead of the algorithm.
Lemma 3.2 FEach event is reported at most once over each edge in each direction.

Proof: Follows from the fact that once an event which occurred at a processor w is reported in
a message from a processor v to a processor u, C,,[w] is advanced so that the reported event

will not be reported again on that link. |

The following lemma gives a bound on the space requirement under a certain assumption
for the “relative system speed,” i.e., the rate in which events occur in different processors in

the system.

Lemma 3.3 Suppose that the maximal number of events in the system between two successive
send events on a link is at most Ki. Then the transformation algorithm above can be imple-
mented using O(K1D + 6|V|) space at each node, where D is the diameter of the network, and
0 is the number of neighbors of that node.

Proof: The space required to implement the algorithm consists of two parts: the (' arrays and
the H buffer. Implementing the arrays C requires, at each processor, ¢ - |V| pointers to the H
buffer. We now prove that for all v € V, |H,| < Ky(D + 1), where |H,| denotes the number of
events stored in H,. Fix a time t. For each w € V| let p,, be an event occurring at processor
w such that LT (p) < Cy,[w] for all neighbors u of v, and define S,; = {p, | w € V'}. Sy is the
set of all “oldest” events in H, in the following sense: if an event p’ occurring at processor w
is added to H, after ¢, then LT (p') > LT (py). Using the assumptions of the lemma, we bound
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the number of events occurring in the system until all events in S,; are purged from H,. Fix
a node w € V, and let ¢, be the event immediately following p,, at w. Consider a shortest
path from w to v. By the assumptions, the report of ¢, is progressing along this path and
will therefore arrive at v after no more than KD events have occurred in the system. After
no more than additional K; events, ¢, is reported by v to all neighbors of v. Since at this
point, ¢, — Cy[w] for all neighbors u of v, and since p, — ¢, p, must have been purged
from H,. Thus at that point in time, all events in 5,; have been purged from H,. Since at any
point in time, H, contains only events which occurred before that point, we may conclude that

|H,| = O(K1D) always. 1

Remark: bit and word complexity. The complexity analysis above is for the “word
model” where we assume that a memory word is sufficient to contain a node identifier. In our
case, a the natural node identifier is a pair consisting of processor ID and local time. In the
case of infinite executions, the local time grows unboundedly. For node labels under infinite
executions, it is possible to use the bound on the system relative speed to apply a garbage
collection scheme which recycles node labels. Thus the bit-complexity of the algorithm can be

bounded. Details will be provided in the final version of the paper.

Another subtle point in our analysis for the bit-complexity model is that edge weights are
treated as real numbers. From the information theoretic point of view, the space complexity of
a real number is infinite. We avoid this difficulty by assuming that we can store time-stamps in
special slots in messages and in memory, and apply to them only linear transformations. (This

is the model under which the space lower bound was proven [19].)

We remark that from the practical viewpoint, both difficulties above are non-problems: a
time-stamp is represented by a fixed-length structure (e.g., 64 bits in NTP [16])

3.2 A Solution to AGDP

We now describe an algorithm solving AGDP (see Figurefig-agdp for pseudo-code). Intu-
itively, the AGDP specification allows edges to be linked only to live nodes; we shall see that
dead nodes can be completely ignored, so long as we keep track of distances between live nodes.

Specifically, the algorithm is as follows.

Algorithm for AGDP. Let , = (V,FE,w) be the graph defined by the input to AGDP.
The idea of the algorithm is to maintain a directed weighted graph G' = (V’, E', w') which is
a succinct representation of , . Initially, G =, , i.e., G consists of a single node (the source
node). In each input step, the new node is added to V', and the new edges are added to £’ (we
later prove that all live nodes of V' are in V’, so that edge insertion to G is well defined). Let
H denote the graph G extended by the new node and edges. Next, construct a fully-connected

graph whose nodes are the all nodes in H, where the weight of an edge is the distance between
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State:
G, succinct representation of accumulated input
H: directed weighted graphs intermediate graph for computation

Input step: insert node p, edges F’, unmark nodes Y
V(H) = V(G)u{p}
EH)—=V(E)UF
wile) — { wg(e), ifee E(G)
wr(e), ifeel
V(G)—=V(H)-Y
E(G) = V(G) x V(G) = {(p,p) [ p e V(G)}
for each (p,q) € E(G)
we(p, q) — du(p, q)

Figure 3: Code for the AGDP Algorithm.

the nodes in H: this is done by running a dynamic version of all-pairs shortest-paths algorithm
on H, to be explained later. From the fully-connected graph we finally delete all dead nodes
and their incident edges, to obtain the graph used by the algorithm in the next step.

We claim that the distance between any two live points in G is exactly the same as the
distance between these points in the original graph. This claim is proven by the following
invariant.

Lemma 3.4 Let ¢ = (V' E',w') be the graph generated by the algorithm above for input
describing , = (V, E,w). Then:

1. V' is exactly the set of all non-dead nodes of V.

2. For each ordered pair (x,y) of non-dead nodes of V we have that (x,y) € E' and that
dr(l',y) = UJ(J},y).

Proof: By induction on the inputs. The base case is trivial, since initially, G =, and they
both contain a single live node and no edges. Suppose now that a new node p is added to ,
with some incident edges. To fix notation, let , * denote the extended , , and G* denote the
the graph generated by the algorithm after the insertion. H will denote the intermediate graph
computed before G* is determined. We also use the following additional notation: for a path
P, let | P| denote its length, and let first(P), last(P) denote its first and last node, respectively.
Assertion (1) of the lemma follows directly from the induction hypothesis and the fact that H
contains all nodes which are live in , *. We now prove Assertion (2). Let x,y be any pair of

nodes in G*. We prove first that we«(x,y) > dr«(2,y), and then the reverse inequality.
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By construction, there exists an edge (x,y) in G*, which corresponds to a shortest path
P in H. Since P is a shortest path, it is simple, and hence we may decompose P into three
segments P = Fy P, P, where:

e P contains all edges incident to the new node p,
e [y is the prefix of P up to P;, and

o /5 is the suffix of P from P;.

(Each of the segments may be empty.) Clearly, only P; can contain new edges. Hence Py
appears in , *, while Fy and P, consist of edges of G only. Furthermore, we claim that each of
Py and P, consist of one edge, if it exists. This follows from the fact that Py (and similarly P,)
is a shortest path between its endpoints, and by the induction hypothesis. Next, we consider
the path @ in , * obtained by concatenating the path corresponding to P, (whose existence
is guaranteed by the induction hypothesis), then P, and then the path corresponding to P;
(which, again, exists by induction). Since () is a path in , *, and since |Q| = |P| = wg+ (2, y),
we may conclude that wegs(x,y) > dr«(x,y).

We now turn to prove that wes(x,y) < dr=(x,y). Let @ be a shortest path between two

non-dead nodes x,y in , *

. We decompose ) = Qo@Q)1()2 as above, i.e., only ()1 may contain
edges incident to the new node p. By the algorithm, () is also a path in H. Furthermore, since
(Qo and () are shortest paths in , , we have by induction that there exist edges eq = (z,last(Qo))
and ey = (first(Q2),y) in G such that we(eg) = |Qo| and weg(ez) = |Q2|. It follows that the
path P obtained by concatenating eg, ()1 and e; is a path in H and that |Q] = |P|. Therefore,

dr+(z,y) = Q| = du(w,y) = we=(z,y). |
We summarize the properties of the AGDP algorithm in the following lemma.

Lemma 3.5 Suppose that the number of live points in an instance of AGDP s always smaller
than L, for some given L. Then AGDP can be solved in space O(L*) and time O(L?) per edge

insert operation.

Proof: The space bound is immediate from the fact that the number of nodes in G and H
is always O(L). The time bound follows from a simple observation due to Ausiello et al. [2]:
Whenever an edge (p, ¢) is inserted, the distance function can be updated by comparing, for
pair of nodes r, s, d(r, s) to d(r,p) +w(p, q) + d(q, s), where d denotes the old distance function.
|

We conclude with the following theorem, which is the main result of this paper.

Theorem 3.6 Suppose that in all executions of some external clock synchronization system of
diameter D, the number of live points in a local view of a processor never exceeds L, and that
between any two events on any processor, there are at most Ky events in the system. Then the

algorithm specified above is an optimal external synchronization algorithm with space complexity
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at most O(L? + K\ D), time complexity at most O(L*) per message, and message size bounded
by O(K1D + 6|V|), where 6 is the maximum degree in the system.

3.3 Dealing with Message Loss

Message loss presents a few problems for the algorithm above. For the AGDP algorithm, the
send events of lost messages may be considered as live points indefinitely. The only way to avoid
that is to assume the existence of some detection mechanism which eventually flags messages
as lost, thus allowing us to mark the corresponding point as not live. Another problem arises
for Lemma 3.3, since with arbitrary message loss, we cannot know how many events will occur
until a report reaches some node. One way to overcome this problem is to have a refined
assumption, stating that the number of event in the system between two consecutive successful

message deliveries is no more than Kj.

4 Applications

The complexity of the algorithm specified in Section 3 depends on the number of live points in

the system. The following simple lemma bounds this number in most practical systems.

Lemma 4.1 Suppose that in all executions of a given connected systems, there are at most K,
messages sent over a link in one direction between two consecutive message sends in the other

direction. Then the number of live points in any local view in an execution is O(Kz|E]).

Combining Lemma 4.1 with Theorem 3.6, we get the following useful corollary.

Corollary 4.1.1 Suppose that in all executions of a given system with diameter D, between any
two events on any processor, there are at most Ky events in the system, and that between any two
consecutive sends events in one direction on a link, there are at most Ky send events in the other
direction of that link. Then there exists an optimal external clock synchronization algorithm with
space complexity at most O((K3|E|)*+ K, D), time complexity at most O((K3|FE|)?) per message,
and message size bounded by O(K,1D + |V]?)

Using Corollary 4.1.1 we can derive complexity bounds on most synchronization systems.

We demonstrate with two prominent examples: NTP and Probabilistic Clock Synchronization.

The infra-structure of NTP [15, 16], used for clock synchronization over the Internet, consists
of a distributed system of time servers. Time servers connected to a radio clock or to an atomic
clock are declared to be level 0 servers; other servers obtain their time from (usually more than
one) lower level servers, and their level is essentially the number of hops to the closest server.
A client gets a time estimate by consulting one (or more) of the servers. Using the terminology
of Section 2, one can model this situation by assuming an abstract source node representing

standard time, connected to level 0 servers with links representing the accuracy of those servers;
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the rest of the network is represented by its underlying graph. NTP uses remote procedure
call mechanism for communication. The servers are probed periodically, where the length of
the period is €' minutes, where 1 < ' < 16. This organization has the property that the
number of events in the system between two consecutive sends on a link is linear in the number
of nodes, and the number of live points in any given time are linear in the number of edges.
More specifically, in the language of Corollary 4.1.1, we have that K; < 16|V| and Ky < 2. We
can therefore conclude that that under the communication pattern of NTP systems, the space
complexity of the new algorithm is O(|F]?).

Probabilistic clock synchronization [5] is founded on a different idea. The basic observation
is that the behavior of a link can be roughly described as obeying a probability distribution
under which a quick round-trip is likely to occur within a few trials. When a client in a typical
system notices that its synchronization bounds have become too loose (due to clock drift with
the passage of time), it will initiate a burst of round-trip probes until it can deduce sufficiently
tight synchronization bounds. Probabilistic clock synchronization is not very detailed about
the organization of the servers for more than a two-level hierarchy: we shall assume that they
are organized in a similar fashion to NTP. Let us now do a crude analysis of such a system.
In line with the basic assumptions underlying probabilistic clock synchronization, let us denote
by X. a random variable which take the value 1 when a successful (i.e., quick) round trip is
made on a link e. Let us further denote by Y.() the random variable which takes the time
duration of a succession of trials starting at time ¢ until X, = 1. We assume that the Y, are
mutually independent, and that for each e, Pr(Y, < T') > py for some parameters 7" and po.
We further assume that for all times ¢, the probability that a processor v loses synchronization
(and hence starts a series of trials) is at most p;, for some parameter p; < p0. Under these
simplistic assumptions, we can apply Corollary 4.1.1 with Ky = O(p1|V|T) and K3 = 2 and
conclude that with high probability (polynomial in ps), the space and time complexities of our
algorithm are O(|E|*).
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