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Abstract— Motivated by applications in cryptography, we con-
sider a generalization of randomness extraction and the related no-
tion of privacy amplification to the case of two correlated sources.
We introduce the notion of correlation extractors, which extract
nearly perfect independent instances of a given joint distribution
from imperfect, or “leaky,” instances of the same distribution.

More concretely, suppose that Alice holds a and Bob holds b,
where (a,b) are obtained by taking n independent samples from
a joint distribution (X,Y") and letting @ include all X instances
and b include all Y instances. An adversary Eve obtains partial
information about (a,b) by choosing a function L with output
length ¢ and learning L(a, b).

The goal is to design a protocol between Alice and Bob which
may use additional fresh randomness, such that for every L as
above the following holds. In the end of the interaction, Alice
outputs a’ and Bob outputs b such that (a’,b’) are statistically
indistinguishable from m independent instances of (X,Y’) even
when conditioned on Eve’s view, and even when conditioned on
the joint view of Eve together with either Alice or Bob.

The standard questions of privacy amplification and randomness
extraction correspond to the case where X and Y are identical
random bits. In this work we address this question for other types of
correlations. A central special case is that of OT extractors, which
are correlation extractors for the correlation (X,Y") corresponding
to the cryptographic primitive of oblivious transfer.

Our main result is that for any finite joint distribution (X,Y")
there is an explicit correlation extractor which extracts m = Q(n)
instances using O(n) bits of communication, even when ¢t = Q(n)
bits of information can be leaked to Eve.

We present several applications which motivate the concept of
correlation extractors and our main result. These include:

o Protecting certain cryptographic protocols against side-
channel attacks.

« A protocol which realizes m instances of oblivious transfer by
communicating only O(m) bits. The security of the protocol
relies on a number-theoretic intractability assumption.

o A constant-rate unconditionally secure construction of obliv-
ious transfer (for semi-honest parties) from any nontrivial
channel. This establishes constant-rate equivalence of any two
nontrivial finite channels.
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1. INTRODUCTION

Randomness extractors [48] convert dirty sources of ran-
domness into clean sources of randomness. Motivated by
cryptographic applications, we study a natural extension of
randomness extraction to the case of two correlated sources.

Background. The problem we consider is best explained as
an extension of privacy amplification [8], [7], the first ap-
plication of randomness extractors in cryptography. Suppose
that Alice and Bob initially share an n-bit secret random key
k. This key is partially compromised by an adversary Eve,
who learns partial information about the key by applying
some “leakage function” L : {0,1}" — {0,1}' to k and
learning its output z = L(k). (This may capture information
leakage during the process of generating the common key,
or alternatively measurements taken by Eve while the key
is stored for later use.) Now Alice and Bob would like to
engage in a public discussion which results in agreement
on a shorter m-bit key &’ on which Eve has essentially
no information. (Ideally, m ~ n — t.) This problem can
be solved by having Alice communicate a short random
seed r for a (strong) randomness extractor Ext, and defining
the new key as k' = Ext(k,r). The extractor Ext should
guarantee that for every admissible leakage function L, the
final key &’ is almost uniformly distributed when conditioned
on Eve’s view (z,7).

How to clean noise. Standard privacy amplification can
be thought of as the question of building a clean secure
communication channel from a leaky secure channel. The
question we ask is whether this can be generalized to
other types of channels. This question is motivated by the
usefulness of noisy channels and correlated randomness in
cryptography [50], [18], [5], [17]. Similarly to the use of
a common source of secret randomness as a resource for
secure communication, correlated randomness is useful as a
resource for secure computation [54], [31].

To illustrate the general question of cleaning channels,
consider the simple case of a binary symmetric channel



(BSC). Here Alice initially receives' a random n-bit string

a and Bob receives an n-bit string b defined by b =a @ e,
where e is an n-bit noise vector in which each bit takes
(independently) the value 1 with some fixed probability
0 < p < 1/2 and the value 0 with probability 1 — p. Can
we build a clean BSC from a leaky BSC which may reveal
arbitrary ¢ bits of information about (a, b)?

The latter question requires further explanation. A natural
solution that comes to mind is to have Alice and Bob first use
their leaky BSC to agree on a common random string k& on
which Eve has essentially no information (this can be done
efficiently using standard privacy amplification techniques),
and then use k to generate a pair of local outputs (a’,b’)
whose joint distribution is statistically close to that of an
m-bit BSC, for some m < n. This solution is acceptable
if we are only concerned about protecting Alice and Bob
against an external Eve. In the classical privacy amplification
scenario, this is indeed the only relevant concern: if Alice
and Bob should end up sharing the same secret key, there
is no need to protect the privacy of Alice from Bob or vice
versa. The current case of a BSC is qualitatively different in
that an ideal BSC keeps secrets from both parties. Since the
above solution allows each of Alice and Bob to fully learn
(a’,b), it falls short of faithfully emulating an ideal BSC.
Instead, we would like the outputs to be distributed correctly
not only from the point of view of an external Eve, but also
from the point of view of Alice or Bob.

Extracting correlations. The above example leads us to
our new notion of correlation extractors. Given a joint
distribution (X,Y’) which specifies an atomic correlation,
or a “channel,” the goal is to realize m clean independent
instances of (X,Y") given n leaky instances of (X,Y). The
original privacy amplification scenario corresponds to the
case where X and Y are identical random bits. The above
example of cleaning a BSC corresponds to the case where
X and Y are random bits which differ with probability p.

More precisely, suppose that Alice holds a and Bob holds
b, where (a, b) are obtained by taking n independent samples
from (X,Y) and letting a include all X instances and b
include all Y instances. An adversary Eve takes a partial
measurement of Alice and Bob’s inputs by applying a global
leakage function L with output length ¢ to (a, b) and learning

IThe standard notion of channels from information theory does not
specify a distribution over Alice’s inputs, and specifies only the conditional
distributions p,,|,, of each received symbol y given each possible symbol
z sent by Alice. Our formulation of a channel treats Alice and Bob
symmetrically by specifying a joint distribution (X,Y") for their inputs.
While the latter formulation is more convenient for the purposes of this
work, it is possible to formulate our results using the former, more
conventional, notion of a channel.

its output z = L(a,b).> The goal is to design an interactive
protocol between Alice and Bob which uses a public com-
munication channel and a small amount of fresh randomness,
such that for every L as above the following holds. In the
end of the protocol, Alice outputs a’ and Bob outputs b’
such that (a’,b’) are statistically indistinguishable from m
independent instances of (X,Y’) even when conditioned on
Eve’s view, and even when conditioned on the joint view of
Eve together with either Alice or Bob. We refer to such a
protocol as a correlation extractor for (X,Y").

The latter indistinguishability requirement can be for-
malized as follows. Suppose Eve corrupts Alice (the cases
of a corrupted Bob or an external Eve are similar). Let
the random variable V' capture the view of Eve (including
Alice’s input a, the leakage z and messages exchanged
between Alice and Bob), and (A’, B’) capture the outputs
of Alice and Bob. Let (A’, B’) denote the ideal output
distribution (X,Y)™ and let B/, denote a fresh sample
from the conditional distribution [B’| A’ = a/]; that is, the
distribution of Bob’s ideal output conditioned on Alice’s
ideal output being a’. Using this notation, we say that
the protocol e-emulates (X,Y)™ if the statistical distance
between (V, B') and (V, B',,) is at most e.

The notion of correlation extractors can be elegantly
captured using the standard simulation-based paradigm for
defining secure computation [31], [30], [11], [12]. In the ter-
minology of secure computation, an (n,m,t,¢€) correlation
extractor for (X, Y) is a two-party protocol which e-securely
realizes (X,Y)™ given a single call to a “t-leaky oracle”
for (X,Y)™. This formulation is not only more compact,
but it also facilitates (via suitable composition theorems)
a modular construction of correlation extractors as well as
their use as building blocks in other protocols.

We note that in contrast to standard randomness extrac-
tion, the problem of extracting general correlations with
good parameters seems challenging also when allowing non-
explicit, or even heuristic, constructions. The difficulty arises
from the need to resolve the conflict between the structure
of the correlated outputs and the secrecy requirements. This
calls for the use of techniques from the domain of secure
computation, which we indeed employ in our construc-
tions. Another difference is that we will not be concerned
with minimizing the amount of fresh randomness used by
correlation extractors. The amount of randomness can be
reduced by locally applying standard randomness extractors
to portions of the sources.

2 Our main definition of correlation extractors follows the basic privacy
amplification scenario by considering the correlation source to be perfectly
distributed but leaky. However, our results apply (with the same asymptotic
parameters) also to a stronger notion of correlation extractors which directly
generalizes the traditional notion of strong randomness extractors. The
stronger definition allows (a,b) to be taken from any joint distribution
(A, B) such that Pr[(A, B) = (a,b)] < 2t - Pr[(X,Y)" = (a,b)] for
all (a,b). The latter notion of an imperfect (X, Y')-source generalizes the
standard notion of a weak n-bit source with min-entropy n — t [48].



OT extractors. Our main applications of correlation extrac-
tors will use the random OT correlation, corresponding to
a random instance of oblivious transfer [50], [25] in which
the receiver Bob obtains one of two bits held by the sender
Alice. That is, X = (Xj, X1) is uniformly random over
{0,1}?> and Y = (b, X;) for a random bit b. We refer
to such a correlation extractor as an OT extractor. It is
instructive to compare OT extractors with previous notions
from the literature. When the leakage function L can only
contain physical bits of its input, extracting OTs coincides
with the previously studied goal of combining OTs [36],
namely generating secure instances of OT from multiple
candidates of which a bounded number may be faulty and
leak information. Thus, OT extractors can be viewed as
a common generalization of OT combiners and standard
randomness extractors, which in turn both generalize the
notion of extractors for bit-fixing sources [15].

1.1. Our Results

We initiate the study of correlation extractors, focusing on
the case where the adversary Eve is “semi-honest,” namely
it can observe all information available to corrupted parties
but cannot modify the messages they send to each other.

Our main result is a construction of a “constant-rate” cor-
relation extractor for any distribution (X,Y") with constant-
size support and rational probabilities. More precisely, for
any such (X,Y") there exist constants c1, co,c3 > 0 and ¢ >
1 for which there is an explicit constant-round (n,m,t,¢€)
correlation extractor with m(n) = cin, t(n) = can,
e(n) = 27" and cn bits of communication.

Applications. We motivate the notion of correlation extrac-
tors and our main result by presenting several applications.

LEAKAGE-RESILIENT CRYPTOGRAPHY. As already noted,
correlation extractors can be applied for obtaining clean
versions of imperfect correlated random sources which can
be useful for cryptographic applications. For instance, when
basing unconditionally secure cryptographic protocols on
a physical BSC, correlation extractors can be used to ac-
commodate an imperfect or leaky implementation of the
BSC. As another example, one can think of using an
expensive process of generating many precomputed random
OTs for the purpose of a very fast “non-cryptographic”
secure computation which should be done in the future.’
To eliminate the effect of leakage which may have occurred
during the generation and storage of the precomputed OTs,
an OT extractor can be applied shortly before the OTs are
consumed. Similarly to the case of privacy amplification, it

3The OT generation can be done with unconditional security by using
a trusted dealer, a multi-party protocol with an honest majority [6], [13],
noisy channels [18], [17], [20], or bounded storage assumptions [45], [9],
[22]. When using a computationally secure protocol for generating the OTs,
one should guarantee that there is enough pseudo-entropy left in the secrets
given the leakage. This is always the case if the parties erase everything
except the outputs of the protocol before leakage occurs.

is crucial that correlation extraction be done strictly after
leakage occurs, so that the fresh randomness used by the
extractor is independent of the leakage.

CONSTANT-RATE SECURE COMPUTATION. Randomness ex-
tractors are useful not only in the realm of “information-
theoretic” cryptography, but also in the context of com-
plexity based cryptography. We show that this is also the
case for correlation extractors by presenting a somewhat
unexpected application of OT extractors to communication-
efficient secure computation in the plain model. Here the
leakage is not caused by an adversary or a physical process,
but rather by a natural, computationally secure protocol. We
first give some relevant background.

Almost all known techniques for secure two-party com-
putation require poly(k) bits of communication for each
gate of a boolean circuit being computed, where k is a
cryptographic security parameter. One notable exception is
a protocol based on Gentry’s fully homomorphic encryption
scheme [28], which can securely compute a polynomially
large circuit with input and output of length n using only
n - poly(k) communication. However, in the common sce-
nario of evaluating a circuit of size O(n) with n outputs, as
in the case of performing n finite secure computation tasks,
the overhead per gate is still poly(k). A general protocol
with O(1) (amortized) communication and computation
per gate was proposed in [39]. This protocol relies on a
pseudorandom generator with polynomial stretch in NC°.
While there are heuristic candidates for such pseudorandom
generators, their existence is not known to follow from any
well-studied assumption.

We apply a constant-rate OT extractor towards realizing
n instances of OT with only O(n) bits of communication.
This implies a general secure two-party protocol for any
boolean circuit of size n with O(n) bits of communication,
even in the case of security against malicious parties. The
security of the protocol relies on a variant of the ®-Hiding
Assumption [10], [29], a fairly well-studied number theoretic
intractability assumption.

The high level idea is the following. A 1-out-of-d PIR
protocol [16], [43] is defined similarly to 1-out-of-d OT
except that the receiver is not explicitly prevented from
learning additional information about the sender’s d-bit in-
put. Instead, the communication complexity from the sender
to the receiver is required to be smaller than d. The key
observation is that PIR can be viewed as “leaky OT,” where
the amount of leakage to the receiver is bounded by the
communication complexity. Let PIR]; denote a generalized
version of PIR which supports n instances of 1-out-of-d
selection. We apply our OT extractor to extract from a
single invocation of any PIR}; protocol (with a sufficiently



good* communication rate) m = Q(n) instances of OT.
In contrast to the general transformation from PIR to OT
in [21], our procedure can be applied also with a constant
d (with 2=2(") error). Finally, we use a generalized version
of the PIR protocols of [10], [29] to efficiently realize PIRY.
One formulation of our transformation from PIR to OT is:
Theorem 1.1: (informal) Let II be any protocol realizing
PIR]; with communication complexity O(nlogd). There
exists a protocol IT', which makes only black-box use of II,
that realizes m parallel bit OTs with communication O(m).
Corollary 1.2: (informal) Assuming the General Decision
Subgroup Problem / General ®-Hiding Assumption (see
full version), there exists a computationally secure protocol
realizing m parallel bit OTs with communication O(m).

CONSTANT-RATE REDUCTIONS BETWEEN CHANNELS. The
above result implies that when settling for computational
security, any finite channel can be realized from scratch
with a constant communication rate. Using our OT extractor
we show that any pair of such non-trivial channels (that
imply OT) can be unconditionally reduced to each other
via a constant-rate reduction. (Here security is in the semi-
honest model.) The same argument also implies that any
statistically-secure construction of OT from an arbitrary
channel g (not necessarily of constant description size) can
be turned into a constant-rate protocol which realizes n
instances of OT using only O(n) calls to g. This can be
used to translate previous feasibility results on constructing
OT from a variety of weak channels (including “unfair”
channels [20] and Gaussian channels [52]) into constant-rate
constructions.’ The original constructions require poly()
invocations of g for each OT. A similar result for the case
where g is a BSC was obtained in [35] using OT combiners,
which do not seem sufficient for the more general goal.

1.2. Overview of Techniques

We now give a high level overview of our main result.
For non-trivial instances of (X,Y") for which correlation
extraction is not implied by standard privacy amplification,
our construction proceeds roughly as follows. The first step
is to convert the n leaky instances of (X,Y") into n’ = Q(n)
leaky instances of §-OT, where §-OT is an “approximate”
version of OT which may have a small error probability and
leak a small amount of information. (The error comes from
the imperfect implementation of the OT, and is in addition
to the ¢ bits of leakage we started with.) This step relies on
previous results from the literature [42], [19]. The second
and main step is to apply a (robust form of) constant-rate OT

“Concretely, we need the communication complexity to be smaller than
ddn, where ¢ is the fractional leakage tolerated by our OT extractor. For
this reason we will need to use a large constant d.

SWe stress that by “constant-rate OT” we refer to implementing a
sequence of n independent instances of bit-OT using O(n) communication.
This is very different from the related (but easier) goal of obtaining a single
instance of OT on n-bit strings with O(n) communication [47].

extractor to extract m’ = Q(n’) clean OTs from the n' leaky
0-OTs. This constant-rate OT extractor is our main technical
contribution. The final step is to apply OT-based secure
computation protocols [41] for realizing m = Q(m’) good
instances of (X,Y) from the m’ OTs. This step requires the
probabilities in (X,Y) to be rational.

The main building block, a constant-rate OT extractor,
uses a combination of secure computation and randomness
extraction techniques. First, using a symmetry property of
OT [51], we can reduce the problem to protecting Bob
against leakage to Alice. To this end, we introduce the
following notion of e-biased secure computation. Suppose 7
is a two-party protocol which securely computes a function
f by making n calls to an OT oracle in which Bob acts
as the receiver. We say that 7 is e-biased if regardless of
Bob’s input, the distribution of the n selections Bob feeds
into the OT oracle when conditioned on Alice’s view is e-
biased in the sense of [46]. Using the standard reduction
from OT to random OT [5], such an e-biased protocol 7
can be transformed into a protocol 7’ for f which makes n
calls to a random OT oracle and remains secure even if the
oracle can leak ¢t = Q(log(1/¢)) bits to Alice.

The technical core of our OT extractor is an efficient
implementation of an e-biased® protocol 7 for the function f
which realizes m instances of OT. This implementation re-
lies on certain “nice” families of error-correcting codes [14]
and can be seen as carefully instantiating and modifying a
general approach from [35] for constructing OT combiners
from secure computation protocols.

We note that OT extractors with poor asymptotic param-
eters could be obtained in the following easier way. First
use blocks of random bit-OTs obtained from the leaky OT
source to implement random string-OTs for strings of size
K, where K is a statistical security parameter. Then make
a local use of a standard randomness extractor to eliminate
the receiver’s partial information about each string which it
should not learn. Finally, “reverse” the OTs [51] and repeat
the above process. The rate of OT extractors obtained via
this approach must deteriorate polynomially with x, which
makes them useless for most of our applications.

1.3. Related Work

Correlation extractors are very different from previous
notions of distributed randomness extraction considered in
the literature. Research on privacy amplification and related
questions also considered a more general variant in which
Alice and Bob initially hold correlated (but not necessarily
identical) inputs [53], [8], [44], [24]. However, as in the
standard case of privacy amplification, the goal of Alice and
Bob is to agree on a common secret key, and so the only
privacy concern is with respect to an external Eve. A recent

Actually we will not quite achieve this notion, but rather have the
property that Bob’s OT selections will be several copies of a sample drawn
from an e-biased distribution.



line of work on network extraction protocols [23], [34], [40]
differs from our setting both in its typical goal (obtaining
private and independent randomness) and the assumptions
(parties are given imperfect but independent sources, but no
perfect source of fresh randomness is available).

Finally, as discussed above, correlation extractors are
related to and partially motivated by a recent line of work
on protecting cryptographic protocols against side-channel
attacks (see [1] and references therein). We believe that
correlation extractors may serve as useful building blocks
for future applications of this type.

Organization: Sections 2 and 3 contain some prelimi-
naries and definitions. Section 4, the main technical section,
describes the construction of a constant-rate OT extractor.
Section 5 applies this OT extractor towards the construction
of general correlation extractors. For lack of space, the
application to constant-rate secure computation as well as
many details and proofs are deferred to the full version.

2. PRELIMINARIES

We use U, to denote a random variable uniformly
distributed over {0,1}". The min-entropy of a random
variable Y is defined as Ho,(Y) = min, 1og(ﬁ).
The statistical distance between distributions Y and Y,
denoted SD(Y,Y”), is defined as the maximum, over all
functions A, of the distinguishing advantage |Pr[A(Y) =
1] = Pr[A(Y") = 1]).

Extraction via c-biased masking. Let Fo denote the binary
field. We say that a distribution X on [y is e-biased [46] if
for every non-constant linear function D : F} — Fy it holds
that |Pr[D(X) = 1] — 3| < €. Such e-biased distributions
can be used to extract randomness:

Lemma 2.1 ([2], [33]): Let X be an e-biased distribution
over 3, and let Y be an independent distribution over F5

such that Ho(Y) > n —t. Then SD((X ®Y),U,) < ¢ -
o(t=1)/2

Secure computation. Our main definition of correlation ex-
tractors uses the standard terminology of secure computation
(cf., [11], [12], [30]). We briefly explain this terminology
for self-containment. In this work we restrict the attention
to the two-party case, and mostly to the case of uncondi-
tionally secure protocols against a semi-honest (or “honest-
but-curious”) adversary Eve, who can learn all information
available to corrupted parties but does not modify messages
they send. A secure computation task is specified by a
Sfunctionality f, a (possibly randomized) mapping from a pair
of inputs (a, b) to a pair of outputs (¢, d). To capture leakage,
we use a standard extension of the notion of a functionality
by allowing the functionality to also take an input from and
deliver an output to the adversary.

We say that a protocol 7 realizes f with (statistical) e-
security if for any adversary Eve who passively corrupts at

most’ one party there exists a simulator Eve’ such that for
any choice of inputs (a,b) for Alice and Bob, the statistical
distance between the following distributions is at most e:

o Real(a,b) includes the view of Eve when 7 is run on in-
puts (a, b), together with the output of the uncorrupted
parties.

o ldeal(a,b) is defined similarly to Real(a, b), except that
instead of invoking 7 the parties (and possibly also
Eve’) send their inputs to a trusted party who evaluates
f and correctly delivers the outputs. The output of
Ideal(a,b) includes the output of Eve’ together with
the output of the uncorrupted parties.

We do not require the simulator Eve’ to be efficient. How-
ever, in the semi-honest model, the existence of an inefficient
simulator implies the existence of an efficient simulator for
all “efficiently invertible” functionalities, and in particular
the ones considered here.

Secure reductions. We will make use of the following
standard notion of secure reductions. For any two-party
functionalities f and g, we say that 7 is an e-secure reduction
from f to g if 7 realizes f with e-security in the g-hybrid
model, in which 7 may instruct the parties to invoke a trusted
party (or oracle) computing g. This affects Real(a,b), and
requires the simulator (which still only has access to f)
to simulate the messages in Real(a,b) received from the
g-oracle. We will typically consider reductions which only
make a single call to g. Secure reductions can be used for
the modular design of secure protocols via the following
composition theorem [11], [30]: if m is a secure reduction
from f to g and m, securely realizes g, then a protocol
which securely realizes f without a g-oracle can be obtained
from 7 by using 7, to emulate each oracle call to g in 7.

Oblivious Transfer (OT). We will use OT to denote the
standard bit-OT functionality, which takes a pair of bits
(0, 1) from Alice (the “sender”) and a selection bit b from
Bob (the “receiver”), and returns x; to Bob. We denote
by ROT the random OT functionality which outputs to the
receiver a pair of random bits (z¢,z1) and to the sender
(b, xp) for a random bit b. These OT variants are reducible
to each other via simple and efficient perfectly secure reduc-
tions. For instance, given a single “precomputed” instance
of ROT with sender outputs (xg, 1) and receiver outputs
(b, xp) one can realize a single instance of OT with sender
inputs (sg,s1) and receiver input r by letting the receiver
send d = r @b and the sender send (so ® 4, $1 D x1-4) [5],
[4]. Another useful reduction is between ROT and ROT
where the roles of the sender and the receiver are reversed.
Such a reduction requires only local computation on the
output of ROT [51].

"Even if Eve does not corrupt any party, her view includes messages
exchanged between Alice and Bob.



3. LEAKY ORACLES AND CORRELATION EXTRACTORS

A formal definition of correlation extractors in terms
of conditional distributions is outlined in the introduction.
Towards a modular construction of correlation extractors and
their use in cryptographic applications, it will be convenient
to define and analyze them within the general framework of
secure computation. In these terms, a correlation extractor
for (X,Y) is an e-secure protocol for realizing (X,Y)™
given a “t-leaky oracle” for (X,Y)™.

We start by defining a notion of a leaky functionality.
Informally, a t-leaky version of a functionality f is the
functionality obtained from f by allowing the adversary to
specify a leakage function L with output length ¢, and learn
the output of L applied to the inputs and randomness of
f. While the following definition refers to general function-
alities (which may take inputs from the parties), we will
typically use it in the case of randomized functionalities that
generate correlated randomness without taking any inputs.

Definition 3.1 (Leaky functionality): Let f be a (possibly
randomized) two-party functionality, and let ¢ be a leakage
parameter. The t-leaky version of f, denoted f [t], is the
functionality defined by the following process:

o Receive a from Alice and b from Bob. Pick randomness
r for f and let (z,y) = f((a,b),r).

o Receive from the adversary a description of a (possibly
randomized) circuit representing a leakage function L :
{0,1}* — {0,1}" and locally compute z = L(a, b, ).

o Deliver x to Alice, y to Bob, and z to the adversary.

Note that since the leakage depends on both inputs as well
as the randomness for f, our basic notion is equivalent to
the seemingly stronger notion which allows the adversary
to pick the leakage function only after observing an output
from f. The following standard lemma says that except with
negligible probability, ¢ bits of leakage cannot decrease the
entropy of a source by much more than .

Lemma 3.2: For any distribution P, a (possibly random-
ized) leakage function L : {0,1}* — {0,1}, and x > 0 the
following holds. Except with at most 27" probability over
the choice of p from P, we have

Ho[P| L(P) = L(p)] = Hoo(P) — t — .

The following lemma will be useful to argue that if some
protocol 7 securely realizes a functionality f using an ideal
implementation of g, then the same protocol will still realize
a t-leaky relaxation of f if the perfect oracle to g is replaced
by a t-leaky oracle.

Lemma 3.3: Let m be a perfectly secure (resp., statisti-
cally e-secure) reduction from f to g which makes a single
call to g. Then, 7 is also a perfectly secure (resp., statistically
e-secure) reduction from f1 to gltl.

We note that Lemma 3.3 does not hold for computationally
secure reductions. Also, the leakage function used by the
simulator in the reduction from f[*l to g will not generally

be efficient. However, it is guaranteed to be efficient when-
ever 7 satisfies a certain “inverse sampling” property which
our protocols satisfy. See full version for further discussion.

We are now ready to define correlation extractors and
the special case of OT extractors. We naturally view a
joint distribution (X,Y") as a randomized functionality (with
no input) and let (X,Y)" denote the functionality which
delivers n independent instances of (X,Y").

Definition 3.4 (Correlation extractor): Let (X,Y) be a
finite probability distribution. An (n,m,t,€) correlation
extractor for (X,Y) is an e-secure realization of (X,Y)™
in a hybrid model that allows a single call to ((X,Y)")!.

Definition 3.5 (OT extractor): An OT extractor is a cor-
relation extractor for the concrete distribution (X, Y") defined
by the outputs of the random OT functionality ROT'. That
is, X = (g, 1) and Y = (b, xp) for uniformly random and
independent bits g, z1,b.

We will also refer to a more liberal notion of leaky
oracles, which only restricts the entropy loss given the
leakage as opposed to the number of bits being leaked. This
corresponds to the stronger notion of correlation extractors
discussed in Footnote 2. Finally, we will sometimes also
allow the adversary to modify a bounded fraction of the
bits delivered by the oracle to uncorrupted parties. This
generalizes the notion of error-tolerant combiners [49]. Our
constructions of correlation extractors are robust to both of
these relaxations.

4. CONSTANT-RATE OT EXTRACTOR

The key ingredient in our main result is a construction
of an (n,m,t,¢) OT extractor with m = Q(n), t = Q(n),
e(n) = 279" and O(n) bits of communication. We refer
the reader to Section 1.2 for a high level overview of our
technical approach.

4.1. Building Blocks

Our construction relies on a family of linear error correct-
ing codes with the following special properties.

Claim 4.1 (Implicit in [14]): There exists a finite field F
of characteristic 2 and an efficiently constructible family of
linear error-correcting codes Cx : FK — FNx with the
following properties: (1) N = O(K); (2) The dual distance
of Ck is 0 = Q(K); (3) The linear code C; spanned by
all pointwise-products of pairs of codewords in C'x has min-
imal distance A = Q(K) and supports efficient decoding
of up to px = Q(K) errors. (The pointwise product of
(c1,...,en) and (cf, ..., cy) is (cic), ..., encly).)

The last property implies that Ck also has minimal
distance 2(K'). The efficient decoding property of C'} will
not be used in the current section.

The above properties of algebraic-geometric codes were
used by Chen and Cramer [14] to construct strongly mul-
tiplicative secret sharing schemes over constant-size fields.



A family of codes Cx as above can be obtained from the
construction of Garcia and Stichtenoth [27].

It is instructive to note that Reed-Solomon codes satisfy
all the properties stated in Claim 4.1 except for requiring
the size of the field F to grow linearly with K. One could
use Reed-Solomon codes in our constructions (instead of
algebraic geometric codes) at the cost of a polylogarithmic
deterioration of the parameters.

Randomized encodings. A second building block is an un-
conditionally secure two-party computation protocol which
only involves parallel invocations of an OT oracle and no ad-
ditional interaction. For instance, we can use an information-
theoretic variant of Yao’s garbled circuit construction [54],
[37] or Kilian’s protocol [41]. More generally, such protocols
can be obtained from the following variant of the notion of
randomized encoding of functions from [3].

Definition 4.2 (Decomposable randomized encoding):
Let f : {0,1}" — {0,1}™ be a function. We say that
f(x,7) is a randomized encoding of f(x) if the following
requirements hold. (1) Given f (z,7) it is possible to
efficiently decode f(z). (2) Given f(x), it is possible to
efficiently sample from the distribution of f(z,r) induced
by a uniform choice of r. We say that f is decomposable
if every output bit of f depends on at most a single bit
of z (but can depend arbitrarily on 7). Thus we can write
flx,r) = (filz1,7),. .y falTn,T)).

Several constructions of decomposable randomized en-
codings, with incomparable efficiency features, are implicit
in the secure computation literature (e.g., [41], [26], [37]).
These yield the following:

Lemma 4.3: Let f: {0,1}"™ — {0,1}™ be a function in
which each output bit depends on at most ¢ input bits. Then,
f admits a decomposable randomized encoding f (z,r) with
output length 29(¢) . m. Furthermore, if each input bit of
f influences at most d output bits, then each input bit z;
of f influences at most d - 2°(°) output bits and f has
a decomposition f(z,r) = (fl(:cl, ). fu(n, 7)) such
that the output length of each f;(x;, ) is at most d - 20(¢).

We note that we will only apply the above lemma to
“structured” functions f for which the 2°(°) term can be
made polynomial in c. However, this will only affect the
parameters of our correlation extractors by constant factors,
which we do not attempt to optimize in this work.

4.2. Main Construction

Recall that an OT extractor securely realizes ROT™
(namely, m independent instances of the randomized bit-
OT functionality) using a single call to a t-leaky oracle
for ROT™. Note that it suffices to realize the deterministic
functionality OT""; the ROT™ functionality can then be
obtained by running the OT™ protocol on random inputs,
and letting each party in the ROT™ protocol output its input
and output in the OT™ protocol.

We start by describing a protocol which realizes OT™
from a leaky ROT™ oracle, where we assume that the ROT
oracle leaks ¢ bits of information to the sender only. The case
of symmetric leakage will be addressed in Section 4.3.

Following the invocation of the leaky ROT™ oracle, the
parties have the following information.

RECEIVER’S INFORMATION. This includes selection bits
(ri,...,7mm) for the OT™ protocol, random precomputed
selection bits (p1,...,pn), and corresponding sender bits
(@1,py5-- - +qn,p, ) obtained from the ROT™ oracle.

SENDER’S INFORMATION. This includes pairs of sender bits
((51,0051,1)5 -« - » (Sm,0, Sm,1)) for the OT™ protocol, ran-
dom pairs of precomputed bits ((¢1,0,¢1,1),- - -+ (¢n,0,qn.1))
obtained from the ROT™ oracle, and the output of a leakage
function L on the outputs of the ROT™ oracle.

Informal description. We now give a high level overview of
the main protocol. The receiver will use the code family C'x
promised by Claim 4.1 with K = O(m) to locally secret-
share its input bits (r1,...,7,,) for the OT™ protocol. The
large dual distance of C'x and the assumption that F has
characteristic 2 guarantee that the bits of the shares are
Q(K)-wise independent. However, to eliminate the effect of
the leakage, we will need to make these bits e-biased with
e = 27%K)_ This is done by using an additional step of
non-linear local randomization, where the receiver replaces
each bit in each share by a random triple of bits whose
majority is equal to the original bit. The encoded shares can
be shown to satisfy the required e-bias property. Next, the
sender uses the code C'i to locally encode each of his two
input vectors (s1,0,--.,8m,0) and (S1.1,...,8m,1). For the
purpose of preventing the receiver from obtaining additional
information, the sender will also need to secret-share a zero-
vector using the code Cl.

The large minimal distance of C allows us to define an
NC? function f on the local vectors generated by the two
parties (in fact, f is a disjoint union of Ny functions on
constant-size inputs), such that the output of f reveals the
correct receiver’s outputs s; ., 1 < 4 < m, but reveals no
information about the unselected bits s; 1_,,. To reveal the
output of f to the receiver while hiding the receiver’s inputs
from the sender, we use a non-interactive OT-based protocol
for f obtained via a decomposable randomized encoding
f (see Lemma 4.3). To realize the OTs consumed by this
sub-protocol, we use the precomputed outputs of the leaky
ROT oracle. The information revealed to the sender in this
sub-protocol is (essentially) the exclusive-or of the encoded
input of the receiver and the ROT outputs p = (p1,-..,Pn)-
Since the former is e-biased and by Lemma 3.2 the latter
has high min-entropy even when conditioned on the leakage,
Lemma 2.1 guarantees that the exclusive-or of the two will
keep the receiver’s selections r; hidden from the sender. The
analysis will be slightly complicated by the fact that we



will actually need to replicate the receiver’s encoded input a
constant number of times before masking it with p. However,
the same conclusion applies in this case as well.

Formal description. We now formally specify the protocol
up to the setting of the parameters.

Protocol 1: Protecting the receiver against leakage.

1. LOCAL ENCODING. Let N = Ng. The receiver secret-
shares its input » = (r1,...,7,) by picking a random
codeword in Ci subject to the restriction that the first
m coordinates agree with r, and discarding the first m
coordinates of this codeword. Let # € FN~™ denote the
resulting share-vector. Now the receiver applies a second
level of randomized encoding to 7 by replacing each bit b
in the binary representation of 7 with a random triple of
bits whose majority is equal to b. Let 7 be the resulting
(N — m)-tuple of binary strings of length 3log, |F|.

The sender parses its inputs as s® = (s10,...,8m,0) and
s' = (s11,...,8m.1). For b = 0,1 it picks an arbitrary
(not necessarily random) codeword in Cx whose first m
coordinates agree with s?, and lets 5° be the length (N —m)
vector obtained by discarding the first m coordinates. In
addition, the sender picks a random codeword in C}( whose
first m coordinates are 0, and lets Z be the vector obtained
by discarding the first m coordinates.

2. INTERACTION. The receiver and the sender engage in a
two-message interaction which reveals to the receiver the
function f(7,3%, 8%, 2) = (1 — 7#)8° + 78" + 2 (with point-
wise multiplications and additions). That is, the function f
outputs N — m field elements where the i-th output of f
is (1 —#;)8Y + #;8! + 2;, and where #; is obtained from 7;
by applying the majority function to each 3-bit block in #;.
Note that since F is of constant size, f is in NCP.

This step uses an OT-based protocol for secure two-party
computation, which can be obtained from a decomposable
randomized encoding. Let F((7,3°,8',2), p) = (fr(F1, p),
f2(7:27 p)7 cr f@(féy p)7 fs((§07 éla 2)7 p)) be a decompos—
able randomized encoding of f (with randomness p), as
promised by Lemma 4.3, where ¢ denotes the bit-length of 7
and fs denotes the concatenation of all fZ where i is an input
of the sender. The sender uniformly picks the randomness
p for f and lets o* = f;(b,p) for 1 <i < ¢ and b=0,1.
Since f also has constant input locality, the size of all o%®
can be bounded by some constant u. Using padding we may
assume that |0%?| = v for all 4, b.

The sender and the receiver use the precomputed random
OTs to transmit to the receiver the output of f while
only revealing to the sender the exclusive-or of a string
containing u repetitions of 7 with the precomputed selections
p. Concretely:

(a) The receiver sends a binary string « of length u/
obtained by taking the exclusive-or of the precomputed re-
ceiver’s selections p with the string containing u repetitions

of each bit of . That iS, AGi—Dut+j = ’/’~7 S5 Pi—1)u+j for
1 <i</{and 1 <j < u. Note that here we assume that
n=ul = O0(m).

(b) The sender views each bit «y as a specification
of whether to swap the bits in the precomputed pair
(qk,0,qx,1) before masking them with corresponding bits
from (0%% o%1). Concretely, it sends to the receiver 2/
strings 3t of length u, where for each 1 <i < /¢, b =0,1,
and 1 < j < u it lets B;-’b = U;-’b D Qi 1)uts, bBaii_1yuss
The sender additionally sends a separate message (s =
fS((‘§07 éla 2)7 P).

3. DECODING THE OUTPUTS. The receiver uses the mes-
sages 3°? and 35 together with its precomputed received bits
(1,1 +qn,p,) to recover its output (s1,,,,..
This is done via the following decoding steps:

(a) For each 1 < i < /, the receiver recovers o*"i =
fi(7s, p) by taking the exclusive-or of 3" with the corre-
sponding block of received precomputed bits. That is, for
each 1 < j <u we have 07" = ;" @ G(i—1)utipi-

oy Smara,)-

(b) The receiver applies the decoder of f to the strings
ob™ and (g, obtaining v = f(7,4° 3!,2), where v €
FN-m,

(c) The receiver now finds a codeword v’ of C which
agrees with v in its last N —m coordinates, and outputs the
first m coordinates of v’.

Proposition 4.4: There exist constants ¢y, cs,c3 > 0,¢ >
1, and a corresponding choice of parameters for Protocol 1
such that the following holds for all sufficiently large n. The
protocol correctly realizes m = cin instances of OT. It is
perfectly secure against a corrupted (semi-honest) receiver
when given a perfect ROT™ oracle. It is 27°2"-secure
against a corrupted (semi-honest) sender even when given
a leaky (ROT™)" oracle, where t = c3n. The protocol
communicates at most cn bits.

4.3. The Final OT Extractor

Recall that so far we only addressed the case where
leakage is available to the sender. To handle an ROT™ oracle
which can also leak to the receiver, we exploit the fact that
OTs can be easily “reversed” [51]. (A similar use of OT
reversal was made in [38].) For the purpose of the following
description, we refer to the two parties as Alice and Bob.
The final protocol proceeds as follows.

Protocol 2: Constant-rate OT Extractor with sender Alice
and receiver Bob.

« Apply Protocol 1 on random inputs with Alice as the
sender (with the parameters guaranteed by Proposi-
tion 4.4).

o Apply the local OT reversal procedure, relabeling the
outputs of the previous step and viewing the relabeled
outputs as outputs of an ROT™ oracle in which Bob
is the sender.



o Use the outputs of the previous step to run Protocol 1
again, on random and independent inputs (r,s), with
Bob as the sender.

o Apply again the local OT reversal procedure to the
m’ = Q(m) = Q(n) outputs of the previous step, and
output the result.

Let ROT denote the random OT functionality with Alice
as the sender and TTOR denote the same functionality with
Bob as the sender. By Proposition 4.4, the combination of
the first two steps of Protocol 2 securely realize TOR™
(given an (ROT ”)[t] oracle) against a corrupted Alice and,
using Lemma 3.3, these two steps also securely realize
(TOR™) (given an (ROT™)!*) oracle) against a corrupted
Bob. Applying Proposition 4.4 again, the full protocol se-
curely realizes ROT™ (given an (ROT™)[" oracle) against
both a corrupted Alice and a corrupted Bob. Thus, Protocol 2
establishes the following theorem.

Theorem 4.5 (Constant-rate OT extractor): There exists
an (n,m,t,e) OT extractor with m(n) = Q(n), t(n) =
Q(n), e(n) = 27 and communication complexity O(n).

5. GENERAL CORRELATION EXTRACTORS

In this section, we apply a constant-rate OT extractor to
obtain constant-rate correlation extractors for an arbitrary
finite distribution (X,Y’). We assume that (X,Y") is a dis-
tribution which has a finite support size (independently of n).
We also assume that each pair (z, y) in the support of (X,Y")
occurs with a rational probability; the rate of our correlation
extractors will deteriorate (poly-logarithmically) with the
size of the maximal denominator of these probabilities.

We rely on the fact that every finite distribution (X,Y") is
either “trivial,” in the sense that it can be securely realized
using only secure communication and private randomness,
or it is “complete” in the sense that multiple independent
instances of (X,Y) can be used to realize a statistically
secure OT. Such a 0-1 law can be derived from a similar O-
1 law obtained in [42], [19]. For trivial distributions (X,Y")
it is fairly easy to obtain correlation extractors directly by
using standard randomness extractors (see full version). For
any nontrivial distribution (X, Y"), a constant-rate correlation
extractor which securely realizes (X,Y)™ given a leaky
((X,Y)™) oracle is obtained via the following steps:

STEP 1. Let 7(k) be a statistically secure reduction of OT
to (X,Y) with security parameter s, whose existence is
guaranteed by the non-triviality of (X,Y’). We choose a
sufficiently large constant value ko so that my = 7(kg)
yields a sufficiently good “approximation” of OT for the
purpose of applying our OT extractor. Let ¢y be the number
of instances of (X,Y") consumed by 7. Using n’ = n/cg in-
dependent invocations of 7y on disjoint portions of (X, Y)™,
we obtain a protocol for ROT™ which may have two types
of imperfection: (1) each party can learn a small amount of
information about the other party’s secrets (beyond what it

should learn); (2) a small fraction of the n’ instances will
have inconsistent outputs.

STEP 2. Applying a robust version of Protocol 2 to the
output of the previous step, we get a statistically secure
realization of ROT™ , for m’ = Q(n’) = Q(n). The robust
version differs from the original version only in Step 3(c) of
Protocol 1: before finding v’, the vector v is error-corrected
to the nearest codeword of C.

STEP 3. Using general protocols for OT-based secure com-
putation [31], [32], [30], [41], we use ROT™' to obtain
a statistically secure realization of (X,Y)™ with m =
Q(m’) = Q(n). This step is immediate if the denominators
of all probabilities in (X, Y") are powers of two, but can also
be performed with constant (amortized) overhead in the case
of general rational probabilities.

This yields the following main theorem:

Theorem 5.1 (Constant-rate correlation extractors): Let
(X,Y) be a finite distribution such that Pr[(X,Y) = (z,y)]
is a rational number for every (z,y). Then, there exists an
explicit (n,m,t,¢) correlation extractor for (X,Y) with
m(n) = Q(n), t(n) = Qn), e(n) = 27" and O(n) bits
of communication.

The first two steps of the above construction actually yield
the following independently useful corollary:

Theorem 5.2 (Constant-rate OT from non-trivial channel):
Let g be any functionality such that there is a (possibly
inefficient) statistically secure reduction 7 of OT to g. Then,
there is a statistically e-secure reduction 7’ of OT™ to g (in
the semi-honest model) which only makes n = O(m) calls
to g and has statistical error e(m) = 2~*("™)_ Furthermore,
7’ remains secure even if the n calls to g jointly leak ¢ bits
of information for some ¢ = Q(m).
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