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Abstract

Theexplosive growth of theInternetthewidespreadise

of WWW-relatedapplicationsandtheincreasedeliance
on client-serer architectureplacesinterestingnew de-

mandson networkseners. In particulay the operating
systenrunningonsuchsystemseed4o managehema-

chine'sresourcesn a manneithatmaximizesandmain-

tainsthroughputunderconditionsof high load. We pro-

poseandevaluatea new networksubsystenarchitecture
that providesimproved fairness stability, andincreased
throughputunderhigh networkload. The architecture
is hardwareindependenand doesnot degradenetwork
lateng or bandwidthundernormalload conditions.

1 Intr oduction

Most work on operatingsystemsupportfor high-speed
networksto datehasfocusedon improving messagéa-
teng/ andon deliveringthe network’s full bandwidthto
applicationprogramg[1, 5, 7, 21]. More recently re-
searcherdave startedto look at resourcemanagement
issuesin networksenerssuchasLAN seners,®revall
gatavays,and WWW seners[16, 17]. This paperpro-
posesa new network subsystemarchitecturebasedon
lazy receiver processing(LRP), which provides stable
overloadbehaior, fair resourceallocation,andincreased
throughputunderheary loadfrom the network.

This paper originally appearedin the Proceedingsf the 2nd
USENIX Symposiumon OperatingSystemsDesignand Implemen-
tation(ODSI), Seattle WA, Oct1996.

Thiswork supportedn partby NationalScienceé-oundatiorGrant
CCR-9503098

Stateof the art operatingsystemsuse sophisticated
meansof controlling the resourcexonsumedy appli-
cationprocessesPoliciesfor dynamicschedulingmain
memoryallocationandswappingaredesignedo ensure
gracefulbehaior of a timesharedsystemundervarious
loadconditiors. Resourcesonsumedluringtheprocess-
ing of networktraf®c,ontheotherhand aregenerallynot
controlledand accountedor in the samemanner This
posesa problemfor network seners that face a large
volumeof networktraf®c,andpotentiallyspendconsid-
erableamountf resource®n processinghattraf®c.

In particular UNIX basedperatingsystemandmary
non-UNIX operatingsystemsiseaninterrupt-drivennet-
work subsystemarchitecturethat gives strictly highest
priority to the processingf incoming network packets.
This leadsto schedulinganomaliesdecreasedhrough-
put, and potential resourcestanation of applications.
Furthermore the systembecomesunstablein the face
of overloadfrom the network. This problemis serious
evenwith therelatively slow currentnetworktechnology
andwill grow worseasnetworksincreasen speed.

We proposea networksubsystenarchitecturghatin-
tegratesnetworkprocessingnto the systems globalre-
sourcemanagementUnderthis systemresourcespent
in processingnetwork traf®c are associatedvith and
chagedto the applicationprocesghat causeshe traf-
®c. Incomingnetworktraf®cis scheduledt the priority
of the procesghatrecevesthetraf®c,andexcesstraf®c
is discardedearly This allows the systemto maintain
fair allocationof resourcesvhile handlinghigh volumes
of network traf®c, and achiezes systemstability under
overload.

Experimentsshav that a prototypesystembasedon
LRP maintainsits throughputand remainsresponsie
evenwhenfacedwith excessie networktraif®cona 155
Mbit/s ATM network. In comparison,a corventional
UNIX systemcollapsesindernetworktraf®cconditions
that can easily ariseon a 10 Mbit/s Ethernet. Further
resultsshav increasedfairnessin resourceallocation,
traf®c separationandincreasedhroughputunderhigh
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load.

Therestof thispapelis organizedasfollows. Sectior?
givesabrief overview of thenetworksubsystenfioundin
BSDUNIX-derivedsystemg13] andidenti®egroblems
thatarisewhena systemof thistypeis usedasanetwork
sener. The designof the LRP networkarchitecturds
presentedn Section3. Section4 givesa quantitatie
performancevaluationof ourprototypemplementation.
Finally, Section5 coversrelatedwork andandSection6
offerssomeconclusions.

2 UNIX Network Processing

This sectionstartswith a brief overview of networkpro-
cessingin UNIX operatingsystems. It then pointsout
problemghatarisewhenasystenof thistypefacedarge
volumesof networktraf®c. Finally, we aiguethatthese
problemsareimportantby discussingcommonsources
of high networktraf®c.

To simplify the discussion, we focus on the
TCP/UDP/IPprotocolsuite,andon BSD-derved UNIX
systemg13]. Similarproblemsarisewith otherprotocol
suites,in SystemV-dervedUNIX systemsandin mary
commercialnon-UNIX operatingsystems.Figure 1 il-
lustrateghe BSD networkingarchitecture.

2.1 Overview

Onthereceving side,the arrival of a networkpacketis
signaledby aninterrupt. Theinterrupthandleywhichis
partof the networkinterfacedevice driver, encapsulates
thepacketn anmhuf, queueghepacketin thelP queue

and postsa softwareinterrupt. In the contet of this
softwareinterrupt, the packetis processedy IP. After
potentialreassemblypf multiple IP fragmentsUDP's or
TCP'sinputfunctionis called,asappropriate Finallyb
still in thecontext of thesoftwardanterruptbthe packeis
gueuednthe soketqueueof thesocketthatis boundto
the packets destinatiorport. The softwareinterrupthas
higher priority thanary userprocessitherefore,when-
ever a userprocesss interruptedby a packetarrival, the
protocolprocessindor thatpacketoccursbefore control
returnsto the userprocess.On the otherhand,software
interruptshave lower priority than hardwareinterrupts;
thus, the receptionof subsequenpacketscan interrupt
theprotocolprocessingf earlierpackets.

Whenanapplicationprocesperformsarecevesystem
call' onthe socket,the packets datais copiedfrom the
mbufs into the applications addresspace. The mbufs
arethendequeueénddeallocatedThis ®nalprocessing
stepoccursin the context of theuserprocesgerforming
asystemcall.

On the sendingside, datawritten to a socketby an
applicationis copiedinto newly allocatedmbufs. For
datagranmsockets(UDP), the mhufs arethen handedto
UDP andIP for transmissionAfter potentialfragmenta-
tion, theresultinglP packetsarethentransmitted prbif
theinterfacels currentlybusybplacedin thedriver'sin-
terfacequeue. All of theseactionsare executedin the
contet of the userprocesghat performedthe sendsys-
tem call on the socket. Packetsqueuedin the interface
gueueareremoved andtransmittedn the context of the
networkinterfacesinterrupthandler

For streamsocketgTCP),thembufsarequeuedn the
sockets outgoingsocketqueue and TCP's outputfunc-
tion is called. Dependingon the stateof the TCP con-
nectionandtheamgumentgo thesendcall, TCP makesa
logical copy of all, some,or noneof the queuedmbufs,
processeshem for transmissionand calls IP's output
function. TheresultinglP packetsare thentransmitted
or queuedntheinterfacequeue.Again, this processing
occursin thecontet of theapplicationprocesgperform-
ing a systemcall. As for UDP packetsdatais removed
from the interfacequeueandtransmittedin the context
of the networkinterfacesinterrupthandler

Processingf ary remainingdatain the socketqueue
typically occursin thecontet of a softwareinterrupt. If
TCP receves an acknavledgment,more datafrom the
socketqueuemay be sentin the context of the software
interrupt that was postedto processthe incoming ac-
knowledgment.Or, datamay be sentin the context of a
softwarenterruptthatwasscheduledy TCPtoindicatea
timeout. Datais notremovedfrom the socketqueueuntil

1We usethetermreceivesystentall to referto anyof the®vesystem
callsavailableto readdatafrom a socket.Thetermsendsystencall is
usedanalogouslyo referto systemcallsthatwrite datato a socket.



its receptionvasacknavledgedby theremoterecever.
CPUtime consumedluringtheprocessingf network
I/O is accountedfor asfollows. Any processinghat
occursin thecontet of auserprocesgerforminga sys-
temcall is chagedto thatprocessassystemtime. CPU
time spentin softwareor hardwarenterrupthandlerss
chagedto the userprocesghat wasinterrupted Note
thatin generaltheinterruptedorocessnay beunrelated
to thenetworkcommunicationthatcausedheinterrupt.

2.2 Problems

We now turn to describeseveral problemsthatcanarise
when a systemwith corventionalnetwork architecture
faceshigh volumesof networktraf®c. Problemsarise
becaus®f four aspectof the networksubsystem:

Eagerreceiverprocessing
Processingf receved packetss strictly interrupt-
driven,with highesfpriority givento thecaptureand
storageof packetsn mainmemory;seconchighest
priority is givento the protocolprocessingf pack-
ets;and,lowestpriority is givento the applications
thatconsumehe messages.

Lack of effectiveload shedding Packetdropping as a
meango resolerecever overloadoccursonly after
signi®canthost CPU resourceshave alreadybeen
investedn the droppedpacket.

Lack of traf®c separation Incomingtrai®cdestinedor
oneapplication(socket)canleadto delayandloss
of packetglestinedor anothempplication(socket).

Inappropriate resource accounting CPUtime spenin
interruptcontext during the receptionof packetss
chagedto the applicationthat happendo execute
whena packetarrives. SinceCPU usage asmain-
tainedby the system,in uencesa process future
schedulingpriority, thisis unfair.

Eagerrecever processinghas signi®cantdisadwan-
tageswhenusedin a networksener. It giveshighest
priority to the processingf incomingnetwork packets,
regardles®f thestateor theschedulingoriority of there-
ceving application.A packetrrival will alwaysinterrupt
a presentlyexecutingapplicationevenif ary of the fol-
lowing conditionshold true: (1) the currentlyexecuting
applicationis not the recever of the packet;(2) the re-
ceiving applicationis not blockedwaiting on the packet;
or, (3) thereceving applicationhaslower or equalpri-
ority thanthe currently executingprocess.As a result,
overheadsassociatedvith dispatchingand handlingof
interruptsandincreasedcontext switchingcanlimit the
throughpuof asener underload.

Underhighloadfrom the network,the systemcanen-
ter a stateknown asreceiverlivelodk [20]. In this state,
the systemspendsall of its resourceprocessingncom-
ing networkpacketspnly to discardthemlater because
no CPUtime is left to servicethe receving application
programsFor instanceconsidethebehaior of thesys-
temunderincreasingoad from incoming UDP packets
2. Sincehardwarednterfaceinterruptandsoftwareinter-
ruptshave higherpriority thanuserprocesseshesocket
gueueswill eventually ®ll becausehe receving appli-
cationno longergetsenoughCPU time to consumehe
packets.At that point, packetsarediscardedvhenthey
reachthesocketjueue.As theloadincreases$urther, the
softwaranterruptswill eventuallynolongerkeepupwith
theprotocolprocessingcausinghelP queueto ®ll. The
problemis that early stagef recever processindhave
strictly higherpriority thanlaterstages Underoverload,
this causespacketsto be droppedonly after resources
have beeninvestedin them. As a result,the throughput
of thesystendropsastheofferedloadincreasesintil the
system®nallyspendsll its time processingpacketonly
to discardthem.

Burstsof packetsarriving from the networkcancause
schedulinganomalies. In particular the delivery of an
incomingmessag#o thereceving applicationcanbede-
layedby a burst of subsequentlarriving packets. This
is becausdhe networkprocessingf the entire burst of
packetsnustcompletébeforeary applicatiorprocesgan
regain control of the CPU. Also, sinceall incomingIP
traf®cis placedin the sharedP queue aggregatetraf®c
burstscanexceedthe IP queuelimit and/orexhaustthe
mbuf pool. Thus,trai®cburstsdestinedfor one sener
processanleadto the delayand/orlossof packetdes-
tinedfor othersockets.This type of traf®cinterference
is generallyunfairandundesirable.

2.3 Sourcesof High Network Load

Network protocolsanddistributedapplicationprograms
use ow controlmechanismso preventa sendemprocess
fromgeneratingnoretraf®cthanthereceverprocessan
handle.Unfortunately ow controldoesnot necessarily
preventoverloadof networksener machinesSomerea-
sonsfor this are:

simultaneousequestfrom alargenumberof clients
misbeh&eddistributedapplications
incorrectclient protocolimplementations
maliciousdenial-of-servicattacks

broadcasandmulticasttraf®c

2Similar problemscanariseunderioadfrom TCPconnectiorestab-
lishmentrequespackets.



TCP connectionestablishmentequests(TCP SYN
packetsjromalargenumberof clientscan ood aWww
sener. ThisistruedespiteTCP's 0w control mechanism
(which regulatestraf®con establisheatonnectionspnd
TCP'sexponentiabackof stratgy for connectiorestab-
lishmentrequestqwhich canonly limit the rate of re-
tries). Themaximalrateof SYN packetss only bounded
by the capacityof the network. Similar amumentsap-
ply for ary sener thatsenesavirtually unlimitedclient
communitysuchastheInternet.

Distributedapplicationsbuilt ontop of a simpledata-
gram servicesuchas UDP mustimplementtheir own
“ow and congestioncontrol mechanisms.Whenthese
mechanismare de®cientgxcessie networktraf®ccan
result. Incorrectimplementationsf "o w-controlledpro-
tocolssuchasTCPBnot uncommorin thePCmarketb
canhave the sameeffect. The vulnerability of network
senersto networktraf®coverloadcanbe andhasbeen
exploited for securityattacks. Thus, currentnetwork
senershave aprotectionandsecurityproblem sinceun-
trustedapplicatiorprogramsunningon clientscancause
thefailure of thesharedsener.

Thereare mary examplesof real-worldsystemghat
are proneto the problemsdiscussedibore. A packet
®ltering application-leel gatevay, such as a ®ravall,
establishesa nev TCP connectionfor every ow that
passeshroughit. An excessie “ow establishmentate
canoverwhelmthe gatevay. Moreover, a misbehaing
“ow canget an unfair shareof the gatevay's resources
andinterferewith other o wsthatpassthroughit. Simi-
lar problemscanoccurin systemghatrun several sener
processesuchasWebsenersthatuseaprocesgercon-
nection;or, singleprocessenersthatuseakernelthread
perconnection.Schedulinganomaliessuchasthosere-
latedto bursty data,canbeill-affordedby systemghat
run multimediaapplications. Apart from the above ex-
amples,ary systemthat useseagemetworkprocessing
canbe livelockedby an excessof networktraf®cbthis
neednotalwaysbe partof a denialof serviceattack,and
cansimply be becausef aprogramerror.

Theseproblemsmake it imperatie that a network
sener be ableto control its resourcesn a mannerthat
ensureef®cieng andstability underconditionsof high
network load. The corventional, interrupt-driven net-
work subsystenarchitecturedoesnot satisfythis crite-
rion.

3 Designof the LRP Ar chitecture

In this section,we presentthe designof our network
subsystenarchitecturdasedn lazyrecever processing

30ften,adenial-of-servicattackis usedaspartof amoreelaborate
securityattack.
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(LRP). We startwith an overview, and then focuson
detailsof protocolprocessindor UDP andTCR

The proposedarchitectureovercomesthe problems
discussedh the previous sectionthrougha combination
of techniques:(1) The IP queueis replacedwith a per
socketqueuethatis sharedwith the network interface
(ND). (2) The networkinterfacedemultiplexesincoming
packetsaaccordingo their destinatiorsocketandplaces
the packetdirectly on the appropriatereceve queué.
Packetsdestinedfor a socketwith a full recever queue
aresilentlydiscardedearlypackediscard).(3) Recever
protocolprocessings performedatthe priority of there-
cewving process. (4) Wheneer the protocolsemantics
allow it, protocolprocessings performedlazily, in the
context of the userprocesgerforminga receve system
call. Figure2 illustratesthe LRP architecture.

Thereareseveral thingsto noteaboutthe behaior of
thisarchitectureFirst, protocolprocessindor apackein
mary casesloesnot occuruntil the applicationrequests
thepacketin areceve systencall. Packetprocessingno
longerinterruptsthe running processat the time of the
packets arrival, unlessthe recever hashigherschedul-
ing priority thanthe currently executingprocess. This
avoids inappropriatecontext switchesand canincrease
performance.

Second, the network interface separateqdemulti-
plexes)incomingtraf®cby destinatiorsocketandplaces

4The presentiscussiorassumeshat the networkinterfacehasan
embeddedCPU that can be programmedo perform this task. Sec-
tion 3.2discussebow LRP canbeimplementedvith anuncooperatie
NI.

5For a sharedor multicastsocket this is the highestof the partici-
patingprocessegpriorities.



packetsdirectly into persocketreceve queues. Com-
binedwith therecever protocolprocessingtapplication
priority, this providesfeedbacko the networkinterface
aboutapplicationprocessesability to keepup with the
traf®carriving at a socket. This feedbackis usedasfol-
lows: Onceasocketsreceve queuedlls,theNI discards
furtherpacketdestinedor the socketuntil applications
have consumedsomeof the queuedpackets. Thus, the
NI caneffectively shedload without consumingsignif-
icanthostresources.As a result,the systemhasstable
overloadbehaior andincreasedhroughputunderhigh
load.

Third, the networkinterfaces separatiorof receved
traf®c,combinedwith therecever processin@tapplica-
tion priority, eliminatesnterferenceemongpacketdes-
tinedfor separatsockets Moreover, thedeliverylateny
of apacketcannotbein uencedby asubsequentlgrriv-
ing packeof equalor lowerpriority. And, theelimination
of thesharedP queuegreatlyreducegshelikelihoodthat
a packetis delayedor droppedbecausdraf®cdestined
for adifferentsockethasexhaustedsharedesources.

Finally, CPUtimespenin receverprotocolprocessing
is chaged to the applicationprocessthat receves the
traf®c. This is importantsincethe recentCPU usage
of a processin uencesthe priority that the scheduler
assignsa processln particular it ensuregairnessn the
casewhereapplicationprocesseseceve high volumes
of networktraf®c.

Early demultiplxingba key componentof LRP's
designbhas been used in mary systemsto support
application-speci®cetworkprotocols[11, 23], to avoid
datacopying[6, 21], andto presere network quality-
of-serviceguaranteefor real-timecommunicatiorj10Q].
Demultiplexing in the networkadaptorand multiple NI
channel$are beenusedio implementow-lateng, high-
bandwidth,userlevel communication1, 5]. Protocol
processingoy userlevel threadsat applicationpriority
hasbeenusedin userlevel network subsystenimple-
mentationg10, 11, 23]. Whatis new in LRP's design
is (1) thelazy, delayedprocessingf incomingnetwork
packetsand(2) the combinationand applicationof the
above techniquedo provide stability, fairness,and in-
creasedhroughputunderhighload. A full discussiorof
relatedwork is givenin Section5.

It isimportantto notethatthetwo key techniquesised
in LRPBlazy protocolprocessingat the priority of the
recever, and early demultiplexiingbare both necessary
to achieve stability and fairnessunderoverload. Lazy
protocol processingdrivially dependon early demulti-
plexing. To seethis, obsere thattherecever procesof
anincomingpacketmustbeknownto determinghetime
andpriority atwhichthe packetshouldbe processed.

Corversely early demultiplecing by itself is not suf-
®cientto provide stability and fairnessunderoverload.

Considera systemthat combinesthe traditional eager
protocolprocessingvith early demultiplexing. Packets
aredroppedmmediatelyin caseheirdestinatbnsoclet's
receve queueis full. Onewould expectthis systemto
remainstableunderoverload,sincetraf®carriving at an
overloadedendpointis discardedearly Unfortunately
the systemis still defenselesagainstoverloadfrom in-
comingpacketghatdo not containvalid userdata. For
example,a ood of control messagesr corrupteddata
packetscanstill causdivelock. Thisis becauserocess-
ing of thesepacketsdoesnot resultin the placemenbf
datain thesockegueuethusdefeatingheonly feedback
mechanisnthatcaneffectearly packetdiscard.

In addition,earlydemultiplexing by itself lacksLRP's
bene®tof reducedcontet switchingand fair resource
allocation sinceit share88SD'sresourceaccountingand
eagerprocessingnodel. A quantitatve comparisorof
bothapproachess givenin Section4. We proceedwith
adetaileddescriptionof LRP's design.

3.1 Socketsand NI Channels

A networkinterface(NI) channelis a datastructurethat
is sharedbetweerthe networkinterfaceandthe OSker-
nel. It containsarecever queueafreebuffer queueand
associatedtatevariables. The NI determineghe desti-
nationsocketof ary receved packetsand queueghem
on thereceve queueof the channelassociateavith that
socket. Thus,the networkinterfaceeffectively demulti-
plexesincomingtraf®cto their destinatiorsockets.
Whenasockeis boundto alocalport(eitherimplicitly
or explicitly by meansof a bind() systemcall), an NI
channels created Also, whenaconnectedtreansocket
is createdit is allocatedits own NI channel. Multiple
socketshoundto the sameUDP multicastgroupsharea
singleNI channel.All traf®cdestinedor or originating
from asocketpasseshroughthatsockets NI channel.

3.2 PacketDemultiplexing

LRPrequireghatthenetworkinterfacebeableto identify
thedestinatiorsocketof anincomingnetworkpacketso
thatthe packetcanbe placedon the correctNI channel.
Ideally, this function shouldbe performedby the NI it-
self. Incidentally mary commerciahigh-speechetwork
adaptorscontainan embeddedCPU, andthe necessary
demultiplecing function canbe performedby this CPU.
We call this approach_LRP with NI demux In the case
of networkadaptorghatlackthenecessargupport(e.g.,
inexpensve FastEthernetadaptors)the demultiplexing
functioncanbe performedn the networkdriver'sinter-
rupt handler We call this approactsoft demux Here,
someamountof hostinterruptprocessings necessaryo
demultiplex incomingpackets.Fortunatelywith current



technologythis overheadappeardo be smallenoughto
still maintaingoodstability underoverload. The adwan-
tageof this approachis thatit will work with ary net-
work adaptori.e., it is hardwarendependent.We will
guantitatvely evaluateboth demultiplexing approaches
in Sectiond.

Ourdemultipling functionis self-containedandhas
minimalrequirementsnits executionervironment(non-
blocking,nodynamicmemoryallocation,notimers).As
such,it canbereadilyintegratedin a networkinterfaces
®rmwareorthedevice'shostinterrug handler Thefunc-
tion canef®cientlydemultiplex all packetsn the TCP/IP
protocolfamily, includingIP fragmentsin rarecasesan
IP fragmentdoesnot containenoughinformationto al-
low demultipling to thecorrectendpoint.Thishappens
whenthe fragmentcontainingthe transportheaderof a
fragmentedP packetdoesnot arrive ®rst. In this case,
the offending packetis placedon a specialNI channel
resered for this purpose. The IP reassemblyunction
checkghis channefjueuewhenit missedragmentdur-
ing reassembly

Throughouthis papey wheneer referencas madeto
actiongerformedy thenetworkinterfacewe mearthat
theactionis performedeitherby theNI processofin the
caseof NI demux),or the hostinterrupthandler(in the
caseof softdemux).

3.3 UDP protocol processing

For unreliable,datagram-orientegrotocolslike UDP,
network processingproceedsas follows: The transmit
sideprocessingemaindargely unchangedPacketsare
processedy UDP and IP codein the contet of the
userprocesperformingthe sendsystemcall. Then,the
resultinglP packet(sjpreplacedontheinterfacequeue.

Onthereceving side thenetworkinterfacedetermines
the destinationsocketof incoming packetsand places
themonthecorrespondinghannetjueue If thatqueuas
full, thepacketis discardedIf thequeuewaspreviously
empty anda state ag indicatesthat interruptsare re-
questedor thissockettheNI generateahostinterrup®.
Whenauserprocesgallsareceve systencallonaUDP
socket,the systemchecksthe associatechannels re-
ceive queue.If the queueis non-emptythe ®rstpacket
is removed; else,the processs blockedwaiting for an
interruptfrom the NI. After remwving a packetfrom the
receve queueP'sinputfunctionis called,whichwill in
turncall UDP'sinputfunction. Eventuallytheprocessed
packetis copiedinto the applications buffer. All these
stepsare performedin the context of the userprocess
performingthe systemcall.

Therearesereralthingsto noteabouttherecever pro-
cessing.First, protocolprocessingor a packetdoesnot

Swith softdemux ahostinterruptalwaysoccursuponpadet arrival.

occuruntil the applicationis waiting for the packet the
packehasarrived,andtheapplications schedutdtorun.
As aresult,onemight expectreducedcontext switching
andincreasednemoryacces$ocality. Secondwhenthe
rateof incomingpacketsxceedgherateatwhichthere-
ceving applicationcanconsumehe packetsthechannel
receve queue®lls,causinghenetworkinterfaceto drop
packets.This droppingoccursbeforesigni®canhostre-
sourceshave beeninvestedin the packet. As a result,
the systemhasgood overloadbehaior: As the offered
rate of incoming traf®c approacheshe capacityof the
sener, thethroughputreachests maximumandstaysat
its maximumevenif the offeredrateincreasesurther’.

It is importantto realizethat LRP doesnot increase
the lateny of UDP packets. The only conditionunder
whichthedelivery delayof a UDP packetcouldincrease
underLRPis whena hostCPU s idle betweerthetime
of arrival of the packetandthe invocationof the receve
systenrcall thatwill deliverthepacketo theapplication.
This casecanoccuron multiprocessomachinesandon
auniprocessowhentheonly runnableapplicatiorblocks
onanl/O operatior(e.g. disk)beforeinvokingthereceve
systemcall. To eliminatethis possibility, an otherwise
idle CPUshouldalwaysperformprotocolprocessindor
ary receved packets. This is easily accomplishedy
mean®f akernelthreadwith minimalpriority thatchecks
NI channelsand performsprotocol processingor ary
gueuedJDP packets.

3.4 TCP protocolprocessing

Protocolprocessings slightly more complex for a re-

liable, "o w-controlledprotocolsuchas TCP As in the

original architecture datawritten by an applicationis

gueuedin the socketqueue. Somedatamay be trans-
mitted immediatelyin the context of the userprocess
performingthe sendsystemcall. The remainingdata
is transmittedn responseo arriving acknavledgments,
andpossiblyin responséo timeouts.

The maindifferencebetweenUDP and TCP process-
ing in the LRP architectures that recever processing
cannotbe performedonly in the context of areceve sys-
tem call, dueto the semanticf TCR BecauselCP is
“ow controlled,transmissiorof datais pacedby there-
ceier via acknavledgments. Achieving high network
utilization andthroughputrequirestimely processingf
incomingacknavledgmentslf recever processingvere
performedonly in the context of receve systemcalls,
thenat mostone TCP congestiorwindow of datacould
be transmittecbetweensuccessie receve systemcalls,
resultingin poorperformancéor mary applications.

7With soft demux,thethroughputdiminishesslightly astheoffered
loadincreasesjueto thedemultiplexingoverhead.



Thesolutionis to performrecever processindor TCP
socketsaasynchronouslywhenrequired.Packetsarriving
on TCP connectionsan thus be processedven when
the applicationprocesds not blockedon a receve sys-
temcall. Unlike in corventionalarchitecturesthis asyn-
chronousprotocol processingloesnot take strict prior-
ity over applicationprocessing. Instead,the process-
ing is scheduledat the priority of the applicationpro-
cessthat usesthe associategocket,and CPU usageis
chagedbackto thatapplicatiorf. Undernormalcondi-
tions, the applicationhasa suf®cientlyhigh priority to
ensurgimely processingf TCPtraf®c. If anexcessie
amountof traf®carrivesat the socket,the applications
priority will decayas a resultof the high CPU usage.
Eventually the protocolprocessingcanno longerkeep
up with the offeredload, causingthe channelrecever
gueueo ®llandpacketgo bedroppeddy theNl. In addi-
tion, protocolprocessings disabledor listeningsockets
thathave exceededheir listen backloglimit, thuscaus-
ing thediscardof further SYN packetsattheNI channel
gueue.Asshovnin Sectiord, TCPsocketenjoysimilar
overloadbehaior andtraf®cseparatiorasUDP sockets
underLRP.

Therearesereralwaysof implementingasynchronous
protocolprocessingAPP).In systemghatsupport(ker-
nel)threadgi.e.,virtually all modernoperatingsystems),
an extra threadcan be associatedvith applicationpro-
cesseghat use stream(TCP) sockets. This threadis
scheduledat its processs priority andits CPU usageis
chapgedto its process Sinceprotocolprocessinglways
runsto completion, no state needsto be retainedbe-
tweenactivations.Thereforejt is notnecessarto assign
a private runtime stackto the APP thread;a single per
CPUstackcanbeusednstead.Theresultingperprocess
spaceoverheadf APPis onethreadcontrolblock. This
overheadcanbe furtherreducedhroughthe useof con-
tinuationg3]. Theexactchoiceof amechanisnior APP
greatlydepend®on thefacilities availablein a particular
UNIX kernel. In our currentprototypeimplementation,
akernelprocesss dedicatedo TCP processing.

3.5 Other protocolprocessing

Processingdpr certainnetworkpacketsannotedirectly
attributedto ary applicatiorprocessin theTCP/IPsuite,
this includesprocessingof some ARP, RARP, ICMP
packetsandIP packetforwarding.In LRP, this process-
ing is chagedto daemorprocessethatactasproxiesfor
aparticularprotocol. Thesedaemon$ave anassociated
NI channel,and packetsfor suchprotocolsare demul-
tiplexed directly onto the correspondingchannel. For

8In UNIX, morethanoneprocesscanwait to readfrom a socket.
In this casetheprocesswith the highestpriority performsthe protocol
processing.

example,an IP forwardingdaemonis chagedfor CPU

time spenton forwardinglP packetsandits priority con-

trols resourcespenton IP forwarding. ThelP daemon
competesvith otherprocessefor CPUtime.

4 Performance

In thissectionwe presentxperimentsiesignedo evalu-

atetheeffectivenes®f theLRP networksubsystenarchi-

tecture. We startwith a descriptionof the experimental
setupandthe prototypeimplementationandproceedo

presentheresultsof variousexperiments.

4.1 Experimental Setup

All experimentswere performedon Sun Microsystems
SFARCstation20 model 61 workstations(60MHz Su-
perSRRRC+,36KB L1, 1IMB L2, SPECint9298.2). The
workstationsareequippedvith 32MB of memoryandrun
SunOH4.1.3U1L. A 155Mbit/s ATM local areanetwork
connectghe workstations,using FORE SystemsSBA-
200 networkadaptors.Thesenetworkadaptordnclude
anIntel i960 processothat performscell fragmentation
andreassemblyf protocoldataunits (PDUs). Notethat
LRP doesnot dependon a speci®metwork adaptoror
ATM networks. SOFFLRP canbe usedwith ary net-
work andNI.

TheLRParchitecturavasimplementedsfollows. We
modi®edheTCP/UDP/IPhetworksubsysterthatcomes
with the4.4 BSD-Litedistribution[24] to optionallyim-
plementLRP. Theresultingcodewasthendownloaded
into the SunOSkernelasa loadablekernelmoduleand
attachedto the socketlayer as a new protocol family
(PFLRP).A customdevice driverwasdevelopedfor the
FORE networkadaptor The 4.4 BSD-Lite networking
subsystemnwvasusedbecausef its performancandavail-
ability in sourcgorm. (We did nothave acces$o SunOS
sourcecode.)The4.4BSD networkingcodewasslightly
modi®edto work with SunOSmhufs. At the time of
this writing, the prototypeimplementatiorusesa kernel
processgo performasynchronouprotocolprocessindor
TCPR

Sincewe were unableto obtain sourcecodefor the
SBA-200 ®rmwarewe could not integrateour own de-
multiplexing functionin this networkadaptor However,
we know enoughabouttheinterfaces architectureo be
con®denthat the function could be easily integrated,
giventhe sourcecode. To evaluatepacketdemultiplec-
ing in the networkadaptor(NI demux),we usedinstead
theSBA-200®rmwaralevelopedby CornellUniversity's

9QoS attributesor IPv6 “ows could be usedin an LRP based P
gatevayto providemore®ne-grainedesourcecontrol.



U-Net project[1]. This ®mwareperformsdemultiplec-
ing basedon the ATM virtual circuit identi®enVCI). A
signalingschemewas usedthat ensureghat a separate
ATM VCI is assignedfor traf®c terminatingor origi-
natingat eachsocket. The resultingimplementatiorof
NI-LRP is fully functional.

4.2 Experimental Results

All experimentswere performedon a private ATM net-
work betweenthe SFARCstations. The machineswere
runningin multiusermode but werenot sharedy other
users.

The ®rstexperimentis a simpletestto measurdJDP
lateny andthroughputandTCPthroughput.Its purpose
is to demonstratehat the LRP architecturds competi-
tivewith traditionalnetworksubsystenimplementations
in term of thesebasicperformancecriteria. Moreover,
we includethe resultsfor an unmodi®edSunOSkernel
with the Fore ATM device driver for comparison. La-
teng wasmeasuredy ping-ponginga 1-byte message
betweentwo workstations10,000times, measuringhe
elapsedime and dividing to obtain round-trip lateng.
UDP throughputwas measuredising a simple sliding-
window protocol (UDP checksummingvas disabled.)
TCPthroughputvasmeasurety transferrinf24 Mbytes
of data,with thesocketsendandreceve bufferssetto 32
KByte. Tablel shownstheresults.

ThenumberslearlydemonstratthatLRP'sbasicper
formanceis comparablewith the unmodi®edSD sys-
temfrom whichit wasderived. Thatis, LRP'simproved
overloadbehaior doesnot comeat the costof low-load
performanceFurthermorebothBSD andLRP with our
device driver perform signi®cantlybetter than SunOS
with the Fore ATM driver in termsof lateny and UDP
bandwidth. This is dueto performanceproblemswith
theForedriver, asdiscussedhn detailin [1].

SunOSexhibits a performanceanomalythat causes
its baseround-trip latengbas measuredn otherwise
idle machinesbtodrop by almost300 secs,whena
compute-boundbackgroundorocesss runningon both
theclientandthe sener machine We have obseredthis
effect in mary differenttestswith SunOS4.1.3U1 on
the SFARCstation20. The resultsappearto be con-
sistentwith our theory that the cost of dispatchinga
hardware/softwareterruptand/orthe recever process
in SunOSdepend®on whetherthe machineis executing
theidle loop or a userprocessat thetime a messager-
rivesfrom the network. Without accesgo sourcecode,
we wereunableto pinpointthe sourceof thisanomaly

Sinceour modi®edsystemg4.4BSD,NI-LRP, SOFF
LRP)areall basedbn SunOSthey wereequallyaffected
by thisanomaly Apartfrom affectingthebaseound-trip
lateng, the anomalycanperturbtheresultsof testswith

varying ratesand concurreng of networktraf®c, since
thesefactorsin uence the likelihood that an incoming
packetinterruptsa userprocess.To eliminatethis vari-
able,someof the experimentdescribedelon wererun
with low-priority, compute-boungbrocessesunningin
the backgroundto ensurethat incoming packetsnever
interrupttheidle loop.

Thenext experimentwasdesignedo testthebehaior
of the LRP architectureunderoverload. In this test, a
client processsendsshort (14 byte) UDP packetsto a
sener proceson anothermachineat a ®ed rate. The
sener processreceves the packetsand discardsthem
immediately Figure 3 plots the rate at which packets
are receved and consumedby the sener processas a
functionof therateatwhichthe clienttransmitspackets.

With thecorventionalt.4BSDnetworksubsystenthe
throughputincreasesvith the offeredload up to a max-
imum of 7400 pkts/sec. As the offeredload increases
further, the throughputof the systemdecreasesuntil
the systemapproachegivelockat approximately20,000
pkts/sec. With NI-LRP, on the otherhand,throughput
increasesip to themaximumof 11,000pkts/seandre-
mainsat that rate as the offered load increasedurther.
This con®rmghe effectivenesf NI-LRP's load shed-
ding in the networkinterface beforeary hostresources
have beeninvestedn handlingexcesdraf®c. Instrumen-
tationshavsthattheslightdropin NI-LRP'sdeliveryrate
beyond 19,000pkts/seds actuallydueto a reductionin
thedeliveryrateof our ATM network,mostlikely caused
by congestion-relategdhenomenén eitherthe switchor
thenetworkinterfaces.

SOFTFLRP refersto the casewhere demultiplexing
is performedin the host's interrupt handler (soft de-
mux). The throughputpeaksat 9760 pkts/sec,but di-
minishesslightly with increasingrate due to the over-
headof demultiplexing packetsin the host's interrupt
handler This con®rmsthat, while NI-LRP eliminates
thepossibility of livelock, SOFFLRP merelypostpones
its arrival. However, on our experimentalATM network
hardware/softwanglatform,wehave beenunableo gen-
eratehigh enoughpacketratesto causelivelockin the
SOFTFLRP kernel,evenwhenusinganin-kernelpacket
sourceonthesender

For comparison,we have also measuredthe over
loadbehaior of a kernelwith earlydemultiplecing only
(Early-Demux).The systemperformsdemultipleing in
the interrupthandler(asin SOFFLRP), dropspackets
whosedestinationsockets recever queueis full, and
otherwiseschedules softwareinterruptto processhe
packet. Due to the early demultiplexiing, UDP's PCB
lookup wasbypassedasin the LRP kernels. The sys-
temdisplaysmprovedstabilityunderoverloadcompared
with BSD,aresultof earlypackediscard.Therateof de-
clineunderoverloadis comparabléo thatof SOFFLRP,



System round-triplateny | UDPthroughput| TCPthroughput

( secs) (Mbps) (Mbps)
SunOS Foredriver 1006 64 63
4.4BSD 855 82 69
LRP (NI Demux) 840 92 67
LRP (SoftDemux) 864 86 66

Tablel: ThroughputandLateny

Figure3: Throughputersusofferedload

which is consistentwith their use of the samedemul-
tiplexing mechanism. However, the throughputof the
Early-Demuxkernelis only betweem0+65%o0f SOFF
LRP'sthroughputacrosgsheoverloadregion.

Both variants of LRP display signi®cantly better

throughputthanboth the conventional4.4 BSD system,
andtheEarly-Demuxkernel. Themaximaldeliveredrate
of NI-LRP is 51% andthatof SOFFLRP is 32% higher
than BSD's maximal rate (11163vs. 9760vs. 7380

pkts/sec). Note that the throughputwith SOFFLRP at

themaximalofferedrateis within 12%of BSD'smaximal
throughput.

In orderto understandhereasondor LRP's through-
put gains,we instrumentedhe kernelsto captureaddi-

tionalinformation. It wasdeterminedhatthe Maximum

Loss Free Receve Rate (MLFRR) of SOFFLRP ex-

ceededhatof 4.4BSDby 44%(9210vs. 6380pkts/sec).
4.4BSDandLRP droppacketsat thesocketqueueor NI
channeljueuerespecitiely, at offeredratesbeyondtheir

MLFRR. 4.4BSD additionally startsto drop packetsat

thelP queueatofferedratesin excessf 15,000pkts/sec.

No packetsveredroppeddueto lack of mhufs.
Obviously, early packetdiscarddoesnot play a role

in ary performancalifferencesatthe MLFRR. With the
exceptionof demultipling code(early demuxin LRP
versusPCBlookupin BSD)anddifferencesn thedevice
driver code,all four kernelsexecutethe same4.4BSD
networkingcode. Moreover, the device driver and de-
multiplexing codeusedin Early-DemuxandSOFFLRP
areidentical, eliminatingthesefactorsas potentialcon-
tributorsto LRP's throughputgains. This suggestshat
the performancegainsin LRP mustbe duein large part
to factorssuchas reducedcontext switching, software
interruptdispatchandimprovedmemoryaccessocality.

Ournext experimenimeasurethelateny thataclient
experiencesvhen contactinga sener processon a ma-
chinewith highnetworkload. Theclient,runningonma-
chineA, ping-pongsa shortUDP messagevith a sener
procesgping-pongsener)runningon machineB. At the
sametime, machineC transmitsUDP packetsat a ®xd
rateto aseparatserer procesgblastsener)onmachine
B, whichdiscardgshepacketsiponarrival. Figure4 plots
theround-triplateny experiencedy theclientasafunc-
tion of therateatwhich packetsaretransmittedrom ma-
chineC to the blastsener (backgroundoad). To avoid
theaborementionegberformanc@nomalyin SunOSthe



Figure4: Lateny with concurrentoad

machinesnvolvedin the ping-pongexchangewereeach
running a low-priority (nice +20) backgroundprocess
executinganin®niteloop.

In all threesystemsthe measuredateng varieswith
thebackgroundraf®crate. Thisvariationis causedby the
arrival of backgroundraf®cpacketduringthe software
processin@f aping-pongpackebntherecever. Arrivals
of backgroundraf®cdelaythe processingf therequest
and/orthe transmissiorof the responsenessagethus
causingan increasein the round-tripdelay The mag-
nitude of this delayis determinedby two factors: The
rateof arrivals,andthelengthof theinterruptionscaused
by eacharrival. Thislengthof interruptionsconsistsof
the®»edinterruptprocessingime (hardwaranterruptin
LRP, hardwareplus softwareinterruptin BSD), plusthe
optionaltime for schedulingof the blastsener, andde-
livery of the message This lastcomponenbnly occurs
whentheblastsener's priority exceedghatof the ping-
pongsener, i.e., it is a function of SunOSS scheduling
policy.

Instrumentatiorandmodelingcon®rmedhat the two
main factors shapingthe graphsare (1) the length of
the ®ed interrupt processingand (2) the scheduling-
dependentverheadof delivering messageto the blast
recever. The®edinterruptoverheadausesinon-linear
increasén thelateny asthebackgroundraf®crises.Due
to the large overhead(hardwareplus softwareinterrupt,
including protocol processingapproximately60 secs),
the effect is most pronouncedn 4.4BSD.SOFFLRP's
reducedinterruptoverhead(hardwareinterrupt, includ-
ing demux,approx. 25 secs)resultsin only a gradual
increaseWith NI-LRP (hardwarenterruptwith minimal

processing)this effectis barelynoticeable.

The secondfactor leadsto an additionalincreasein
lateny at backgroundraf®cratesup to 7000 pkts/sec.
The UNIX schedulerassignspriorities basedon a pro-
cesss recentCPU usage. As a result,it tendsto favor
a procesghat hadbeenwaiting for the arrival of a net-
work packetovertheprocesshatwasinterruptedcoy the
packetsarrival. At low ratestheblastreceveris always
blockedwhen a blast packetarrives. If the arrival in-
terruptsthe ping-pongsener, the schedulewill almost
alwaysgive the CPUto theblastrecever, causinga sub-
stantialdelayof the ping-pongmessageAt ratesaround
6000 pkts/sec,the blast recever is nearingsaturation,
thusturningcompute-boundAs aresult,its priority de-
creasesandthe schedulenow preferentiallyreturnsthe
CPU to the interruptedping-pongsener immediately
eliminatingthis effect at high rates.

Theadditionaldelaycausedy contet switchego the
blastsener is muchstrongerin BSD asin thetwo LRP
systemq1020vs. 750 secspeak). Thisis a causedy
themis-accountingf networkprocessingn BSD.In that
systemprotocolprocessingf blastmessagethatarrive
duringtheprocessingf a ping-pongmessagés chaged
to the ping-pongsener process.This depleteghe prior-
ity of the ping-pongsener, andincreaseshe likelihood
thatthe scheduledecidego assignthe CPUto the blast
sener uponarrival of amessage Notethatin a system
thatsupports®ed-priorityschedulinge.g.,Solaris) the
in"uence of schedulingcould be eliminatedby assign-
ing the ping-pongsener staticallyhighestpriority. The
resultis neverthelesénterestingn thatit displaystheef-
fectof CPU mis-accountingn lateny in a systemwith



RPC System | Workerelapsed Sener
time (secs)| (RPCs/sec)

Fast 4.4BSD 49.7 3120
SO-LRP 38.7 3133

NI-LRP 34.6 3410

Medium | 4.4BSD 47.1 2712
SO-LRP 37.9 2759

NI-LRP 34.1 2783

Slow 4.4BSD 43.9 2045
SO-LRP 38.5 2134

NI-LRP 35.7 2208

Table2: SyntheticRPCSener Workload

adynamicschedulingpolicy.

With BSD, packetdroppingat the IP queuemakes
lateny measuremenimpossibleatratesbeyond 15,000
pkts/secln theLRP systemsnhodroppedateny packets
wereobsered,whichis dueto LRP'straf®cseparation.

Ournext experimentattemptgo morecloselymodela
mix of workloadgypicalfor networkseners. Threepro-
cessesun onasener machine.The®rstsener process,
calledthe worker, performsa memory-boundomputa-
tioninresponsé anRPCcallfromaclient. Thiscompu-
tationrequiresapproximatelyl1.5second®f CPUtime
andhasa memoryworking setthat covers a sighi®cant
fraction(35%) of thesecondevel cache.Theremaining
two sener processeperformshortcomputationsn re-
sponsgo RPCrequests.A client on the othermachine
sendsan RPCrequesto the workerprocess.While the
workerRPCis outstandingtheclientsendfRPCrequests
to theremainingsener processe suchaway that (1)
eachsener hasa numberof outstandingRPC requests
atall times,and(2) therequestsredistributednearuni-
formly in time. (1) ensureshattheRPCsenerprocesses
never block on receving from the network'®. The pur
poseof (2)isto makesurethereis nocorrelatiorbetween
the schedulingof the sener processesandthe timesat
whichrequestareissuedby the client. Notethatin this
test,theclientsgenerateequestatthemaximalthrough-
putrateof thesener. Thatis, theseneris notoperating
underconditionsof overload. The RPCfacility we used
is basecbn UDP datagrams.

Table2 shavstheresultsof thistest. Thetotal elapsed
time for completionof the RPCto the worker process
is shavn in the third column. The rightmostcolumn
shaws the rateat which the seners processRPCs,con-
currentlywith eachotherandtheworkerprocess2Fast®,
aMedium® and2Slow® correspondo testswith differ-
ent amountsof perrequestcomputationgperformedin

10This is to ensurethatthe UNIX scheduledoesnot considetthese
serverprocesses/O-bound, which would tend to give them higher
schedulingoriority.

thetwo RPCsener processesin eachof the tests,the
sener'sthroughpufconsideringateof RPCscompleted
andworkercompletiontime) is lowestwith BSD, higher
with SOFFLRP (SO-LRP),andhighestwith NI-LRP. In
the®Medium® casewherethe RPCratesarewithin 3%
for eachof the systemstheworkercompletiontime with
SOFTFLRP is 20% lower, andwith NI-LRP 28% lower
thanwith BSD. In the2Fast® case,NI-LRP achiezesan
almost10% higher RPC rate and a 30% lower worker
completiortimethanBSD. Thiscon®rmshatLRP-based
senershave increasedhroughputunderhighload. Note
that packetdiscardis not a factor in this test, sincethe
systemis not operatingunderoverload. Therefore,re-
ducedcontet switchingandimproved locality mustbe
responsibldor the higherthroughputwith LRP.

Furthermorethe LRP systemamaintaina fair alloca-
tion of CPUresourcesinderhigh load. With SOFFLRP
andNI-LRP, theworkerprocess CPUshargCPUtime
/ elapsedcompletiontime) rangesfrom 29% to 33%,
whichis verycloseto theideall 3 of theavailableCPU,
comparedo 23%+26%with BSD.Thisdemonstratethe
effect of mis-accountingn BSD, which tendsto favor
processeghat perform intensive network communica-
tion over thosethat do not. Obsere that this effect is
distinctfrom, andindependenof, the UNIX schedules
tendengy to favor I/O-boundprocesses.

Finally, we conducteda setof experimentswith areal
sener application. We con®gured machinerunninga
SOFTFLRP kernelasa WWW sener, usingthe NCSA
httpd sener software,revision 1.5.1. A setof informal
experimentsshowv that the sener is dramaticallymore
stablethana BSD basedsener underoverload. To test
this, Mosaicclientswere contactingthe sener, while a
test programrunning on a third machinewas sending
packetsto a separateport on the sener machineat a
high rate (10,000packets/sec)An HTTP sener based
on 4.4 BSD freezescompletelyundertheseconditions,
i.e.,it nolongerrespondso ary HTTP requestsandthe
sener consoleappearslead.With LRP andsoftdemux,
thesenerresponddo HTTP requestandthe consoleis
responsie, althoughsomeincreasdn responsdime is
noticeable.

The resultsof a quantitative experimentareshavn in
Figure5. In this test, eight HTTP clientson a single
machinecontinually requestHTTP transfersfrom the
sener. Therequestedlocuments approximatelyl300
byteslong. The eight clientssaturatehe HTTP sener.
A seconcclient machinesendsake TCP connectiores-
tablishmentequest{SYN packets}o a dummysener
runningon the sener machinethatalsorunsthe HTTP
sener. No connectionsare ever establishedisa result
of theserequestsTCP on the sener sidediscardamost
of them oncethe dummy sener's listen backlogis ex-
ceeded. To avoid known performanceproblemswith



Figure5: HTTP Sener Throughput

BSD's PCB lookup functionin HTTP seners[16], the
TCPTIME_WAIT periodwassetto 500msjnsteadf the
default30 seconds.Thetestwererun for long periods
of timeto ensuresteady-statbehaior. Furthermorethe
LRP systenperformedaredundanPCBlookupto elim-
inateary biasdueto the greateref®cieng of the early
demultiplcing in LRP. Note that the resultsof this test
werenotaffectedby the TCPbugdescribedn RFC1948.

Thegraphsshowv the numberof HTTP transferscom-
pletedbyall clients,asafunctionof therateof SYN pack-
etstothedummysener, for 4.4BSDandSOFTFLRP The
throughputof the 4.4 BSD-basedHTTP sener sharply
dropsasthe rate of backgroundequestsncreasesen-
tering livelock at closeto 10,000SYN pkts/sec. The
reasons thatBSD's processingf SYN packetsn soft-
wareinterruptcontet stanesthe httpd sener processes
for CPU resources. Additionally, at ratesabore 6400
SYN pkts/sec packetsare droppedat BSD's sharedIP
gueue. This leadsto the loss of both TCP connection
requestsrom realHTTP clientandtraf®con established
TCP connections.Lost TCP connectiorrequestsause
TCP on the client side to back off exponentially Lost
traf®con establishedonnectiongausel CPto closeits
congestionwindow. However, the dominantfactor in
BSD'sthroughputleclineappearso bethe stanationof
Senerprocesses.

With LRP, thethroughputdecreasegelatively slowly.
At arateof 20,000backgroundequestpersecondthe
LRP sener still operatesat almost50% of its maximal
throughput®. With LRP, traf®con eachestablished CP

1INotethata(slow) T1link is capableof carryingalmost5000SYN
packetpersecondWith theemegingfastemetworklinks, routersand

connectionHTTP connectiorrequestsanddummyre-
guestsare all demultiplexed onto separateNl channels
anddo not interfere. As a result, traf®cto the dummy
senerdoesnotcausahelossof HTTP traf®catall. Fur-
thermoremostdummySYN packetsarediscardeckarly
atthe NI channelqueue. The predominantauseof the
declinein theSOFFLRP basedener'sthroughputsthe
overheadf softwaredemultipleing.

It shouldbenotedthat,independentf theuseof LRP,
an Internetsener mustlimit the numberof active con-
nectiongo maintainstability. A relatedssueis how well
LRP works with a large numberof establisheatonnec-
tions,ashasbeenobseredonbusyInternetseners[15].
SOFFLRP usesoneextrambuf comparedo 4.4BSDfor
eachestablished CP connectionso SOFFLRP should
scalewell to large numbersof active connections.NI-
LRP, on the otherhand,dedicatesesource®n the net-
workinterfacefor eachendpointandis notlikely to scale
to thousandf allocatedNI channels. However, most
of the establishedonnection®n a busywebsener are
in the TIME_WAIT state.This canbe exploitedby deal-
locatingan NI channelas soonas the associatedCP
connectionentersthe TIME_WAIT state. Any subse-
guentlyarriving packetnthis connectiorarequeuedat
a specialNI channelwhich is checkedby TCP's slow-
timo code. Sincesuchtraf®cis rare,this doesnot affect
NI-LRP'sbehaior in thenormalcase.

asuf®cientlylarge usercommunity a servercould easilybe subjected
to suchrates.



5 RelatedWork

Experiencesvith DEC's 1994CaliforniaElectionHTTP
senerrevealmary of theproblemsof aconventionalnet-
work subsystenarchitecturavhenusedasa busyHTTP
sener [15]. Mogul [16] suggestshat novel OS support
may berequiredto satisfythe needf busyseners.

Mogul and Ramakrishnaijl7] devise and evaluatea
set of techniquedor improving the overload behaior
of aninterrupt-drivennetworkarchitecture. Thesetech-
niguesavoid recever livelock by temporarilydisabling
hardwareinterruptsand using polling underconditions
of overload.Disablinginterruptslimits theinterruptrate
andcause®arlypacketiscardby thenetworkinterface.
Polling is usedto ensureprogressby fairly allocating
resourcesamongreceve and transmitprocessingand
multiple interfaces.

The overload stability of their systemappeargo be
comparableto that of NI-LRP, and it has an adwan-
tageover SOFFLRP in thatit eliminatesBratherthan
postponesPlivelock. On the other hand, their system
doesnot achiere traf®cseparationandthereforedrops
packetsirrespectve of their destinationduring periods
of overload. Their systemdoesnot attemptto chage
resourcespentin network processingo the receving
application,and it doesnot attemptto reducecontext
switchingby processingacketdazily. A directquanti-
tative comparisorbetween.RP andtheir systemis dif-
®cult, becauseof differing hardware/softwarerviron-
mentsandbenchmarks.

Mary researcherbave notedtheimportanceof early
demultipling to high-performancenetworking. De-
multiplexing immediatelyat the networkinterfacepoint
is necessaryor maintainingnetwork quality of service
(QoS)[22], it enablesserlevel implementationsf net-
work subsystem$2, 7, 11, 21, 23], it facilitatescopy-
avoidanceby allowing smartplacemenof datain main
memory([1, 2, 5, 6], andit allows properresourceac-
countingin the networksubsystenil4, 19]. This paper
amuesthat early demultipling alsofacilitatesfairness
andstability of networksubsystemsinderconditionsof
overload. LRP usesearly demultiplexing asa key com-
ponentof its architecture.

Packet®lters[12, 18, 25] aremechanismshatimple-
ment early demultiplexing without sacri®cingayering
andmodularity in the network subsystem.In the most
recentincarnationof packet®lters,dynamiccodegen-
erationis usedto eliminatethe overheadof the earlier
interpretedrersiong8].

Architecturally the designof LRP is relatedto user
level network subsystems Unlike LRP, the main goal
of theseprior worksis to achieze low communicatiora-
teng/ andhighbandwidthby remaoving protectiorbound-
ariesfrom the critical send/receie path, and/orby en-

ablingapplication-speci®ustomizatiorof protocolser
vices. To the bestof our knowledge,the behaior of
userlevel network subsystemsainder overload has not
beenstudied.

U-Net [1] and Application Device Channels(ADC)
[4, 5] sharewith NI-LRP the approachof using the
networkinterfaceto demultiplex incoming packetsand
placingthemon queuesassociatedvith communication
endpoints.With U-Net and ADCs, the endpointqueues
are mappedinto the addressspaceof applicationpro-
cessesMore corventionaluserlevel networkingsubsys-
temg[7, 11, 23] sharewith SOFFLRP theearlydemulti-
plexing of incomingpacketsy theOSkernel(software).
Demultiplexed packetsare thenhandedo the appropri-
ateapplicationprocesaisinganupcall. In all userlevel
network subsystemsprotocol processings performed
by userlevel threads.Therefore networkprocessinge-
sourcesrechagedto theapplicationprocessandsched-
uledat applicationpriority.

Basedonthecombinatiorof earlydemultiplexing and
protocolprocessindpy userlevel threadspuserlevel net-
work subsystemsanbein principle expectedto display
improvedoverloadstability. Sinceuserlevel threadsare
normallyprioritizedto competewith otheruserandker-
nel threads protocolprocessingannotstane otherap-
plicationsasin BSD. A userlevel networksubsystens
resilienceto livelock dependghen on the overheadof
packedemultiplexing onthehost. Whendemultiplexing
andpacketdiscardareperformedby the NI asin [1, 5],
the systemshouldbe free of livelock. Whenthesetasks
areperformedoy the OSkernelasin [7, 11, 23], therate
atwhichthe systemexperiencedivelockdepend®nthe
overheadof packetdemultipling (asin SOFFLRP).
Sincethe systemsdescribedn the literatureuseinter-
pretedpacket®ltersfor demultiplexing, the overheads
likely to be high, and livelock protectionpoor. User
level networksubsystemsharewith LRP theimproved
fairnessin allocating CPU resourcesbecauseprotocol
processingccursin the contet of therecever process.

Userlevel network subsystemsillow applicationsto
useapplication-speci®grotocolson top of theraw net-
work interface. The performancéi.e., lateng, through-
put) of suchprotocolsunderoverloaddependsstrongly
ontheirimplementatiorsprocessingnodel. LRP'stech-
nigueof delayingpacketprocessingintil theapplication
requestsheassociatedatacanbeappliedto suchproto-
cols. Thefollowing discussioris restrictedto userlevel
implementationsf TCP/IR

The userlevel implementationof TCP/IP described
in theliteraturesharewith the original BSD architecture
the eagerprocessingnodel. Thatis, a dedicateduser
thread(which playstherole of the BSD softwareinter-
rupt) is scheduledissoonasa packetarrives,regardless
of whetheor nottheapplicationis waitingfor thepacket.



As in BSD, this eagerprocessinganleadto additional
contet switching,whencomparedo LRP.

ThesinglesharedP queuein BSD s replacedwith a
perapplicationlP queuethatis sharedonly amongmul-
tiple socketsin a single application. As a result, the
systemensuregraf®c separatioramongtrai®cdestined
for differentapplicationsbut notnecessarilamongtraf-
®c destinedfor differentsocketswithin a single appli-
cation. Dependingon the threadschedulingpolicy and
therelative priority of the dedicatecprotocolprocessing
thread(sandapplicationthread(s)jt is possiblethatin-
comingtraf®ccancauseanapplicationprocesgo entera
livelockstatewherethenetworklibrary threadconsumes
all CPU resourcesllocatedto the application,with no
CPUtime left for the applicationthreads. Traf®c sepa-
rationandlivelock protectionwithin anapplicationpro-
cessareimportant,for instancejn single-processiTTP
seners.

Finally, UNIX baseduserlevel TCP/IPimplementa-
tionsrevertto corventionalnetwoik processingindercer
tain conditions(e.g.,when&er a socketis sharecamong
multiple processes.)n this case the systems overload
behaior is similartothanthatof astandarSD system.

In summary we expect that userlevel network
implementationsBwhiledesignedvith differentgoalsin
mindPsharesomebut notall of LRP's bene®tsvith re-
spectto overload. This paperidenti®esand evaluates
techniquedor stability, fairnessandperformancainder
overload,independentf the placemenbf the network
subsystemn{applicationprocesshetwork sener, or ker-
nel). We fully expectthatLRP'sdesignprinciplescanbe
appliedto improve the overloadbehaior of kernelized,
senerbasedanduserlevel implementationsf network
subsystems.

Livelockandothemegative effectsof BSD'sinterrupt-
driven network processingnodel can be viewed asan
instanceof a priority inversionproblem. The real-time
OS community has developedtechniquedor avoiding
priority inversionin communicatiorsystemsn orderto
provide quality of serviceguaranteesor real-timedata
streamg[9, 10]. RT-Mach's network subsysteni10Q],
which is basedon the Mach userlevel networkimple-
mentation11], performsearlydemultipleing, andthen
handsincoming packetsfor processingto a real-time
threadwith a priority andresourceesenration appropri-
atefor thepacketsstream Like LRP, thesystenmemploys
earlydemultipleing, schedulegrotocolprocessingta
priority appropriateo thedatasrecever, andchagesre-
sourcesotherecever. Unlike LRP, it doesnotattempto
delayprotocolprocessingintil thedataisrequestety the
application.Moreover, theoverheadf the Mach packet
®lteris likely to makeRT-Machvulnerableto overload.
We fully expectthatLRP, whencombinedwith real-time
threadschedulingijs applicableto real-timenetworking,

withoutrequiringuserlevel protocols.

6 Conclusion

This paperintroducesa novel networksubsystenarchi-
tecturesuitablefor networksener systemsPerformance
evaluationsindicatethat underconditionsof high load,
thearchitectureffersincreasedhroughputstableover
load behaior, and reducedinterferenceamongtraf®c
destinedor separateommunicatiorendpoints.

More speci®callyLRP's lazy, delayedprocessingf
receved networkpacketseducesontet switchingand
canresultin increasedenerthroughputinderhighload.
LRP'scombinatiorof earlypacketdemultipling, early
packetdiscard,andthe processingf incomingnetwork
packetsattherecever's priority provide improvedtraf®c
separatiorandstability underoverload.

A public releaseof our SunOS-basegbrototypeis
plannedfor the Fall of 1996. The sourcecode,along
with additionaltechnicalinformation can be found at
ahttp://www.cs.rice.edu/CS/Systems/LRP/°.
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