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Abstract

Theexplosivegrowth of theInternet,thewidespreaduse
of WWW-relatedapplications,andtheincreasedreliance
on client-server architecturesplacesinterestingnew de-
mandson networkservers. In particular, the operating
systemrunningonsuchsystemsneedstomanagethema-
chine's resourcesin a mannerthatmaximizesandmain-
tainsthroughputunderconditionsof high load. We pro-
poseandevaluatea new networksubsystemarchitecture
thatprovidesimproved fairness,stability, andincreased
throughputunderhigh network load. The architecture
is hardwareindependentanddoesnot degradenetwork
latency or bandwidthundernormalloadconditions.

1 Intr oduction

Most work on operatingsystemsupportfor high-speed
networksto datehasfocusedon improving messagela-
tency andon deliveringthenetwork's full bandwidthto
applicationprograms[1, 5, 7, 21]. More recently, re-
searchershave startedto look at resourcemanagement
issuesin networkserverssuchasLAN servers,®rewall
gateways,andWWW servers[16, 17]. This paperpro-
posesa new network subsystemarchitecturebasedon
lazy receiverprocessing(LRP), which provides stable
overloadbehavior, fair resourceallocation,andincreased
throughputunderheavy loadfrom thenetwork.
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Stateof the art operatingsystemsusesophisticated
meansof controlling the resourcesconsumedby appli-
cationprocesses.Policiesfor dynamicscheduling,main
memoryallocationandswappingaredesignedto ensure
gracefulbehavior of a timesharedsystemundervarious
loadconditions.Resourcesconsumedduringtheprocess-
ingof networktraf®c,ontheotherhand,aregenerallynot
controlledandaccountedfor in the samemanner. This
posesa problemfor network servers that face a large
volumeof networktraf®c,andpotentiallyspendconsid-
erableamountsof resourcesonprocessingthattraf®c.

In particular, UNIX basedoperatingsystemsandmany
non-UNIXoperatingsystemsuseaninterrupt-drivennet-
work subsystemarchitecturethat gives strictly highest
priority to the processingof incomingnetworkpackets.
This leadsto schedulinganomalies,decreasedthrough-
put, and potential resourcestarvation of applications.
Furthermore,the systembecomesunstablein the face
of overloadfrom the network. This problemis serious
evenwith therelatively slow currentnetworktechnology
andwill grow worseasnetworksincreasein speed.

We proposea networksubsystemarchitecturethat in-
tegratesnetworkprocessinginto thesystem's global re-
sourcemanagement.Underthis system,resourcesspent
in processingnetwork traf®c are associatedwith and
charged to the applicationprocessthat causesthe traf-
®c. Incomingnetworktraf®cis scheduledat thepriority
of theprocessthatreceivesthetraf®c,andexcesstraf®c
is discardedearly. This allows the systemto maintain
fair allocationof resourceswhile handlinghighvolumes
of network traf®c, and achieves systemstability under
overload.

Experimentsshow that a prototypesystembasedon
LRP maintainsits throughputand remainsresponsive
evenwhenfacedwith excessive networktraf®cona 155
Mbit/s ATM network. In comparison,a conventional
UNIX systemcollapsesundernetworktraf®cconditions
that caneasily ariseon a 10 Mbit/s Ethernet. Further
resultsshow increasedfairnessin resourceallocation,
traf®cseparation,and increasedthroughputunderhigh
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load.
Therestof thispaperisorganizedasfollows. Section2

givesabrief overview of thenetworksubsystemfoundin
BSDUNIX-derivedsystems[13] andidenti®esproblems
thatarisewhenasystemof this typeis usedasanetwork
server. The designof the LRP networkarchitectureis
presentedin Section3. Section4 gives a quantitative
performanceevaluationof ourprototypeimplementation.
Finally, Section5 coversrelatedwork andandSection6
offerssomeconclusions.

2 UNIX Network Processing

This sectionstartswith a brief overview of networkpro-
cessingin UNIX operatingsystems.It thenpointsout
problemsthatarisewhenasystemof thistypefaceslarge
volumesof networktraf®c. Finally, we arguethat these
problemsare importantby discussingcommonsources
of highnetworktraf®c.

To simplify the discussion, we focus on the
TCP/UDP/IPprotocolsuite,andon BSD-derivedUNIX
systems[13]. Similarproblemsarisewith otherprotocol
suites,in SystemV-derivedUNIX systems,andin many
commercialnon-UNIX operatingsystems.Figure1 il-
lustratestheBSDnetworkingarchitecture.

2.1 Overview

On thereceiving side,thearrival of a networkpacketis
signaledby aninterrupt. Theinterrupthandler, which is
partof thenetworkinterfacedevice driver, encapsulates
thepacketin anmbuf, queuesthepacketin theIP queue,

and postsa softwareinterrupt. In the context of this
softwareinterrupt, the packetis processedby IP. After
potentialreassemblyof multiple IP fragments,UDP'sor
TCP's input functionis called,asappropriate.FinallyÐ
still in thecontext of thesoftwareinterruptÐthepacketis
queuedonthesocketqueueof thesocketthatis boundto
thepacket's destinationport. Thesoftwareinterrupthas
higherpriority thanany userprocess;therefore,when-
ever a userprocessis interruptedby a packetarrival, the
protocolprocessingfor thatpacketoccursbeforecontrol
returnsto theuserprocess.On theotherhand,software
interruptshave lower priority thanhardwareinterrupts;
thus, the receptionof subsequentpacketscan interrupt
theprotocolprocessingof earlierpackets.

Whenanapplicationprocessperformsareceivesystem
call1 on thesocket,thepacket's datais copiedfrom the
mbufs into the application's addressspace. The mbufs
arethendequeuedanddeallocated.This®nalprocessing
stepoccursin thecontext of theuserprocessperforming
asystemcall.

On the sendingside, datawritten to a socketby an
applicationis copiedinto newly allocatedmbufs. For
datagramsockets(UDP), the mbufs arethenhandedto
UDPandIP for transmission.After potentialfragmenta-
tion, theresultingIP packetsarethentransmitted,orÐif
theinterfaceis currentlybusyÐplacedin thedriver's in-
terfacequeue. All of theseactionsareexecutedin the
context of theuserprocessthatperformedthesendsys-
temcall on the socket. Packetsqueuedin the interface
queueareremovedandtransmittedin thecontext of the
networkinterface's interrupthandler.

For streamsockets(TCP),thembufsarequeuedin the
socket's outgoingsocketqueue,andTCP's outputfunc-
tion is called. Dependingon the stateof the TCP con-
nectionandtheargumentsto thesendcall, TCPmakesa
logical copyof all, some,or noneof thequeuedmbufs,
processesthem for transmission,and calls IP's output
function. The resultingIP packetsarethentransmitted
or queuedontheinterfacequeue.Again,thisprocessing
occursin thecontext of theapplicationprocessperform-
ing a systemcall. As for UDP packets,datais removed
from the interfacequeueandtransmittedin the context
of thenetworkinterface's interrupthandler.

Processingof any remainingdatain thesocketqueue
typically occursin thecontext of a softwareinterrupt. If
TCP receives an acknowledgment,more datafrom the
socketqueuemaybesentin thecontext of thesoftware
interrupt that was postedto processthe incoming ac-
knowledgment.Or, datamaybesentin thecontext of a
softwareinterruptthatwasscheduledby TCPtoindicatea
timeout.Datais notremovedfrom thesocketqueueuntil

1Weusethetermreceivesystemcall to refertoanyof the®vesystem
callsavailableto readdatafrom a socket.Thetermsendsystemcall is
usedanalogouslyto referto systemcallsthatwrite datato asocket.



its receptionwasacknowledgedby theremotereceiver.
CPUtimeconsumedduringtheprocessingof network

I/O is accountedfor as follows. Any processingthat
occursin thecontext of a userprocessperforminga sys-
temcall is chargedto thatprocessassystemtime. CPU
time spentin softwareor hardwareinterrupthandlersis
charged to the userprocessthat was interrupted. Note
thatin general,theinterruptedprocessmaybeunrelated
to thenetworkcommunicationthatcausedtheinterrupt.

2.2 Problems

We now turn to describeseveralproblemsthatcanarise
when a systemwith conventionalnetwork architecture
faceshigh volumesof network traf®c. Problemsarise
becauseof four aspectsof thenetworksubsystem:

Eagerreceiverprocessing
Processingof received packetsis strictly interrupt-
driven,with highestpriority givento thecaptureand
storageof packetsin mainmemory;secondhighest
priority is givento theprotocolprocessingof pack-
ets;and,lowestpriority is givento theapplications
thatconsumethemessages.

Lack of effectiveload shedding Packet dropping as a
meansto resolvereceiveroverloadoccursonlyafter
signi®canthost CPU resourceshave alreadybeen
investedin thedroppedpacket.

Lack of traf®c separation Incomingtraf®cdestinedfor
oneapplication(socket)canleadto delayandloss
of packetsdestinedfor anotherapplication(socket).

Inappropriate resourceaccounting CPUtimespentin
interruptcontext during thereceptionof packetsis
charged to the applicationthat happensto execute
whena packetarrives. SinceCPUusage,asmain-
tainedby the system,in¯uencesa process's future
schedulingpriority, this is unfair.

Eager receiver processinghas signi®cantdisadvan-
tageswhen usedin a network server. It gives highest
priority to the processingof incomingnetworkpackets,
regardlessof thestateor theschedulingpriority of there-
ceivingapplication.A packetarrivalwill alwaysinterrupt
a presentlyexecutingapplication,evenif any of the fol-
lowing conditionshold true: (1) thecurrentlyexecuting
applicationis not the receiver of the packet;(2) the re-
ceiving applicationis not blockedwaitingon thepacket;
or, (3) the receiving applicationhaslower or equalpri-
ority thanthe currentlyexecutingprocess.As a result,
overheadsassociatedwith dispatchingand handlingof
interruptsandincreasedcontext switchingcanlimit the
throughputof aserver underload.

Underhigh loadfrom thenetwork,thesystemcanen-
ter a stateknown asreceiverlivelock [20]. In this state,
thesystemspendsall of its resourcesprocessingincom-
ing networkpackets,only to discardthemlater because
no CPU time is left to servicethe receiving application
programs.For instance,considerthebehavior of thesys-
temunderincreasingload from incomingUDP packets
2. Sincehardwareinterfaceinterruptandsoftwareinter-
ruptshave higherpriority thanuserprocesses,thesocket
queueswill eventually ®ll becausethe receiving appli-
cationno longergetsenoughCPU time to consumethe
packets.At thatpoint, packetsarediscardedwhenthey
reachthesocketqueue.As theloadincreasesfurther, the
softwareinterruptswill eventuallynolongerkeepupwith
theprotocolprocessing,causingtheIP queueto ®ll. The
problemis that earlystagesof receiver processinghave
strictly higherpriority thanlaterstages.Underoverload,
this causespacketsto be droppedonly after resources
have beeninvestedin them. As a result,the throughput
of thesystemdropsastheofferedloadincreasesuntil the
system®nallyspendsall its timeprocessingpacketsonly
to discardthem.

Burstsof packetsarriving from thenetworkcancause
schedulinganomalies. In particular, the delivery of an
incomingmessageto thereceiving applicationcanbede-
layedby a burstof subsequentlyarriving packets.This
is becausethe networkprocessingof theentireburstof
packetsmustcompletebeforeany applicationprocesscan
regain control of the CPU. Also, sinceall incomingIP
traf®cis placedin thesharedIP queue,aggregatetraf®c
burstscanexceedthe IP queuelimit and/orexhaustthe
mbuf pool. Thus, traf®cburstsdestinedfor oneserver
processcanleadto thedelayand/orlossof packetsdes-
tinedfor othersockets.This typeof traf®cinterference
is generallyunfairandundesirable.

2.3 Sourcesof High Network Load

Networkprotocolsanddistributedapplicationprograms
use¯o w controlmechanismsto preventasenderprocess
fromgeneratingmoretraf®cthanthereceiverprocesscan
handle.Unfortunately, ¯o w controldoesnot necessarily
preventoverloadof networkservermachines.Somerea-
sonsfor this are:

� simultaneousrequestsfromalargenumberof clients

� misbehaveddistributedapplications

� incorrectclientprotocolimplementations

� maliciousdenial-of-serviceattacks

� broadcastandmulticasttraf®c
2Similarproblemscanariseunderloadfrom TCPconnectionestab-

lishmentrequestpackets.



TCP connectionestablishmentrequests(TCP SYN
packets)fromalargenumberof clientscan¯ood aWWW
server. Thisis truedespiteTCP's¯o w control mechanism
(which regulatestraf®con establishedconnections)and
TCP'sexponentialbackoff strategy for connectionestab-
lishmentrequests(which canonly limit the rateof re-
tries).Themaximalrateof SYN packetsis only bounded
by the capacityof the network. Similar argumentsap-
ply for any server thatservesa virtually unlimitedclient
communitysuchastheInternet.

Distributedapplicationsbuilt on top of a simpledata-
gram servicesuchas UDP must implementtheir own
¯o w and congestioncontrol mechanisms.Whenthese
mechanismsarede®cient,excessive networktraf®ccan
result.Incorrectimplementationsof ¯o w-controlledpro-
tocolssuchasTCPÐnot uncommonin thePCmarketÐ
canhave the sameeffect. The vulnerabilityof network
serversto networktraf®coverloadcanbeandhasbeen
exploited for securityattacks3. Thus, currentnetwork
servershave aprotectionandsecurityproblem,sinceun-
trustedapplicationprogramsrunningonclientscancause
thefailureof thesharedserver.

Therearemany examplesof real-worldsystemsthat
are proneto the problemsdiscussedabove. A packet
®ltering application-level gateway, such as a ®rewall,
establishesa new TCP connectionfor every ¯o w that
passesthroughit. An excessive ¯o w establishmentrate
canoverwhelmthe gateway. Moreover, a misbehaving
¯o w canget an unfair shareof the gateway's resources
andinterferewith other¯o ws thatpassthroughit. Simi-
lar problemscanoccurin systemsthatrunseveralserver
processes,suchasWebserversthatuseaprocesspercon-
nection;or, singleprocessserversthatuseakernelthread
perconnection.Schedulinganomalies,suchasthosere-
latedto burstydata,canbe ill-af fordedby systemsthat
run multimediaapplications.Apart from the above ex-
amples,any systemthat useseagernetworkprocessing
canbe livelockedby an excessof networktraf®cÐthis
neednotalwaysbepartof a denialof serviceattack,and
cansimplybebecauseof aprogramerror.

Theseproblemsmake it imperative that a network
server be able to control its resourcesin a mannerthat
ensuresef®ciency andstability underconditionsof high
network load. The conventional, interrupt-driven net-
work subsystemarchitecturedoesnot satisfy this crite-
rion.

3 Designof the LRP Ar chitecture

In this section,we presentthe designof our network
subsystemarchitecturebasedonlazyreceiverprocessing

3Often,adenial-of-serviceattackis usedaspartof amoreelaborate
securityattack.
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(LRP). We start with an overview, and then focus on
detailsof protocolprocessingfor UDPandTCP.

The proposedarchitectureovercomesthe problems
discussedin theprevioussectionthrougha combination
of techniques:(1) The IP queueis replacedwith a per-
socketqueuethat is sharedwith the network interface
(NI). (2) Thenetworkinterfacedemultiplexesincoming
packetsaccordingto their destinationsocket,andplaces
the packetdirectly on the appropriatereceive queue4.
Packetsdestinedfor a socketwith a full receiver queue
aresilentlydiscarded(earlypacketdiscard).(3)Receiver
protocolprocessingis performedat thepriority of there-
ceiving process5. (4) Whenever the protocolsemantics
allow it, protocolprocessingis performedlazily, in the
context of theuserprocessperforminga receive system
call. Figure2 illustratestheLRParchitecture.

Thereareseveral thingsto noteaboutthebehavior of
thisarchitecture.First,protocolprocessingfor apacketin
many casesdoesnot occuruntil theapplicationrequests
thepacketin areceive systemcall. Packetprocessingno
longerinterruptsthe runningprocessat the time of the
packet's arrival, unlessthe receiver hashigherschedul-
ing priority than the currentlyexecutingprocess. This
avoids inappropriatecontext switchesandcan increase
performance.

Second, the network interface separates(demulti-
plexes)incomingtraf®cby destinationsocketandplaces

4Thepresentdiscussionassumesthat the networkinterfacehasan
embeddedCPU that can be programmedto perform this task. Sec-
tion 3.2discusseshow LRPcanbeimplementedwith anuncooperative
NI.

5For a sharedor multicastsocket,this is the highestof thepartici-
patingprocesses'priorities.



packetsdirectly into per-socketreceive queues. Com-
binedwith thereceiverprotocolprocessingatapplication
priority, this providesfeedbackto thenetworkinterface
aboutapplicationprocesses'ability to keepup with the
traf®carriving at a socket.This feedbackis usedasfol-
lows: Onceasocket'sreceive queue®lls,theNI discards
furtherpacketsdestinedfor thesocketuntil applications
have consumedsomeof the queuedpackets.Thus,the
NI caneffectively shedload without consumingsignif-
icant hostresources.As a result,the systemhasstable
overloadbehavior andincreasedthroughputunderhigh
load.

Third, the networkinterface's separationof received
traf®c,combinedwith thereceiver processingatapplica-
tion priority, eliminatesinterferenceamongpacketsdes-
tinedfor separatesockets.Moreover, thedeliverylatency
of apacketcannotbein¯uencedby asubsequentlyarriv-
ingpacketof equalor lowerpriority. And,theelimination
of thesharedIP queuegreatlyreducesthelikelihoodthat
a packetis delayedor droppedbecausetraf®cdestined
for a differentsockethasexhaustedsharedresources.

Finally,CPUtimespentin receiverprotocolprocessing
is charged to the applicationprocessthat receives the
traf®c. This is importantsincethe recentCPU usage
of a processin¯uences the priority that the scheduler
assignsa process.In particular, it ensuresfairnessin the
casewhereapplicationprocessesreceive high volumes
of networktraf®c.

Early demultiplexingÐa key componentof LRP's
designÐhas been used in many systemsto support
application-speci®cnetworkprotocols[11, 23], to avoid
datacopying [6, 21], and to preserve networkquality-
of-serviceguaranteesfor real-timecommunication[10].
Demultiplexing in the networkadaptorandmultiple NI
channelshavebeenusedto implementlow-latency, high-
bandwidth,user-level communication[1, 5]. Protocol
processingby user-level threadsat applicationpriority
hasbeenusedin user-level network subsystemimple-
mentations[10, 11, 23]. What is new in LRP's design
is (1) the lazy, delayedprocessingof incomingnetwork
packets,and(2) the combinationandapplicationof the
above techniquesto provide stability, fairness,and in-
creasedthroughputunderhigh load. A full discussionof
relatedwork is givenin Section5.

It is importantto notethatthetwo key techniquesused
in LRPÐlazy protocolprocessingat the priority of the
receiver, andearly demultiplexingÐare both necessary
to achieve stability and fairnessunderoverload. Lazy
protocolprocessingtrivially dependson early demulti-
plexing. To seethis,observe thatthereceiver processof
anincomingpacketmustbeknownto determinethetime
andpriority at whichthepacketshouldbeprocessed.

Conversely, early demultiplexing by itself is not suf-
®cientto provide stability and fairnessunderoverload.

Considera systemthat combinesthe traditional eager
protocolprocessingwith earlydemultiplexing. Packets
aredroppedimmediatelyin casetheirdestinationsocket's
receive queueis full. Onewould expect this systemto
remainstableunderoverload,sincetraf®carriving at an
overloadedendpointis discardedearly. Unfortunately,
thesystemis still defenselessagainstoverloadfrom in-
comingpacketsthatdo not containvalid userdata. For
example,a ¯ood of control messagesor corrupteddata
packetscanstill causelivelock. This is becauseprocess-
ing of thesepacketsdoesnot result in the placementof
datain thesocketqueue,thusdefeatingtheonly feedback
mechanismthatcaneffectearlypacketdiscard.

In addition,earlydemultiplexingby itself lacksLRP's
bene®tsof reducedcontext switchingand fair resource
allocation,sinceit sharesBSD'sresourceaccountingand
eagerprocessingmodel. A quantitative comparisonof
bothapproachesis givenin Section4. We proceedwith
adetaileddescriptionof LRP'sdesign.

3.1 Socketsand NI Channels

A networkinterface(NI) channelis a datastructurethat
is sharedbetweenthenetworkinterfaceandtheOSker-
nel. It containsareceiver queue,a freebuffer queue,and
associatedstatevariables.TheNI determinesthe desti-
nationsocketof any received packetsandqueuesthem
on thereceive queueof thechannelassociatedwith that
socket.Thus,thenetworkinterfaceeffectively demulti-
plexesincomingtraf®cto their destinationsockets.

Whenasocketisboundtoalocalport(eitherimplicitly
or explicitly by meansof a bind() systemcall), an NI
channelis created.Also,whenaconnectedstreamsocket
is created,it is allocatedits own NI channel. Multiple
socketsboundto thesameUDP multicastgroupsharea
singleNI channel.All traf®cdestinedfor or originating
from asocketpassesthroughthatsocket'sNI channel.

3.2 PacketDemultiplexing

LRPrequiresthatthenetworkinterfacebeableto identify
thedestinationsocketof anincomingnetworkpacket,so
that thepacketcanbeplacedon thecorrectNI channel.
Ideally, this functionshouldbe performedby the NI it-
self. Incidentally, many commercialhigh-speednetwork
adaptorscontainan embeddedCPU, andthe necessary
demultiplexing functioncanbeperformedby this CPU.
We call this approachLRP with NI demux. In the case
of networkadaptorsthatlackthenecessarysupport(e.g.,
inexpensive FastEthernetadaptors),the demultiplexing
functioncanbeperformedin thenetworkdriver's inter-
rupt handler. We call this approachsoft demux. Here,
someamountof hostinterruptprocessingis necessaryto
demultiplex incomingpackets.Fortunately, with current



technology, this overheadappearsto besmallenoughto
still maintaingoodstability underoverload.Theadvan-
tageof this approachis that it will work with any net-
work adaptor, i.e., it is hardwareindependent.We will
quantitatively evaluateboth demultiplexing approaches
in Section4.

Ourdemultiplexing functionis self-contained,andhas
minimalrequirementsonitsexecutionenvironment(non-
blocking,nodynamicmemoryallocation,notimers).As
such,it canbereadilyintegratedin anetworkinterface's
®rmware,or thedevice'shostinterrupt handler. Thefunc-
tion canef®cientlydemultiplex all packetsin theTCP/IP
protocolfamily, includingIP fragments.In rarecases,an
IP fragmentdoesnot containenoughinformationto al-
low demultiplexingto thecorrectendpoint.Thishappens
whenthe fragmentcontainingthe transportheaderof a
fragmentedIP packetdoesnot arrive ®rst. In this case,
the offendingpacketis placedon a specialNI channel
reserved for this purpose. The IP reassemblyfunction
checksthischannelqueuewhenit missesfragmentsdur-
ing reassembly.

Throughoutthis paper, whenever referenceis madeto
actionsperformedby thenetworkinterface,wemeanthat
theactionis performedeitherby theNI processor(in the
caseof NI demux),or the hostinterrupthandler(in the
caseof softdemux).

3.3 UDP protocolprocessing

For unreliable,datagram-orientedprotocolslike UDP,
network processingproceedsas follows: The transmit
sideprocessingremainslargely unchanged.Packetsare
processedby UDP and IP code in the context of the
userprocessperformingthesendsystemcall. Then,the
resultingIP packet(s)areplacedon theinterfacequeue.

Onthereceivingside,thenetworkinterfacedetermines
the destinationsocketof incoming packetsand places
themonthecorrespondingchannelqueue.If thatqueueis
full, thepacketis discarded.If thequeuewaspreviously
empty, anda state¯ag indicatesthat interruptsare re-
questedfor thissocket,theNI generatesahostinterrupt6.
Whenauserprocesscallsareceivesystemcall onaUDP
socket,the systemchecksthe associatedchannel's re-
ceive queue. If the queueis non-empty, the®rstpacket
is removed; else,the processis blockedwaiting for an
interruptfrom theNI. After removing a packetfrom the
receive queue,IP's input functionis called,whichwill in
turncall UDP'sinput function. Eventuallytheprocessed
packetis copiedinto the application's buffer. All these
stepsare performedin the context of the userprocess
performingthesystemcall.

Thereareseveralthingsto noteaboutthereceiverpro-
cessing.First,protocolprocessingfor a packetdoesnot

6With softdemux,ahostinterruptalwaysoccursuponpacket arrival.

occuruntil theapplicationis waiting for the packet,the
packethasarrived,andtheapplicationisscheduledtorun.
As a result,onemight expectreducedcontext switching
andincreasedmemoryaccesslocality. Second,whenthe
rateof incomingpacketsexceedstherateatwhichthere-
ceivingapplicationcanconsumethepackets,thechannel
receive queue®lls,causingthenetworkinterfaceto drop
packets.Thisdroppingoccursbeforesigni®canthostre-
sourceshave beeninvestedin the packet. As a result,
the systemhasgoodoverloadbehavior: As the offered
rateof incoming traf®capproachesthe capacityof the
server, thethroughputreachesits maximumandstaysat
its maximumevenif theofferedrateincreasesfurther7.

It is importantto realizethat LRP doesnot increase
the latency of UDP packets.The only conditionunder
whichthedeliverydelayof aUDPpacketcouldincrease
underLRP is whena hostCPUis idle betweenthetime
of arrival of thepacketandthe invocationof thereceive
systemcall thatwill deliverthepacketto theapplication.
Thiscasecanoccuron multiprocessormachines,andon
auniprocessorwhentheonlyrunnableapplicationblocks
onanI/O operation(e.g.,disk)beforeinvokingthereceive
systemcall. To eliminatethis possibility, an otherwise
idle CPUshouldalwaysperformprotocolprocessingfor
any received packets. This is easily accomplishedby
meansof akernelthreadwith minimalpriority thatchecks
NI channelsand performsprotocol processingfor any
queuedUDPpackets.

3.4 TCP protocolprocessing

Protocolprocessingis slightly more complex for a re-
liable, ¯o w-controlledprotocolsuchasTCP. As in the
original architecture,data written by an applicationis
queuedin the socketqueue. Somedatamay be trans-
mitted immediatelyin the context of the user process
performingthe sendsystemcall. The remainingdata
is transmittedin responseto arriving acknowledgments,
andpossiblyin responseto timeouts.

ThemaindifferencebetweenUDP andTCPprocess-
ing in the LRP architectureis that receiver processing
cannotbeperformedonly in thecontext of areceive sys-
tem call, dueto the semanticsof TCP. BecauseTCP is
¯o w controlled,transmissionof datais pacedby there-
ceiver via acknowledgments. Achieving high network
utilization andthroughputrequirestimely processingof
incomingacknowledgments.If receiver processingwere
performedonly in the context of receive systemcalls,
thenat mostoneTCPcongestionwindow of datacould
be transmittedbetweensuccessive receive systemcalls,
resultingin poorperformancefor many applications.

7With softdemux,thethroughputdiminishesslightly astheoffered
loadincreases,dueto thedemultiplexingoverhead.



Thesolutionis to performreceiverprocessingfor TCP
socketsasynchronouslywhenrequired.Packetsarriving
on TCP connectionscan thus be processedeven when
the applicationprocessis not blockedon a receive sys-
temcall. Unlike in conventionalarchitectures,thisasyn-
chronousprotocolprocessingdoesnot takestrict prior-
ity over applicationprocessing. Instead,the process-
ing is scheduledat the priority of the applicationpro-
cessthat usesthe associatedsocket,andCPU usageis
chargedbackto thatapplication8. Undernormalcondi-
tions, the applicationhasa suf®cientlyhigh priority to
ensuretimely processingof TCPtraf®c. If anexcessive
amountof traf®carrivesat the socket,the application's
priority will decayas a result of the high CPU usage.
Eventually, the protocolprocessingcanno longerkeep
up with the offered load, causingthe channelreceiver
queueto®ll andpacketsto bedroppedby theNI. In addi-
tion, protocolprocessingis disabledfor listeningsockets
thathave exceededtheir listenbackloglimit, thuscaus-
ing thediscardof furtherSYN packetsat theNI channel
queue.Asshown in Section4,TCPsocketsenjoysimilar
overloadbehavior andtraf®cseparationasUDP sockets
underLRP.

Thereareseveralwaysof implementingasynchronous
protocolprocessing(APP).In systemsthatsupport(ker-
nel)threads(i.e.,virtually all modernoperatingsystems),
an extra threadcanbe associatedwith applicationpro-
cessesthat usestream(TCP) sockets. This threadis
scheduledat its process's priority andits CPU usageis
chargedto its process.Sinceprotocolprocessingalways
runs to completion,no stateneedsto be retainedbe-
tweenactivations.Therefore,it is notnecessaryto assign
a privateruntimestackto the APP thread;a singleper
CPUstackcanbeusedinstead.Theresultingper-process
spaceoverheadof APPis onethreadcontrolblock. This
overheadcanbefurtherreducedthroughtheuseof con-
tinuations[3]. Theexactchoiceof amechanismfor APP
greatlydependson thefacilities availablein a particular
UNIX kernel. In our currentprototypeimplementation,
a kernelprocessis dedicatedto TCPprocessing.

3.5 Other protocolprocessing

Processingfor certainnetworkpacketscannotbedirectly
attributedtoany applicationprocess.In theTCP/IPsuite,
this includesprocessingof someARP, RARP, ICMP
packets,andIP packetforwarding.In LRP, thisprocess-
ing is chargedto daemonprocessesthatactasproxiesfor
a particularprotocol.Thesedaemonshave anassociated
NI channel,andpacketsfor suchprotocolsaredemul-
tiplexed directly onto the correspondingchannel. For

8In UNIX, morethanoneprocesscanwait to readfrom a socket.
In thiscase,theprocesswith thehighestpriority performstheprotocol
processing.

example,an IP forwardingdaemonis chargedfor CPU
timespentonforwardingIP packets,andits priority con-
trols resourcesspenton IP forwarding9. TheIP daemon
competeswith otherprocessesfor CPUtime.

4 Performance

In thissection,wepresentexperimentsdesignedtoevalu-
atetheeffectivenessof theLRPnetworksubsystemarchi-
tecture. We startwith a descriptionof theexperimental
setupandtheprototypeimplementation,andproceedto
presenttheresultsof variousexperiments.

4.1 Experimental Setup

All experimentswereperformedon SunMicrosystems
SPARCstation20 model 61 workstations(60MHz Su-
perSPARC+, 36KB L1, 1MB L2, SPECint9298.2).The
workstationsareequippedwith32MBof memoryandrun
SunOS4.1.3U1. A 155Mbit/s ATM localareanetwork
connectsthe workstations,usingFORESystemsSBA-
200networkadaptors.Thesenetworkadaptorsinclude
anIntel i960 processorthatperformscell fragmentation
andreassemblyof protocoldataunits(PDUs).Notethat
LRP doesnot dependon a speci®cnetworkadaptoror
ATM networks. SOFT-LRP canbe usedwith any net-
work andNI.

TheLRParchitecturewasimplementedasfollows. We
modi®edtheTCP/UDP/IPnetworksubsystemthatcomes
with the4.4BSD-Litedistribution[24] to optionallyim-
plementLRP. The resultingcodewasthendownloaded
into the SunOSkernelasa loadablekernelmoduleand
attachedto the socketlayer as a new protocol family
(PF LRP).A customdevicedriverwasdevelopedfor the
FOREnetworkadaptor. The 4.4 BSD-Lite networking
subsystemwasusedbecauseof itsperformanceandavail-
ability in sourceform. (Wedidnothaveaccessto SunOS
sourcecode.)The4.4BSDnetworkingcodewasslightly
modi®edto work with SunOSmbufs. At the time of
this writing, theprototypeimplementationusesa kernel
processto performasynchronousprotocolprocessingfor
TCP.

Sincewe were unableto obtain sourcecodefor the
SBA-200 ®rmware,we couldnot integrateour own de-
multiplexing functionin thisnetworkadaptor. However,
we know enoughabouttheinterface's architectureto be
con®dentthat the function could be easily integrated,
giventhe sourcecode. To evaluatepacketdemultiplex-
ing in thenetworkadaptor(NI demux),we usedinstead
theSBA-200®rmwaredevelopedby CornellUniversity's

9QoSattributesor IPv6 ¯ows could be usedin an LRP basedIP
gatewayto providemore®ne-grainedresourcecontrol.



U-Net project[1]. This ®rmwareperformsdemultiplex-
ing basedon theATM virtual circuit identi®er(VCI). A
signalingschemewasusedthat ensuresthat a separate
ATM VCI is assignedfor traf®c terminatingor origi-
natingat eachsocket. The resultingimplementationof
NI-LRP is fully functional.

4.2 Experimental Results

All experimentswereperformedon a privateATM net-
work betweenthe SPARCstations.The machineswere
runningin multiusermode,but werenot sharedby other
users.

The®rstexperimentis a simpletestto measureUDP
latency andthroughput,andTCPthroughput.Its purpose
is to demonstratethat the LRP architectureis competi-
tivewith traditionalnetworksubsystemimplementations
in term of thesebasicperformancecriteria. Moreover,
we includethe resultsfor an unmodi®edSunOSkernel
with the Fore ATM device driver for comparison.La-
tency wasmeasuredby ping-ponginga 1-bytemessage
betweentwo workstations10,000times,measuringthe
elapsedtime and dividing to obtain round-trip latency.
UDP throughputwasmeasuredusinga simplesliding-
window protocol (UDP checksummingwas disabled.)
TCPthroughputwasmeasuredbytransferring24Mbytes
of data,with thesocketsendandreceive bufferssetto 32
KByte. Table1 shows theresults.

ThenumbersclearlydemonstratethatLRP'sbasicper-
formanceis comparablewith the unmodi®edBSD sys-
temfrom which it wasderived. Thatis, LRP's improved
overloadbehavior doesnot comeat thecostof low-load
performance.Furthermore,bothBSDandLRP with our
device driver perform signi®cantlybetter than SunOS
with the ForeATM driver in termsof latency andUDP
bandwidth. This is due to performanceproblemswith
theForedriver, asdiscussedin detailin [1].

SunOSexhibits a performanceanomalythat causes
its baseround-trip latencyÐas measuredon otherwise
idle machinesÐtodrop by almost300 � secs,when a
compute-boundbackgroundprocessis runningon both
theclientandtheservermachine.Wehave observedthis
effect in many different testswith SunOS4.1.3U1 on
the SPARCstation20. The resultsappearto be con-
sistentwith our theory that the cost of dispatchinga
hardware/softwareinterruptand/orthe receiver process
in SunOSdependson whetherthemachineis executing
the idle loop or a userprocessat the time a messagear-
rivesfrom the network. Without accessto sourcecode,
wewereunableto pinpointthesourceof thisanomaly.

Sinceourmodi®edsystems(4.4BSD,NI-LRP, SOFT-
LRP)areall basedonSunOS,they wereequallyaffected
by thisanomaly. Apartfromaffectingthebaseround-trip
latency, theanomalycanperturbtheresultsof testswith

varying ratesandconcurrency of networktraf®c,since
thesefactorsin¯uence the likelihood that an incoming
packetinterruptsa userprocess.To eliminatethis vari-
able,someof theexperimentsdescribedbelow wererun
with low-priority, compute-boundprocessesrunning in
the background,to ensurethat incomingpacketsnever
interrupttheidle loop.

Thenext experimentwasdesignedto testthebehavior
of the LRP architectureunderoverload. In this test, a
client processsendsshort (14 byte) UDP packetsto a
server processon anothermachineat a ®xed rate. The
server processreceives the packetsand discardsthem
immediately. Figure3 plots the rate at which packets
are received and consumedby the server processas a
functionof therateatwhichtheclient transmitspackets.

With theconventional4.4BSDnetworksubsystem,the
throughputincreaseswith theofferedloadup to a max-
imum of 7400 pkts/sec. As the offered load increases
further, the throughputof the systemdecreases,until
thesystemapproacheslivelockat approximately20,000
pkts/sec. With NI-LRP, on the otherhand,throughput
increasesup to themaximumof 11,000pkts/secandre-
mainsat that rateas the offered load increasesfurther.
This con®rmsthe effectivenessof NI-LRP's load shed-
ding in thenetworkinterface,beforeany hostresources
havebeeninvestedin handlingexcesstraf®c.Instrumen-
tationshowsthattheslightdropin NI-LRP'sdeliveryrate
beyond19,000pkts/secis actuallydueto a reductionin
thedeliveryrateof ourATM network,mostlikely caused
by congestion-relatedphenomenain eithertheswitchor
thenetworkinterfaces.

SOFT-LRP refers to the casewheredemultiplexing
is performedin the host's interrupt handler (soft de-
mux). The throughputpeaksat 9760 pkts/sec,but di-
minishesslightly with increasingrate due to the over-
headof demultiplexing packetsin the host's interrupt
handler. This con®rmsthat, while NI-LRP eliminates
thepossibilityof livelock,SOFT-LRP merelypostpones
its arrival. However, on our experimentalATM network
hardware/softwareplatform,wehavebeenunabletogen-
eratehigh enoughpacketratesto causelivelock in the
SOFT-LRP kernel,evenwhenusinganin-kernelpacket
sourceon thesender.

For comparison,we have also measuredthe over-
loadbehavior of a kernelwith earlydemultiplexing only
(Early-Demux).Thesystemperformsdemultiplexing in
the interrupt handler(as in SOFT-LRP), dropspackets
whosedestinationsocket's receiver queueis full, and
otherwiseschedulesa softwareinterrupt to processthe
packet. Due to the early demultiplexing, UDP's PCB
lookup wasbypassed,as in the LRP kernels. The sys-
temdisplaysimprovedstabilityunderoverloadcompared
with BSD,aresultof earlypacketdiscard.Therateof de-
clineunderoverloadis comparableto thatof SOFT-LRP,



System round-triplatency UDPthroughput TCPthroughput
( � secs) (Mbps) (Mbps)

SunOS,Foredriver 1006 64 63
4.4BSD 855 82 69
LRP (NI Demux) 840 92 67
LRP (SoftDemux) 864 86 66

Table1: ThroughputandLatency
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Figure3: Throughputversusofferedload

which is consistentwith their useof the samedemul-
tiplexing mechanism. However, the throughputof the
Early-Demuxkernelis only between40±65%of SOFT-
LRP's throughputacrosstheoverloadregion.

Both variants of LRP display signi®cantlybetter
throughputthanboth theconventional4.4 BSD system,
andtheEarly-Demuxkernel.Themaximaldeliveredrate
of NI-LRP is 51%andthatof SOFT-LRP is 32%higher
than BSD's maximal rate (11163vs. 9760 vs. 7380
pkts/sec). Note that the throughputwith SOFT-LRP at
themaximalofferedrateiswithin 12%of BSD'smaximal
throughput.

In orderto understandthereasonsfor LRP's through-
put gains,we instrumentedthe kernelsto captureaddi-
tional information.It wasdeterminedthattheMaximum
Loss Free Receive Rate (MLFRR) of SOFT-LRP ex-
ceededthatof 4.4BSDby 44%(9210vs. 6380pkts/sec).
4.4BSDandLRPdroppacketsat thesocketqueueor NI
channelqueue,respectively, atofferedratesbeyondtheir
MLFRR. 4.4BSDadditionallystartsto drop packetsat
theIP queueatofferedratesin excessof 15,000pkts/sec.
No packetsweredroppeddueto lack of mbufs.

Obviously, early packetdiscarddoesnot play a role

in any performancedifferencesat theMLFRR. With the
exceptionof demultiplexing code(earlydemuxin LRP
versusPCBlookupin BSD)anddifferencesin thedevice
driver code,all four kernelsexecutethe same4.4BSD
networkingcode. Moreover, the device driver andde-
multiplexing codeusedin Early-DemuxandSOFT-LRP
areidentical,eliminatingthesefactorsaspotentialcon-
tributorsto LRP's throughputgains. This suggeststhat
theperformancegainsin LRP mustbeduein largepart
to factorssuchas reducedcontext switching, software
interruptdispatch,andimprovedmemoryaccesslocality.

Ournext experimentmeasuresthelatency thataclient
experienceswhencontactinga server processon a ma-
chinewith highnetworkload.Theclient,runningonma-
chineA, ping-pongsa shortUDP messagewith a server
process(ping-pongserver)runningonmachineB. At the
sametime, machineC transmitsUDP packetsat a ®xed
rateto aseparateserverprocess(blastserver)onmachine
B,whichdiscardsthepacketsuponarrival. Figure4plots
theround-triplatency experiencedbytheclientasafunc-
tionof therateatwhichpacketsaretransmittedfromma-
chineC to theblastserver (backgroundload). To avoid
theabovementionedperformanceanomalyin SunOS,the
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Figure4: Latency with concurrentload

machinesinvolvedin theping-pongexchangewereeach
running a low-priority (nice +20) backgroundprocess
executinganin®niteloop.

In all threesystems,themeasuredlatency varieswith
thebackgroundtraf®crate.Thisvariationiscausedbythe
arrival of backgroundtraf®cpacketsduringthesoftware
processingof aping-pongpacketonthereceiver. Arrivals
of backgroundtraf®cdelaytheprocessingof therequest
and/or the transmissionof the responsemessage,thus
causingan increasein the round-tripdelay. The mag-
nitudeof this delay is determinedby two factors: The
rateof arrivals,andthelengthof theinterruptionscaused
by eacharrival. This lengthof interruptionsconsistsof
the®xedinterruptprocessingtime(hardwareinterruptin
LRP, hardwareplussoftwareinterruptin BSD),plusthe
optionaltime for schedulingof the blastserver, andde-
livery of themessage.This lastcomponentonly occurs
whentheblastserver's priority exceedsthatof theping-
pongserver, i.e., it is a functionof SunOS's scheduling
policy.

Instrumentationandmodelingcon®rmedthat the two
main factorsshapingthe graphsare (1) the length of
the ®xed interrupt processingand (2) the scheduling-
dependentoverheadof delivering messagesto the blast
receiver. The®xedinterruptoverheadcausesanon-linear
increasein thelatency asthebackgroundtraf®crises.Due
to the largeoverhead(hardwareplussoftwareinterrupt,
includingprotocolprocessing,approximately60� secs),
the effect is mostpronouncedin 4.4BSD.SOFT-LRP's
reducedinterruptoverhead(hardwareinterrupt, includ-
ing demux,approx. 25� secs),resultsin only a gradual
increase.With NI-LRP(hardwareinterruptwith minimal

processing),thiseffect is barelynoticeable.

The secondfactor leadsto an additionalincreasein
latency at backgroundtraf®cratesup to 7000pkts/sec.
The UNIX schedulerassignspriorities basedon a pro-
cess's recentCPU usage. As a result, it tendsto favor
a processthat hadbeenwaiting for the arrival of a net-
work packet,over theprocessthatwasinterruptedby the
packet'sarrival. At low rates,theblastreceiver is always
blockedwhen a blast packetarrives. If the arrival in-
terruptsthe ping-pongserver, the schedulerwill almost
alwaysgivetheCPUto theblastreceiver, causinga sub-
stantialdelayof theping-pongmessage.At ratesaround
6000 pkts/sec,the blast receiver is nearingsaturation,
thusturningcompute-bound.As a result,its priority de-
creases,andtheschedulernow preferentiallyreturnsthe
CPU to the interruptedping-pongserver immediately,
eliminatingthiseffectat highrates.

Theadditionaldelaycausedby context switchesto the
blastserver is muchstrongerin BSD asin the two LRP
systems(1020vs. 750� secspeak). This is a causedby
themis-accountingof networkprocessingin BSD.In that
system,protocolprocessingof blastmessagesthatarrive
duringtheprocessingof aping-pongmessageis charged
to theping-pongserver process.This depletestheprior-
ity of theping-pongserver, andincreasesthe likelihood
thattheschedulerdecidesto assigntheCPUto theblast
server uponarrival of a message.Note that in a system
thatsupports®xed-priorityscheduling(e.g.,Solaris),the
in¯uence of schedulingcould be eliminatedby assign-
ing theping-pongserver staticallyhighestpriority. The
resultis neverthelessinterestingin thatit displaystheef-
fectof CPUmis-accountingon latency in a systemwith



RPC System Workerelapsed Server
time(secs) (RPCs/sec)

Fast 4.4BSD 49.7 3120
SO-LRP 38.7 3133
NI-LRP 34.6 3410

Medium 4.4BSD 47.1 2712
SO-LRP 37.9 2759
NI-LRP 34.1 2783

Slow 4.4BSD 43.9 2045
SO-LRP 38.5 2134
NI-LRP 35.7 2208

Table2: SyntheticRPCServer Workload

a dynamicschedulingpolicy.
With BSD, packetdroppingat the IP queuemakes

latency measurementsimpossibleatratesbeyond15,000
pkts/sec.In theLRPsystems,nodroppedlatency packets
wereobserved,which is dueto LRP's traf®cseparation.

Ournext experimentattemptsto morecloselymodela
mix of workloadstypicalfor networkservers.Threepro-
cessesrun ona server machine.The®rstserver process,
calledthe worker, performsa memory-boundcomputa-
tion in responsetoanRPCcall fromaclient. Thiscompu-
tationrequiresapproximately11.5secondsof CPUtime
andhasa memoryworking set thatcoversa signi®cant
fraction(35%)of thesecondlevel cache.Theremaining
two server processesperformshortcomputationsin re-
sponseto RPCrequests.A client on the othermachine
sendsanRPCrequestto the workerprocess.While the
workerRPCisoutstanding,theclientsendsRPCrequests
to theremainingserver processesin sucha way that(1)
eachserver hasa numberof outstandingRPCrequests
atall times,and(2) therequestsaredistributednearuni-
formly in time. (1) ensuresthattheRPCserverprocesses
never block on receiving from the network10. The pur-
poseof (2) is to makesurethereis nocorrelationbetween
the schedulingof the server processes,andthe timesat
which requestsareissuedby theclient. Notethatin this
test,theclientsgeneraterequestsatthemaximalthrough-
put rateof theserver. Thatis, theserver is not operating
underconditionsof overload.TheRPCfacility weused
is basedonUDPdatagrams.

Table2 showstheresultsof thistest.Thetotalelapsed
time for completionof the RPC to the worker process
is shown in the third column. The rightmostcolumn
shows the rateat which the serversprocessRPCs,con-
currentlywith eachotherandtheworkerprocess.ªFastº,
ªMediumº and ªSlowº correspondto testswith differ-
ent amountsof per-requestcomputationsperformedin

10This is to ensurethattheUNIX schedulerdoesnot considerthese
serverprocessesI/O-bound, which would tend to give them higher
schedulingpriority.

the two RPCserver processes.In eachof the tests,the
server'sthroughput(consideringrateof RPCscompleted
andworkercompletiontime) is lowestwith BSD,higher
with SOFT-LRP(SO-LRP),andhighestwith NI-LRP. In
theªMediumº case,wheretheRPCratesarewithin 3%
for eachof thesystems,theworkercompletiontimewith
SOFT-LRP is 20% lower, andwith NI-LRP 28% lower
thanwith BSD. In theªFastº case,NI-LRP achievesan
almost10% higher RPC rateand a 30% lower worker
completiontimethanBSD.Thiscon®rmsthatLRP-based
servershave increasedthroughputunderhigh load.Note
that packetdiscardis not a factor in this test,sincethe
systemis not operatingunderoverload. Therefore,re-
ducedcontext switchingandimproved locality mustbe
responsiblefor thehigherthroughputwith LRP.

Furthermore,theLRP systemsmaintaina fair alloca-
tion of CPUresourcesunderhigh load.With SOFT-LRP
andNI-LRP, theworkerprocess's CPUshare(CPUtime
/ elapsedcompletiontime) rangesfrom 29% to 33%,
whichis verycloseto theideal1

�

3of theavailableCPU,
comparedto 23%±26%with BSD.Thisdemonstratesthe
effect of mis-accountingin BSD, which tendsto favor
processesthat perform intensive network communica-
tion over thosethat do not. Observe that this effect is
distinctfrom, andindependentof, theUNIX scheduler's
tendency to favor I/O-boundprocesses.

Finally, weconducteda setof experimentswith a real
server application. We con®gureda machinerunninga
SOFT-LRP kernelasa WWW server, usingthe NCSA
httpdserver software,revision 1.5.1. A setof informal
experimentsshow that the server is dramaticallymore
stablethana BSD basedserver underoverload. To test
this, Mosaicclientswerecontactingthe server, while a
test programrunning on a third machinewas sending
packetsto a separateport on the server machineat a
high rate (10,000packets/sec).An HTTP server based
on 4.4 BSD freezescompletelyundertheseconditions,
i.e., it no longerrespondsto any HTTP requests,andthe
server consoleappearsdead.With LRP andsoft demux,
theserver respondsto HTTP requestsandtheconsoleis
responsive, althoughsomeincreasein responsetime is
noticeable.

Theresultsof a quantitativeexperimentareshown in
Figure5. In this test, eight HTTP clientson a single
machinecontinually requestHTTP transfersfrom the
server. The requesteddocumentis approximately1300
byteslong. Theeight clientssaturatethe HTTP server.
A secondclient machinesendsfakeTCPconnectiones-
tablishmentrequests(SYN packets)to a dummyserver
runningon the server machinethatalsorunsthe HTTP
server. No connectionsareever establishedasa result
of theserequests;TCPon the server sidediscardsmost
of themoncethe dummyserver's listen backlogis ex-
ceeded. To avoid known performanceproblemswith
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Figure5: HTTPServer Throughput

BSD's PCB lookup function in HTTP servers [16], the
TCPTIME WAIT periodwassetto500ms,insteadof the
default30 seconds.The testwererun for long periods
of timeto ensuresteady-statebehavior. Furthermore,the
LRPsystemperformedaredundantPCBlookupto elim-
inateany biasdueto the greateref®ciency of the early
demultiplexing in LRP. Note that theresultsof this test
werenotaffectedbytheTCPbugdescribedin RFC1948.

Thegraphsshow thenumberof HTTP transferscom-
pletedbyall clients,asafunctionof therateof SYNpack-
etsto thedummyserver, for 4.4BSDandSOFT-LRP. The
throughputof the 4.4 BSD-basedHTTP server sharply
dropsasthe rateof backgroundrequestsincreases,en-
tering livelock at close to 10,000SYN pkts/sec. The
reasonis thatBSD's processingof SYN packetsin soft-
wareinterruptcontext starvesthehttpdserver processes
for CPU resources. Additionally, at ratesabove 6400
SYN pkts/sec,packetsaredroppedat BSD's sharedIP
queue. This leadsto the lossof both TCP connection
requestsfrom realHTTPclientandtraf®conestablished
TCP connections.Lost TCP connectionrequestscause
TCP on the client side to backoff exponentially. Lost
traf®con establishedconnectionscauseTCPto closeits
congestionwindow. However, the dominantfactor in
BSD's throughputdeclineappearsto bethestarvationof
server processes.

With LRP, thethroughputdecreasesrelatively slowly.
At a rateof 20,000backgroundrequestspersecond,the
LRP server still operatesat almost50% of its maximal
throughput11. With LRP, traf®coneachestablishedTCP

11Notethata(slow) T1 link is capableof carryingalmost5000SYN
packetspersecond.With theemergingfasternetworklinks,routers,and

connection,HTTP connectionrequests,anddummyre-
questsareall demultiplexed onto separateNI channels
anddo not interfere. As a result, traf®cto the dummy
serverdoesnotcausethelossof HTTPtraf®catall. Fur-
thermore,mostdummySYN packetsarediscardedearly
at theNI channelqueue.Thepredominantcauseof the
declinein theSOFT-LRPbasedserver'sthroughputis the
overheadof softwaredemultiplexing.

It shouldbenotedthat,independentof theuseof LRP,
an Internetserver mustlimit the numberof active con-
nectionsto maintainstability. A relatedissueis how well
LRP works with a large numberof establishedconnec-
tions,ashasbeenobservedonbusyInternetservers[15].
SOFT-LRPusesoneextrambuf comparedto 4.4BSDfor
eachestablishedTCPconnection,soSOFT-LRP should
scalewell to large numbersof active connections.NI-
LRP, on the otherhand,dedicatesresourceson thenet-
work interfacefor eachendpointandis not likely to scale
to thousandsof allocatedNI channels.However, most
of the establishedconnectionson a busywebserver are
in theTIME WAIT state.Thiscanbeexploitedby deal-
locating an NI channelas soonas the associatedTCP
connectionentersthe TIME WAIT state. Any subse-
quentlyarriving packetsonthisconnectionarequeuedat
a specialNI channelwhich is checkedby TCP's slow-
timo code.Sincesuchtraf®cis rare,this doesnot affect
NI-LRP'sbehavior in thenormalcase.

asuf®cientlylargeusercommunity, a servercouldeasilybesubjected
to suchrates.



5 RelatedWork

Experienceswith DEC's1994CaliforniaElectionHTTP
serverrevealmany of theproblemsof aconventionalnet-
work subsystemarchitecturewhenusedasa busyHTTP
server [15]. Mogul [16] suggeststhatnovel OSsupport
mayberequiredto satisfytheneedsof busyservers.

Mogul andRamakrishnan[17] devise andevaluatea
set of techniquesfor improving the overloadbehavior
of an interrupt-drivennetworkarchitecture.Thesetech-
niquesavoid receiver livelock by temporarilydisabling
hardwareinterruptsandusingpolling underconditions
of overload.Disablinginterruptslimits theinterruptrate
andcausesearlypacketdiscardby thenetworkinterface.
Polling is usedto ensureprogressby fairly allocating
resourcesamongreceive and transmitprocessing,and
multiple interfaces.

The overloadstability of their systemappearsto be
comparableto that of NI-LRP, and it has an advan-
tageover SOFT-LRP in that it eliminatesÐratherthan
postponesÐlivelock. On the other hand, their system
doesnot achieve traf®cseparation,andthereforedrops
packetsirrespective of their destinationduring periods
of overload. Their systemdoesnot attemptto charge
resourcesspentin network processingto the receiving
application,and it doesnot attemptto reducecontext
switchingby processingpacketslazily. A directquanti-
tative comparisonbetweenLRP andtheir systemis dif-
®cult, becauseof differing hardware/softwareenviron-
mentsandbenchmarks.

Many researchershave notedthe importanceof early
demultiplexing to high-performancenetworking. De-
multiplexing immediatelyat thenetworkinterfacepoint
is necessaryfor maintainingnetworkquality of service
(QoS)[22], it enablesuser-level implementationsof net-
work subsystems[2, 7, 11, 21, 23], it facilitatescopy-
avoidanceby allowing smartplacementof datain main
memory[1, 2, 5, 6], and it allows properresourceac-
countingin thenetworksubsystem[14, 19]. This paper
arguesthat earlydemultiplexing alsofacilitatesfairness
andstabilityof networksubsystemsunderconditionsof
overload. LRP usesearlydemultiplexing asa key com-
ponentof its architecture.

Packet®lters[12, 18,25] aremechanismsthat imple-
ment early demultiplexing without sacri®cinglayering
andmodularity in the networksubsystem.In the most
recentincarnationsof packet®lters,dynamiccodegen-
erationis usedto eliminatethe overheadof the earlier
interpretedversions[8].

Architecturally, the designof LRP is relatedto user-
level networksubsystems. Unlike LRP, the main goal
of theseprior worksis to achieve low communicationla-
tency andhighbandwidthbyremovingprotectionbound-
ariesfrom the critical send/receive path,and/orby en-

ablingapplication-speci®ccustomizationof protocolser-
vices. To the bestof our knowledge,the behavior of
user-level network subsystemsunderoverloadhasnot
beenstudied.

U-Net [1] and Application Device Channels(ADC)
[4, 5] sharewith NI-LRP the approachof using the
networkinterfaceto demultiplex incomingpacketsand
placingthemon queuesassociatedwith communication
endpoints.With U-Net andADCs, theendpointqueues
are mappedinto the addressspaceof applicationpro-
cesses.Moreconventionaluser-level networkingsubsys-
tems[7, 11,23] sharewith SOFT-LRPtheearlydemulti-
plexingof incomingpacketsby theOSkernel(software).
Demultiplexedpacketsarethenhandedto the appropri-
ateapplicationprocessusinganupcall. In all user-level
network subsystems,protocol processingis performed
by user-level threads.Therefore,networkprocessingre-
sourcesarechargedto theapplicationprocessandsched-
uledat applicationpriority.

Basedonthecombinationof earlydemultiplexingand
protocolprocessingby user-level threads,user-level net-
work subsystemscanbein principleexpectedto display
improvedoverloadstability. Sinceuser-level threadsare
normallyprioritizedto competewith otheruserandker-
nel threads,protocolprocessingcannotstarve otherap-
plicationsasin BSD. A user-level networksubsystem's
resilienceto livelock dependsthen on the overheadof
packetdemultiplexingonthehost.Whendemultiplexing
andpacketdiscardareperformedby theNI asin [1, 5],
thesystemshouldbefreeof livelock. Whenthesetasks
areperformedby theOSkernelasin [7, 11, 23], therate
atwhich thesystemexperienceslivelockdependson the
overheadof packetdemultiplexing (as in SOFT-LRP).
Sincethe systemsdescribedin the literatureuseinter-
pretedpacket®ltersfor demultiplexing, the overheadis
likely to be high, and livelock protectionpoor. User-
level networksubsystemssharewith LRP the improved
fairnessin allocatingCPU resources,becauseprotocol
processingoccursin thecontext of thereceiver process.

User-level networksubsystemsallow applicationsto
useapplication-speci®cprotocolson top of theraw net-
work interface.Theperformance(i.e., latency, through-
put) of suchprotocolsunderoverloaddependsstrongly
ontheirimplementation'sprocessingmodel.LRP'stech-
niqueof delayingpacketprocessinguntil theapplication
requeststheassociateddatacanbeappliedto suchproto-
cols. Thefollowing discussionis restrictedto user-level
implementationsof TCP/IP.

The user-level implementationsof TCP/IPdescribed
in theliteraturesharewith theoriginalBSD architecture
the eagerprocessingmodel. That is, a dedicateduser
thread(which playsthe role of theBSD softwareinter-
rupt) is scheduledassoonasa packetarrives,regardless
of whetheror nottheapplicationiswaitingfor thepacket.



As in BSD, this eagerprocessingcanleadto additional
context switching,whencomparedto LRP.

ThesinglesharedIP queuein BSD is replacedwith a
per-applicationIP queuethat is sharedonly amongmul-
tiple socketsin a single application. As a result, the
systemensurestraf®cseparationamongtraf®cdestined
for differentapplications,but notnecessarilyamongtraf-
®cdestinedfor differentsocketswithin a single appli-
cation. Dependingon the threadschedulingpolicy and
therelative priority of thededicatedprotocolprocessing
thread(s)andapplicationthread(s),it is possiblethatin-
comingtraf®ccancauseanapplicationprocessto entera
livelockstate,wherethenetworklibrary threadconsumes
all CPU resourcesallocatedto the application,with no
CPU time left for the applicationthreads.Traf®csepa-
rationandlivelockprotectionwithin anapplicationpro-
cessareimportant,for instance,in single-processHTTP
servers.

Finally, UNIX baseduser-level TCP/IP implementa-
tionsreverttoconventionalnetwork processingundercer-
tainconditions(e.g.,whenever a socketis sharedamong
multiple processes.)In this case,thesystem's overload
behavior is similarto thanthatof astandardBSDsystem.

In summary, we expect that user-level network
implementationsÐwhiledesignedwith differentgoalsin
mindÐsharesomebut not all of LRP's bene®tswith re-
spectto overload. This paperidenti®esand evaluates
techniquesfor stability, fairness,andperformanceunder
overload,independentof the placementof the network
subsystem(applicationprocess,networkserver, or ker-
nel). Wefully expectthatLRP'sdesignprinciplescanbe
appliedto improve theoverloadbehavior of kernelized,
server-based,anduser-level implementationsof network
subsystems.

Livelockandothernegativeeffectsof BSD'sinterrupt-
driven network processingmodel canbe viewed as an
instanceof a priority inversionproblem. The real-time
OS communityhasdevelopedtechniquesfor avoiding
priority inversionin communicationsystemsin orderto
provide quality of serviceguaranteesfor real-timedata
streams[9, 10]. RT-Mach's network subsystem[10],
which is basedon the Mach user-level network imple-
mentation[11], performsearlydemultiplexing, andthen
handsincoming packetsfor processingto a real-time
threadwith a priority andresourcereservationappropri-
atefor thepacket'sstream.LikeLRP, thesystememploys
earlydemultiplexing, schedulesprotocolprocessingat a
priority appropriateto thedata'sreceiver, andchargesre-
sourcesto thereceiver. UnlikeLRP, it doesnotattemptto
delayprotocolprocessinguntil thedataisrequestedbythe
application.Moreover, theoverheadof theMachpacket
®lteris likely to makeRT-Machvulnerableto overload.
Wefully expectthatLRP, whencombinedwith real-time
threadscheduling,is applicableto real-timenetworking,

without requiringuser-level protocols.

6 Conclusion

This paperintroducesa novel networksubsystemarchi-
tecturesuitablefor networkserversystems.Performance
evaluationsindicatethat underconditionsof high load,
thearchitectureoffersincreasedthroughput,stableover-
load behavior, and reducedinterferenceamongtraf®c
destinedfor separatecommunicationendpoints.

More speci®cally, LRP's lazy, delayedprocessingof
receivednetworkpacketsreducescontext switchingand
canresultin increasedserverthroughputunderhighload.
LRP'scombinationof earlypacketdemultiplexing,early
packetdiscard,andtheprocessingof incomingnetwork
packetsat thereceiver'spriority provideimprovedtraf®c
separationandstabilityunderoverload.

A public releaseof our SunOS-basedprototype is
plannedfor the Fall of 1996. The sourcecode,along
with additional technicalinformation can be found at
ªhttp://www.cs.rice.edu/CS/Systems/LRP/º.
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